
   

  

- P2P

​ 1.

​ 2.

​ 3.

  

​ 



​ T C P / I P 

​ :

​ 1.

​ 2.  I P   (     )  I C M P ( I n t e r n e t 
     )  I G M P ( I n t e r n e t      )

​ 3. TCP UDPT C P 
UDP               

​ 4. Telnet FTP SMTP SNMP

TCP IP IP TCP TCP

  



​ TCP
TCP IP TCP IP IP

UDP TCP UDP 8 UDP
IP UDP

  

​  
       

     

  

​ TCP UDP 16bit FTP TCP 21
Telnet TCP 23 TFTP UDP 69 1-255

256-1023 Unix 1024-5000
5000

unix etc/services

​ grep “ ” etc/services

   



1.

2.

1.

2.

3.

  

​ 

SOH 01 EOT 04

  

​ "SOH" “EOT”
"ESC"

  

​ CRC

PPP   

​ 1.

​ 2. LCP

​ 3.

​ 

​ 0x7E 0x7D 0x7D 0x5D

​ 

​ 5 1 0

   

  

​ IP IP
IP



IP

ARP

ICMP

IGMP

IP   

IP 20



 32 bit  4
6 0 

    ( T O S )       3 b i t        (       )  4 b i t  T O S

 1 b i t        0  4 b i t  T O S     :            
     4 bit 1 bit 4 bit 0

 I P                           
 

 I P  1 6  I P  
 6 5 5 3 5 

T T L( t i m e - t o - l i v e )                         
           T T L           (    3 2  6 4 )    
           1  0  I C

M P 

  

​ A B



IP

  

​ IP
IP 1 2 3

IP   

​ 7 IP



ifconfig   

​ ifconfig ifconfig

netstat   

​ netstat MTU

  

​ 1. D N

​ 2. N
3

​ 3. D

​ 4. N

​ 5.

​ 6.

CDIR   

CDIR

1. A B C IP

2. IP CDIR

CDIR

ICMP



ICMP   
ICMP ICMP ICMP

ICMP

1.

2.

3.

4.

ICMP

1.  

2.  

traceroute(ICMP )   

Ping(ICMP )   

ARP   

​ ARP IP ARP IP

​ ARP   ARP Internet
20

​ 48 bit  6  

​ ARP

​ 1. A B ARP B
IP MAC

MAC

​ 

​ 1. ARP A IP B IP B

​ 2. ARP

​ 3. B ARP A IP



​ 4. A B IP

RARP   

​   IP  X  
RARP  IP

​  ARP RARP    RARP  (unicast)

IGP   

RIP OSPF

RIP

OSPF

BGP   

IPv6   

IPv6 IPv6

1. IPv6 128

2.

3.

4.

5.

6. IPv6 DHCP

7.

8.IPv6 8

40 IPv6



IPv6

IPv



   

UDP

1.

2.

3.

4.UDP

5.

6.

TCP

1.

2.

3.

4.TCP

UDP TCP   



TCP   

TCP   

TCP



TCP

TCP

TCP  (IP : )

IP TCP TCP

  

  

  

​ A



  

1. M1

2. A



ARQ   

TCP   

​ TCP 20 TCP 20

2

4 [0,2^32-1] 4GB



4

2

2

2

TCP   

  

cwnd

ssthresh

cwnd=1 ssthresh=16

4

12 ssthresh=cwnd 2=12 cwnd=1 

21



4 cwnd=ssthresh=cwnd/2=8

TCP   

:

syn (syn=x) SYN_SEND



syn SYN ack=x+1 SYN
syn=y SYN+ACK SYN_RECV

SYN ACK ACK(ack=y+1)
ESTABLISHED

TCP TCP 

3

​ B

TCP   

:



“ ” TCP “ ”

FIN
( fin

ack )  

FIN ACK +1 SYN
FIN  FIN

 
FIN ACK +1

 HTTP   

  

HTTP HTTP

  

​ HTTP

  

​ 

  

​ 

​ ASCII

​ 



  

​ 

​ Web

​ 

​ 

​ GET HEAD

​ URL

​ HTTP

​ 

​ 

​ 

​ 

  

1.

​ URL

2.

​ HTTP

3.

​ 

​ 



​ GET 

​ HEAD 

​ POST 

​ PUT 

​ TRACE 

​ OPTIONS 

​ DELETE 

4.

  

100-199 100-101 

200-299 200-206 

300-399 300-305 

400-499 400-415 

500-599 500-505 

5.

​ 

6.

​ 

  

​ 0 HTTP HTTP
/

1.

​ 

​ 

​ :

​ 

​ 

​ CRLF \n\t

2.

​ 



  

​ HTTP

0.9   

​ URL

  

HTTP1.1 GET HEAD

  

​ GET HEAD

GET   

​ 

HEAD   

​ 

PUT   

​ URL

POST   

​ HTML

TRACE   

​ 

OPTIONS   

​ Web

DELETE   

​ URL

  

​ COPY LOCK MOVE



  

​ 

100-199   

​ 100Continue

​ 101:  Update

1. 100Continue

​ 
100Continue

2. 100Continue

​ 

3. 100Continue

​ HTTP/1.1 Except 417

200-209   

​ 200 

​ 201 

​ 202 

​ 203 

​ 204 

​ 205 HTML

​ 206 

300-399   

​ 

​ 300 URL

​ 301 URL URL

​ 302 301 URL

​ 303 URL

​ 304 

​ 305 

​ 306 



​ 307 301 Location URL
URL

HTTP/1.0 POST 302 HTTP GET URL

HTTP/1.1 303 307 302

400-499   

​ 400 

​ 401 

​ 402 

​ 403 

​ 404 

​ 405 

​ 406 URL

​ 407 

​ 408 

​ 409 

​ 410 Web

​ 411 Content-Length

​ 412 

​ 413 

​ 414 URL

​ 415 

​ 416 

​ 417 Expect

500-599   

​ 500 

​ 501 

​ 502 

​ 503 

​ 504 

​ 505 



  

  

​ 

​ 

  

​ 

​ Accept

​ 

​ 

​ 

  

​ 

​ 

​ 

  

​ 

​ 

​ 

  

​ HTTP

​ TCP HTTP/1.1

  

​ HTTP/1.0+ "keep-alive" HTTP/1.1 “persistent”

keep-alive   



Keep-Alive   

​ keep-alive Connection Keep-Alive

Keep-Alive   

​ keep-alive

​ timeout 

​ max 

​ 

Keep-Alive   

HTTP/1.0 keep-alive

Connection:keep-alive

keep-alive   

​ 1.Connection



​ Connection

​ 2.

​ Connection

  

​ HTTP/1.1

 cookie   

  

1.

2.

3.

4.

HTTP   

HTTP

IP   

IP

1. IP

2. IP

3 NAT



  
HTTP www-Aythenticate Authorization Web

URL   

Web URL URL
URL URL

1. URL

2. URL

3.

4.

5.

6.

cookie   

cookie

cookie   

cookie cookie cookie

cookie cookie

cooki

cookie   

cookie = Set-Cookie Set-Cookie2HTTP

cookie   

cookie

1. cookie cookie.txt

2.ie

cookie   



cookie

1.cookie

Set-Cookie Domain cookie

2.cookie

cookie cookie Web Path
URL cookie

cookie   

cookie cookies 0 cookie 1

cookie

cookies 0   

Set-Cookie cookie cookie

1. 0 Set-cookie

cookie cookie cookie

2. 0 cookie

cookie cookie  
cookie

cookies 1   

set-Cookies2 Cookies 0

1. 1 Set-cookie2



2. 1 cookie

cookie cookie

3. 1 cookie2

Cookie2 cookie

cookie   

cookie web

cookie   

1.

2. Set-Cookie

3. cookie

cookie   

  

baidu.com ?

1 DNS www.baidu.com IP 220.181.27.48 IP
HTTP 220.161.27.48 TCP

http://www.baidu.com/


2 HTTP 80
5000

5000 IP IP

3

4 IP MAC
ARP ARP IP

IP

HTTP1.0 HTTP1.1   

1 HTTP 1.1 PersistentConnection Pipelining

1.0

1. 
2. 
3. 
4. 

HTTP 1.1 Connection Keep-
Alive Connection close

HTTP 1.1 Cache

2.HTTP 1.1 host

​ HTTP1.0 IP URL
hostname Multi-

homed Web Servers IP

HTTP1.1 Host Host
400 Bad Request

3 100(Continue) Status( )

Session Cookie   

ookie session 

1 cookie session

2 cookie COOKIE COOKIE  
session

3 session  
COOKIE

4 cookie 4K 20 cookie



5  SESSION 
COOKIE

Post Get   

GET POST

GET URL Bookmark POST

GET cache POST

GET url POST

GET POST

GET URL POST

GET ASCII POST

GET POST URL

GET URL POST Request body

HTTP2.0   

1. (Multiplexing),  HTTP/2 -

2.HTTP/2 Header Compression : HPACK

3.HTTP/2 Header Compression

SYN   

​ TCP SYN OSI TCP TCP
SYN SYN TCP ACK

TCP
ACK TCP

TCP CPU

TCP   

TCP

1. 

​ 

​ TCP

​ A B B A “  rwnd = 400 ”(  rwnd 
receiver window) TCP

TCP
100 1 ACK ACK

https://baike.baidu.com/item/%E6%B3%9B%E6%B4%AA
https://baike.baidu.com/item/%E4%B8%89%E6%AC%A1%E6%8F%A1%E6%89%8B
https://baike.baidu.com/item/%E4%B8%89%E6%AC%A1%E6%8F%A1%E6%89%8B
https://baike.baidu.com/item/%E6%8C%82%E8%B5%B7%E7%8A%B6%E6%80%81
https://baike.baidu.com/item/%E8%B5%84%E6%BA%90
https://baike.baidu.com/item/%E4%B8%89%E6%AC%A1%E6%8F%A1%E6%89%8B
https://baike.baidu.com/item/%E6%8C%82%E8%B5%B7%E7%8A%B6%E6%80%81
https://baike.baidu.com/item/%E6%AD%BB%E6%9C%BA


ack ack

B  rwnd = 300  rwnd
= 100  rwnd = 0 

B B A  ACK = 1 ACK=1

​ TCP (persistence timer) TCP
1

2. 

​ TCP  <1>. TCP
MSS MSS TCP <2>. 

TCP ( push ) <3>. 
( MSS)

​ Nagle TCP

Nagle  

​ TCP 1
1 1

40 1 IP 41
1



4 close_wait   

server server close_wait

CLOSE_WAIT  

CLIENT TCP packet  

1.Client -> FIN  -> Server  

2.Client <- ACK  <- Server

Client FIN_WAIT_2 Server CLOSE_WAIT   

3.Client <- FIN  <- Server 

Server FIN Client Server LAST_ACK   

4.Client -> ACK  -> Server   Client ACK Server CLOSED     

Server CLOSE_WAIT LAST_ACK FIN Client
  FIN packet  

CLOSE_WAIT 2
   CLOSE_WAIT

  TCP/IP
tcp_keepalive_*  


	第一章 概述
	互联网的组成以及几种网络传输方式
	分层
	数据的封装
	数据的分用与复用
	端口号

	第二章 数据链路层
	封装成帧
	透明传输
	差错控制
	PPP协议组成

	第三章 网络层
	引言
	IP首部
	子网寻址
	子网掩码
	特殊的IP地址
	ifconfig
	netstat
	分组转发算法
	无分类编址CDIR
	ICMP
	traceroute(ICMP应用)
	Ping(ICMP应用)
	ARP地址解析协议
	RARP逆向地址解析协议
	内部网关协议IGP
	外部网关协议BGP
	IPv6

	第四章 运输层
	UDP和TCP协议各种应用
	TCP端口
	TCP连接
	可靠传输的工作原理
	无差错情况
	出现差错
	确认丢失和确认迟到
	连续ARQ协议
	TCP报文段的首部格式

	TCP拥塞控制
	慢开始和拥塞避免

	TCP连接管理
	TCP连接释放

	第五章 HTTP报文
	报文流
	报文流入源端服务器
	报文向下游流动

	报文的组成
	报文段的语法
	起始行
	首部
	实体的主体部分
	版本0.9的报文

	方法
	安全方法
	GET
	HEAD
	PUT
	POST
	TRACE
	OPTIONS
	DELETE
	扩展方法

	状态码
	100-199 信息性状态码
	200-209 成功状态码
	300-399 重定向状态码
	400-499 客户单错误状态码
	500-599 服务器错误代码

	首部
	通用首部
	请求首部
	响应首部
	实体首部

	持久连接
	持久以及并行连接
	keep-alive连接
	Keep-Alive操作
	Keep-Alive选项
	Keep-Alive连接的限制和规则
	keep-alive和哑代理

	管道化连接

	第六章 客户端识别于cookie机制
	个性化接触
	HTTP首部
	客户端IP地址
	用户登录
	胖URL
	cookie
	cookie的类型
	cookie是如何工作的
	cookie罐：客户端的状态
	不同的站点使用不同的cookie
	cookie成分
	cookies版本0
	cookies版本1
	cookie与会话跟踪
	cookie与缓存
	cookie、安全性和隐私

	常考题
	HTTP1.0和HTTP1.1的区别
	Session和Cookie的区别
	Post和Get的区别
	HTTP2.0新特性
	SYN攻击
	TCP的流量控制和拥塞控制
	4次挥手中，在什么情况下会出现大量的close_wait状态呢？



