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HttpUserld 3.23
H s 4
Addition#& 34 4.1
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NginxIhgeMlih

HTTPE = IhEE :

RIBER A, REIXHLARB#FRSI ;

REREIMER(LLTTF), #6200 KTENEHE ;

FastCGl, %M SHEENEL ;

Bt 4. 11238 3Egzipping, byte ranges, chunked responses, L& SSl-filter .
1ESSIit je2s®, FIR— proxy 5#& FastCGl E N Fig K % L2 ;

SSL #1 TLS SNI % #F ;

IMAP/POP3 f{IEAR 4 IhEE :

FERAANE HTTP NiefR 4 2REEMA # B IMAP/POP3 [5if ;

ERAAER HTTP ek 42850 A R & B EEREINEH SMTP Gl ;
INEFE ¢

POP3: POP3 USER/PASS, APOP, AUTH LOGIN PLAIN CRAM-MD5;
IMAP: IMAP LOGIN;

SMTP: AUTH LOGIN PLAIN CRAM-MDS5;

SSL X #F ;

7£ IMAP #1 POP3 #&3\ 8 STARTTLS #1 STLS % #F ;

XFHIRER A -

FreeBSD 3.x, 4.x, 5.x, 6.x i386; FreeBSD 5.x, 6.x amd64;
Linux 2.2, 2.4, 2.6 i386; Linux 2.6 amd64;

Solaris 8 i386; Solaris 9 i386 and sun4u; Solaris 10 i386;
MacOS X (10.4) PPC;

g5y E:

—PNEH#HBEMENITHE#E. THEARER 2 4EN, BEFAFTERHRBRBITETT ;
kqueue (FreeBSD 4.1+), epoll (Linux 2.6+), rt signals (Linux 2.2.19+), /dev/poll (Solaris
7 11/99+), select, LA & poll 25 ;

kqueue XX FFHIAEITIREEFE EV_CLEAR, EV_DISABLE (i5stZIEEH) |
NOTE_LOWAT, EV_EOF, B #IENEE, #2403 ;

sendfile (FreeBSD 3.1+), sendfile (Linux 2.2+), sendfile64 (Linux 2.4.21+), 1 sendfilev
(Solaris 8 7/01+) ¥ ;

iy ANt J& (FreeBSD 4.1+) LAk TCP_DEFER_ACCEPT (Linux 2.4+) % %F ;

10,000 3ESE# B HTTP keep-alive £ #FERFEE 2.5M N7,

/AMEBYERHEE M1 ;

HAEHTTPIhAE :



o EFIP MIEMHEMENRS ;

e Memcached B GET #0O ;

o ¥ keep-alive &5 ;

o RJAEM FHIECE ;

o ENEMELFRMIAPIE PN ITIEH#TE ;
o AIEHIMy AR, BEEALE, URRENEHEDS ;
® Axx-5xx iz XBEEM ;

o ETF PCRE M rewrite E54&3: ;

o ETE pif IP Hutib AN HTTP EA A2 M55 17 3254 ;
e PUT, DELETE, #1 MKCOL A% ;

o ¥ FLV (Flash #31) ;

o i ERRE ;

LM

L4 Wﬁuﬁﬁ"] perl
e Bit aio_read() / aio_write() MEERFIFMzu#&E:, TE FreeBSD T,
o TR BIETHE, FreeBSD 4.x B9 ET rfork()

Nginx EEMZL;3 4 =2 hitp:/sysoev.ru/en/

¥z W ETaH Aleksandar Lazic 52K =5 o


http://sysoev.ru/en/
http://nginx.net/

% H 2% 42 Nginx
Nginx 2 — 1N &EER Web IR ANRIER 428, TEE AR L IEE L BAIRFIE:

{E 4 Web iR %25 : #8Lt Apache, Nginx EREADMXIRE, XFELMH L &%, KA ES
B, X R fE Nginx LEZEE D EVIRHEII% D, 889 X iFmis 50,000 NF % £
Beh 5, Bést Nginx 2% F41i44% T epoll and kqueue 1E % FF % #& 8.

1E A i #9ER %25 : Nginx I LAE NS E#E X #F Rails #1 PHP, A LAZHFEA HTTP
AR %25 xtA#1TR%. Nginx B C %5, TR 2RA X BT x 2 CPU [FRAMEKRARLL
Perlbal E21¥1%,

& 2 e - REEAR 4-25: Nginx Rt th 2 — D IEB R TR ERER 5% (REF L 27~ S
BH iz —tB2F A m4RER 428) , Last.fm #ik T AZHH EEWHERA 2%,

Nginx ZEEEMH £, BEXH FEH 1z (R Fiperliz’E) , BugsIkEE VIR 485
Nginx & #4538 %, FEILFERILUREI7* 247 iz 1T, BMEETHANABAETEERH A
o REBESHTE 7 ) BTAR 5 BOIE R T # 1T 3k AR AR B9 T+ 22,



NginxZ %

nginxA LMERETANIAERERE, AXENEERRGRFRE, SREENEFSHK
=1

IEXFFERREI, hidifiEgec g++ 4 B X IEEIRAIZE, XBEARE2ELT,

ububtuE & %R FIERTLUMER LU TIES

apt-get install build-essential
apt-get install libtool

centosEA i RIEFRIN TS

% make :
yum -y install gcc automake autoconf libtool make
RIRGH

yum install gcc gcc-c++

FEIEXNFIE

— R ERBEE St pcre, Zlib, BIE Y T EErewrite, F& # T 9zip/E 4.
1.4ERE2SE F
ALAREMBE &, A3 ERZ/usr/local/src

cd /usr/local/src

2. Z%PCRE &
ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/ F #% &##) PCRE &= 8, FHATE
BN N & 4%EMEE PCRE & :



cd /usr/local/src

wget ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/pcre-8.34.tar.gz
tar -zxvf pcre-8.34.tar.gz

cd pcre-8.34

./configure

make

make install

3. L% zlibE
http://zlib.net/zlib-1.2.8.tar.gz FHRRFH zlib B2, FRATEMS T H52HNRE zlibd -

cd /usr/local/src

wget http://zlib.net/z1ib-1.2.8.tar.gz
tar -zxvf zlib-1.2.8.tar.gz

cd z1ib-1.2.8

./configure

make

make install

4. 2%ssl (EvpsFiri&kikssl)

cd /usr/local/src
wget http://www.openssl.org/source/openssl-1.0.1c.tar.gz
tar -zxvf openssl-1.0.1c.tar.gz

5.2 nginx

Nginx —fi& B & NRA, 2 52 EMIFF 4R, EATLARIEEAIE IR L3 B DhRARE
F—4, TERI Nginx 23 /usr/local/nginx B & TRt m$ 5k :

cd /usr/local/src

wget http://nginx.org/download/nginx-1.4.2.tar.gz
tar -zxvf nginx-1.4.2.tar.gz

cd nginx-1.4.2

./configure --sbin-path=/usr/local/nginx/nginx \
--conf-path=/usr/local/nginx/nginx.conf \
--pid-path=/usr/local/nginx/nginx.pid \
--with-http_ssl module \
--with-pcre=/usr/local/src/pcre-8.34 \
--with-zlib=/usr/local/src/z1ib-1.2.8 \
--with-openssl=/usr/local/src/openssl-1.0.1c

make
make install

--with-pcre=/usr/src/pcre-8.34 15HIZpcre-8.34 IR 3 &1,
--with-zlib=/usr/src/zlib-1.2.7 58I Zzlib-1.2.7 BIRZEER,

RIEERRING lusr/local/nginx B & FaOF


http://zlib.net/zlib-1.2.8.tar.gz

fastcgi.conf koi-win nginx.conf.default

fastcgi.conf.default logs scgi_params
fastcgi_params mime.types scgi_params.default
fastcgi_params.default mime.types.default uwsgi_params
html nginx uwsgi_params.default
koi-utf nginx.conf win-utf

6.5%)

WRFR%H 80 im iR HMIERF S, i&1T/usr/local/nginx/nginx 853K & # Nginx,

netstat -ano|grep 80

MREFELERENT, BLRuBES % (ubuntu s Asudo B %, FARBEERIS
i 1T)

sudo /usr/local/nginx/nginx

FT TR 2857 19 LEALEZREY IP, 30R ) i 23 H 51 Welcome to nginx! |37 Nginx B2 2%
& 1 TR,

& —

D Drasbir o Combiny & (50 L Porrse & s o Infreratiore f bincienmay o Dol Frgre % Tosye 8 Vies Sore

Weloome to nginx!

B BnginxFARETK T, MRRAZBKEFEAMMIB AR %ERET
INRIRFBELEphpI AR iE, & FEZ Zphp-pm.

REH 4
B : ATREBEIR A M —LEFEER

1.1%%pcress iz

libtool: compile: unrecognized option "~ -DHAVE_CONFIG_H'
libtool: compile: Try "libtool --help' for more information.
make[1]: *** [pcrecpp.lo] Error 1

make[1]: Leaving directory °“/usr/local/src/pcre-8.34'

make: *** [all] Error 2

ile: unrecognized option "-DHAVE CONFIG H'
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R A« BREg++, 3= T EFconfigure

apt-get install g++

apt-get install build-essential
make clean

./configure

make

1.2 make 4%

make: *** No rule to make target “build', needed by “default'. Stop.
./configure: error: SSL modules require the OpenSSL library.

You can either do not enable the modules, or install the OpenSSL library
into the system, or build the OpenSSL library statically from the source
with nginx by using --with-openssl=



option.

BREAT R IES
ubuntuF

apt-get install openssl
apt-get install libssl-dev



centos

yum -y install openssl openssl-devel

2.nginx % ¥ it R
make2 FA¥ 43289, ©MMakefiled B84, ARiF4%HiE,
make install2 AR ZERN, ©thMMakefiled;2EIES, REIIEEMAE,

configurefn & AR MR RELEMNBE AN, SELT RAMENAE, SiEnginx
BOME o 4 A BRI E, HINERRIREFR2HBCCHGCC, HTAREFEECCK
GCC, EEMshellflA, #ITLR, BREE—TMakefileXX 4, nginx#configurefn 5
FLUTSH -

o . prefix= path EXL— 1B %, ERR%28LHXXHE, BEEnginxIRZEH . BiLE
H /usr/local/nginx.

® __shin-path= path ¥ BEnginxBI ol $# 1T SXHHIERTR, BRIAA *prefix* /sbin/nginx .

® . _conf-path= path % ETEnginx.conflit B XA R, nginxSti#FEHARRNECE X &
%, BRMRITH-ckF, EIAA *prefix* /conf/nginx.conf .

® __pid-path= path % Enginx.pidX 4, FME#NE#ENH#ES, RERTNE, ALK
R T B4, TEnginx.confBd EX 4 FR{E A PIDIES. BANERT, XHH
# *prefix* /logs/nginx.pid’.

® _.error-log-path= path ¥ EE 4%, B, F2MXENEATR, RESKE, ° LR
N IR, TEnginx.confERE X4 H A Berror_logiEw. FABRT, XHHA
# “*prefix* /logs/error.log .

® _.http-log-path= path ¥ BF #FKHWHTTPIR 4 2 EHEXHFNELTT, RESME, AL
Bt SR % B34 , TEnginx.confBiE XA Baccess_logiESw. BABRT, X
%% A *prefix* /logs/access.log'.

® __user= name & EngGinXx TYE#TZHMA 7. RETAG, AL BBRIE
nginx.confBt B X4/ F A userfs 5. BRAMIA » & Enobody.

® - _group= name FEngINXCIE#FEMA 78, TERTKE, AL HBRE
nginx.confBR B XX {4 FRAH useris 5. BRIARI A IER A £,

® __with-select_module’ " --without-select_module ERAHEZRAHE—MERER 4RSI FMAselect()

® __with-poll_module' " --without-poll_module 2 FASNZERAME—ME:FERFIRS25FH
poll() 5%, Z#ERFTEHEIL, MRFAEAFZFHKqueue, epoll, rtsigsk/dev/poll,

® __without-http_gzip_module — %% EEMIHTTPIR % 23/0h &, 42 FiE 1TIHE
B EEzZIbE,

® __without-http_rewrite_module T 4iFEEEH:, %hidHia TIHESREFEPCREEX
.

® __without-http_proxy_module — 43ikhttp_proxy®&iz,

® __with-http_ssl _module — fEFhttpsthili&Er, BRINBERT, ZBEREERME, B



Fiz (TR B OpenSSLE B A EH,

® - _with-pcre= path — ZEPCRE E R 2R, PCREEMIE® (MiA4.4-8.30) £E
MPCREMIE F &2, ERMIIEZNGInXBY./ configurefimake XM, 1ENKis =
{3 F3#Elocationf§ 4 #1 ngx_http_rewrite_module &k,

® __with-pcre-jit —%i3PCRE® &*just-in-time compilation” (1.1.128, pcre_jit{g

) o

® - _with-zlib= path —% BRzIibERZKE, BETFHM zlib (R41.1.3-1.2.5) BF#
f2E, HARMIIERNGinxB./ configurefimakeefl. ngx_http gzip_modulet&E iz EE
fEFAzlib .

® __with-cc-opt= parameters — % BH NS EIFHARINEICFLAGS T &, 0, H{R1E
FreeBSD L{#FHPCREEt FEE(FH: --with-cc-opt="-I /usr/local/include, .JIBEE
FIBNN select()ZHMITHEE | --with-cc-opt="-D FD_SETSIZE=2048".

® . _with-1d-opt= parameters —%x BN IS, SRAFEEEE, flm, HiE
FreeBSD FFE A iz R % MIPCRE &, i385 - -with-1d-opt="-L /usr/local/lib".

BESB(TEY TRIREEEST, WMIHHREREER—T)

./configure
--sbin-path=/usr/local/nginx/nginx
--conf-path=/usr/local/nginx/nginx.conf
--pid-path=/usr/local/nginx/nginx.pid
--with-http_ssl_module
--with-pcre=../pcre-4.4
--with-zlib=../z1ib-1.1.3



iz {7112 HINginx
nginxfm 1TSS
MEFLHMHKMAERE, Nginx R B/LTRTITEH, T2BIEEXHREE

-c </path/to/config> # Nginx 8§ E— M EEXH, RABREH,

-t iz 1T, WO R ECE S, nginx P4 & BRESUERYE SRR IES M, FH2XITHEEX
& FrE | B EIRI S,

-v 2 7% nginx BIRRA,
-V 2 7R nginx BIARA, 42 2RhiRAFECES

nginxiZ#l{E =

AILAMFERESRARZER E#TE, BUA, nginxk HEE#TEM pid BEAZR
lusr/local/nginx/nginx.pid X, &it 1k % S¥ 4 /configure HAEM pid S, RRT X
HHALE,

FHRALUREBLLTHES :

TERM, INT TRIE K ]

QUIT MEX A
EHEE

HUP R ECE FF e FTRI T/E 342
MWEX M B T {E3 52

USR1 BT EESE

USR2 ERARAMITIER,

WINCH MBEX M TR

REMRFTLECRFELF#E, HE, BNtXFHF—EES:

TERM, INT PRIE K ]
QUIT MBEX A
USR1 BT EESHE

IE. BT

i}

nginx & #. {

nginx 2 )



sudo /usr/local/nginx/nginx (nginx — # &l 3 {4 4 34 B& 1R, AILARIEE CREBRE L5 RE)
nginxMBE LT, FMRAEFEREREXARS

ps -ef |grep nginx
kill -QUIT nginxE # 25
nginx R E LR, ILZIX Fnginx#2
ps -ef |grep nginx

kill -TERM nginxE #f25

MR ERSARER, "TLUEEGHMZLE

kill -9 nginxF* # 25

NSRBI A AT AT & B BEiEFAaDTIRE

H h/usr/local/nginx/nginx. p|d 7bng|nx confpidfr X BEMNSH, ARFHnginxE#TESH
X

kill -5 5 3 BY(HUP|TERM|QUIT) cat /usr/local/nginx/nginx.pid

40

kill -QUIT “cat /usr/local/nginx/nginx.pid"

nginx& g P45
NgINXE & AT LA A JL 7 5 BY
]Ej ﬁﬁu, %*Iﬂﬁ*ﬁ%; {I%EQ'{;FE@@BIEE, igﬁﬁgo

Kill -QUIT cat /usr/local/nginx/nginx.pid

sudo /usr/local/nginx/nginx

2EMMBEENXH, TEE#I2, TREFLELIEEK
3. FBEHnginx—#tHl, FRFIELIEEK

ERESMEHNEE

Nginx X JLMES, BEET T EiEE, HPhsEaEne 15, ARPilEiTas
iz

# <strong>ps aux | egrep '(PID|nginx)'</strong>

USER PID %CPU %MEM VSz RSS TTY STAT START TIME COMMAND

root 2213 0.0 0.0 6784 2036 ? Ss 03:01 0:00 nginx: master process /u
# <strong>kill -15 2213</strong>

4 ] ]




MxBEBNZRTBNE ngink BEBEN®R GEER, BEHH], BEXNX—TEREX
%)

#<strong> nginx -t -c /etc/nginx/nginx.conf</strong>

2006/09/16 13:07:10 [info] 15686#0: the configuration file /etc/nginx/nginx.conf syntax i
2006/09/16 13:07:10 [info] 15686#0: the configuration file /etc/nginx/nginx.conf was test

#<strong> ps aux | egrep '(PID|nginx)'</strong>
USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND

root 2213 0.0 0.0 6784 2036 ? Ss 03:01 0:00 nginx: master process /u

<strong># kill -HUP 2213</strong>

{ S— >

Y nginx EHIKXEI HUP 55, ERzXERITEREXH (WREEREXH, #MEREEN,
BNEREGAR) , MIZEYE, miaRFHNEEXH (Bl : ENTHFEEXHHEITNE
BF) . ZE, nginx BTHTE#BEHAMIRAIANIFE#E, BN ITHE#REXM LT
ERFER4s 0 SAEENE PIRURS. FTEE 7 IRBIR 5 5TKE, B TFE#ERX
Mo HNRIMIBLE XM AR, nginx 194 5 F A IAMECE 217 Tk,

BT EIRTE Z st HI A

R AIEARBBTAR - BB R T - TR RBAR £ K, FERHFH ngin AT HITEFE #%IBH
(Y T+ B FARAS SO0/ 1 PR AR % 2t a6t ) S

B, FRFNAHTEFSERIBN (REFMFLD) , AE, %% USR2 (kil -USR2 pid)
ESax#iE, TABRGEMLEH pid XH# .oldbin (L

0 : lusrllocal/nginx/logs/nginx.pid.oldbin), A #THEIEIHITIZR, KR B FTHIE
HIEFFTRTE 2

PID PPID USER %CPU VSZ WCHAN COMMAND

33126 1 root 0.0 1164 pause nginx: master process /usr/local/nginx/sbin/nginx
33134 33126 nobody 0.0 1368 kqread nginx: worker process (nginx)
33135 33126 nobody 0.0 1380 kqread nginx: worker process (nginx)
33136 33126 nobody 0.0 1368 kqread nginx: worker process (nginx)
36264 33126 root 0.0 1148 pause nginx: master process /usr/local/nginx/sbin/nginx
36265 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)
36266 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)
36267 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

{ —

Exat, A nginx 2HIEReET, —EX2EHAREK, BEXSEIEIANEH, Ribm
%1% WINCH 554 Bl E#1E, AF, SHNIHEARMFTTFHENERA :

PID PPID USER %CPU VSZ WCHAN COMMAND

33126 1 root 0.0 1164 pause nginx: master process /usr/local/nginx/sbin/nginx
33135 33126 nobody 0.0 1380 kqread nginx: worker process is shutting down (nginx)
36264 33126 root 0.0 1148 pause nginx: master process /usr/local/nginx/sbin/nginx
36265 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

36266 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

36267 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

4 I ]




— et iE, BN IE#RLETRACEENFRKERY, MBI E#RER B
ABLEKT -

PID PPID USER %CPU VSZ WCHAN COMMAND

33126 1 root 0.0 1164 pause nginx: master process /usr/local/nginx/sbin/nginx
36264 33126 root 0.0 1148 pause nginx: master process /usr/local/nginx/sbin/nginx
36265 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)
36266 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)
36267 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

(| E—

xat, EHIARRSHFEERRACETNEET, N, B TEHNLYE, ROTURE
IBR9BR %25

e %X HUP B4 IHNEH#TE - ENETERREXHNBIRT & BN IIEF#E
o %X QUIT EBLHMNEH#E, EXREMBXNHEIF#TE

e %X TERM E54#ME#TE, BFEHERH

o MRAAXKLFERFVIE#IETBERE, MELKEKILLES

FNEH#RBRYE, HNEH#ESHBR oldbin Bi%, MEHEH .pid X4, i, —t]
HEREBNFH R AT o

WSR2 X Tt B, MIFHEREHFNR S50, XX QUIT FELIBNEARREHERHM
RETHHR 5 5E17

PID PPID USER %CPU VSZ WCHAN COMMAND
36264 1 root 0.0 1148 pause nginx: master process /usr/local/nginx/sbin/ngi
36265 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)
36266 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)
36267 36264 nobody 0.0 1364 kqread nginx: worker process (nginx)

4 o | ]
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#4t Nginx
Ngnix{# FhashZk 3 th B SE A 7% K B IR 32 44 B2,

Z 2R Fe RH aMhashFREF # £ T RK/NRETFEH % €S (hash bucket size), £ 5
HIFREFHE B, NginxhashFRikzRABE/NHRT,

B ElhashZFiB it Z#(hash max size) W K/NF EF #1714 4% st FRKLHhashKREBEHEIE DS
Bz LS, M, RER% 2338 FMhash’®RZHIES server_names_hash_max_size
server_names_hash_bucket_size PFT¥EMIHI, S%hash bucket size ¥. 2% FhashFRHIK/), F
BR—BREREGFANNIEH, EALTEAFEFHNFIUREE, FELKESRPMNES K
hash#k42 4 A # FTHE. WRhash bucket sizeF F— R IBIREFHRD, ILTESL HshIed
&, RIFNIERTERGTREHRIRE A2, E—REHREFT# LTI, ETREEF#
¥ A AeE, FEIb, WRNginxs4 HFEZIR K hash max size 5k hash bucket sizeBJ1E
™, BLEENZERFI—NSEBK.

SHRE
NgInEH N T IRk 73 (OERAER) , ZEHETLUBR ue HHHE

e select- 7/ E, MRIFMESEEEENNG L, EE4HFBANAE, R
EREESE --with-select_module F --without-select_module 3E &SN X MR
o

e poll- i H7AE, MRIFMESEEEENNA L, EEHFHANAE, RAULUE
Fﬁ@ﬂﬁ’??ﬁ --with-poll_module 0 --without-poll_module %Eﬁﬁ%@ﬁﬁﬁﬁ*ﬁ%o

e kqueue - 2B E, FHTF FreeBSD 4.1+, OpenBSD 2.9+, NetBSD 2.0 #1 MacOS
X. FEANEEEHMacOS X% 4 F Akqueue Rl BER & X A% BR 7% o

e epoll - &M AL, FERHFLiNnUXAZ2.6MARUENR%., TEERL L IThRAF, 40
SuSE 8.2, il 2 4R AN FFepollB 4k T,

o rtsig - AIRATHIZ6HES, HATFLnUXAIRA2.2.190 MR %, BNER TENR
SZHTREHAART1024MPOSIXE i (HER)ES. ZMIFRATE f BIR 58K 2
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MRS FHE, nginxftFEHEFBRMER po11 AERKXEBABBERREIESR,

¢ /dev/poll - %I E, EATF Solaris 7 11/99+, HP/UX 11.22+ (eventport), IRIX
6.5.15+ # Tru64 UNIX 5.1A+.

e eventport - &M%, FHET Solaris 10. % THHIEH AR @, BEVER
® ) REHMT,
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e [#daemon daemon]

e [#debug_points debug_points]

e [#error_log error_log]

e [#include include]

e [#lock_file lock_file]

e [#master_process master_process]

e [#pid pid]

e [#ssl_engine ssl_engine]

e [#timer_resolution timer_resolution]

e [#user user group]

e [#worker_cpu_affinity worker_cpu_affinity]
e [#worker_priority worker_priority]

e [#worker processes worker_processes]

e [#worker_rlimit_core worker_rlimit_core]
e [#worker_rlimit_nofile worker _rlimit_nofile]
e [#worker_rlimit_sigpending worker_rlimit_sigpending]
e [#working_directory working_directory]

daemon

&% :*daemon on | off*

fR& 14 :*on*
daemon off;

Do not use the "daemon" and "master_process" directives in a production mode, these
options are mainly used for development only. You can use daemon off safely in production
mode with runit / daemontools however you can't do a graceful upgrade.

master_process off should never be used in production.

4 = S IEHR RN EF " "daemon"fl"master_process"{54, XLk i BT I £ 8 %o

debug_points



i&3%:*debug_points [stop | abort]*

fRE 14 *none*

debug_points stop;

There are some assertion points inside nginx that allow to stop nginx to attach the debugger,
or to abort and to create the core file.

RiZEATFRR, EiRXESRRERRZ £/,

error_log
&% *error_log file [ debug | info | notice | warn | error | crit ]*
& 14 *${prefix}/logs/error.log*

Nginx /0 --with-debug % , IREEEGS AU TEE:

error_log LOGFILE [ debug_core | debug_alloc | debug_mutex | debug_event
]: | debug_http | debug_imap ;

include
i%skr*include file | **
R4 @ *none*

Rl LAEEREM A FEAincludeiE S s MEEEXHME SR, #{lFapachedMinclude5’%E, &
AD EBE XA,

include FERRXZHERTHERE—HNERFATENAE, NEE— 1B EFTHEAE
LA".conf"4 BB T4

include vhosts/*.conf;

EEBRZ Econfiguresrs i3 S8 --prefix=<IER>IE SR A, WMREEERE, NginxEAZSH
4% 1E/usr/local/nginx,
&% *lock _file file*

k4 14 :*compile-time option*

lock_file /var/log/lock_file;



nginx uses accept mutex to serialize accept() syscalls. If nginx is built by gcc, Intel C++, or
SunPro C++ compilers on i386, amd64, sparc64, and ppc64, then nginx uses the atomic
instructions to implement the mutex. In other cases the lock file would be used.

master_process
&% :*master_process on | off*

R4 14 :*on*

master_process off;

Do not use the "daemon" and "master_process" directives in a production mode, these
options are mainly used for development only.

4 = R IEHR AR EFE A "daemon"#"master_process"fg 4, ix £ xk A BT I & 8o
pid
&% :*pid file*
R4 14 :*compile-time option* Example:
pid /var/log/nginx.pid;
#IZidFE S, ATLAER Kill -HUP cat /var/log/nginx.pid\ XtNginx#{THCE X4 EFHN
#Heo
ssl_engine
&K :*ssl_engine engine*
k4 14 :*system dependent*

Here you can set your preferred openssl engine if any available. You can figure out which
one do you have with the commandline tool:

ZIBESHTIEEopenssI{EAMIBIZE, {RATLLE R FTERMSITI® %4 BRI FHopenss|3|

R

openssl engine -t

fIan:



$ openssl engine -t

(cryptodev) BSD cryptodev engine

: [ available ]

(dynamic) Dynamic engine loading support
: [ unavailable ]

timer_resolution
&% :*timer_resolution t*
R4 & *none*

Example:

timer_resolution 100ms;

The directive allows to decrease number gettimeofday() syscalls. By default gettimeofday()
is called after each return from kevent(), epoll, /dev/poll, select(), poll().

But if you need an exact time in logs when logging $upstream_response_time, or $msec

variables, then you should use timer_resolution .

user

&% :*user user [group]*

R4 & :*nobody nobody*

8§ ENginx Worker# 2z 1T7H 7, BAiAZnobodyik &,

fIan:

user www users;

worker_cpu_affinity

&% :*worker_cpu_affinity cpumask [cpumask...]*

fR#& 14 :*none*

Linux only.

With this option you can bind the worker process to a CPU, it calls sched_setaffinity().
f & Flinux, %% 5 7 Ll Eworker# F2F1CPU.

For example,



worker_proceses 4;
worker_cpu_affinity 0001 0010 0100 1000;

Bind each worker process to one CPU only.

4 98B Pworker# F2 45 E —NCPU.

worker_proceses 2;
worker_cpu_affinity 0101 1010;

Bind the first worker to CPUQ/CPU2, bind the second worker to CPU1/CPU3. This is suitable
for HTT.

FCPUO/CPU24F EE ¢4 88— Mworker# #2, FCPU1/CPU3%# E ¢4 88 — N worker # 2,

worker_priority
&%k *worker_priority [-] number*
R {8 :*on*

With this option you can give to all worker processes the priority (nice) you need/wish, it calls
setpriority().

{55 F 3% 3% R AT LA 24 PR Maworker 3 72 0 Bt 46 Fo 4o

worker_processes

&% :*worker_processes number*
ERE B %1
e.g..

worker_processes 5;

nginx has the ability to use more than one worker process for several reasons:
nginx®l LAEF % Mworker# 12, RETF :

1. to use SMP
2. to decrease latency when workers blockend on disk 1/0O
3. to limit number of connections per process when select()/poll() is used

The worker_processes and worker_connections from the event sections allows you to
calculate maxclients value: k



max_clients = worker_processes * worker_connections

worker_rlimit_core

&% *worker_rlimit_core size*
REm:

Maximum size of core file per worker;

worker_rlimit_nofile
i&3%: worker_rlimit_nofile limit fR4& 1a: '
Specifies the value for maximum file descriptors that can be opened by this process.

?bl—‘ﬂ

BAE

worker_rlimit_sigpending
i& 3% :*worker_rlimit_sigpending limit*fR& ;'
(Since Linux 2.6.8) Specifies the limit on the number of signals that may be queued for the

real user ID of the calling process.

working_directory

&% working_directory path & 4: --prefix

This is the working directory for the workers. It's used for core files only. nginx uses absolute
paths only, all relative paths in configuration files are relative to --prefix==PATH
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accept_mutex

Syntax:*accept_mutex [ on | off ]*
Default:*on*

nginx S #1&E K4 21T FBaccept() k48 .

accept_mutex_delay
Syntax:*accept_mutex_delay Nms;*
Default:*500ms*

MR—PHERBEERY, SHEREDLZ ke, ABERT, LERZ500ms ,

debug_connection

Syntax:*debug_connection [ip | CIDR]*

Default:*none*

Since 0.3.54 this option support CIDR address format

This option gives you the ability to write debug log only for the clients of this IP/NET.
Several different directives are possible.

Example:

error_log /var/log/nginx/errors;
events {
debug_connection 192.168.1.1;

devpoll_changes
devpoll_events
kqueue_events

epoll_events



Syntax:*devpoll_changes*
Default:

These directives specify how many events may be passed to/from kernel, using appropriate
method.

The default devpoll values are 32, the rest are 512.

multi_accept
Syntax:*multi_accept [ on | off ]*
Default:*off*

multi_accept tries to accept() as many connections as possible after nginx gets notification
about a new connection.

rtsig_signo
Syntax:*rtsig_signo*

Default:

nginx uses two signals when the rtsig method is used. The directive specified the first
signal number. The second is plus 1.

By default rtsig signo is SIGRTMIN+10 (40).
rtsig_overflow_events
rtsig_overflow_test

rtsig_overflow_threshold

Syntax:*rtsigoverflow**
Default:

These directives specifies how to handle rtsig queue overflows. When overflow occurred
nginx flushes rtsig queue, then it handles events switching between poll() and rtsig. poll()
handles consecutively all unhandled events, while rtsig periodicaly drains queue to prevent a
new overflow. When overflow is handled completely, nginx switches to rtsig method again.



The rtsig_overflow_events specifies the number of events to be passed via poll(). The
default is 16.

The rtsig_overflow_test specifies after which number of events handled by poll() nginx will
drains rtsig queue. The default is 32.

The rtsig_overflow_threshold works in Linux 2.4.x only. Before to drain rtsig queue nginx
looks in a kernel how the queue is filled up

The default is 1/10. "rtsig_overflow_threshold 3" means 1/3.

use

Syntax:*use [ kqueue | rtsig | epoll | /dev/poll | select | poll | eventport ]*
Default:

WRTE ./configure HIBHRIETE T AL —FMEHRE, BLAUgBES—D, LUESK
nginxﬁﬁﬁ"ﬁﬁﬁlﬂ$1¢$§i”o %ﬁi}\'%?R—aninx’%E ./configure N IHBRESRANEHEREE,

WEJUJE: QE EEE_[FHE"J$'{¢*§:@JJ&;ZD@E ./configure ET/%&/E

worker_connections

Syntax:*worker_connections number*
Default:

@it worker_connections#lworker proceses® LLit+ B Hmaxclients :

max_clients = worker_processes * worker_connections

E4 RERE, max_clients? :

max_clients = worker_processes * worker_connections/4

Since a browser opens 2 connections by default to a server and nginx uses the fds (file
descriptors) from the same pool to connect to the upstream backend

References
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alias

syntax:*alias file-path|directory-path;*
default:*no*
context:*location*

This directive assigns a path to be used for the indicated location. Note that it may look
similar to the root directive, but the document root doesn't change, just the file system path
used for the request.

For example:

location /i/ {
alias /spool/w3/images/;

3

The request "/i/top.gif" will return the file "/spool/w3/images/top.gif".
It is possible to use variables in the replacement path.

The alias directive cannot be used inside a regex-specified location . If you need to do
this you must use a combination of rewrite and root .

client_body_in_file_only
syntax:*client_body_in_file_only on|off*

default:*off*

context:*http, server, location*

The directive enables to store a client request body in a file.

Please note that the file at the request completion will not be removed if the directive is
enabled.

This directive can be used for debugging and for the $r->request_body_file method in the
Embedded Perl module.



client_body_in_single_buffer
syntax:*client_body in_single buffer*
default:*off*

context:*http, server, location*

The directive(0.7.58+) specifies whether to keep the whole body in a single client request
buffer. The directive is recommended when using the variable $request_body to reduce the
operations of copying.

client_body_buffer_size

syntax:*client_body buffer_size the_size*
default:*8k/16k*

context:*http, server, location*

The directive specifies the client request body buffer size.

If the request body is more than the buffer, then the entire request body or some part is
written in a temporary file.

The default size is equal to two pages size, depending on platform it is either 8K or 16K.

client_body_temp_path

syntax:*client_body temp_path dir-path [ level1 [ level2 [ level3 ]*
default:*client_body_temp*
context:*http, server, location*

The directive assigns the directory for storing the temporary files in it with the body of the
request.

Inthe dir-path a hierarchy of subdirectories up to three levels are possible.

For example

client_body_temp_path /spool/nginx/client_temp 1 2;

The directory structure will be like this:

/spool/nginx/client_temp/7/45/00000123457



client_body_timeout

syntax:*client_body_timeout time*

default:*60*

context:*http, server, location*

Directive sets the read timeout for the request body from client.

The timeout is set only if a body is not get in one readstep. If after this time the client send
nothing, nginx returns error "Request time out" (408).

client_header_buffer_size

syntax:*client_header_buffer_size size*

default:*1k*

context:*http, server*®

Directive sets the headerbuffer size for the request header from client.

For the overwhelming majority of requests it is completely sufficient a buffer size of 1K.

However if a big cookie is in the request-header or the request has come from a wap-client
the header can not be placed in 1K, therefore, the request-header or a line of request-
header is not located completely in this buffer nginx allocate a bigger buffer, the size of the
bigger buffer can be set with the instruction large_client_header_buffers.

client_header_timeout

syntax:*client_header_timeout time*

default:*60*

context:*http, server*®

Directive assigns timeout with reading of the title of the request of client.

The timeout is set only if a header is not get in one readstep. If after this time the client send

nothing, nginx returns error "Request time out" (408).

client_max_body_size

syntax:*client_max_body_size size*



default:*client_max_body_size 1m*
context:*http, server, location*

Directive assigns the maximum accepted body size of client request, indicated by the line
content-Length in the header of request.

If size is greater the given one, then the client gets the error "Request Entity Too Large"
(413).

It is necessary to keep in mind that the browsers do not know how to correctly show this
error.

default_type

syntax:*default_type MIME-type*
default:*default_type text/plain*
context:*http, server, location*

Assigns the default MIME-type to be used for files where the standard MIME map doesn't
specify anything.

See also types

Example:

location = /proxy.pac {
default_type application/x-ns-proxy-autoconfig;
}
location = /wpad.dat {
rewrite . /proxy.pac;
default_type application/x-ns-proxy-autoconfig;

}

directio
syntax:*directio [size|off]*
default:*directio off*

context:*http, server, location*

The directive enables use of flags O_DIRECT (FreeBSD, Linux), F_NOCACHE (Mac OS X)
or directio() function (Solaris) for reading files with size greater than specified. This directive
disables use of sendfile for this request. This directive may be useful for big files:



directio 4m;

error_page

syntax:*error_page code [ code... ] [ = | =answer-code ] uri | @named_location*
default:*no*
context:*http, server, location, if in location®

The directive specifies the URI, which will be showed for the errors indicated.

Example:
error_page 404 /404 .html;
error_page 502 503 504 /50x.html;
error_page 403 http://example.com/forbidden.html;
error_page 404 = @fetch;

Furthermore, it is possible to change the code of answer to another, for example:

error_page 404 =200 /.empty.gif;

If an erroneous answer is processed by the proxied or FastCGl server and this server can
return the different answer codes, for example, 200, 302, 401 or 404, then it is possible to
hide the code returned:

error_page 404 = /404.php;

If you wish to return the error code as-is, OMIT the = from the error_page directive:

error_page 404 /404.php;

if_modified_since
syntax:*if_modified_since [off|exact|before]*
default:*if modified_since exact*
context:*http, server, location*

The directive (0.7.24) defines how to compare time of file modification and time in request
header "If-Modified-Since":



e off — don't check "If-Modified-Since" request header (0.7.34);

e exact — exact match;

e before — file modification time should be less than time in "If-Modified-Since" request
header.

index

syntax:*index file [file...]*
default:*index index.html*
context:*http, server, location*

Directive determines the file(s) which will be used as the index. It's possible to use variables
in the name of file. The presence of the files is checked in the order of their enumeration. A
file with an absolute path can be put at the end. Example using a variable:

index index.$geo.html index.0.html /index.html;

If you want to automatically generate an index from a directory listing, useautoindex on.

internal

syntax:*internal*
default:*no*
context:*location*

internal indicates that the matching location can be used only for so called "internal”
requests.

For external requests it will return the error "Not found" (404).
Internal requests are the following:

e requests redirected by the instruction error_page

e subrequests created by the command include virtual of the "ngx_http_ssi_module"
module

¢ requests changed by the instruction rewrite of the "ngx_http_rewrite_module" module

An example to prevent clients fetching error pages directly:



error_page 404 /404.html;
location /404.html {
internal;

Nginx 0.7.x introduces a new syntax for internal locations: @location

Example:

location / {
root /var/www/html;
error_page 404 @40x;

}

location @46x {
root /var/www/errors/40x.html;

3

keepalive_timeout
syntax:*keepalive_timeout [ time |*
default:*keepalive_timeout 75*
context:*http, server, location*

The first parameter assigns the timeout for keep-alive connections with the client. The server
will close connections after this time.

The optional second parameter assigns the time value in the header

Keep-Alive: timeout=time Of the response. This header can convince some browsers to
close the connection, so that the server does not have to. Without this parameter, nginx
does not send a keep-Alive header (though this is not what makes a connection "keep-
alive").

The parameters can differ from each other.
Notes on how browsers handle the keep-Alive header:

e MSIE and Opera ignore the "Keep-Alive: timeout=" header.

MSIE keeps the connection alive for about 60-65 seconds, then sends a TCP RST.

Opera keeps the connection alive for a long time.

Mozilla keeps the connection alive for N plus about 1-10 seconds.
e Konqueror keeps the connection alive for about N seconds.

keepalive _requests



syntax:*keepalive_requests n*
default:*keepalive_requests 100*
context:*http, server, location*

Number of requests which can be made over a keep-alive connection.

large_client_header_buffers
syntax:*large_client_header_buffers number size*
default:*large_client_header_buffers 4 4k/8k*
context:*http, server*®

Directive assigns the maximum number and size of buffers for large headers to read from
client request.

The request line can not be bigger than the size of one buffer, if the client send a bigger
header nginx returns error "Request URI too large" (414).

The longest header line of request also must be not more than the size of one buffer,
otherwise the client get the error "Bad request" (400).

Buffers are separated only as needed.

By default the size of one buffer is equal to the size of page, depending on platform this
either 4K or 8K, if at the end of working request connection converts to state keep-alive, then
these buffers are freed.

limit_except
syntax:*limit_except methods {...}*
default:*no*

context:*location*

Directive limits HTTP-methods, accessible inside location.

For the limitation can be used the directives of modules ngx_http_access_module and
ngx_http_auth_basic_module:

limit_except GET {
allow 192.168.1.0/32;
deny all;



limit_rate

syntax:*limit_rate speed*

default:*no*

context:*http, server, location, if in location®

Directive assigns the speed of transmission of the answer to client. Speed is assigned in the
bytes per second. Limitation works only for one connection, i.e., if client opens 2
connections, then total velocity will be 2 times higher then the limit set.

If it is necessary to limit speed for the part of the clients at the server level, based on some
kind of condition - then this directive does not apply. Instead you should specify the limit by
assigning the value to the $limit_rate variable, as shown below:

server {
if ($slow) {
set $limit_rate 4k;
}

limit_rate_after

syntax:*limit_rate_after time*
default:*limit_rate_after 1m*
context:*http, server, location, if in location*

The directive limits speed only after the first part was sent.

limit_rate_after 1m;
limit_rate 100k;

listen

syntax:*listen address:port [ default [ backlog=num | rcvbuf=size | sndbuf=size |
accept_filter=filter | deferred | bind | ssl ] ]*

default:*listen 80*
context:*server*

The listen directive specifies the address and port accepted by the enclosing server {...}
block. It is possible to specify only an address, only a port, or a server name as the address.



listen 127.0.0.1:8000;

listen 127.0.0.1;
listen 8000;

listen *:8000;

listen localhost:8000;

IPv6 address(0.7.36) are set in square brackets:

listen [::]:8000;
listen [fe80::1];

When Linux (in contrast to FreeBSD) binds IPv6 [::], it will also bind the corresponding IPv4
address. If other non IPv6 server definitions already used this, the bind will fail. By using
explicit addresses instead of [::] this will not be a problem. It is also possible to specify that
this listen directive is only to bind the IPv6 address with use of the "default ipv6only=on"
option. Note that this only affect this listen directive, the same server {...} block may very well
listen to IPv4 as well, specified by other listen directives.

listen [2a02:750:5::123]:80;
listen [::]:80 default ipv6only=on;

If only address is given, the default port is 80.

If the directive has the default parameter, then the enclosing server {...} block will be the
default server for the address:port pair. This is useful for name-based virtual hosting where
you wish to specify the default server block for hostnames that do not match any
[#server_name server_name] directives. If there are no directives with the default
parameter, then the default server will be the first server block in which the address:port
pair appears.

The 1isten directive accepts several parameters, specific to the system calls 1listen(2)
and bind(2) . These parameters must follow the default parameter.

backlog=num -- is assigned parameter backlog in call 1isten(2) . By default backlog equals
-1.

rcvbuf=size -- assigned to the parameter so_rcveur for the listening socket.
sndbuf=size -- assigned to the parameter so_snpeur for the listening socket.
accept_filter=filter -- is assigned name accept-filter.

. It works only to FreeBSD, it is possible to use two filters -- dataready and httpready . On
the signal -HUP accept-filter it is possible to change only in the quite last versions FreeBSD:
6.0, 5.4-STABLE and 4.11-STABLE. deferred -- indicates to use that postponed accept(2) on



Linux with

. the aid of option TcpP_berer_AccepT . bind -- indicates that it is necessary to make bind(2)
separately

. for this pair of address:port. The fact is that if are described several directives listen with
the identical port, but by different addresses and one of the directives listen listens to on all
addresses for this port (:port), then nginx will make bind(2) only to :port. It is necessary to
consider that in this case for determining the address, on which the connections arrive, is
done the system call getsockname(). But if are used parameters backlog, rcvbuf, sndbuf,
accept_filter or deferred, then it is always done separately for this pair of address:port
bind(2). ssl -- parameter (0.7.14) not related to listen(2) and bind(2) syscalls

. but instead specifies that connections accepted on this port should work in SSL mode. This
allows to specify compact configurations for servers working with both HTTP and HTTPS.
For example:

listen 80;
listen 443 default ssl;

Example of the use of the parameters:

listen 127.0.0.1 default accept_filter=dataready backlog=1024;

location

syntax:*location [=|~|~|*~] /uri/{ ... }
default:*no*

context:*server*

This directive allows different configurations depending on the URI. It can be configured
using both literal strings and regular expressions. To use regular expressions, you must use
the a prefix:

1. ~* for case insensitive matching
2. ~ for case sensitive matching

To determine which /ocation directive matches a particular query, the literal strings are
checked first. Literal strings match the beginning portion of the query and are case-sensitive
- the most specific match will be used (see below on how nginx determines this). Afterwards,



regular expressions are checked in the order defined in the configuration file. The first
regular expression to match the query will stop the search. If no regular expression matches
are found, the result from the literal string search is used.

There are two ways to modify this behavior. The first is to use the prefix "=", which matches
an exact query only. If the query matches, then searching stops and the request is handled
immediately. For example, if the request "/" occurs frequently, then using "location = /" will

expedite the processing of this request.

The second is to use the prefix »~ . This prefix is used with a literal string and tells nginx to
not check regular expressions if the path provided is a match. For instance, "location -~
/images/" would halt searching if the query begins with /images/ - all regular expression
directives would not be checked.

To summarize, the order in which directives are checked is as follows:

1. Directives with the = prefix that match the query exactly. If found, searching stops.

2. All remaining directives with conventional strings. If this match used the ~~ prefix,
searching stops.

3. Regular expressions, in the order they are defined in the configuration file.

4. If #3 yielded a match, that result is used. Otherwise, the match from #2 is used.

It is important to know that nginx does the comparison against decoded URIs. For example,
if you wish to match "/images/%20/test", then you must use "/images/ /test" to determine the
location.

Example:

location =/ {

# matches the query / only.
[ configuration A ]
}
location / {
# matches any query, since all queries begin with /, but regular
# expressions and any longer conventional blocks will be

# matched first.
[ configuration B ]
}
location A~ /images/ {
# matches any query beginning with /images/ and halts searching,
# so regular expressions will not be checked.

[ configuration C ]

}

location ~* \.(gif|jpg|jpeg)$ {
# matches any request ending in gif, jpg, or jpeg. However, all
# requests to the /images/ directory will be handled by

# Configuration C.
[ configuration D ]

}



Example requests:

e /-> configuration A

e /documents/document.html -> configuration B
e /images/1.gif -> configuration C

e /documents/1.jpg -> configuration D

Note that you could define these 4 configurations in any order and the results would remain
the same. While nested locations are allowed by the configuration file parser, their use is
discouraged and may produce unexpected results.

How nginx Determines Which Path Matches

Most users will not need to know how nginx internally determines which path to use - know
that it will choose the "most specific" match for your URI in a speedy and efficient manner.
For those that are curious, however, read on.

All path strings are sorted alphabetically. nginx then proceeds to search down the list looking
for matches until the request URI has a "higher" value then the current string in the sorted
list. This is determined using the family of strcmp() functions - once stremp() returns 1,
then searching stops. Once searching stops, the last string which matched is used.

For example, lets say we have the following paths:

/a
/apple
/banana

Now, lets say the server gets the path "/az". nginx would begin search down this list. First, "/"
would match, but "/ is less than "/az" so searching continues. "/a" also matches, but "/a" is
still less than "/az" so we continue again. "/apple" does not match. The next string,
"/banana", is greater than "/az" so searching stops and the last match, "/a", would be used.

Named Locations

Later versions of Nginx (>0.7.x) have Named Locations. These are location blocks that start
with an @ symbol, and are treated similar to internal locations except that they preserve the
original URI on internal redirects for error_page or try_files directives.

location / {

try_files @joomla index.html;
}

location @joomla {
rewrite A(.*)$ /index.php?q=$1 last;



log_not_found

syntax:*log_not_found [on|off]*
default:*log_not_found on*
context:*http, server, location*

The directive enables or disables messages in error_log about files not found on disk.

log_subrequest

syntax:*log_subrequest [on|off]*
default:*log_subrequest off*
context:*http, server, location*

The directive enables or disables messages in access_log about sub-requests such as
rewrite rules and/or SSI requests.

msie_padding
syntax:*msie_padding [on|off]*
default:*msie_padding on*
context:*http, server, location*

This directive enables or disables the the msie_padding feature for MSIE browsers. When
this is enabled, nginx will pad the size of the response body to a minimum of 512 bytes, for
responses with a status code above or equal to 400.

The padding prevents the activation of "friendly" HTTP error pages in MSIE, so as to not
hide the more-informative error pages from the server.

Note that Chromium/Chrome have "friendly" HTTP error pages as well, but this feature will
not send them the padding.

msie_refresh

syntax:*msie_refresh [on|off]*
default:*msie_refresh off*

context:*http, server, location*



This directive allows or forbids issuing a refresh instead of doinga redirect for MSIE.

open_file_cache

syntax:*open_file_cache max = N [inactive = time] | off*
default:*open_file_cache off*

context:*http, server, location*

The directive sets the cache activity on. These information can be stored:

¢ Open file descriptors, information with their size and modification time;

¢ Information about the existence of directories;

¢ Error information when searches for a file - no file, do not have rights to read, etc. See
also open_file_cache_errors

Options directive:

* max - specifies the maximum number of entries in the cache. When the cache
overflows, the longest-used items(LRU) will be removed;

® inactive - specifies the time when the cached item is removed, if it has not been
downloaded during that time, the default is 60 seconds;

e off - prohibits the cache activity.

Example:

open_file_cache max=1000 inactive=20s;
open_file_cache_valid 30s;
open_file_cache_min_uses 2;
open_file_cache_errors on;

open_file _cache errors

syntax:*open_file_cache_errors on | off*
default:*open_file _cache_errors off*
context:*http, server, location*

The directive specifies to cache errors or not when searching a file.

open_file_cache _min_uses
syntax:*open_file_cache_min_uses number*

default:*open_file _cache min_uses 1*



context:*http, server, location*

The directive defines the minimum use number of a file within the time specified in the
directive parameter inactive in open_file_cache. ?If use more than the number, the file
descriptor will remain open in the cache.

open_file_cache_valid
syntax:*open_file_cache valid time*
default:*open_file_cache_valid 60*
context:*http, server, location*

The directive specifies the time when need to check the validity of the information about the
item in open_file_cache.

optimize_server_names
syntax:*optimize_server_names [ on|off |*
default:*optimize_server_names on*
context:*http, server*®

Directive activates or deactivates optimization of host name checks for name-based virtual
servers.

In particular, the check influences the name of the host used in redirects. If optimization is
on, and all name-based servers listening on one address:port pair have identical
configuration, then names are not checked during request execution and redirects use first
server name.

If redirect must use host name passed by the client, then the optimization must be turned off.

Note: this directive is deprecated in nginx 0.7.x, use server_name_in_redirect instead.

port_in_redirect
syntax:*port_in_redirect [ on|off ]*
default:*port_in_redirect on*

context:*http, server, location*

Directive allows or prevents port indication in redirects handled by nginx.



If port_in_redirect is on, then Nginx will not add the port in the url when the request is
redirected.

recursive_error_pages

syntax:*recursive_error_pages [on|off]*
default:*recursive_error_pages off*
context:*http, server, location*

recursive_error_pages enables or disables following a chain of error_page directives.

resolver

syntax:*resolver address*
default:*no*
context:*http, server, location*

TODO: Description

resolver_timeout

syntax:*resolver_timeout time*
default:*30*
context:*http, server, location*

Resolver timeout in seconds.

root

syntax:*root path*
default:*root html*
context:*http, server, location, if in location*

root specifies the document root for the requests. For example, with this configuration

location /i/ {
root /spool/w3;

}



A request for "/i/top.gif" will return the file "/spool/w3/i/top.gif". You can use variables in the
argument.

note: Keep in mind that the root will still append the directory to the request so that a
request for "/itop.gif" will not look in "/spool/w3/top.gif" like might happen in an Apache-like
alias configuration where the location match itself is dropped. Use the alias directive to
achieve the Apache-like functionality.

satisfy_any

syntax:*satisfy_any [ on|off ]*
default:*satisfy_any off*
context:*location”

Directive solves access with at least one successful checking, executed by modules
NginxHttpAccessModule orNginxHttpAuthBasicModule:

location / {
satisfy_any on;
allow 192.168.1.0/32;

deny all;
auth_basic "closed site";
auth_basic_user_file conf/htpasswd;

send_timeout

syntax:*send_timeout the time*
default:*send_timeout 60*
context:*http, server, location*

Directive assigns response timeout to client. Timeout is established not on entire transfer of
answer, but only between two operations of reading, if after this time client will take nothing,
then nginx is shutting down the connection.

sendfile

syntax:*sendfile [ on|off ]*
default:*sendfile off*

context:*http, server, location*



Directive activate or deactivate the usage of sendfile() .

server

syntax:*server {...}*

default:*no*

context:*http*

Directive assigns configuration for the virtual server.

There is no separation of IP and name-based (the Host header of the request) servers.

Instead, the directive 1listen is used to describe all addresses and ports on which incoming

connections can occur, and in directive server_name indicate all names of the server.

server_name

syntax:*server_name name [... |*

default:*server_name hostname*

context:*server*

This directive performs two actions:

Compares the Host header of the incoming HTTP request against the server { ... }
blocks in the Nginx configuration files and selects the first one that matches. This is how
virtual servers are defined. Server names are processed in the following order:

full, static names

names with a wildcard at the start of the name — *.example.com
names with a wildcard at the end of the name — www.example.*
names with regular expressions

If there is no match, a [#server server { ... }] block in the configuration file will be used based

on the following order:

1.
2.

3.

the server block with a matching 1isten directive marked as default
the first server block with a matching 1listen directive (or implicit 1listen 8e; )

Sets the server name that will be used in HTTP redirects if server_name_in_redirect is
set.

Example:



server {

server_name example.com www.example.com;

}

The first name becomes the basic name of server. By default the name of the machine
(hostname) is used.

It is possible to use "*" for replacing the first or the last part of the name:

server {
server_name example.com *.example.com www.example.*;

3

Two of the above given names can be combined into one:

server {
server_name .example.com;

3

It is also possible to use regular expressions in server names, prepending the name with a
tilde "~" like so:

server {
server_name  www.example.com  ~Awww\d+\.example\.com$;

The basic name of server is used in an HTTP redirects, if no Host header was in client
request or that header does not match any assigned servername. You can also use just " to
force Nginx to use the Host header in the HTTP redirect (note that "" cannot be used as the
first name, but you can use a dummy name such as ™ instead):

server {

server_name example.com *;
server {

server_name _ *;

Note that this has changed in 0.6.x and is now:

server {
server_name _;



Since nginx 0.7.12, an empty server name is supported, to catch the requests without "Host"
header:

server {
server_name "";

}

server_name_in_redirect

syntax:*server_name_in_redirect on|off*
default:*server_name_in_redirect on*
context:*http, server, location*

If server_name_in_redirect is on, then Nginx will use the first value of the server_name
directive for redirects. If server_name_in_redirect is off, then nginx will use the requested
Host header.

server_names_hash_max_size

syntax:*server_names_hash_max_size number*
default:*server_ names_hash_max_size 512*
context:*http*

The maximum size of the server name hash tables. For more detail see the description of
tuning the hash tables in Nginx Optimizations.

server_names_hash_bucket_size

syntax:*server_names_hash_bucket_size number*
default:*server_names_hash_bucket size 32/64/128*
context:*http*

Directive assigns the size of basket in the hash-tables of the names of servers. This value by
default depends on the size of the line of processor cache. For more detail see the
description of tuning the hash tables in Nginx Optimizations.

server_tokens

syntax:*server_tokens on|off*



default:*server_tokens on*
context:*http, server, location*

Whether to send the Nginx version number in error pages and server header.

tcp_nodelay

syntax:*tcp_nodelay [on|off]*
default:*tcp_nodelay on*
context:*http, server, location*

This directive allows or forbids the use of the socket option Tcp_NopeELAY . Only included in
keep-alive connections.

You can read more about the Tcp_nobeELAY socket option here.

tcp_nopush
syntax:*tcp_nopush [on|off]*
default:*tcp_nopush off*
context:*http, server, location*

This directive permits or forbids the use of the socket options Tcp_nopusH on FreeBSD or
TcP_cork on Linux. This option is only available when using sendfile .

Setting this option causes nginx to attempt to send it's HTTP response headers in one
packet on Linux and FreeBSD 4.xReadMoreAboutTcpNopush

try files
syntax:*try_files file1 [file2 ... filen] fallback*
default:*none*

context:*location*

This directive tells Nginx to test for each file's existence, and use the first found file as the
URI. If none of the files are found, then the location fallback is called ("fallback" can be
any name). fallback is arequired parameter. It can be a named location or any
guaranteed URI.

Example:



location / {

try_files index.html index.htm @fallback;
}

location @fallback {

root /var/www/error;
index index.html;

}

types

syntax:*types {...}*
context:*http, server, location*

Directive assigns the correspondence of expansion and MIME-types of answers. To one
MIME- type can correspond several expansions. By default it is used these
correspondences:

types {
text/html html;
image/gif gif;

; image/jpeg  Jjpg;

The sufficiently complete table of mappings is included and is located in the file

conf/mime.types

So that for that determined location's for all answers would reveal MIME- type
application/octet-stream , it is possible to use the following:

location /download/ {

types {3
default_type application/octet-stream;
}

I

T=

The core module supports built-in variables, whose names correspond with the names of
variables in Apache.

First of all, there are the variables, which represent the lines of the title of the client request,
for example, s$http_user_agent , $http_cookie , and so forth.

Furthermore, there are other variables:



$arg PARAMETER

This variable contains the value of the GeT request variable PARAMETER if present in the
query string

$args

This variable is equal to arguments in the line of request;

$binary_remote_addr

The address of the client in binary form;

$body bytes sent

(undocumented)

$content_length

This variable is equal to line content-Length in the header of request;

$content_type

This variable is equal to line content-Type in the header of request;

$cookie COOKIE

The value of the cookie COOKIE;

$document_root

This variable is equal to the value of directive root for the current request;

$document_uri

The same as $uri.

$host

This variable is equal to line Host in the header of request or name of the server
processing the request if the Host header is not available.



$http_ HEADER

The value of the HTTP header HEADER when converted to lowercase and with 'dashes’

converted to 'underscores', e.g. $http_user_agent, $http_referer...;

$is_args
Evaluates to "?" if $args is set, "" otherwise.

$limit_rate

This variable allows limiting the connection rate.

$query_string

The same as $args.

$remote_addr

The address of the client.

$remote_port

The port of the client;

$remote_user

This variable is equal to the name of user, authenticated by the Auth Basic Module;

$request_filename

This variable is equal to path to the file for the current request, formed from directives root or
alias and URI request;

$request_body

This variable(0.7.58+) contains the body of the request. The significance of this variable
appears in locations with directives proxy_pass or fastcgi_pass.

$request_body file



Client request body temporary filename;

$request_completion

(undocumented)

$request_method

This variable is equal to the method of request, usually GeT or posT .

$request_uri

This variable is equal to the complete initial URI together with the arguments;

$scheme
The HTTP scheme (i.e. http, https). Evaluated only on demand, for example:

rewrite A(.+)$ $scheme://example.com$l redirect;

$server_addr

Equal to the server address. As a rule, for obtaining the value of this variable is done one
system call. In order to avoid system call, it is necessary to indicate addresses in directives
listen and to use parameter bind .

$server_name

The name of the server.

$server_port

This variable is equal to the port of the server, to which the request arrived;

$server_protocol

This variable is equal to the protocol of request, usually this HTTP/1.0 Or HTTP/1.1 .

$Suri



This variable is equal to current URI in the request, it can differ from initial, for example by
internal redirects, or with the use of index it is file with internal redirects.
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upstream backend {
server backendl.example.com weight=5;
server backend2.example.com:8080;
server unix:/tmp/backend3;

3

server {
location / {
proxy_pass http://backend;

ip_hash

syntax: ip_hash
default: none
context: upstream

This directive causes requests to be distributed between upstreams based on the IP-
address of the client. The key for the hash is the class-C network address of the client. This
method guarantees that the client request will always be transferred to the same server. But
if this server is considered inoperative, then the request of this client will be transferred to
another server. This gives a high probability clients will always connect to the same server.

el -

upstream backend {
ip_hash;
server  backendl.example.com;
server  backend2.example.com;
server backend3.example.com down;
server backend4.example.com;

server

syntax: server name [parameters]

default: none



context: upstream
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ngx_http_access_module 3 FE A REFEIPE & im#H TIEH]. w4 & IR E— R ITE
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location / {

: deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
deny all;

£ _EERBIF R 4 S04 MER 10.1.1.0/16 #0 192.168.1.0/24 5% 192.168.1.12 #+Mipi7 4] .

YIITRZ ) o, EIFEA ngx_http_geo_module &3z,

55
o [#MAT AT
o [#EEIE BRuE]
AT
syntax:*allow [ address | CIDR | all ]*
default:*no*

context:*http, server, location, limit_except*

DAL f O R 2% B AR B 5 9]

=31

syntax:*deny [ address | CIDR | all ]*
default:*no*

context:*http, server, location, limit_except*

LI b s o ) 4 M ot 26537 19
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e

location / {

: auth_basic "Restricted";
: auth_basic_user_file conf/htpasswd;
}

= AN

BT

e [#auth_basic auth_basic]
e [#auth_basic_user_file auth_basic_user file]

auth_basic

&% : *auth_basic [ text|off |*

ZRiA44 : *auth_basic off*

YER1E : *http, server, location, limit_except*

ZESEZAT HTTP E£F e B EMNE L, DENSHATEHE, 4 "off" ATLME
HEBEZXRE L2 ETHa%EN,

auth_basic_user_file

&% : *auth_basic_user _file the_file*
#Kii : *no*

YER1E : *http, server, location, limit_except*
ZIBD A FINESISIEE htpasswd X4 %,
XX L UTF TENAR

RAri:Es
Ari2: Bm2: %%
B r&3: %83

B0 s R AR crypt(3) INE. {RATLAEFSR B Apache B htpasswd TE R 4| % X
%,



Rt AT LAE Fperl 6] 8% #3044, pw.pl FIAZA :
#!/usr/bin/perl
use strict;

my $pw=$ARGV[O] ;
print crypt($pw, $pw)."\n";

REBAT

chmod +x pw.pl
./pw.pl password
papAq5PwY/QQM

papAq5PwY/QQM Fi&password Bcrypt() % 5

S%E

JRI8 3
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location / {
: autoindex on;

3

=R

e [#autoindex autoindex]
e [#autoindex_exact_size autoindex_exact_size]
e [#autoindex_localtime autoindex_localtime]

autoindex

syntax:*autoindex [ on|off ]*
default:*autoindex off*

context:*http, server, location*

BUEIR M B #3&R5|

autoindex_exact_size

syntax:*autoindex_exact_size [ on|off ]*
default:*autoindex_exact_size on*
context:*http, server, location*

X EFRB|at XK/ £ 41(B,KB, MB 3% GB)

autoindex_localtime

syntax:*autoindex_localtime [ on|off ]*
default:*autoindex_localtime off*

context:*http, server, location*



IF B A Hhet ) S 8 RS0t B BIZhEE. BRiA AKX (GMTH )

sz

Original Documentation


http://sysoev.ru/nginx/docs/http/ngx_http_autoindex_module.html

Browsertx i

mE

This module creates variables, the values of which depend on the request header "User-
agent":

AR T 2 E F 53Kk (header)HHY"User-agent™:

e $modern_browser - is equal to the value, assigned by directive modern_browser_value,
if browser is identified as an modern browser;

e $ancient_browser - HZE T E £ modern_browser valueBU:x| % 855F, X x| i 254N
TE Hy #ThRBY x| I 2%

e $ancient_browser - is equal to the value, assigned by directive ancient_browser_value,
if browser is identified as an old browser;

e $ancient_browser - & F 5 E 4 ancient_browser valueBJ:x| % 858F, X N 2 B0OA
TE Hy ZhRBY x| I 2%

e $msie - is equal 1, if browser is identified as MSIE with any version;

o $msie - x| ¥ 28 HAMSIEREMRA R, X MEFETF1;

If you don't need this module add --without-http_browser_module parameter to the
Iconfigure call, at compile time.

MRFAFEXMESRE, TE4HFHHENL --without-http_browser_module.
Example configuration 530S &
Selection of the index file:

#F3RBI XXM

modern_browser_value "modern.";
modern_browser msie 5.5;
modern_browser gecko 1.0.0;
modern_browser opera 9.0;
modern_browser safari 413;

modern_browser konqueror 3.0;
index index.${modern_browser}html index.html;

Redirect for the old browsers:

TE LR ) ¥ 25



modern_browser msie 5.0;

modern_browser gecko 0.9.1;
modern_browser opera 8.0;
modern_browser safari 413;
modern_browser konqueror 3.0;

modern_browser unlisted;
ancient_browser Links Lynx Netscape4;

if ($ancient_browser){
rewrite A /ancient.html;

ancient_browser

syntax:*ancient_browser line [ line... ]*
default:*no*
context:*http, server, location*

Directive assigns the substrings, during presence of which in the line "User-agent", browser
are considered as old.
Special line "netscape4" corresponds to regular expression "*Mozilla/[1-4] ".

ancient_browser_value

syntax:*ancient_browser_value line*
default:*ancient_browser_value 1*

context:*http, server, location*

Directive assigns value for the variables $ancient_browser.

7E 3L $ancient_browserf % £14.

modern_browser

syntax:*modern_browser browser version|unlisted*
default:*no*

context:*http, server, location*



Directive assigns which version of the browser is to be considered as modern.
As browser you can assign the values msie, gecko (Mozilla-based browsers) opera, safari,
konqueror.

Of versions it is possible to assign in size X, X.X, X.X.X, or X.X.X.X. maximum values for
each of their sizes respectively - 4000, 4000.99, 4000.99.99, and 4000.99.99.99.

Special value "unlisted" indicates to consider modern browser, not described by the
modern_browser and ancient_browser directives.

Otherwise the neperechislennyy browser will be considered become obsolete.

If the headers do not contain "User-agent”, the browser is considered neperechislennym.

modern_browser_value
syntax:*modern_browser_value line*
default:*modern_browser_value 1*

context:*http, server, location*

Directive assigns value for the variables $modern_browser.

TE sL$modern_browserfd % £ 14 .
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Charset "2

This module adds the text encoding to the "Content-Type indicated" response-header.

Furthermore, module can reencode data of one encoding into another. It is necessary to
note that the reencoding is accomplished only in one direction - from the server to the client,
and only one-byte encodings can be reencoded.

Example configuration:

charset windows-1251;
source_charset koi8-r;

I

charset

syntax:*charset encoding|off*
default:*charset off*
context:*http, server, location, if in location*

The directive charset adds the line "Content-Type" into response-header with indicated
encoding. If this encoding is differed from that indicated in directive source_charset, then
reencoding is carried out. The parameter "off" deactivate the insertation of the line "Content-
Type" in the response-header.

charset_map

syntax:*charset_map encoding1 encoding2 {...}*
default:*no*
context:*http, server, location*

The directive charset_map describes the table of reencoding from one encoding into
another. A table for the inverse reencoding is created using the same data. The codes of
symbols are assigned in hexadecimal form. If no recorded symbols are in the range 80-FF
they will be substituted with '?'.

Example usage:



charset_map koi8-r windows-1251 {
CO FE ; # small yu
Cl EO ; # small a

C2 E1 ; # small b
C3 F6 ; # small ts
#o...

}

The complete table of conversion from koi8-r into Windows-1251 is distributed with nginx
and is located in file conf/koi-win.

override_charset

syntax:*override_charset on|off*
default:*override_charset off*
context:*http, server, location, if in location*

This directive determines, to carry out reencoding for the response, obtained from the
proxied server or from FastCGl-server, if in the response-header a "Content-Type" header
already is. If reencoding is permitted, then as the initial encoding the encoding, indicated in
the obtained answer, is used.

It is necessary to note that if the response was obtained in the subquery then, independent
of directive override_charset, is always carried out reencoding from encoding of the
response into encoding of basic demand.

source_charset
syntax:*source_charset encoding*
default:*no*

context:*http, server, location, if in location*

The directive source_charset assigns the initial encoding of response. If this encoding is
differed from that indicated in directive charset, then reencoding is carried out.

References

Original Documentation
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HttpEmptyGifi& 12
AEREARAFERERT— 1x1 BFERA GIF B, TTLRIERERENR A,

B

location = /_.gif {
: empty_gif;
}

= A

BT

e [#empty gif empty_qgif]
empty_gif >
&R 1 *empty_gif*

BRIAME : *n/a*

& B 1*location*

=3

=

JRIA A
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HttpFcgit& 1
B ER AR HNgIn SFastCGl #f8RXE, Filit %38 SHCRIEFIFastCGl #RETIE,

B & 52 Al

location / {
fastcgi_pass localhost:9000;
fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

fastcgi_param QUERY_STRING $query_string;
fastcgi_param REQUEST_METHOD  $request_method;
fastcgi_param CONTENT_TYPE $content_type;
fastcgi_param CONTENT_LENGTH  $content_length;
}
Bk

fastcgi_buffers

syntax: fastcgi_ buffers the_number is_size;

default: fastcgi_buffers 8 4k/8k;

context: http, server, location

ZIEPERBE PRWHMEM KD, AFLEEM FastCGI Server EWEIMHIE, ABERT, — N hRAK/MEL

{ S— >

fastcgi_buffer_size

syntax: fastcgi_buffer_size the_size
default: fastcgi_buffer_size 4k/8k
context: http, server, location

This directive sets the buffersize, into which will be read the first part of the response,
obtained from the fastcgi server.

In this part of response the small response-header is located, as a rule.

By default, the buffersize is equal to the size of one buffer in directive fastcgi_buffers;
however, it is possible to set it to less.

fastcgi_cache

syntax: fastcgi_cache zone;



default: none
context: http, server, location

RBEZFAEHZERFRNEH. — R KEAT LKA TR,

fastcgi_cache_key
syntax: fastcgi_cache_key line ;
default: none

context: http, server, location

% B % FHkey, I

fastcgi_cache_key localhost: 9000 $ request_uri;

fastcgi_cache_methods

syntax: fastcgi_cache_methods [GET HEAD POST];
default: fastcgi_cache_methods GET HEAD;
context: main,http,location

GET/HEAD is syntax sugar, i.e. you can not disable GET/HEAD even if you set just

fastcgi_cache_methods POST;

fastcgi_cache_min_uses

syntax: fastcgi_cache_min_uses n
default: fastcgi_cache_min_uses 1
context: http, server, location

TODO: Description.

fastcgi_cache_path

syntax: fastcgi_cache_path /path/to/cache [levels=m:n keys_zone=name:time inactive=time
clean_time=time]

default: none



context: http, server, location

TODO: Description.

fastcgi_cache_use_stale

syntax: fastcgi_cache_use_stale [updating]|error|timeout|invalid_header |http_500]
default: fastcgi_cache_use_stale off;
context: http, server, location

TODO: Description.

fastcgi_cache_valid

syntax: fastcgi_cache_valid [http_error_code|time]
default: none
context: http, server, location

TODO: Description.

fastcgi_index

syntax: fastcgi_index file
default: none
context: http, server, location

The name of the file which will be appended to the URI and stored in the variable $fastcg

j E— o

fastcgi_hide header

syntax: fastcgi_hide_header name

context: http, server, location

FNBE R FNginx ARMFastCGI #TEELE pifk X" "Status" F"X-Accel-..." HE%X, XNMESTLIARE
IMRFE"Status" H"X-Accel-..." HEX, HUFEFEAXNMEDILFastCCI B4 XHD KL E & i,

j S— s

fastcgi_ignore_client_abort



syntax: fastcgi_ignore_client_abort on|off
default: fastcgi_ignore_client_abort off
context: http, server, location

JX/P?EU%FE %;*EIU\‘H%FE F HX/% E’J'ﬁﬁ

fastcgi_intercept_errors

syntax: fastcgi_intercept_errors on|off

default: fastcgi_intercept_errors off

context: http, server, location

BMESHEAERTERE Pkt MAXXHEXXEE T, HAFNgIinxBsHIBELIZA Ao

AR MBEBRELBARL R T, eFBERN, Igor Bt “MRZAEFNLRIENG, Nginx FR2B—MERERE R
J E— o]

fastcgi_param

syntax: fastcgi_param parameter value
default: none
context: http, server, location
ZIETIEENSY, FH## 44 FastCGI-server,
EAREAFRER 1 EREENNAGRKREASEE, MRFELTESHE, SHIsBANEKE  MRELLRET S
TEE—MIF, X FPHPRH# BIGHE MU ESH

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;

SHISCRIPT_FILENAME 2PHP FRMBEMITHAMEF, MSEHQUERY_STRING BEM—NFSHL,
INRELIBPOST, BLX=NHWINSHZVEM :

fastcgi_param REQUEST_METHOD  $request_method;

fastcgi_param CONTENT_TYPE $content_type;

fastcgi_param CONTENT_LENGTH  $content_length;
INSEPHP 7E4% %8 T --enable-force-cgi-redirectitsf, X EBESEREDIRECT_STATUS HU{4 42007k 24t

fastcgi_param REDIRECT_STATUS 200;

j S— o




Geol&E ik

mE

This module creates variables, whose values depend on the IP-address of the client.

Example configuration:

geo $geo {

default 0
127.0.0.1/32 2
192.168.1.0/24 1,;
10.1.0.0/16 1

geo

syntax:*geo [$ip_variable] $variable { ... }*

default: none

context:*http*

The directive describes the dependency of the value of a variable on the IP-address of a

client. By default, the IP-address used for the lookup is $remote_addr, but since version

0.7.27 it is possible to specify which variable should be used.

geo S$arg_remote_addr $geo {

sy

Addresses are assigned in the form CIDR. Furthermore, there are four special parameters:

Example of the description:

delete — deletes the specified network (0.7.23).

default - the value of variable, if the client address does not correspond to any assigned
address. It is possible so to write instead of default 0.0.0.0/0.

include - text file with addresses and values information. Several files can be inluded
like this.

proxy - specifies the address of proxy server (0.8.7+). NEED MORE DESCRIPTION...
ranges — specifies that the addresses specified are in the form of ranges (0.7.23). This



directive must be the first.

geo $country {

default no;
include conf/geo.conf;
127.0.0.0/24 us;
127.0.0.1/32 ru;
10.1.0.0/16 ru;
192.168.1.0/24 uk;

In the file conf/geo.conf:

10.2.0.0/16 ru;
192.168.2.0/24 ru;

The value will be the the one with maximum agreement. For example, the IP address
127.0.0.1 will get the value "ru", but not "us".

Example with ranges:

geo S$country {

ranges;
default no;
127.0.0.0-127.0.0.0 us;
127.0.0.1-127.0.0.1 ru,;
127.0.0.1-127.0.0.255 us;
10.1.0.0-10.1.255.255 ru,;
192.168.1.0-192.168.1.255 uk;

}
References

e HWLoadbalancerCheckErrors
e Creating geo.conf From MaxMind GeolP Country Database
¢ Original Documentation


http://doc.aiwaly.com/HWLoadbalancerCheckErrors
http://www.ruby-forum.com/topic/125810
http://sysoev.ru/nginx/docs/http/ngx_http_geo_module.html

HttpGzipt& 12

BMESRZRE & 2 o A G HEER

ERsEhl
1 gzip on;
: gzip_min_length 1000;
! gzip_proxied expired no-cache no-store private auth;
1 gzip_types text/plain application/xml;

W& % & $gzip_ratio T LLik EXElgziph & 45 L 3R

= WAN
BT

[#9zip gzip]
[#gzip_buffers gzip_buffers]

[#gzip_comp_level gzip_comp_level]

[#gzip_min_length gzip_min_length]

[#gzip_http_version gzip_http_version]

[#gzip_proxied gzip_proxied]
[#gzip_types gzip_types]

gzip

&% :*gzip on|off*

FRIA 1 *gzip off*

Y€ 1 *http, server, location, if (x) location*

FF & 3E K 14 gzipiE 32

gzip_buffers

1&%:*gzip_buffers number size*
2RiAfE:*gzip_buffers 4 4k/8k*
{ER 1 *http, server, location*

EERAKRIULD 282 T AT FH9zIpR 45 REUER. BI04 4k R5RE 4k #£4,
BRRBEREAR/NAAk S 2 B4R FRNT. 4 8k RRL8kH £, RIRRIBEHEA /N
8k 2 AIMIAFE R H TR,



WMREREERE, RiAaBRFRERHEER K/ NINESR R EF#gzip 245 R,

gzip_comp_level

1&3%:*gzip_comp_level 1..9*

2R ik {8 :*gzip_comp_level 1*

YE A1 *http, server, location*

gzipE4Ekt, 1 AR/ REBRERERR, 9 AmEXRELERIE (HintRELLEIERE
cpu) o

gzip_min_length

&3k *gzip_min_length length*

2R ik {8 :*gzip_min_length 0*

YE A1 *http, server, location*

BREBRAEENTER/NESH, AEF D Mheadersk FEContent-Length R 17 3% Y,
RRUAE R0, NE R ES KEE L,

B BRARTIKHNFHE, NF1kaIgEsE /K, Bl gzip_min_length 1024

gzip_http_version
1&55:*gzip_http_version 1.0|1.1*
2RiA4&:*gzip_http_version 1.1*
{ER 1 *http, server, location*

R FlhttpBI AR A, HFEREIR—LEx) B Ehttp® »im, AIBEfA X HFgzipBfF R, A7
MEFRE L, FTME—LH bz 2B 0EN, 5F : 21He#RT, AEZRT XUTEEN
IR XA AT EMEE, 99.99%H9:x) 4 2B A & T HgzipfR R T, FRUA LR %
EAME, RIFRAABAL,

gzip_proxied

&% *gzip_proxied [off|expired|no-cache|no-
store|private|no_last_modified|no_etag|auth|any] ...*

ZRiA{E:*gzip_proxied off*



YE A1 :*http, server, location*

Nginx{E # REREMeHE B, FRHEXAEIRR4F[RONLER, TEMNFHRZEIRR
%2 BIR[EIE S "Via"# headersk,
o off - XM FTAENNRELEREIEN L
* expired - 5 A &%, ﬁﬂ%header%—'?@ﬁ "Expires" k1§ R
e no-cache - )%ﬁﬁ/iéﬁ, NRheadersk H &35 "Cache-Control:no-cache" <{E &
e no-store - JE.45, WSRheadersk &S "Cache-Control:no-store" k15 &
e private - F'ﬁﬂ E45, H0Rheadersk &S "Cache-Control:private" k{5 &2
e no_last_modified - & &4, 80Rheadersk F AR E S "Last-Modified" £ E &
e no etag- EFAE4 MR headers-FAEE "ETag" LER
e auth- 2A/E4 , R headersk A E "Authorization" - E 8
e any - L&Y BRA RS
gzip_types
&%k *gzip_types mime-type [mime-type ...]*
2R infa:*gzip_types text/html*
YE A1 *http, server, location*
EEMIMEX B #1TE%, (TRRBIETE) "text/html"( B ¥ Z2E#/E %8,
TR WREAhttp server>REA, TEEXHHES S XMk R EXH
http
{
include conf/mime. types;
N
MRRELE R ERBH 2B, TUBERXMNHTF
http
{
: include conf/mime. types;
! gzip on;
: gzip_min_length 1000;
. gzip_buffers 4 8k;
: gzip_http_version 1.1;
: gzip_types text/plain application/x-javascript text/css text/html application/xml
e
( )

References
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HttpHeaders# 1

AR AT LLiE BHTTP 1R ST 3k 47

Gl

! expires 24h;

! expires 0,

! expires -1;

! expires epoch;

: add_header Cache-Control private;
= AN

BT

e [#add_header add_header]
e [#expires expires]

B0k A7

&% : *add_header name value*

BRiAM : *none*

YER 1 : *http, server, location*

YHTTP R B4R A48 % 200, 204, 301. 302 =% 304 Byet{x, @IMNFEEMIHTTP X 4%,

Hebh LM a I LAMER % &,

expires

&K 1 *expires [time|epoch|max|off]*
ZRiA{4 : *expires off*

YERE; : *http, server, location*

FRARIES AT LUIEFIHTTP & & BB “Expires”M“Cache-Control”# sk 47, (EEEIEHI R ELF
BER) .

AT LATEtime g AR {E FAIEZEL #i . “Expires” sk #= 0@ 3@ id HATR % 7 i1 L& % B/ time
183K 3% 15,

epoch IETE“Expires’Bd4& 4 1 January, 1970, 00:00:01 GMT,

max &€ “Expires’B44 % 31 December 2037 23:59:59 GMT, “Cache-Control’#J4& 410
&,



-1 fEE Expires’BIfd % AR 425 LAl A -1s, Bk iz i3 4
“Cache-Control” 3 47 B8 B & 18 E BBt 8] SR TE :

° ﬁiiﬂl Cache-Control: no-cache
o IFHEE : cache-control: max-age = # , # A IR E &t 17 FIFDER,

"off" TR AELR“Expires”F1“Cache-Control”# &

References
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HttpIndexi&

&R *index file [file...]*
B\ 14 :*index index.html*

YE A1 *http, server, location*

ZIE N RAREEARMEAXENHR, AUEXHRLERTE. IREEBETZIX
, BLRBEREEERRAFEN &, ATUEIRKEM E— Dt BRI MG,

il

index index.$geo.html index.0@.html /index.html;

=

=3

JRI8 3
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HttpLimit zone
AR ALt R, #HITENF 2 S BEEEH.,  (F190 : RES NP & S #H, )
BA

http {
: limit_zone one $binary_remote_addr 10m;

1 server {

: location /download/ {
: limit_conn one 1;

P
[=AN
BT

e [#limit_zone limit_zone]
e [#limit_conn limit_conn]

limit_zone

&% © *limit_zone zone_name $variable the_size*
BRIAE : *no

YER1E : *http*

AESELT —MUEX, Emic z22RABR.
$variable Ei#ﬂltﬁnﬁEl’\J'xg ; the_size ELie FXH LB E,

BlF

limit_zone one $binary_remote_addr 10m;

EL— M Uone’®iz X, EBE# 10M, LLE 2 $binary_remote_addr {F 4 =& BIHIRT &
#(B—ANiE—1M &)

A LGERRT, EXEFEANE $binary_remote_addr A2 $remote_addr,

$remote_addr I KE # 7 E 15 bytes, RizEEHIKE #H 32 =X 64 bytes, T
$binary_remote_addr B K E # 4 bytes, RiEEEMKE # 32 bytes,

YUK A IM BeHfE, K4allie & 32000 M2iEfER (— M4 G 32 bytes) &



limit_conn

&% 1 *limit_conn zone_name the_size*
BRiAME : *no*

YER1E : *http, server, location*

BE— 1Rz AN L 188, SBIBENRL L E8K, R%2F9RE "Service
unavailable" (503),

fBllF -

limit_zone one $binary_remote_addr 10m;
: server {

: location /download/ {

: limit_conn one 1;

©}
EL— M Uone’Miz X, EBEX 10M, LLE & $binary_remote_addr {F 4 & B9 Hr &

H (BP— M itt—4P435) . FR#l /download/ B T, — MR REEH#HIT—PDEE, 42
=, FLREMRE /download/ B & F, —MNPReExE—1NEE, Zi3—1, —503,

References

JRIA A
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HttpLimitReqest4: "2

This module allows you to limit the number of requests for a given session, or as a special
case, with one address.

Restriction done using leaky bucket.

Example Configuration

http {
limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {

location /search/ {

limit_req zone=one burst=5;

% W 4P
Syntax:*limit_req_zone $session_variable zone=name_of_zone:size rate=rate*
Default:*none*

Context:*http*

The directive describes the area, which stores the state of the sessions. The values of the
sessions is determined by the given variable. Example of usage:

limit_req_zone $binary_remote_addr zone=one:16m rate=1r/s;

In this case, the session state is allocated 10MB as a zone called "one", and the average
speed of queries for this zone is limited to 1 request per second.

The sessions are tracked per-user in this case, but note that instead of the variable
$remote_addr, we've used the variable $binary_remote_addr, reducing the size of the state
to 64 bytes. A1 MB zone can hold approximately 16000 states of this size.

The speed is set in requests per second or requests per minute. The rate must be an
integer, so if you need to specify less than one request per second, say, one request every
two seconds, you would specify it as "30r/m".



Syntax:*limit_req zone=zone burst=burst [nodelay]*
Default:*none*
Context:*http, server, location*

The directive specifies the zone (zone) and the maximum possible bursts of requests
(burst). If the rate exceeds the demands outlined in the zone, the request is delayed, so that
queries are processed at a given speed. Excess requests are delayed until their number
does not exceed a specified number of bursts. In this case the request is completed the
code "Service unavailable" (503). By default, the burst is zero.

For example, the directive
limit_req_zone $binary_remote_addr zone=one:16m rate=1r/s;

server {
location /search/ {
limit_req zone=one burst=5;
}

allows a user no more than 1 request per second on average, with bursts of no more than 5
queries. If the excess requests within the limit burst delay are not necessary, you should use
the nodelay:

limit_req zone=one burst=5 nodelay;



HttpLogi& 32
ngx_http_log_module 3z

log_format gzip '$remote_addr - $remote_user [$time_local] '
: '"$request" $status $bytes_sent '

: '""$http_referer" "$http_user_agent" "$gzip_ratio"';
access_log /spool/logs/nginx-access.log gzip buffer=32k;

EI:bA

BT
e access_log
¢ log format

access_log

&% 1 *access_log path [format [buffer=size | off ] #Xik {4 : access_log log/access.log
combined*

YER1E; : *http, server, location*

54 access_log HEMEER. HAMEFER/ND, S "of" [EFRHRIL 5| BIFTA access_log
E4, MRAIBELRR, NFEAFHER "combined" R, ZEFETREKNTRES AR & BISTHRY
AKX/, 1E FreeBSD 3.0-6.0, #FXK/INTILLIRH,

log_format

&% : *log_format name format [format ...]*
FRIA{E : *log_format combined "..."*
YER1E : *http*server

Directive log_format describes the format of a log entry. Besides general variables in the
format it is possible to use variables which exist only at the moment of record into the log:

e $body bytes sent, the number of bytes, transmitted to client minus the response
headers, variable is compatible with parameter %B of module Apache's mod_log_config
(this was called $apache_bytes_sent, before version 0.3.10)

e $bytes_sent, the number of bytes, transmitted to client

e $connection, the number of connection

e $msec, the time with an accuracy to microseconds at the moment of the log entry

e $pipe, "p" if request was pipelining

e $request_length, the length of the body of the request



e $request_time, the time of working on request in seconds
o S$status, status of answer
e $time_local, local time into common log format.

The headers, transmitted to client, begin from the prefix "senthttp", for example,
$sent_http_content_range.

In the configuration there is always a predetermined format "combined":

log_format combined '$remote_addr - $remote_user [$time_local] '
'"$request" $status $apache_bytes_sent '
'"$http_referer" "$http_user_agent"';

JRI8 3
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map

This module allows you to classify, or map a set of values into a different set of values and
store the result in a variable.

Example:

map $http_host $name {
hostnames;

default

(o}

example.com
*.example.com
test.com
*.test.com
.site.com

WNNPRE R

N- N- N- ~- ~-

One use for this would be to use a mapping in place of writing lots of server/location
directives or redirects:

map $uri $new {

default http://www.domain.com/home/;
/aa http://aa.domain.com/;
/bb http://bb.domain.com/;
/john http://my.domain.com/users/john/;
}
server {
server_name www.domain.com;
rewrite A $new redirect;
}
?t:/ﬁx
HT
map

syntax:*map $var1 $var2 { ... }*
default:*none*
context:*http*

map defines the mapping table which will be used to set a variable. There are three special
parameters:

e default — defines the value to be used where no match is found.



e hostnames — it allows for an easier matching of values like host names, names with a
starting dot may match exact host names and host names ending with the value, for
example:

*.example.com 1;

Instead of two entries

example.com 1;
*.example.com 1;

we can use only one

.example.com 1,
¢ include — include values from a file. Multiple includes may be used.

map_hash_max_size

syntax:*map_hash_max_size number*
default:*map_hash_max_size 2048*
context:*http*

The directive sets the maximum size of a hash table to hold the variable map. For more
details see the descriptions of hash settings Optimization section .

map_hash_bucket_size
syntax:*map_hash_bucket_size n*
default:*map _hash_bucket_size 32/64/128*

context:*http*

The directive sets the maximum size in a hash table to map variables. The default value
depends on the size of the cache line processor. More see in the descriptions of hash
settings in the Optimization section .

References

Original Documentation
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Memcached
RAUFBAARESREHTEH LMNEFLIREREANE, FKESFIIEREH1TY E.

&G

server {

: location / {

: set $memcached_key $uri;

: memcached_pass name:11211;

: default_type text/html;

! error_page 404 = /fallback;
D}

: location = /fallback {

! proxy_pass backend;

C}

3
(AN
BT

e [#memcached_pass memcached pass]

[#memcached_connect_timeout memcached_connect_timeout]

[#memcached_send_timeout memcached_send_timeout]

[#memcached _read_timeout memcached _read_timeout]

[#memcached_buffer_size memcached_buffer_size]

[#memcached _next_upstream memcached next_upstream]

Gl

20
X

e $memcached_key

memcached_pass

i&3% : *memcached_pass [ name:port |*
#RIAME : *none*
YERE; : *http, server, location*

The backend should set the data in memcached. The memcached key is "/uri?args".

Since 0.5.9 the memcached key is now in  $memcached_key .

memcached_connect_timeout



#%&3% : *memcached_connect_timeout [ time ]*
2R : *60000*
YER1E : *http, server, location*

The timeout for connecting to memcached, in milliseconds.

memcached_read_timeout
&% 1 *memcached_read_timeout [ time ]*
BRifE : *60000*

YER1E; : *http, server, location*

The timeout for reading from memcached, in milliseconds.

memcached_send_timeout
&% *memcached_send_timeout [ time ]*
ARiAfE @ *60000*

YER1E : *http, server, location*

The timeout for sending to memcached, in milliseconds.

memcached_buffer_size
&% : *memcached_buffer_size [ size |*
#Kiia : see getpagesize(2)

{ER1E : *http, server, location*

The recv/send buffer size, in bytes.

memcached_next _upstream

&% : *memcached_next_upstream [ error | timeout | invalid_response | not_found | off |*
ZRik{& : *error timeout*

YER 1 : *http, server, location*



Which failure conditions should cause the request to be forwarded to another upstream
server? Applies only when the value in memcached_pass is an upstream with two or more
servers.



HttpProxy#&

This module makes it possible to transfer requests to another server. tti& 32 £ ERF R S E
HElk%.

It is an HTTP/1.0 proxy without the ability for keep-alive requests yet. iX Z#t HTTP/1.0 hR4
BT % SRR FFE.

(As a result, backend connections are created and destroyed on every request.) Nginx talks
HTTP/1.1 to the browser and HTTP/1.0 to the backend server. As such it handles keep-alive
to the browser.

(AAHEN i REEERES E TP B4 KH) Nginx #x) % 23F B HTTP/1.1 3174,
EREER%HFER HTTP/A.0;

ANl
location / {
! proxy_pass http://localhost:8000;
! proxy_set_header X-Real-IP $remote_addr;

3

AR UEAHTTP PROXY & e (B EZE R EMAFastCCIx ), A » BN FRKRE
nginxm 4 B E 15 3% 4 FIR R ACIERIAR 425 F It £ #t BRI B & & FRF EMIRE
il B R imik % 28 KB M BUIER TER %

E[[@25. Directives

e [#proxy_buffer_size proxy_buffer_size]

e [#proxy_buffering proxy_buffering]

e [#proxy_buffers proxy_buffers]

e [#proxy busy buffers_size proxy busy buffers_size]

e [#proxy_connect_timeout proxy_connect_timeout]

e [#proxy_headers_hash_bucket_size proxy_headers_hash_bucket_size]
e [#proxy_headers_hash_max_size proxy_headers_hash_max_size]
e [#proxy_hide_header proxy_hide header]

e [#proxy_ignore_client_abort proxy_ignore_client_abort]

e [#proxy_intercept_errors proxy_intercept_errors]

e [#proxy_max_temp_file_size proxy_max_temp_file_size]

e [#proxy_method proxy_method]

e [#proxy_next_upstream proxy_next_upstream]

e [#proxy_pass proxy_pass]

e [#proxy_pass_header proxy_pass_header]



e [#proxy pass_request body proxy pass_request body]

e [#proxy pass_request headers proxy pass_request headers]
e [#proxy_redirect proxy_redirect]

e [#proxy read_timeout proxy read_timeout]

e [#proxy_redirect_errors proxy_redirect_errors]

e [#proxy_send_lowat proxy_send_lowat]

e [#proxy_send_timeout proxy_send_timeout]

e [#proxy set body proxy_ set body]

e [#proxy set header proxy_set header]

e [#proxy_ store proxy_store]

e [#proxy_store_access proxy_store_access]

e [#proxy_temp_file_write_size proxy_temp_file_write_size]

e [#proxy temp path proxy temp_ path]

e [#proxy upstream_fail timeout proxy upstream_fail_timeout]
e [#proxy upstream_max_fails proxy upstream_max_fails]

Z#4 Variables

[#var_proxy_host var_proxy_host]

[#var_proxy_port var_proxy_port]

[#var_proxy_add_x_forwarded_for var_proxy_add_x_forwarded_for]

[#var_proxy_remote_addr var_proxy_remote_addr]

proxy_buffer_size

&% *proxy_buffer_size the_size*

2RiA & *proxy_buffer_size 4k/8k*

L3 *http, server, location*

ZHETEEZ AR KN MRAENEIRR 4RGN A AR, KT IUNER X E.
INBYeh headerB B AL F X ERD A REER.

BRAE 3, iz 2 PR KNETFIES proxy buffers FTEBREZ R LUIEE L ESE/N.

proxy_buffering
&% *proxy_buffering on|off*
2R A& *proxy_buffering on*

X :*http, server, location*



ZIER T B MEIRMRICIERAR 4 2858970 L RE & 4.

NR % HEFF & nginxRERNIENEIRR 4 SRR URIRERE f 5, FIERRREEHE
’% proxy_buffer_size 0 proxy_buffers ;‘EIEE"J%&/‘:FEEK\.

NRoa R ABTTERERERE L BLBONBEE SRR A £,
MR HXBERN T, Bk NBRRBHRINBENS DIRES 45X EE P in
NGINX7R 23X i+ B IR % 23 21 vk 2 R B KN, nginxBEMIR 4 23 B R AEUE, 2 HIE

Se) proxy_buffer_size BER.

proxy_buffers

&35 *proxy_buffers the_number is_size;*

2R i\ {8 :*proxy_buffers 8 4k/8k;*

L "FX:*http, server, location*

ZEDREZARPIRNEE MRAENEIRR 4 &S0 A 8RS, SRESx B, #L
BRT,— PN ARBKNETF R EK/N, TREIKBETERESK X BRATFTES

proxy busy buffers_size

&5 *proxy_busy_buffers_size size;*
FRiA{E*proxy_busy_ buffers_size proxy_ buffer_size 2;
L3 *http, server, location, if*

TODO: Description.

proxy_connect_timeout

&% *proxy_connect_timeout timeout_in_seconds*
L3 *http, server, location*

This directive assigns a timeout for the connection to the proxyserver. This is not the time
until the server returns the pages, this is the [#proxy_read_timeout proxy_read_timeout]
statement. If your proxyserver is up, but hanging (e.g. it does not have enough threads to
process your request so it puts you in the pool of connections to deal with later), then this
statement will not help as the connection to the server has been made. It is necessary to
keep in mind that this time out cannot be more than 75 seconds.



proxy_headers_hash_bucket_size

&L *proxy_headers_hash_bucket_size size;*
2RiA{&:*proxy_headers_hash_bucket_size 64;*
L F3:*http, server, location, if*

This directive sets the bucket size of the hashtable.
TODO: Better description

proxy_headers_ _hash_max_size

&% :*proxy_headers_hash_max_size size;*
BRiA {4 :*proxy_headers_hash_max_size 512;*
LT3 *http, server, location, if*

This directive sets the maximum size of the hashtable.
TODO: Better description

proxy_hide_header

&% *proxy_hide_header the_header*
L3 *http, server, location*

nginx does not transfer the "Date", "Server", "X-Pad" and "X-Accel-..." header lines from the
proxied server response. The proxy_hide_header directive allows to hide some additional
header lines. But if on the contrary the header lines must be passed, then the

proxy_pass_header Should be used. For example if you want to hide the MS-
OfficeWebserver and the AspNet-Version:

location / {
: proxy_hide_header X-AspNet-Version;
. proxy_hide_header MicrosoftOfficewWebServer;

}

This directive can also be very helpful when using X-Accel-Redirect. For example, you may
have one set of backend servers which return the headers for a file download, which
includes X-Accel-Redirect to the actual file, as well as the correct Content-Type. However,
the Redirect URL points to a filleserver which hosts the actual file you wish to serve, and that
server sends its own Content-Type header, which might be incorrect, and overrides the
header sent by the original backend servers. You can avoid this by adding the
proxy_hide_header directive to the fileserver. Example:



location / {
: proxy_pass http://backend_servers;

location /files/ {
. proxy_pass http://fileserver;
: proxy_hide_header Content-Type;

}

proxy_ignore_client_abort

&% *proxy_ignore_client_abort [ on|off ]*
2R i\ {8 :*proxy_ignore_client_abort off*

L "FX:*http, server, location*

Available since: 0.3.36

INRE 7 URET I & R, AR R T 2

proxy_intercept_errors
&% *proxy_intercept_errors [ on|off |*
2RiA & *proxy_intercept_errors off*
L3 *http, server, location*

This directive decides if nginx will intercept responses with HTTP status codes of 400 and
higher.

By default all responses will be sent as-is from the proxied server.

If you set this to on then nginx will intercept status codes that are explicitly handled by an
error_page directive. Responses with status codes that do not match an error_page
directive will be sent as-is from the proxied server.

proxy max_temp_file_size
&% *proxy_max_temp_file_size size;*
ZRiA & :*proxy_max_temp_file_size 1G;*

L3 :*http, server, location, if*

Available since: 0.1.8
TODO: Description.



proxy_method

&% *proxy_method [method]*

2R\ 14 :*None*

L "FX:*http, server, location*

Used to allow the proxying of additional HTTP methods.

Note: at this time, Nginx only appears to allow a single instance of this directive and it only
accepts a single argument (method) so it's not clear how useful this might be for proxying to
things like Subversion.

Example:

: proxy_method PROPFIND;

proxy_next_upstream

&5 *proxy_next_upstream [error|timeout|invalid_header|http_500|http_503|http_404|off]*
FRIA{E *proxy_next_upstream error timeout*

L3 *http, server, location*

Directive determines, in what cases the request will be transmitted to the next server:

e error — an error has occurred while connecting to the server, sending a request to it, or
reading its response;

e timeout — occurred timeout during the connection with the server, transfer the requst or
while reading response from the server;

¢ invalid_header — server returned a empty or incorrect answer;

e http 500 — server returned answer with code 500

e http 503 — server returned answer with code 503

e http 404 — server returned answer with code 404

e off — it forbids the request transfer to the next server

Transferring the request to the next server is only possible when nothing has been
transferred to the client -- that is, if an error or timeout arises in the middle of the transfer of
the request, then it is not possible to retry the current request on a different server.

proxy_pass

&L *proxy_pass URL*



ZRIAME *no*
£ 3Z:*location, if in location*

This directive sets the port or socket, on which listens to the proxied server, and the URI, to
which will be reflected location.

Port can be indicated in the form of the name of hostname or address and port, for example,

proxy_pass http://localhost:8000/uri /;

and socket -- in the form of unix of socket:

proxy_pass http://unix:/tmp/backend.socket:/uri /;

Path is indicated after the word unix and is concluded between two colons.

With the transfer of request to server part URI, which corresponds to location, is substituted
to URI, indicated in directive proxy_pass.

But there are two exceptions to this rule, when it is not possible to determine that replaced
location:

e if the location is assigned by regular expression;
e if inside proxied location with the help of directive rewrite changes URI and with this
configuration will be precisely processed request (break):

location /name/ {
! rewrite /name/([~/] +) /users?name=$1 break;
! proxy_pass http://127.0.0.1;

3

For these cases of URI it is transferred without the mapping.

Furthermore, it is possible to indicate so that URI demand it would be transferred in the
same form, as it sent client, but not v in the processed form.

During the working:

e two or by more slashes are converted into one slash: "//" --"/";
¢ references to the current directory are removed: "/./" -- "/";
¢ references to the previous catalog are removed: “/dir /../" -- "/".

If on server it is necessary to transmit URI in the unprocessed form, then for this in directive
proxy_pass it is necessary to indicate URL server without URI:



location /some/path/ {
! proxy_pass http://127.0.0.1;

}

proxy_pass_header

&35 *proxy_pass_header the_name*
3 *http, server, location*
This directive allows transferring header-lines forbidden for response.

For example:

location / {
! proxy_pass_header Server;
! proxy_pass_header X-MyHeader;

3

proxy_pass_request_body
&5 *proxy_pass_request_body [ on | off ] ;*
FRIA{E *proxy_pass_request_body on;*
L3 *http, server, location*

Available since: 0.1.29
TODO: Description.

proxy_pass_request_headers

&% *proxy_pass_request_headers [ on | off | ;*
RN :*proxy_pass_request_headers on;*
L3 *http, server, location*

Available since: 0.1.29
TODO: Description.

proxy_redirect

&% *proxy_redirect [ default|off|redirect replacement ]*

ZRiA & :*proxy_redirect default*



L’ 3:*http, server, location*

This directive sets the text, which must be changed in response-header "Location" and
"Refresh" in the response of the proxied server.

Let us suppose the proxied server returned line

Location: http://localhost:8000/two/some/uri/

The directive

proxy_redirect http://localhost:8000/two/ http://frontend/one/;

will rewrite this line in the form Location: http://frontend/one/some/uri/ .

In the replaceable line it is possible not to indicate the name of the server:

proxy_redirect http://localhost:8000/two/ /;

then the basic name of server and port is set, if it is different from 80.

The change by default, given by the parameter "default", uses the parameters of directives
location and proxy_pass.

Therefore two following configurations are equivalent:

location /one/ {

! proxy_pass http://upstream:port/two/;

! proxy_redirect default;

}

location /one/ {

! proxy_pass http://upstream:port/two/;

! proxy_redirect http://upstream:port/two/ /one/;
}

In the replace line, it is possible to use some variables:

proxy_redirect http://localhost:8000/ http://$host:$server_port/;

This directive repeated some times:

. proxy_redirect default;
. proxy_redirect http://localhost:8000/ /;
. proxy_redirect http://www.example.com/ /;

The parameter off forbids all proxy redirect directives at this level:



: proxy_redirect off;

: proxy_redirect default;

: proxy_redirect http://localhost:8000/ /;
: proxy_redirect http://www.example.com/ /;

With the help of this directive it is possible to add the name of host for relative redirect,
issued by the proxied server:

proxy_redirect / /;

proxy_read_timeout

&35 *proxy_read_timeout the_time*
2R iA {8 :*proxy_read_timeout 60*

L "FX:*http, server, location*

This directive sets the read timeout for the response of the proxied server. It determines how
long NGINX will wait to get the response to a request. The timeout is established not for
entire response, but only between two operations of reading.

In contrast to [#proxy_connect_timeout proxy _connect_timeout] , this timeout will catch a
server that puts you in it's connection pool but does not respond to you with anything beyond
that. Be careful though not to set this too low, as your proxyserver might take a longer time
to respond to requests on purpose (e.g. when serving you a report page that takes some
time to compute). You are able though to have a different setting per location, which enables
you to have a higher proxy_read_timeout for the report page's location.

If the proxied server nothing will communicate after this time, then nginx is shut connection.

proxy_redirect_errors

Deprecated. Use proxy_intercept_errors .

proxy_send_lowat

3% ;% *proxy_send_lowat [ on | off ]*
2Kk *proxy_send_lowat off;*
L3 *http, server, location, if*

This directive set SO_SNDLOWAT.
This directive is only available on FreeBSD



proxy_send_timeout

&% *proxy_send_timeout time_in_seconds*
2R iA {8 *proxy_send_timeout 60*

L "FX:*http, server, location*

This directive assigns timeout with the transfer of request to the proxy server. Time out is
established not on entire transfer of request, but only between two operations of record. If
after this time the proxy server will not take new data, then nginx is shut the connection

proxy_send_lowat
&% *proxy_set_body [ on | off J*
2R i\ {8 *proxy_set_body off:*

L "FX:*http, server, location, if*

Available since: 0.3.10
TODO: Description.

proxy_set_header

&% :*proxy_set_header header value*
ZRiAf8 :*Host and Connection®
L3 *http, server, location*

This directive allows to redefine and to add some request header lines which will be
transferred to the proxied server.

As the value it is possible to use a text, variables and their combination.

This directive is inherited from the previous level when at this level are not described their
directives proxy_set_header .

By default only two lines will be redefined:

proxy_set_header Host $proxy_host;
proxy_set_header Connection Close;

The unchanged request-header "Host" can be transmitted like this:



proxy_set_header Host $http_host;

However, if this line is absent from the client request, then nothing will be transferred.

In this case it is better to use variable $host, it's value is equal to the name of server in the
request-header "Host" or to the basic name of server, if there is no line:

proxy_set_header Host $host;

Furthermore, it is possible to transmit the name of server together with the port of the
proxied server:

proxy_set_header Host $host:$proxy_port;

proxy_store

&%k *proxy_store [on | off | path]*
2R i\ f& :*proxy_store off*

T3 *http, server, location*

This directive sets the path in which upstream files are stored. The parameter "on" preserves
files in accordance with path specified in directives alias or root. The parameter "off" forbids
storing. Furthermore, the name of the path can be clearly assigned with the aid of the line
with the variables:

proxy_store /data/www$original_uri;

The time of modification for the file will be set to the date of "Last-Modified" header in the
response. To be able to safe files in this directory it is necessary that the path is under the
directory with temporary files, given by directive proxy_temp_path for the data location.

This directive can be used for creating the local copies for dynamic output of the backend
which is not very often changed, for example:



location /images/ {

: root /data/www;

. error_page 404 = /fetch$uri;
}

location /fetch {

: internal;

! proxy_pass http://backend;

. proxy_store on;

! proxy_store_access user:rw group:rw all:r;
: proxy_temp_path /data/temp;

: alias /data/www;

}

To be clear proxy_store is not a cache, it's rather mirror on demand.

proxy_store_access

&35 *proxy_store_access users:permissions [users:permission ...]*
2Ri\{& :*proxy_store_access user:rw*
L3 :*http, server, location*

This directive assigns the permissions for the created files and directories, for example:

proxy_store_access user:rw group:rw all:r;

If any rights for groups or all are assigned, then it is not necessary to assign rights for user:

proxy_store_access group:rw all:r;

proxy_temp_file_write_size

&% *proxy_temp_file_write_size size;*

RN *proxy_temp_file_write_size proxy_buffer_size 2;
L3 *http, server, location, if*

TODO: Description.

proxy_temp_path

&L *proxy_temp_path dir-path [ level1 [ level2 [ level3 ] ;*



FRiAE*SNGX_PREFIX/proxy_temp controlled by --http-proxy-temp-path at ./configure
stage*

L+ "F3:*http, server, location*

This directive works like client_body temp_path to specify a location to buffer large proxied
requests to the filesystem.

proxy_upstream_fail_timeout

Changed in 0.5.0 to deprecated.
Please use the fail _timeout parameter of server Directive from the upstream module.

proxy_upstream_max_fails

Changed in 0.5.0 to deprecated.
Please use the max_fails parameter of server Directive from the upstream module.

Variables

In module ngx_http_proxy_module there are some built-in variables, which can be used for
the creation of headers with the help of the proxy_set_header directive:

$proxy_host:: the name of proxied host and port;
$proxy_port:: the port of proxied host;

$proxy_add_x_forwarded_for:: equivalent to client request-header "X-Forwarded-For" and to
variable added to it through the comma

$remote_addr:: But if there is no line "X-Forwarded-For" in the client request, then variable
$proxy_add_x_forwarded_for is equal to variable s$remote_addr .

References

Original Documentation

Questions

¢ |s it possible to have the proxy use a client SSL certificate to communicate with the
server being proxied? | am in the situation where | want to secure the proxy <->
application server connection. Another solution could be to use SSL only with a custom
header checked at each connection in the application server, but doing it at the protocol
level would be nicer.


http://sysoev.ru/nginx/docs/http/ngx_http_proxy_module.html

* NginxHttpProxyModule#preview [F 3



HttpRewritet& 12

This module makes it possible to change URI using regular expressions, and to redirect and
select configuration depending on variables.

ZERAFERENRENKELURI, FEHRELTERLAUKRLZERE.

If the directives of this module are given at the server level, then they are carried out before
the location of the request is determined. If in that selected location there are further rewrite
directives, then they also are carried out. If the URI changed as a result of the execution of
directives inside location, then location is again determined for the new URI.

MR Eservers 35 BiZik A, BofbiliSElocationZBI4EN, MR TElocationizr BE #—4%
BEEHM N, locationER D HIM N KA INIT,. MR XPURIEE ZE #locationZB 43 B 41 )
B, B4 locationEB 2 = EREMATIE 4 FTHIURI,

This cycle can be repeated up to 10 times, after which Nginx returns a 500 error.

BMEFARMATIOR, ABNgInXx&IRE—15004 %,

Directives

[#break break]
[#if if]
[#return return]

[#rewrite rewrite]
[#set set]
[#uninitialized_variable_warn uninitialized_variable warn]

break

&R *break*

#Kika*none*

YE 1k *server, location, if*

Completes the current set of rules. /£ 252 Ak 2 B #I 21 0] 71

A

if ($slow) {
: limit_rate 10k;
. break;

}



if

&% :*if (condition) { ... }*

LA *none*

{E 18 :*server, location*

Checks the truth of a condition. If the condition evaluates to true, then the code indicated in

the curly braces is carried out and the request is processed in accordance with the

configuration within the following block. Configuration inside directive if is inherited from the

previous level.

They can be assigned as the condition:

the name of variable; false values are: empty string ", or any string starting with "0";
the comparison of variable with the line with using the = and 1= operators;
pattern matching with regular expressions using the symbols ~* and - :

~ is case-sensitive match;
~fFa, ERANNEER

~* specifies a case-insensitive match (firefox matches FireFox)
~RINEFRBHRBRHFE (firefoxfF & FireFox)

1~ and !'~* mean the opposite, "doesn't match"
I~HI~MRRER, “RNRR”
checking for the existence of a file using the -f and '-f operators;{# F3-fLL K& |-f44 ) —
ITXHREFHE
checking existence of a directory using the -d and '-d operators;f# F-d A K !-d#& ) —
TEERERE
checking existence of a file, directory or symbolic link using the -e and !-e operators;
ER-eLl Rk l-e NEREHFAE—IXH, —TEHZIE IS8

checking whether a file is executable using the -x and '-x operators.{# f-x A K !-x#4
M= XHEBE T T

Parts of the regular expressions can be in parentheses, whose value can then later be

accessed in the $1 to >$9 variables.

Examples of use:



if ($http_user_agent ~ MSIE) {
! rewrite A(.*)$ /msie/$1 Dbreak;

}
if ($http_cookie ~* "id=([7;] +)(?:;]|$)" ) {
: set $id $1;

}
if ($request_method = POST ) {
. return 405;

if (!-f $request_filename) {
: break;
! proxy_pass http://127.0.0.1;

}
if ($slow) {
: limit_rate 10k;

if ($invalid_referer) {
. return 403;
3

The value of the built-in variable sinvalid referer is given by the directive valid_referers.

return

&% *return code*
2R A {4 :*none*
Y£R8 :*server, location, if*

This directive concludes execution of the rules and returns the status code indicated to
client. It is possible to use the following values: 204, 400, 402-406, 408, 410, 411, 413, 416
and 500-504. Furthermore, nonstandard code 444 closes the connection without sending
any headers.

EMESRBEBANMBPHITER, RO—MREELE Pin. AI{FEAESHE : 204, 400, 402-
406, 408, 410, 411, 413, 416LA%500-504, tBATLL % 3EFE+7 ERI44448 8-k & (1T -
EETER&EE,

rewrite

& & *rewrite regex replacement flag*
#Kik*none*
YE 1k *server, location, if*

This directive changes URI in accordance with the regular expression and the replacement
string. Directives are carried out in order of appearance in the configuration file.

EPNEFRERAARERURI, HEBAFRFE, BERREEE X4 PBORFRMNIT



Be aware that the rewrite regex only matches the relative path instead of the absolute URL.
If you want to match the hostname, you should use an if condition, like so:

AREFRZARMEAREEN. MRIFBEENS, RuzERHEE, 0T :

if ($host ~* www\.(.*)) {
: set $host_without_www $1;
! rewrite A(.*)$ http://$host_without_www$l permanent; # $1 contains '/foo', not 'www.myd

}
{ S— >

Flags make it possible to end the execution of rewrite directives.

If the replacement string begins with http:// then the client will be redirected, and any
further rewrite directives are terminated.

Flags can be any of the following:

e last - completes processing of rewrite directives, after which searches for corresponding
URI and location

® break - completes processing of rewrite directives

e redirect - returns temporary redirect with code 302; it is used if the substituting line
begins with http://

e permanent - returns permanent redirect with code 301

Note that if an redirect is relative (has no host part), then when redirecting Nginx uses the
"Host" header if the header match name of server_name directive or the first name of

server_name directive, if the header does not match or is absent. If N0 server_name is set,
then the local hostname is used. If you want Nginx to always use the "Host" header, you can
use a wildcard "™" server_name (but see the restrictions on doing so).Example:

rewrite A(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 last;
rewrite A(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra  last;
return 403;

But if we place these directives in location /download/, then it is necessary to replace flag
"last" by "break", otherwise nginx will hit the 10 cycle limit and return error 500:

location /download/ {

: rewrite A(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;
: rewrite A(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra  break;
! return  403;

3

If in the line of replacement arguments are indicated, then the rest of the request arguments
are appended to them. To avoid having them appended, place a question mark as the last
character:



! rewrite A/users/(.*)$ /show?user=$1? last;

E: IERES({F ) )k, N BERAEERANENRAAE, LEREREXHESEN
ik, A THRRAZR, ENRAXEFRESHE, zANEIS (FEL£E5) a2/, b
a0, FREE UL Eu

/photos/123456

EEAE :

/path/to/photos/12/1234/123456.png

ALALUTEE (EEREIS):

rewrite "/photos/([0-9] {2})([0-9] {2})([0-9] {2})" /path/to/photos/$1/$1$2/$1$2$3.png;

{ S—

set

syntax:*set variable value*
default:*none*
context:*server, location, if*

Directive establishes value for the variable indicated. As the value it is possible to use a text,
variables and their combination.

uninitialized_variable_warn

syntax:*uninitialized_variable_warn on|off*
default:*uninitialized_variable_warn on*

context:*http, server, location, if*

Enables or disables logging of warnings about noninitialized variables.

Internally, the rewrite directives are compiled at the time the configuration file is loaded into
internal codes, usable during the request by the interpreter.

This interpreter is a simple stack virtual machine. For example, the directive:



location /download/ {
: if ($forbidden) {
return 403;

}
if ($slow) {
limit_rate 10k;

}
rewrite A/(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

will be compiled into this sequence:

: variable $forbidden

: checking to zero

! recovery 403

: completion of entire code
: variable $slow

: checking to zero

: checkings of regular expression
: copying "/"

: copying $1

: copying "/mp3/"

: copying $2

: copying "..mpe"

: completion of regular expression
: completion of entire sequence

Note that there is no code for directive limit_rate, since it does not refer to module
ngx_http_rewrite_module. The "if" block exists in the same part of the configuration as the
"location" directive.

If $slow is true, then what's inside the "if" block is evaluated, and in this configuration
limit_rate it is equal to 10k.

Directive:

rewrite A/(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

It is possible to reduce the sequence, if in the regular expression we include the first slash
inside the parentheses:

rewrite A(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;

then the sequence will appear like this:



: checking regular expression

: copying $1

: copying "/mp3/"

. copying $2

: copying "..mpe"

: completion of regular expression
: completion of entire code
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HttpSSI# 1

Lo 3 2 BRAR 4 2R & & XXM (ssi) I B, FURAF SR HAIFRTEXHF.

&G

location / {
: ssi on;

3

Directives

[#ssi ssi]

[#ssi_silent_errors ssi_silent_errors]

[#ssi_types ssi_types]

[#ssi_value_length ssi_value_length]

SSi
&K *ssi [ on | off ]*
2R A8 :*ssi off*

{ER 1 *http, server, location* TElocationE g A & FISSIST4 2 I,

ssi_silent_errors
&K *ssi_silent_errors [on|off]*
2RiA & *ssi_silent_errors off*
{ER 1 *http, server, location*

TE R EBSSISTF H 4% et A 44 HE 4% 32 3275 "[an error occurred while processing the directive]

ssi_types

&% *ssi_types mime-type [mime-type ...]*
ZRiAfE:*ssi_types text/ntml*

{ER 1 *http, server, location*

Enables SSI processing for MIME-types in addition to "text/html" types.



ssi_value_length
i&ik:*ssi_value_length length*
ZRik{ti:*ssi_value length 256*
YE A1 *http, server, location*

E LSS ERNSHKE

SSI ip %
MR RAIE0TF:

: <!--# command parameterl=value parameter2=value... -->

X FFMISSI I

® plock — command describes the block, which can be used as a silencer in command
include . Inside the block there can be commands ssr1 .
* name — the name of the block. For example:

. : the silencer : :

® config — assigns some parameters with working SSI.

e errmsg — the line, which is derived with the error during the SSI processing. By default,
this string is used: "[an error occurred while processing the directive] "

e timefmt — the time formatting string, as used in strftime(3). By default, this string is
used:

D "%A, %d-%b-%Y %H:%M:%S %Z" : To include time in seconds use the format "%s" as

well.

® echo - print a variable
e var— the name of the variable
e default - if the variable is empty, display this string. Defaults to "none". Example:

:: </code>isthe sameas : no :
e if / elif / else / endif — conditionally include text or other directives. Usage:
......... Only one level of nesting is possible.

e expr — the expression to evaluate. It can be a variable: ~~~



<!--# if expr="$name" --></code> A string comparison: <code><!--# if expr="$name = text"

- <code>include — include a document from another source.
- *file* — include a file, e.g.

(| . o]

! <!--# include file="footer.html" --> :

- *virtual* — include a request, e.g.

<!--# include virtual="/remote/body.php?argument=value" -->Multiple requests will be issu
- *stub* — The name of the block to use as a default if the request is empty or returns a
<!--# block name="one" --> <!--# endblock --><!--# include virtual="/remote/body.php?argu

- *wait* — when set to yes, the rest of the SSI will not be evaluated until the current r

4 ] ]

® set - assign a variable.
e var — the variable.
e value — its value. If it contains variable names, these will be evaluated.

MELE
ngx_http_ssi_module X aFHRE T £:

® sdate local - HBETHYAHNES X et ). B & 2k 1 "timefmt"1Z2 5 & =X
® $date_gmt - HEIIGMTE ja. ECIE i 7 "timefmt L HIFE .
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HttpUserid

The module ngx_http_userid_module gives out cookies for identification of clients. For
logging it is possible to use variables $uid got and s$uid_set . Remark: keep in mind
variables $uid_got and $uid_set are not accessible in SSI, because SSI filter module
working before userid filter.

This module is compatible with mod_uid for Apache.

Example
userid on;
userid_name uid;

userid_domain example.com;

userid_path /8

userid_expires 365d;

userid_p3p 'policyref="/w3c/p3p.xml", CP="CUR ADM OUR NOR STA NID"';

8% I 4P

userid

syntax:*userid [on|v1]|log]|off]*

default:*userid off*

context:*http, server, location*

Enables or disables issuing cookies and logging requested cookies:

e on - enables version 2 cookies and logs them;

¢ v1 - enables version 1 cookies and logs them;

¢ |log - do not send cookies, but write down incoming cookies to log;
e off - do not send cookies, and don't write them to logs;

userid_domain

syntax:*userid_domain [ name | none ]*
default:*userid_domain none*
context:*http, server, location*

Assigns the domain for cookie. The parameter "none" doesn't issue domain for cookie.


http://www.lexa.ru/programs/mod-uid-eng.html

userid_expires
syntax:*userid_expires [ time | max ]*
default:*none*

context:*http, server, location*

Sets the expiration time for the cookie.

The parameter set & send-out browser expiration time for cookie. Value "max" assigns the
time on 31 December, 2037, 23:55:55 gmt. This is the maximum time that older browsers
understand.

userid_name

syntax:*userid_name name*
default:*userid_name uid*
context:*http, server, location*

Assigns name to cookie.

userid_p3p
syntax:*userid_p3p line*
default:*none*

context:*http, server, location*

Directive assigns value for the header P3P, which will sent together with cookie.

userid_path

syntax:*userid_path path*
default:*userid_path /*
context:*http, server, location*

Sets the cookie path.

userid_service

syntax:*userid_service number*



default:*userid_service address*
context:*http, server, location*
Directive assigns the IP address of the server which gave out cookie. If not set, version 1

cookies set to zero, and for version 2 cookies the IP address of server.

References
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Addition "%
This module adds responses of other locations before and after the current location's

response.

It is implemented as an output filter, the contents of the main request and subrequests to
other locations are not buffered completely and are still sent to the client in a streaming
fashion. Because the length of the final response body is unkown while sending the HTTP
headers, the HTTP chunked encoding is always used here.

Installation
By default the module is not built, it is necessary to enable its build with

./configure --with-http_addition_module

at compilation time.

Example:

location / {
add_before_body /before_action;
add_after_body /after_action;

Limitations

Note that as of 0.8.17 no contents will be added if the current location is served as a
subrequest itself. Consider the following example:

location /foo {
add_before_body /bar;
}

location /bar {
add_before_body /baz;

}

Then accessing /foo won't get /baz inserted before the contents of the subrequest /bar.

Also note that at this time, only strings can be used in before/after body locations, not
variables. So



location / {
set $before_action /before_action;
add_before_body $before_action;

}

will not work as expected (although the configuration file will still load properly).
Directives

add_before_body

syntax:*add_before body uri*
default:*no*
context:*http, server, location*

Directive adds content of uri before the response body, issued as a result of the work of the
assigned subrequest.

add_after_body

syntax:*add_after_body uri*
default:*no*
context:*http, server, location*

Directive adds content of uri after the response body, issued as a result of the work of the
assigned subrequest.

addition_types

syntax:*addition_types mime-type [mime-type ...]*
default:*text/html*

context:*http, server, location*

Directive (since 0.7.9) allows you to add text only to locations of the specified MIME-types
(defaults to "text/html").

(Before 0.8.17, this directive was mispelled as "addtion_types" in the source. This bug has
been fixed in 0.8.17.)

References
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EmbeddedPerl

This module makes it possible to execute Perl directly within Nginx and call Perl via SSI.

Building Module at Compile-time

Unless built at compile-time, the module is not available. The default is to not build this
module. If you want to enable this module, is necessary to specify --with-http_perl_module
when running configure.

Your system must have Perl 5.6.1 or above.

Known Problems

This module is experimental; therefore anything is possible and bugs are likely.

1. If a Perl module performs protracted operation, (for example DNS lookups, database
queries, etc), then the worker process that is running the Perl script is completely tied
up for the duration of script. Therefore embedded Perl scripts should be extremely
careful to limit themselves to short, predictable operations.

2. It's possible for Nginx to leak memory if you reload the configuration file (via 'kill -HUP ').

Example:

http {

perl modules perl/lib;
perl require hello.pm;

perl_set $msie6 '
sub {
my $r = shift;
my $ua = $r->header_in("User-Agent");

return "" if $ua =~ /Opera/;
return "1" if $ua =~ / MSIE [6-9] \.\d+/;
return "";

’ }

server {

location / {
perl hello::handler;

3
3

perl/lib/hello.pm:



package hello;
use nginx;

sub handler {
my $r = shift;
$r->send_http_header("text/html");
return OK if $r->header_only;

$r->print("hello!\n<br/>");
$r->rflush;

if (-f $r->filename or -d _) {

$r->print($r->uri, " exists!\n");

3

return OK;

perl

syntax:*perl module::function | 'sub {...}"
default:*no*

context:*location*

Directive establishes a function for the data location.

perl_modules

syntax:*perl_modules path*
default:*no*
context:*http*

Directive assigns additional path for Perl modules. Since version 0.6.7 this path is relative to
directory of nginx configuration file nginx.conf, but not to nginx prefix directory.

perl_require
syntax:*perl_require module*®

default:*no*



context:*http*

There can be multiple perl_require directives.

perl_set

syntax:*perl_set module::function | 'sub {...}"*
default:*no*
context:*http*

Directive establishes the function of variable ??7?

Calling Perl from SSI
Instruction format is as follows:

<!- # perl sub="module::function" arg="parameterl" arg="parameter2"... >

Methods of request object $r:

e $r->args - method returns the arguments of request.

e $r->filename - method returns the name of file, which corresponds to URI request.

e $r->has_request_body(function) - method returns 0, if there is no request body. But if
the request body exists, then the passed function is established and 1 returned. At the
end of the body processing, nginx will call the established processor. Example usage:



package hello;
use nginx;
sub handler {
my $r = shift;
if ($r->request_method ne "POST") {

return DECLINED;
}

if ($r->has_request_body(hello::post)) {
return OK;

3

return 400;
}

sub post {
my $r = shift;
$r->send_http_header;
$r->print("request_body: \"", $r->request_body, "\'"<br/>");
$r->print("request_body file: \"", $r->request_body file, "\"<br/>\n");
return OK;

__END__

$r->header_in(header) - retrieve an HTTP request header.

$r->header_only - true if we only need to return a response header.

$r->header_out(header, value) - set a response header.

$r->internal_redirect(uri) - method makes internal redirect to the indicated uri. Redirect
occurs only after the completion of Perl script.

$r->print(args, ...) - sends data to client.
e $r->request_body - method returns the request body of client when the body is not
recorded into the temporary file.

So that the body of the demand of client is guaranteed to remain in memory, it is necessary
to limit its size with the aidof client_max_body_size and to assign sufficient size for the buffer
using client_body_buffer_size.

e $r->request _body file — method returns the name of the file, in which is stored the
body of the demand of client. The file must be removed on the completion of work. So
that the body of the request would always be written to the file, it is necessary to
indicate client_body_in_file_only on.

e $r->request_method — method returns the HTTP method of the request.

$r->remote_addr - method returns IP address of client.

$r->rflush - method immediately transmits data to client.

$r->sendfile(file [, displacement [, length ]) - transfers to client contents of the file



indicated. The optional parameters indicate initial offset and length of transmitted data.
Strictly the transmission of data occurs only after the completion of the perl script.

e $r->send_http_header(type) - adds header to response. The optional parameter "type"
establishes the value of line "Content-Type" in the title of answer.

e $r->unescape(text) - decodes the text, assigned in the form %XX.

e $r->uri - returns request URI.
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flv

This module provides the ability to seek within FLV (Flash) files using time-based offsets.
RERIRHBFLV O IN A T o 19 617

Module ngx_http_flv_module offers special handling of files it handles:
3ngx_http_flv_moduletR 47k 2 A M4, & R HE:

e adds FLV header to the requested file;

o NI FLV k3% KA ST,

¢ transfers file, beginning from the displacement, specified in the request argument
start=XXX.

o N, MIFIRBIAIFE, TR RSEHIETE start=XXX.

This module is not compiled by default and must be specified using the --with-
http_flv_module argument to configure when compiling Nginx.

AR N TE 4 i3 nginxed 1l _E--with-http_flv_module.

BN -

location ~ \.flv$ {

flv;
}



HttpGzipStatic

Before serving a file from disk to a gzip-enabled client, this module will look for a
precompressed file in the same location that ends in ".gz". The purpose is to avoid
compressing the same file each time it is requested.

EFIE R 0 B0 & FRISUF BT, AERE S EE 2 TREN.gzE %X H, LUERR—
BRI S,

ngx_http_gzip_static_module was introduced in nginx 0.6.24. You must enable support at
compile time:

nginx 0.6.24FF 4810 Angx_http_gzip_static_module . 4% i0L:

./configure --with-http_gzip_static_module

BN -

gzip_static on;

gzip_http_version 1.1,

gzip_proxied expired no-cache no-store private auth;
gzip_disable "MSIE [1-6]\.";
gzip_vary on;
?E:,ﬁx
HT

gzip_static
syntax:*gzip_static on|off*
default:*gzip_static off*
context:*http, server, location*

Enables the module. You should ensure that the timestamps of the compressed and
uncompressed files match.

B iR, 18 R %A IR g5 TR & SO R e ) BTG,

gzip_http_version

See NginxHttpGzipModule



gzip_proxied

See NginxHttpGzipModule

gzip_disable

See NginxHttpGzipModule

gzip_vary

See NginxHttpGzipModule



Randomindex

Pick a random directory index from a directory.
MEB H g — 1A %3R5,
f4n:

location / {

random_index on;

3



HttpGeolP

This module creates ngx_http_geoip_module variables based on the IP-address of the client
matched against the MaxMind GeolP binary files. This module appeared in nginx version
0.8.6.

AHE H:ngx_http_geoip_moduley % £2E FIPHl FLEMaxMind GeolP Z # HlIX . X MRk
FF 45 H 2,1 Enginx0.8.6,

Precondition B %%
This module needs the geo databases and the library to read the database.

13 NE B geoBUE & #i: ENENIE & #

# T 8% % Mgeo_city#iEE

wget http://geolite.maxmind.com/download/geoip/database/GeoLiteCity.dat.gz

# T # % % Mgeo_coundty#iEE

wget http://geolite.maxmind.com/download/geoip/database/GeoLiteCountry/GeoIP.dat.gz
#ftdebian® &% 1ibgeoip:

sudo apt-get install libgeoip-dev

#HBER%, RALUTHH%:—DRXH

wget http://geolite.maxmind.com/download/geoip/api/c/GeoIP.tar.gz

TEcentos AT LA FyumZ k.
yum install geoip
Yaix

./configure --with-http_geoip_module

g
http {
geoip_country GeoIP.dat;
geoip_city GeolLiteCity.dat;
*tﬁAﬁ\
H T

geoip_country

syntax:*geoip_country path/to/db.dat;*

default: none


http://www.maxmind.com/
http://www.maxmind.com/

context:*http*

The directive indicates the path to the .dat file used for determining the visitor's country from
the IP-address of the client. When set the module makes available the following variables:

dat>3x4-F FHbr o ZIPHRHNER, Y& TARANETE

e $geoip_country code; -ER&MIETI&HNFR, W0, "RU", "US".
e $geoip_country code3; - ERELMEI=NFH, 0, "RUS", "USA".
» $geoip_country_name; -EZR&FR, U, "Russian Federation", "United States".

If you only need the country's name, you can just set the geoip_country database(1.1M),
while the geoip_city database is much bigger(43M) and all the databses will be cached in
memory.

MBMAZBEER, MRExEgeoip country#IE & (1.1M), 1B Mip2IE = st tb 4 K
(43M)FEFMEBIRNES £ 7.

geoip_city
syntax:*geoip_city path/to/db.dat;*
default: none

context:*http*

The directive indicates the path to the .dat file used for determining countries, regions and
cities from IP-address of the client. When set the module makes available the following
variables:

dat> R T HIkfiz w BIPHRIER, &, Wi, HaiE: TORNE E:

e $geoip_city_country_code; -ElZR& BRI & NFH, 401, "RU", "US".

e $geoip_city_country_code3; - EIxR&NEI=1FH, 1, "RUS", "USA".

e $geoip_city _country_name; -EIZR&HF, 4, "Russian Federation", "United States".

e $geoip_region; - &, M=kX% (province, region, state, province, federal land, and the
like), M, "Moscow City", "DC".

* $geoip_city; - & HF, 2, "Moscow", "Washington".

e $geoip_postal_code; - s % 5.
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HttpReallp

This module lets to change the client's IP address to value from request header (e. g.

X-Real-IP O X-Forwarded-For )

It is useful if nginx works behind some proxy of L7 load balanver, and request come from
local IP, but proxy add request header with client's IP.

This module isn't built by default, enable it with the configure option

--with-http_realip_module

User Note: "You will build a list of trusted proxies (see below) and the first IP in the header
which is not trusted will be used as the client IP." Source: README of the Apache module
mod_extract . Quite informative, about why and how this security feature is helpful.

Example:

set_real ip_from 192.168.1.0/24;
set_real ip_from 192.168.2.1;
real ip_header X-Real-IP;

Ak

set_real _ip_from

syntax:*set_real_ip_from [the address|CIDR]*
default: none
context:*http, server, location*

This directive describes the trusted addresses, which transfer accurate address for the
replacement.

real_ip_header

syntax:*real_ip_header [X-Real-IP|X-Forwarded-For]*
default:*real_ip_header X-Real-IP*
context:*http, server, location*

This directive sets the name of the header used for transferring the replacement IP address.


http://web.warhound.org/mod_extract_forwarded/README
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HttpSSL

This module enables HTTPS support.
It supports checking client certificates with two limitations:

¢ it is not possible to assign the list of the abolished certificates (revocation lists)

¢ if you have a chain certificate file (sometimes called an intermediate certificate) you
don't specify it separately like you do in Apache. Instead you need to add the
information from the chain cert to the end of your main certificate file. This can be done
by typing "cat chain.crt >> mysite.com.crt" on the command line. Once that is done you
won't use the chain cert file for anything else, you just point Nginx to the main certificate
file.

By default the module is not built, it is necessary to specify that it be built with with the --with-
http_ssl_module parameter to ./configure. Building this module requires the OpenSSL
libraries and include-files, often are the necessary files in separate packages.

The following is an example configuration, to reduce the CPU load it is recommended to run
one worker process only and to enable keep-alive connections:

worker_processes 1;

http {
server {
listen 443;
ssl on;
ssl certificate /usr/local/nginx/conf/cert.pem;
ssl certificate_key /usr/local/nginx/conf/cert.key;
keepalive_timeout 70;
}
}

When using chain certificates, just append the extra certificates into your .crt file (cert.pem in
the example). Your own certificate needs to be on top of the file, otherwise key get a
mismatch with the key.

Generate Certificates
To generate dummy certficates you can do this steps:

cd /usr/local/nginx/conf

openssl genrsa -des3 -out server.key 1024

openssl req -new -key server.key -out server.csr

cp server.key server.key.org

openssl rsa -in server.key.org -out server.key

openssl x509 -req -days 365 -in server.csr -signkey server.key -out server.crt

R R



Configure the new certificate into nginx.conf:

server {

server_name YOUR_DOMAINNAME_HERE,

listen 443;

ssl on;

ssl_certificate /usr/local/nginx/conf/server.crt;
ssl_certificate_key /usr/local/nginx/conf/server.key;

Restart Nginx.

Now all ready to access using:

https://YOUR_DOMAINNAME_HERE

8% I 4P

ssl
syntax:*ssl [on|off]*
default:*ssl off*

context:*main, server*®

Enables HTTPS for a server.

ssl_certificate

syntax:*ssl_certificate file*
default:*ss|_certificate cert.pem*
context:*main, server*

Indicates file with the certificate in PEM format for this virtual server. The same file can
contain other certificates, and also secret key in PEM format. Since version 0.6.7 the file
path is relative to directory of nginx configuration file nginx.conf, but not to nginx prefix
directory.

ssl_certificate_key

syntax:*ss|_certificate_key file*

default:*ss|_certificate_key cert.pem*



context:*main, server*®

Indicates file with the secret key in PEM format for this virtual server. Since version 0.6.7 the
filename path is relative to directory of nginx configuration file nginx.conf, but not to nginx
prefix directory.

ssl_client_certificate

syntax:*ssl_client_certificate file*
default:*none*
context:*main, server*

Indicates file with certificates CA in PEM format, utilized for checking the client certificates.

ssl_dhparam

syntax:*ssl_dhparam file*
default:*none*
context:*main, server*®

Indicates file with Diffie-Hellman parameters in PEM format, utilized for negotiating TLS
session keys.

ssl_ciphers

syntax:*ssl_ciphers file*
default:*ss|_ciphers ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP*
context:*main, server*

Directive describes the permitted ciphers. Ciphers are assigned in the formats supported by
OpenSSL, for example:

ssl_ciphersALL: !ADH: !EXPORT56:RC4+RSA:+HIGH: +MEDIUM:+LOW:+SSLVv2:+EXP;

Complete list can be looked with the following command:

openssl ciphers



ssl_crl

syntax:*ssl_crl file*
default:*none*
context:*http, server*®

This directive (0.8.7+) specifies a file with the revoked certificates (CRL) in the PEM, which
is used to check for client certificates.

ssl_prefer_server_ciphers

syntax:*ssl_prefer_server_ciphers [on|off]*
default:*ssl|_prefer_server_ciphers off*
context:*main, server*

Requires protocols SSLv3 and TLSv1 server ciphers be preferred over the client's ciphers.

ssl_protocols

syntax:*ssl_protocols [SSLv2] [SSLv3] [TLSv1]*
default:*ssl_protocols SSLv2 SSLv3 TLSv1*
context:*main, server*

Directive enables the protocols indicated.

ssl_verify client

syntax:*ssl_verify_client on|offlask*
default:*ss|_verify_client off*
context:*main, server*

Directive enables verifying client certificates. Parameter 'ask’' checks a client certificate if it
was offered.

ssl_verify _depth

syntax:*ssl_verify_depth number*

default:*ssl_verify_depth 1*



context:*main, server*®

Sets depth checking in the chain of client certificates.

ssl_session_cache

syntax:*ssl_session_cache off|none|builtin:size and/or shared:name:size*
default:*ss|_session_cache off*
context:*main, server*

The directive sets the types and sizes of caches to store the SSL sessions.
The cache types are:

e off -- Hard off: nginx says explicitly to a client that sessions can not reused.

® none -- Soft off: nginx says to a client that session can be resued, but nginx actually
never reuses them. This is workaround for some mail clients as ssl_session_cache may
be used in mail proxy as well as in HTTP server.

¢ builtin -- the OpenSSL builtin cache, is used inside one worker process only. The cache
size is assigned in the number of the sessions. Note: there appears to be a memory
fragmentation issue using this method, please take that into consideration when using
this. See "References" below.

e shared -- the cache is shared between all worker processes. The size of cache is
assigned in the bytes, 1 MB cache can contain about 4000 sessions. Each shared
cache must have arbitrary name. Cache with the same name can be used in several
virtual servers.

It is possible to use both types of cache simultaneously, for example:

ssl_session_cache builtin:1000 shared:SSL:10m;
However, the only shared cache usage without that builtin should be more effective.

ssl_session_timeout

syntax:*ssl_session_timeout time*
default:*ss|_session_timeout 5m*
context:*main, server*

Assigns the time during which the client can repeatedly use the parameters of the session,
which is stored in the cache.



This module supports several nonstandard error codes which can be used for debugging
with the aid of directive error_page:

e 495 - error checking client certificate
e 496 - client did not grant the required certificate
e 497 - normal request was sent to HTTPS

Debugging is done after the request is completely dismantled and are accessible via
variables such as $request_uri, $uri, $arg and others. Built-in variables Module
ngx_http_ssl_module supports several built-in variables:

e $ssl_cipher returns the line of those utilized it is cipher for established SSL-connection

e $ssl client_serial returns the series number of client certificate for established SSL-
connection

e $ssl_client_s_dn returns line subject DN of client certificate for established SSL-
connection

e $ssl client_i_dn returns line issuer DN of client certificate for established SSL-
connection

e $ssl_protocol returns the protocol of established SSL-connection

ssl_engine
syntax:*ssl_engine*

This allows specifying the OpenSSL engine to use, like Padlock for example. It requires a
more recent version of OpenSSL.

References

Original DocumentationSSL Memory Fragmentation and new default status for
ssl_session_cache


http://sysoev.ru/nginx/docs/http/ngx_http_ssl_module.html
http://marc.info/?t=120127289900027

StubStatusi& 1z
XSS 3 BANginx B _EXR B s LRI T/ER &
AR IER DR S, TEERZFHRF RN FSE --with-http_stub_status_module

fii& 5. BR

locatlon /nginx_status {

# copied from http://blog.kovyrin.net/2006/04/29/monitoring-nginx-with-rrdtool/
stub_status on;

access_log off;

allow SOME.IP.ADD.RESS;

deny all;

= AN
BT

e [#stub_status stub_status]

stub_status

&% *stub_status* on

ZRiA 18 :*None*

YE A1 *location*

] B — location X135 5 F stub_status

"stub status" #&3R B A5 BER mathopd's BPR SEREBHELL REMWRSEENT :

Active connections: 291

server accepts handled requests

1 16630948 16630948 31070465
Reading: 6 Writing: 179 Waiting: 106

active connections -- XTEﬁﬁdﬁkEE"]/ﬁfﬁégii

server accepts handled requests -- nginx %34T 16630948 N iE1%, BIh 62
16630948 JRIEF GrEAH p iR B R mBY), S HKXIET 31070465 1 iE K (FHBRIEFLRIET
1.8 18R % 3K)

reading -- nginx zEXEIE f imHIHeader{E 22

writing -- nginx IR[E4 % F imfIHeader{s 22X


http://www.mathopd.org/

waiting -- 7F & keep-alive BJER T, EMNEFET active - (reading + writing) , BIGHL
ENginxit B2 R BREAFE T RERIESH B4

Examples

http://blog.kovyrin.net/2006/04/29/monitoring-nginx-with-rrdtool/
http://dev.2xIp.com/svn/nginxconfig/trunk/conf/rrd/ __ README .txt


http://blog.kovyrin.net/2006/04/29/monitoring-nginx-with-rrdtool/
http://dev.2xlp.com/svn/nginx_config/trunk/conf/_rrd/__README__.txt

HttpSubstitution
This module can search and replace text in the nginx response. It is only available if the

--with-http_sub_module option

was specified for ./configure.

AHE 3 7] LAEnginxBI [B] i AR & 3 FNES e XU T2 47 i3 nginxed 6 & 0 £ --with-http_sub_module
option

fBign:

location / {
sub_filter </head>
'</head><script language="javascript" src="$script"></script>';
sub_filter_once on;

sub_filter

syntax:*sub_filter text substitution*
default:*none*
context:*http, server, location*

sub_filter allows replacing some text in the nginx response with some other text,
independently of the source of the data. The matching is case-insensitive. Substitution text
may contain variables. Only one substitution rule per location is supported.

sub_filter A B #IBEXHENZ I XA (ZRE#H) EEEFEREN, B nada g
2, —"Mocation REE— B # 0.
sub_filter_once

syntax:*sub_filter_once on|off*
default:*sub _filter_once on*

context:*http, server, location*



sub_filter_once off allows to search and replace all matching lines, the default is replacing
only the first one.

sub_filter_once off o35 & BB LTET, MARBRE—.

sub_filter_types

syntax:*sub_filter_types mime-type [mime-type ...]*
default:*sub _filter_types text/html*

context:*http, server, location*

sub_filter_types is used to specify which content types should be checked for sub_filter. The
default is only text/html.

sub_filter typesFAFIEEE #esub_filterfy: B, BRik 4 text/html.

References

Original Documentation


http://sysoev.ru/nginx/docs/http/ngx_http_sub_module.html

HttpDav#& 1z
X AME B AT L% Hitp webDAV #2110 PUT, DELETE, MKCOL, COPY #1 MOVE Z753%,

EPMERERAGFNERTAZREEH, REEERFSEEN TSN

./configure --with-http_dav_module

FCESEA

location / {
root /data/www;
client_body_temp_path /data/client_temp;

dav_methods PUT DELETE MKCOL COPY MOVE;

create_full_put_path on;
dav_access group:rw all:r;

limit_except GET {
allow 192.168.1.0/32;
deny all;

dav_access

syntax: dav_access user:permissions [users:permissions] ...
default: dav_access user:rw
context: http, server, location

EMERTRRTEDE F3MHLL7 4, 40 :

dav_access user:rw group:rw all:r;

IR —1R P AHFER 2 EARIR, user INSHXELEXET, M :

dav_access group:rw all:r;

dav_methods

syntax: dav_methods [off|put|delete|mkcol|copy|move] ...

default: dav_methods off



context: http, server, location

ENMES AT TIEEHTTPHIWebDAVEY 3%, “EBE Hoff NHEMEMAEHELTN (BAMBE2EABNAE) .
Put FEMIB X ER I EMNginx Bi5e X4 £client_body_temp_path ER— 19K E,
YFEAPut HERGB— e, BUfERBiL&Edate header B oIEHE,

create_full_put_path

syntax: create_full_put_path on|off
default: create_full_put_path off

context: http, server, location

RABERT, Put HEREEEEAENE ZE0EXMH. SR TNginx BAFHE XN E ZHERME AR,



GooglePerftools

This module enables Google Performance Tools profiling for workers. This module appeared
in nginx version 0.6.29.

By default the module is not built, it is necessary to enable its build with

./configure --with-google_perftools_module

at compilation time.

Example

google_perftools_profiles /path/to/profile;

Profiles will be stored as /path/to/profile.

5% M 9P

google_ perftools_profiles

syntax:*google_perftools_profiles path*
default:*none*

Directive specifies the base filename of profiles collected by Google Perftools profiler. The
workers PIDs will be appended to the specified base filename.


http://code.google.com/p/google-perftools/

HttpXSLT

This module is a filter which converts an XML response with the aid of one or more XSLT
templates.

This module was introduced in 0.7.8 and needs to be enabled via

./configure --with-http_xslt_module

Example:

location / {

xml_entities /site/dtd/entities.dtd;
xslt_stylesheet /site/xslt/one.xslt param=value;
xslt_stylesheet /site/xslt/two.xslt;
}
?E:/Cx
BT

xslt_entities

syntax:*xml_entities *
default:*no*
context:*http, server, location*

Specifies the DTD file which describes symbolic elements (xml entities). This file is compiled
at the stage of configuration. For technical reasons it's not possible to specify entities in the
XML being processed, therefore they are ignored, but this specially assigned file is used
instead. In this file it is not necessary to describe structure of processed XML, it is sufficient
only to declare necessary symbolic elements, for example:

<! ENTITY of nbsp “ “>

xslt_stylesheet

syntax:*xslt_stylesheet template [parameter[[ parameter... ]| default:no*
context:*http, server, location*

Specifies the XSLT template with its parameters. Template is compiled at the stage of
configuration. The parameters are assigned as shown:



param=value

You can specify parameters either one per line, or separate multiple parameters with colon
(“: ™) If the parameter itself contains the character “:”, escape it as “%3A”. Furthermore, libxslt
requires that string parameters should be quoted by the single or dual quotation marks if
they contain non-alphanumeric characters, for example:

paraml="http%3A//www.example.com': param2=value2

It's possible to use variables as parameters, for example, the entire line of the parameters
can be substituted with one variable:

location / {
xslt_stylesheet /site/xslt/one.xslt
$arg_xslt_params

paraml='$valuel': param2=value2
param3=value3;

}

It is possible to specify several templates, in which case they would be chained together in
the order of their declaration.

xslt_types
syntax:*xslt_types mime-type [mime-type...]*
default:*xslt_types text/xml*

context:*http, server, location*

Permit processing responses with specified MIME-types in addition to “text/xml”. If XSLT
output mode is HTML, then the response MIME-type changes to “texttHTML”.



HttpSecureLink

This module computes and checks request URLs for a required security token. This module
is not compiled by default and must be specified using the

X AME S+ B M URLE K AR 57 22 2 4737

BMRBZERIAGE, T iENginxet, s RBARBNEESH

--with-http_secure_link_module

argument to configure when compiling Nginx. Note that this module is only supported in
nginx version 0.7.18 and higher.
St BAAC B . X PME R FENGinX 0.7.18 R LA AR A R 1  #.

Example usage:

location /prefix/ {
secure_link_secret secret_word;

if ($secure_link = "") {
return 403;
}

= A\

H T3
syntax:*secure_link_secret secret_word*
default:*none*

context:*location*

The directive specifies a secret word to verify requests. The full URL for a protected links
follows this form:

BMERPRB— I REXRRTRF X F K, TENRERPHURLAITER :
/prefix/hash/reference

hash is computed as as EFmMd5('5E"'RE % 5K+ &

md5 (reference, secret_word);



prefix is the scope of the location block, and must not be '/'. secure_link can only be used in

non-root paths.
RIARENMBRISER, L TEEERY, REEERERAEIFRE FBE.

T8

$secure_link

Automatically set to the reference component of the URL, isolated from the prefix and hash.
If the hash is incorrect, an empty string is returned instead.
B # % B R EIURLAI X 8¢, 9 FFET R FIHASH, MRHASHAIEH, [REIZEFRE,



HttplmagefFilter

Version: 0.7.54+

This module is a filter for transforming JPEG, GIF and PNG images. It is not enabled by
default to enable it, provide this option to ./configure when building nginx:
BMERARD 2 JPEG, GIFFIPNGHE R, XNME&BRAF B, E4HiFnginxH@

it ./configure S EZ B

--with-http_image_filter_module
libgd is required to build and run the module. We recommend using the latest version of
libgd.
% ME TR MER A REbgd E, BMHEFERRITRABLibgd.

Example Configuration

location /img/ {

proxy_pass http://backend;
image_filter resize 150 100;
error_page 415 = /empty;

}

location = /empty {
empty_gif;

}

*t:/ﬁx
HT

image _filter

Syntax:*image_filter (test|size|resize width height|crop width height)*
Default:*none*

Context:*location”

Specifies the type of transformation to apply to the image, one of the below:
FmiE AR 23T

e test: checking that the response is indeed an image format JPEG, GIF or PNG.
Otherwise, an error 415.
MK MXIAE A B XXHFRERIER AIPEG, GIF ORPNG, HnR[E4154% %



e size: Gives information about the image in JSON format. For example,
R~F : ROJSONBRHE F{ER. Hi :

{ "img" : { "width": 100, "height": 100, "type": "gif" } }
Or if an error occurs,
FEMR L £ 432,
{3
e resize: proportionally reduces the image to a specified size.
AER iR R EBENRY
e crop: proportionally reduces the image to a specified size and trims extra edge.

t0E : S1EE KRR ENR TR EN D HE

image_filter_buffer
Syntax:*image_filter_buffer size*

Default:*1M*

Context:*http, server, location*

Sets the maximum size for reading the image.
BRI R KRR
image_filter_jpeg_quality
Syntax:*image_filter_jpeg_quality [0...100]*
Default:*75*

Context:*http, server, location*

Sets the rate of loss of information when processing the images as JPEG. The maximum
recommended value is 95.

HBEXEBIPEGH A £ KERE HENZRKME A5
image _filter_transparency
Syntax:*image_filter_transparency on|off*

Default:*on*



Context:*http, server, location*

This directive allows you to disable image transparency in GIF and palette-based PNG to
improve image resampling quality.
EMERBR AKX AGIFE FRBEAEN PNGE R R £

True color PNG alpha-channels are always preserved despite this setting.
EXEPNGHE h RERBIB L E

Note: Grayscale PNG's are untested, but should be handled as truecolor PNGs.
T IREPNGE R R#GXE, BRizBIEAEREPNGHE F L E

References

Original Documentation


http://sysoev.ru/nginx/docs/http/ngx_http_image_filter_module.html

mail4 "2



MailCore

Nginx is able to handle and proxy the following mail protocols:
Nginx BE % A IRFNACEELLT R 44 H3:

o IMAP
s POP3
¢ SMTP

INIE
nginx uses external HTTP-like server to learn which IMAP/POP backend it should connect

to.
nginxMIIMAP,POP 5 iim & 38 2 BIHTTPAR 4 28892 A =,

nginx passes authorization information in HTTP headers:
nginx FEHTTP % B 3% B8 B

GET /auth HTTP/1.0

Host: auth.server.hostname
Auth-Method: plain
Auth-User: user

Auth-Pass: password
Auth-Protocol: imap
Auth-Login-Attempt: 1
Client-IP: 192.168.1.1

The good response is:
EERLE L RE:

HTTP/1.0 200 OK # this line is actually ignored and may not exist at all X{TRIBE#H72H
Auth-Status: OK

Auth-Server: 192.168.1.10

Auth-Port: 110

Auth-User: newname # you may override the user name to login to a backend {RRILAEEHM /-

j E— >

When authenticating with APOP for POP3, you must return Auth-Pass as well:
HHEPOP3HEAAPOPH L a, R 2R [E154 i B8 340 F:

HTTP/1.0 200 OK # this line is actually ignored and may not exist at all
Auth-Status: OK

Auth-Server: 192.168.1.10

Auth-Port: 110

Auth-User: newname # you may override the user name to login to a backend

Auth-Pass: password # this must be the user's password in cleartext xEBEXARAXHKIANA »

J —




The failed response is:

K (@ g 2
HTTP/1.0 200 OK # this line is actually ignored and may not exist at all
Auth-Status: Invalid login or password
Auth-wait: 3 # nginx will wait 3 seconds before reading NginxfEiz=ZBIZS#3F

# client's login/passwd again

auth

Renamed to pop3_auth in 0.5.15

imap_capabilities

syntax:*imap_capabilities*"capability1” ["capability2” .. "capabilityN"]
default:*"IMAP4" "IMAP4rev1" "UIDPLUS"*

context:*main, server”

With this directive you can set the list of IMAP protocol extensions presented to the client
upon issuing the IMAP command CAPABILITY. STARTTLS is automatically added if you
enable the starttls directive.

A X RIETIMALLUE EIMAPH SRRy RABNE 7 in EHIMAPEI 6 S CAPABILITY,
NRIR & T STARTTLSH L STARTTLSt ¥ B #h I A,

The current list of standardized IMAP expansions is published on www.iana.org.
MAEFT I B4 EBIMAPY B % fafEwww.iana.org L,

mail {
imap_capabilities NAMESPACE SORT QUOTA;
}

Will the defaults be also set, | haven't see this in the source?! (al 2007-05-11)
BNEETERANT ?HRERSHEEEE !
imap_client_buffer

syntax:*imap_client_buffer size*
default:*4K/8K*

context:*main, server*


http://ietf.org/rfc/rfc3501.txt
http://ietf.org/rfc/rfc2595.txt
http://www.iana.org/assignments/imap4-capabilities
http://www.iana.org/assignments/imap4-capabilities

With this directive you can set the read buffer for IMAP commands. The default value is
equal to the size of a page (this can be either 4K or 8K depending on the platform).

listen

syntax:*listen*address:port [ bind ]
default:*no*
context:*server*

The directive specifies the address and port, on which the server accepts requests. It is
possible to specify address or port only, besides, an address can be the server name, for
example:

LUhk 4 FEUGE Ket, ZIFBHBEMUMIRO, xPTRRMEMIHEIRDO, 74, i
HtrTRE =R %255, B0 :

listen 127.0.0.1:8000;
listen 127.0.0.1;

listen 8000;
listen *:8000;
listen localhost:8000;

IPv6 address(>=0.7.58) are set in square brackets:

listen [::]:8000;
listen [fe80::1];

In directive listen it is possible to indicate the system call bind(2).
listenfE S A BE £ 7~ B R4 68 bind.

bind -- indicates that it is necessary to make bind(2) separately for this pair of address:port.
If several directives listen with identical port but with different addresses and one of the
directives listen to all addresses for this port (:port) then Nginx will make bind(2) only to :port.
In this case the address is determined by the system call getsockname().

bind -- bindfE T MBS E —xt Mk : im0, MRZSNES ERAEMIENERNmEO, 3
—MNMES EITAAEMIENIRO (RO S), X #BENInFHENIT bindt [imO5 X 4 8Yi% i
It REE R R4 fn S getsockname( )R &

pop3_auth
syntax:*pop3_auth*[plain] [apop] [cram-md5]

default:*plain*®



context:*main, server*®

With this directive you can set the permitted methods of authentication for POP3 clients:
B X RIEFIRATLLL B3 2 POP3% ~ imkY348 2 75 35!

e plain - USER/PASS , AUTH PLAIN , AUTH LOGIN
e apop - APOP
e cram-md5 - AUTH CRAM-MD5
pop3_capabilities
syntax:*pop3_capabilities*"capability1” ["capability2” .. "capabilityN"]
default:*"TOP" "USER" "UIDL"*
context:*main, server*

With this directive you can set the list of POP3 protocol extensions presented to the client
upon issuing the POP3 command CAPA. STLS is automatically added if you enable the
starttls directive and SASL is added by the directive auth.

ERXFERIMALULE POP3 1l SRRy BAEE »in LBIPOP3aCAPA, HNRAR
BB T starttlsiE S STLSH S B ##AN0, @itauth, SASLMF#HEZM,

protocol

syntax:*protocol*[ pop3 | imap | smtp ] ;
default:*IMAP*

context:*server*

This directive set the protocol for this server block.

XEIEHEETIRS 22BN

> server

syntax:*server {...}*
default:*no*
context:*mail*

Directive assigns configuration for the virtual server.
ETEEEMR 4 SBNEE


http://ietf.org/rfc/rfc1939.txt
http://ietf.org/rfc/rfc2595.txt
http://www3.ietf.org/proceedings/03jul/I-D/draft-murchison-sasl-login-00.txt
http://ietf.org/rfc/rfc1939.txt
http://ietf.org/rfc/rfc2195.txt
http://ietf.org/rfc/rfc2449.txt
http://ietf.org/rfc/rfc2595.txt
http://ietf.org/rfc/rfc2449.txt
http://ietf.org/rfc/rfc2449.txt

There is no clear separation of the virtual servers ip-based and name-based (the value of
the line "Host" header in the request).

FERXPETFIPHREMR S SMETHZHNEMRS 2 (HostEMF R LHRE)

Instead of this by directives listen are described all addresses and ports, on which it is
necessary to assume connections for this server, and in directive server_name are indicated
all names of servers. Example configurations are described in tuning of virtual servers.
ALUERx MHlistents Hait 7 £ #0R 5 23 BT AR AR O, FARBETH
server_name £ 7~ T FTEHIAR 42560, 0 L TFECERR T E AR 43[R E

server_name

syntax:*server_name name*fqdn_server_host
default:*The name of the host, obtained through gethostname()*
context:*mail, server*

Directive assigns the names of virtual server, for example:

server {
server_name  example.com www.example.com;

3

The first name becomes the basic name of server. By default the name of the machine
(hostname) is used. It is possible to use "" for replacing the first part of the name:

B—DRANMERGA Y IR 52 BOE A28 W B FROARN SR ER, MM E.

server {

server_name example.com *.example.com;

}

Two of the given name of the above example can be combined into one:
204 B R LB F AR & FR—1

server {
server_name .example.com;

3

The basic name of server is used in an HTTP redirects, if no a "Host" header was in client
request or that header does not match any assigned servername. You can also use just "" to
force Nginx to use the "Host" header in the HTTP redirect (note that "" cannot be used as the

m

first name, but you can use a dummy name such as ™ instead):



HTTPEEMHERT R4 2J[EAELH, WRE &k KPEE host" k 50E & % HNE
servername.{R AT LAE FE “* "B EINGInxEHTTPE EE R{E A "Host"sk GER : ""TREEH
E—HBALLUFER"RE)

server {
server_name example.com *;

}

server {
server_name _ *;

3

smtp_auth

syntax:*smtp_auth*[login] [plain] [cram-md5] ;
default:*login plain*
context:*main, server*

With this directive you can set the permitted methods of authentication for SMTP clients:
FERAX N TRATLLEBESMTPE 2 iRi5 i 5%

e login - AUTH LOGIN
e plain - AUTH PLAIN
e cram-md5 - AUTH CRAM-MD5

smtp_capabilities

syntax:*smtp_capabilities*“capability1” [“capability2” .. “capabilityN”]
default:*no*

context:*main, server®

With this directive you can set the list of SMTP protocol extensions presented to the client
upon issuing the EHLO command. This list is automatically extended by the methods
enabled with the directive smip auth.

(EFA X KIEFIRATLLL ESMTP -y B EE /» imE i3 EMEHLOM % £ Msmtp_authis
TEDIRFERE ST B

The current list of standardized SMTP expansions is published on www.iana.org . B1E47/E
KISMTP# &7k % FafEwww.iana.org

so_keepalive

syntax:*so_keepalive *on|off;


http://www3.ietf.org/proceedings/03jul/I-D/draft-murchison-sasl-login-00.txt
http://ietf.org/rfc/rfc2595.txt
http://ietf.org/rfc/rfc2195.txt
http://www.iana.org/assignments/mail-parameters
http://www.iana.org/assignments/mail-parameters

default:*off*
context:*main, server*®

With this directive you can set the socket SO_KEEPALIVE option for the connection to the
IMAP/POP3 backend. In FreeBSD the keepalive option is used for all connections and can
be turned off through setsockopt no (see sysctl net.inet.tcp.always_keepalive).

i i3 {8 ix S 15 B IR AT L% Bsocket:: #IMAP, POP3/JSO——KEEPALIVE i #i, 1E
FREEBSDHX 1™ keepalive(fR¥F177E) it FTEFT A BY £ B Hp &8 %3+ B =T LAE Fsetsockopt
NoXEX Ao

timeout

syntax:*timeout*milliseconds;
default:*60000*
context:*main, server*

With this directive you can set the time out for proxied connections to the back end.
FERAXFETMALLULE 4 EAE bt



MailAuth

Example configuration
Bei&E 541 -

auth_http localhost:9000/cgi-bin/nginxauth.cgi;
auth_http_timeout 5;

auth_http

syntax:*auth_http*URL
default:*no*
context:*mail, server*

With this directive you can set the URL to the external HTTP-like server for authorization. A
description of the protocol can be found here .
A FERFRALLLBURLRHTTPAR 523 BRA£BU% 5, Hritfaib AT AE = 2

auth_http _header

syntax:*auth_http_header*header value
default:*no*
context:*mail, server*

With this directive you can add a HTTP header and value during the identification process.
This makes it possible to use a shared secret to ensure that the request was answered by
nginx.

(EA X RIEFIRALUNIIHTTP L A E Blsg e #hi2h, X NMERTURAEEARANTERE
EINginxBy «A &

For example:

auth_http_header X-NGX-Auth-Key "secret_string";

auth_http_timeout



syntax:*auth_http_timeout*milliseconds;
default:*60000*
context:*mail, server*

With this directive you can set the time out for authentication process.
(E A X RIS IR LU E % i A 2Bt 0 )



MailProxy

Nginx can proxy IMAP, POP3, and SMTP protocols.
Ngin el LCIEIMAP, POP3FISMTP i

=)

Proxy
syntax:*proxy*on | off
default:*off*
context:*mail, server*

With this directive you can enable or disable the proxy for mail.
{5 X RIS DRATLAFF B FI K 1A) ws (4HACEE

proxy_buffer

syntax:*proxy_buffer*size
default:*4K/8K*
context:*mail, server*®

With this directive you can set the buffer size for the proxy connection. The default value is
equal to the size of a page (this can be either 4K or 8K depending on the platform).
FERAXFEFMRALLEBEREEENZFERNN, BOAE A T ENKNZMREELENRER
BEE4KE 8K)

proxy_pass_error_message

syntax:*proxy_pass_error_message*on | off
default:*off*
context:*mail, server*

With this directive you can pass authentification error messages obtained from the backend
back to the client. Usually if authorization in nginx passed successfully then the backend
cannot return errors back to the client.

Wit XRRE R LUERSE 7 in BB MR R G008 24420 R R E R e A RIREI4 2 0H
BEI%E 7 i,



But for some POP3 servers errors in response to correct password is a regular behavior. For
example CommuniGatePro notifies user about overcrowding of the mailbox (or other events)
periodically issuing an error in authorization. In this case is worth indicating
proxy_error_message on.

{EZEPOP3R 42 442 BEAREER 2, HlICommuniGatePro @ id 34 i 3R O e FEYL 4
BN 2 RRA P, sENRELRERERERELM,

proxy_timeout

syntax:*proxy_timeout*time

default:*24h*

context:*mail, server*

With this directive you can set the timeout for the proxy connection.

fE A X RIEFIRATLL% EACHER i R0 et 6t 17,

xclient

syntax:*xclient*on | off
default:*on*
context:*mail, server*

With this directive you can enable or disable the command XCLIENT with the connection to
SMTP backend. This allows the backend to enforce limitations on the client based on
IP/HELO/LOGIN.

X RIS R IRATLATT B K& X 1 S XCLIENTHISMTP iE i £ 3. X ME S I8 Hl &l LUR
itIP,/HELO,/LOGINBRE X /i

If xclient is enabled then nginx first transfers to the backend:

R xclientt® &, nginx® 5o 1B E i

EHLO server_name

Then:

XCLIENT PROTO=ESMTP HELO=client_helo ADDR=client_ip LOGIN=authentificated_user NAME=[UNAV

4 o ] ]



http://www.stalker.com/
http://www.stalker.com/

MailSSL

This module ensures SSL/TLS support for POP3/IMAP/SMTP. Configuration is practically
identical to the configuration of the HTTP SSL module, but checking client certificates is not
supported.

X MEREFPOP3/IMAP,/SMTPHR LAMEASSL /TLS.BREE £ EsL THTTP SSLiE3#:, B
RANZFEE P imiE 4 o

ssl

syntax:*ssl*on | off

default:*ssl off*

context:*mail, server*

Enables SSL/TLS for this virtual server.
TEREMmBR 425 5 ASSL/TLS

ssl_certificate

syntax:*ssl_certificate *file
default:*cert.pem*
context:*mail, server*

Indicates file with the certificate in PEM format for this virtual server. The same file can
contain other certificates, and also secret key in PEM format.

B RE PR 525 ERIPEMAS R £ XX, A—XElasS e 2 SPEME R
B2,

ssl_certificate_key

syntax:*ssl_certificate_key*file

default:*cert.pem*

context:*mail, server*

Indicates file with the secret key in PEM format for this virtual server.

ERE MR % 2 PPEMIS N R £ 2 X 4

ssl_ciphers



syntax:*ssl_ciphers file*ciphers
default:*ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP*
context:*mail, server*

Directive describes the permitted ciphers. Ciphers are assigned in the formats supported by
OpenSSL.
B H#5R T B+ BISSL chiphers.chiphers##% {5 FH 7 OpenSSLZ #HHIE ..

ssl_prefer_server_ciphers

syntax:*ssl_prefer_server_ciphers*on | off

default:*off*

context:*mail, server*

Requires protocols SSLv3 and TLSv1 server ciphers be preferred over the client's ciphers.

FESSLV3H i, TLSVT AR %23l K P £ T & /i 2 55

ssl_protocols

syntax:*ssl_protocols*[SSLv2] [SSLv3] [TLSv1]
default:*SSLv2 SSLv3 TLSv1*

context:*mail, server*

Directive enables the protocols indicated.

5% 2 Rihit

ssl_session_cache

syntax:*ssl_session_cache*[builtin[:size [shared:name:size]
default:*builtin:20480*
context:*mail, server*

The directive sets the types and sizes of caches to store the SSL sessions.
EBD%RET 2 BMFHSSL RiEMBEFHIR/N,

The cache types are:

gIF£E

e builtin -- the OpenSSL builtin cache, is used inside one worker process only. The cache
size is assigned in the number of the sessions.



builtin -- OpenSSLAER £ 77, X N RERPTEARPHER. M2 BERNERTRIEN
N

e shared -- the cache is shared between all worker processes. The size of cache is
assigned in the bytes, 1 MB cache can contain about 4000 sessions. Each shared
cache must have arbitrary name. Cache with the same name can be used in several

virtual servers.
shared - ZNMEFEHEAMELE#ABAZ XM ERNMNEFH /2, IMEFRALUEEKXRY
40001 %, BT HEZFHE L+ ANAT. HREZAMNZEFTLURS MR 523/,

It is possible to use both types of cache simultaneously, for example:

AIRER e ER29 £ BUp s 77, 40

ssl _session_cache builtin:1000 shared:SSL:10m;

However, the only shared cache usage without that builtin should be more effective.

R, HELEFERBEERMBEEZNER T = EBIFHIRR,

ssl_session_timeout

syntax:*ssl_session_timeout*time
default:*5m*
context:*mail, server*

Assigns the time during which the client can repeatedly use the parameters of the session,
which is stored in the cache.

EERTE FmERERANRESHRE#TELEEP.

starttls

syntax:*starttls on | off | only*
default:*off*
context:*mail, server*

e on - permit the use of commands STLS for POP3 and STARTTLS for IMAP/SMTP
on - B EPOP3HBISTLSEr S FIIMAP, SMPTHHISTARTTLSA 4

e off - do not allow command STLS/STARTTLS
A STLS/STARTTLSH4%

e only - announce STLS/STARTTLS support and require that clients use TLS encryption
only - EfAX# STLS/STARTTLSEREEE f i ATLSINE
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nginx7Ewindows _t )22 4%

T ENEERE
1. T8t
S EM % M Anginx,php,mysql(II A EE AT L)
nginx.org,www.php.net LEEEF T
LB = K
phpE AT AMEMMEN (T & BERME 2RAR)
2 EBnginx

REBH—1T (nginx/conf/nginx.conf)

fastcgi_param SCRIPT_FILENAME d:/nginx/html/$fastcgi_script_name;

BERB X —ITIEARERF 2L BE (BBETUBITRT)
3. THM

$tia {Tphp

2FF) &17) omd

FlphpfrE B 2 &7 FEAS

php-cgi.exe -b 127.0.0.1:9000 -c php\php.ini
iz 1Tnginx
ElnginxFT1EE %

nginx.exe -c conf\nginx.conf
ROk T,

win F o] LAME FINPMservEE 8 K

by afen.cn


http://www.php.net/

nginxEfreebsd_t )i
— . REV & %4 MySQL+PHP+Pcre

cd /usr/ports/database/mysql50-server && make install clean
cd /usr/lang/php5/ && make install clean  #3#Fstcgi mysqlEFEHIXHF
cd /usr/devel/pcre && make install clean

FAportsZ2% /usr/ports/www/nginx, make install clean
Z. FT A fastcgifIiA, Hlighttpd

1) cd /usr/ports/www/lighttpd

2) make

3)
)

4) make clean

cp /usr/ports/www/lighttpd/work/lighttpd-1.4.18/src/spawn-cgi /usr/bin

=, BREE XM

1,/usr/local/etc/nginx/nginx.conf:



user www www;,

wor

ker_processes 10;

error_log /usr/local/etc/nginx/logs/nginx_error.log crit;

wor
eve

{

}
htt

{

1

ker_rlimit_nofile 51200;
nts

use epoll;
worker_connections 51200;

p

include conf/mime. types;
default_type application/octet-stream;
charset gh2312;
server_names_hash_bucket_size 128;
keepalive_timeout 60;

tcp_nodelay on;

gzip on;

gzip_min_length 1k;

gzip_buffers 4 8k;

gzip_http_version 1.1;

gzip_types text/plain application/x-javascript.

server

{

listen 80;

server_name www.test.com;

index index.html index.htm index.php;
root /usr/local/www/data/;

location ~ .*\.php?$

include fcgi.conf;
fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;

}

text/css text/html application/xml;

log_format access '$remote_addr - $remote_user [$time_local] "$request" '

'$status $body_bytes_sent "$http_referer" '
'"$http_user_agent" $http_x_forwarded_for"';

access_log /usr/local/nginx/logs/access.log access;

3
}

I

2 5ef¥php.iniMBEE A cgi.fix_pathinfo=1 X #php-cgiA BEIE H {FASCRIPT_FILENAMEX

=
T e,

3, 4 & fegi.confXX 4, 10 A



fastcgi_param GATEWAY_INTERFACE CGI/1.1;
fastcgi_param SERVER_SOFTWARE nginx;

fastcgi_param QUERY_STRING  $query_string;
fastcgi_param REQUEST_METHOD $request_method;
fastcgi_param CONTENT_TYPE $content_type;
fastcgi_param CONTENT_LENGTH $content_length;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_param SCRIPT_NAME $fastcgi_script_name;

fastcgi_param REQUEST_URI $request_uri;

fastcgi_param DOCUMENT_URI $document_uri;

fastcgi_param DOCUMENT_ROOT  $document_root;

fastcgi_param SERVER_PROTOCOL  $server_protocol;

fastcgi_param REMOTE_ADDR  $remote_addr;
fastcgi_param REMOTE_PORT  $remote_port;
fastcgi_param SERVER_ADDR  $server_addr;
fastcgi_param SERVER_PORT  $server_port;
fastcgi_param SERVER_NAME  $server_name;

# PHP only, required if PHP was built with --enable-force-cgi-redirect
#fastcgi_param REDIRECT_STATUS 200;

M, B #

1, B #hfcgi

/usr/bin/spawn-fcgi -a 127.0.0.1 -p 9000 -u www -f /usr/local/bin/php-cgi

SHL B

-f $67E A FAFastCGIM # M HITREFAE, RIBEFRL LAMEMPHPHERERRE

-a yr EEHhtitaddr

-p 47 FE Elim O port

-s 48 T Elunix socketdI & ZEpath

-C 187 * £WIFastCCIM #T2E, FIA A5 (xATFPHP)

-P 157 7 £ # FERIPIDX 4R ZE

-ufll-g FastCGHERHt 251 (-u A~ -g A #4) &7, Ubuntu FEJLAEAwww-data, H
fAARIEIRE RECE, #nobody. apacheZ

AT ST A

1) ee /usr/bin/php-fastcgi

#!/bin/sh

/usr/bin/spawn-fcgi -a 127.0.0.1 -p 9000 -u www -f /usr/local/bin/php-cgi

2) C hmod 755 /usr/bin/php-fastcgi

3) ee /usr/local/etc/rc.d/init-fastcgi



#1/bin/bash

PHP_SCRIPT=/usr/bin/php-fastcgi
RETVAL=0

case "$1" in
start)
$PHP_SCRIPT
RETVAL=$?
stop)

killall -9 php
RETVAL=$?
restart)
killall -9 php
$PHP_SCRIPT
RETVAL=%$?

*
)
echo "Usage: php-fastcgi {start|stop|restart}"
exit 1
’
esac
exit $RETVAL

4) chmod 755 /usr/local/etc/rc.d/init-fastcgi

2, B FHnginx
nginx -t -c /usr/local/etc/nginx/nginx.conf il iX EC B 2 & IEHA
MREREITUTAITER, sAREXMHER :

the configuration file /usr/local/etc/nginx/nginx.conf syntax is ok
the configuration file /usr/local/etc/nginx/nginx.conf was tested successfully

B

nginx -c /usr/local/etc/nginx/nginx.conf

FHLE 5 & 3h 10 Aletc/rc.conf

nginx_enable="YES"

nginxS#:

-c </path/to/config>* Nginx IEE—TMEEXH, XRABREMN,

ARELT, MACREEE XX . nginx 4 & BEE 4R AR ERMME, FH2XITHEREX
TS| A EIBI ST,

-v % 7=~ nginx BIRRA,

-V 2 7R nginx BIARA, i3 2shRAFMBECESE.



nginx7Eubuntu )%
1. R#ENginx
apt-get install nginx

(BHHHRAT S TRE2E)
HSERZBEIERBETT. NMRZABERAPACHEER FinO, . . SKEEE

apt-get remove apache2
/etc/init.d/nginx stop
/etc/init.d/nginx start

2. &&php-cgi

apt-get install php-cgi

(EEELLENEH2IE)
3. Wphp-cgitHiciE

Ubuntu = 2/etc/php5/cgi/php.ini
XA R it phpilit = & fllapacheIBL & XX 4
T Frcgi.fix_pathinfoit sf :

cgi.fix_pathinfo=1;

4, NginxBfastcgits i S

Ubuntu &/etc/nginx/fastcgi_params
BOARZEZ2EKBEFT, ABRETZSH FTEABH

K75:



fastcgi_param QUERY_STRING $query_string;

fastcgi_param REQUEST_METHOD $request_method;

fastcgi_param CONTENT_TYPE $content_type;

fastcgi_param CONTENT_LENGTH $content_length;fastcgi_param SCRIPT_NAME $fastcgi_script_na
fastcgi_param REQUEST_URI $request_uri;

fastcgi_param DOCUMENT_URI $document_uri;

fastcgi_param DOCUMENT_ROOT $document_root;

fastcgi_param SERVER_PROTOCOL $server_protocol;

fastcgi_param GATEWAY_INTERFACE CGI/1.1;

fastcgi_param SERVER_SOFTWARE nginx/$nginx_version;

fastcgi_param REMOTE_ADDR $remote_addr;

fastcgi_param REMOTE_PORT $remote_port;

fastcgi_param SERVER_ADDR $server_addr;

fastcgi_param SERVER_PORT $server_port;

fastcgi_param SERVER_NAME $server_name;

# PHP only, required if PHP was built with -enable-force-cgi-redirect
fastcgi_param REDIRECT_STATUS 200;

{ T

5. #|EVHostEtE (xEBRtUbuntu FH, R EMEEXHE FHXST)
fE/etcinginx/sites-available/ T ¢ B2 AR % 23 o & S {4 b flmyserver

In -n /etc/nginx/sites-available/myserver /etc/nginx/sites-enabled/myserver

Hye s EZEs EBEenabled Bt& @i —, —
NAIE :

K3:

server {

listen 80;

server_name myserver.com;

access_log /var/log/nginx/myserver.access.log;location / {
root /wwwroot/myserver;

index index.php;

autoindex off;

}

location ~ \.php$ {

include /etc/nginx/fastcgi_params;

fastcgi_param SCRIPT_FILENAME /wwwroot/myserver/$fastcgi_script_name;
fastcgi_pass 127.0.0.1:9000;

fastcgi_index index.php;

}

# redirect server error pages to the static page /50x.html
error_page 500 502 503 504 /50x.html;

location = /50x.html {

root /var/www/nginx-default;

}

# deny access to .htaccess files, if Apache’s document root
location ~ /\.ht {

deny all;

1

}

6. R&spawn-fcgi



THARXE, XABSLMIIHET
http://redmine.lighttpd.net/projects/spawn-fcgi/wiki
TrRERERF

sudo ./configure -prefix=/usr/local
sudo make
sudo make install

7. RB#hspaw-fcgi

sudo spawn-fcgi -a 127.0.0.1 -p 9000 -u www-data -g www-data -f /usr/bin/php5-cgi -F 10

(| —

B, xtEE10#EAKMATLUECESZINEI100

8. E ENginx

/etc/init.d/nginx restart

9. EL Fhostsst A LAB %R+
Y48 letc/hostsl A

127.0.0.1 myserver.com

REFTFrx 2z T LB s R ~
A P BB~ ~


http://redmine.lighttpd.net/projects/spawn-fcgi/wiki

nginxfEfedora b Fy & %%

R

o

=

I .

FEnginxi% 4 F i, ZiEphp-cig,itlighthttpfspawn-fegist & #

TEHE

1. Ayum & & LR EN %K MH

#yum install -

y php php-cgi nginx lighttpd-fastcgi

2.4 iphp-cgif#r 1% & EFL B X4

# vim /etc/nginx/fastcgi_params

WMAUTAR, FEaxXtxEHELBYE, TLUXEH0777

astcgi_param GATEWAY_INTERFACE CGI/1.1;

fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param
fastcgi_param
# PHP only,
fastcgi_param

SERVER_SOFTWARE nginx;
QUERY_STRING $query_string;
REQUEST_METHOD $request_method;
CONTENT_TYPE $content_type;
CONTENT_LENGTH $content_length;
SCRIPT_FILENAME $document_root$fastcgi_script_name;
SCRIPT_NAME $fastcgi_script_name;
REQUEST_URI $request_uri;
DOCUMENT_URI $document_uri;
DOCUMENT_ROOT $document_root;
SERVER_PROTOCOL $server_protocol;
REMOTE_ADDR $remote_addr;
REMOTE_PORT $remote_port;
SERVER_ADDR $server_addr;
SERVER_PORT $server_port;
SERVER_NAME $server_name;

required if PHP was built with -enable-force-cgi-redirect

REDIRECT_STATUS 200;

3. Fspawn-fcgizR 1l php-fastcgify # 2

1

# /usr/bin/spawn-fcgi -a 127.0.0.1 -p 9000 -C 200 -u nginx -g nginx -f /usr/bin/php-cgi

1]

Hrh, agrEfthit, pRiKO

-CEPHPCGIH # 28, — M IRBEE R 5 ENAERNEE, 4GlR438, MRI
WEBSERVERH, ®LLi%E200E A

4 18 fnserver



# vim /etc/nginx/nginx.conf
server{
listen 80;
server_name pylong.com [www.pylong.com](http://www.pylong.com/);#% Mg, HAZEKELTF
index index.html index.php index.htm;
root /var/www/pylong.com;
location ~ .*.php$

include /etc/nginx/fastcgi_params;
fastcgi_pass 127.0.0.1:9000;

}
b

— LN mBconfiz Bix S EnginxB 4 &, UUREBXER
— 8RR .

yumZZEHInginx, 18 5% o3 43 :servie nginx start|stop|reload
EnginxkiNINEIR 4 & # 5 E : chkeonfig nginx on

He, agrEftbit, pRixO

-CRPHPCGIN # 2%, —ARIE B CR 5 BHAF AN E, 4GHR 5%, MRZL
WEBSERVERH], ALLixE200ZE%H

4 38 finserver

# vim /etc/nginx/nginx.conf
server{
listen 80;
server_name pylong.com [www.pylong.com](http://www.pylong.com/);#% N E%, BAERDFF
index index.html index.php index.htm;
root /var/www/pylong.com;
location ~ .*.php$

include /etc/nginx/fastcgi_params;
fastcgi_pass 127.0.0.1:9000;

by
3

—LE N mBconfix BigSEANginxBI A E, LIREX AR
— LR

yumZz2 £ Minginx, 8 % #n 45 :servie nginx start|stop|reload
EnginxkiNINEIR 4% & # 5 E : chkeonfig nginx on

ikspawn-fcgifE R4 B 3 & %o

vim /etc/rc.loal

EXH&RENL



# /usr/bin/spawn-fcgi -a 127.0.0.1 -p 9000 -C 200 -u nginx -g nginx -f /usr/bin/php-cgi

(| —

R phpHsession A aIFH, —HxZEE # /var/lib/php/sessionix B Bt Fnginx AT E, 38
CREEHEANInXE LB ezl P4

i 4% 3% 3£ BRIt http://www.pylong.com/?p=6


http://www.pylong.com/?p=6

nginx php-fpmZ% i &

nginX AN F TN EELIEPHP, ©ERE M webfR 485, ZTWEEKE, WRZEphpizK, nL4
phpfi#as I8, HiBLRROLE »if.

nginx— & =38 % 3K 4 fastcgi B IR # T2 X I8, fascoiB IR # T2k 1FcgiF H#HIZ L B 1 R RO 4
nginx

A3 LA php-fpm A BT 23 g0fal ffEnginx Xz :FPHP
—. HEFREphp-fpm
24 EPHP-FPM

PHP-FPM2Z—1PHP FastCGIEE23, =RHATFPHPH,aJLLTE hitp:/php-fpm.org/download
T&HER.

PHP-FPME 52 ZPHPIER BB — 14T, BIENFastCGI#REEEES #PHPEMA, Wil
©epatchZ|{REPHPRK B/, EHFREPHPEF vl LAFER,

MIRPHPE 2 & Mphp-fpmT, THBEFE=AMET, HEFEM., PHP-FPMIRH T EIFH
PHP#EEE AN, AILUBEMIRHNEM#E. AL BELPHPEE, ttspawn-fcgiEBE
%R, FRUBPHPE AN E T. 7E./configurefat & % —enable-fomZ#EIa FF & PHP-
FPM, HEeSHEREEphpi, EARgAESLIUE Fix E,

BERHEL
centos F#AT

yum -y install gcc automake autoconf libtool make

yum -y install gcc gcc-c++ glibc

yum -y install libmcrypt-devel mhash-devel libxslt-devel \

libjpeg libjpeg-devel libpng libpng-devel freetype freetype-devel libxml2 libxml2-devel \
z1lib zlib-devel glibc glibc-devel glib2 glib2-devel bzip2 bzip2-devel \

ncurses ncurses-devel curl curl-devel e2fsprogs e2fsprogs-devel \
krb5 krb5-devel 1libidn libidn-devel openssl openssl-devel

J S

Fikphp-fomZH(HEREFR)



http://php-fpm.org/download下载得到
http://www.php.net/manual/en/configure.about.php

wget http://cn2.php.net/distributions/php-5.4.7.tar.gz

tar zvxf php-5.4.7.tar.gz

cd php-5.4.7

./configure --prefix=/usr/local/php --enable-fpm --with-mcrypt \
--enable-mbstring --disable-pdo --with-curl --disable-debug --disable-rpath \
--enable-inline-optimization --with-bz2 --with-zlib --enable-sockets \
--enable-sysvsem --enable-sysvshm --enable-pcntl --enable-mbregex \
--with-mhash --enable-zip --with-pcre-regex --with-mysql --with-mysqli \
--with-gd --with-jpeg-dir

make all install

DAk mFh AR ER el AR ZEphp-fpom, REZEHRAKAE/usr/local/phpB % T

LA EFESER T php-fomByZeik,

THEExtphp-fomiziTH 7 #1175 E

cd /usr/local/php
cp etc/php-fpm.conf.default etc/php-fpm.conf
vi etc/php-fpm.conf

B

user = www-data
group = www-data


http://cn2.php.net/get/php-5.2.17.tar.gz
http://php-fpm.org/downloads/php-5.2.17-fpm-0.5.14.diff.gz
http://www.nginx.cn/wp-content/uploads/2012/09/1.png

WNRwww-dataf » ~F7E, L cRmMwww-dataf 7

groupadd www-data
useradd -g www-data www-data

—. HEFRZEnginx

SR IEHRBBhttp://www.nginx.cn/install &Znginx

=. {B&nginxBL & XX 4 LA Fphp-fpm
ngiNXLEE TG, 1BnginxBL & X4 4 ,nginx.conf

HebserverBI8 MU TEE, AR LNBEE, FNIREINo input file specified. 4%

# pass the PHP scripts to FastCGI server listening on 127.0.0.1:9000
#

location ~ \.php$ {

root html;

fastcgi_pass 127.0.0.1:9000;

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
include fastcgi_params;

3

Mo, 6% :mXphpX 4
£ Ephp3Ti4

fE/usr/local/nginx/ntml T ¢ &index.php3X 4, #H A TARE

<?php
echo phpinfo();
?>

. BHR%

A
% #hphp-fpmFInginx

/usr/local/php/sbin/php-fpm
#F HITA T B3 AR /usr/local/php/shin/php-fpm start

sudo /usr/local/nginx/nginx
php-fpmEX M E E AR XELE

AN U =27

% i@ http:/M{RBYAR % 25ip/index.php, BRI L L BphplEE T,


http://www.nginx.cn/install
http://www.nginx.cn/wp-content/uploads/2012/09/nginx.conf_.txt
http://你的服务器ip/index.php，皆可以见到php信息了。

PHF Version 5.4.7 ‘Eiiiib‘

Ernfam Livem S0 1 TE-07-12-01T &8 %-0T-prearicpen S1-Ubnnin WF Fri bec 2 82008
WIC 2L1 5536

Build Buts  [Sep 2L DOOZ 150558

Confagurs ' foombigers -mm-.-mr.rmu.m | —able-tatep’ =it =

I ——y P g L il eediakles dabag Ceaablitpis
l|1-|l|.rr|l|l.h —mumu..m r}lal:lm.ln fewithhaZ Cwiteml” —wiike
SLik " snakliaadkati | osmekleigirem o naskles apls’ | mablegaatl
e e

~wathprreragar -vitbwrul’  -cmkla- g’
Serwes AFT | FHUFasiDa

L& php-fpmet ATEEIE BIBY 432 -
1. php configurest H 4%

configure: error: XML configuration could not be found

apt-get install 1libxml2 libxml2-dev (ubuntuT)
yum -y install 1ibxml2 libxml2-devel (centosT)

1. Please reinstall the BZip2 distribution

wget http://www.bzip.org/1.0.5/bzip2-1.0.5.tar.gz
tar -zxvf bzip2-1.0.5.tar.gz

cd bzip2-1.0.5

make

make install

phpHER & X 4 B —1T--with-mysql=/usr,

LA R ¢

configure: error: Cannot find MySQL header files under yes.
Note that the MySQL client library is not bundled anymore.

X ZHTFREmMysqle R B REMysqlL X4, HEZBEIEERER,phpHAEImysqlfy kX
HBIEN 2R

AR E,

(1.) 2 BIRNFR%E & B T&Emysql header

find / -name mysqgl.h

NRAE, #FE--with-mysql=/ERIRHE B KE,
yu% E E—F ’/o

(2.)redhatZ %

rpm -ivh MySQL-devel-4.1.12-1.i386.rpm


http://www.nginx.cn/wp-content/uploads/2012/09/2.png

(3.)ubuntuZ %

apt-get install libmysqglclienti15-dev

(4.)& 5 — % phpBIBL & it S AR I0--with-mysql=/usrBI =] |

4.No input file specified.

location ~ \.php$ {

root html;

fastcgi_pass 127.0.0.1:9000;

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
include fastcgi_params;

3

1. %R php configurest iR &, T LAY%EZRE & (ubuntuT)

sudo apt-get install make bison flex gcc patch autoconf subversion locate
sudo apt-get install libxml2-dev libbz2-dev libpcre3-dev libssl-dev zlibilg-dev libmcrypt-

(| - o]

1. mcrypt.h not found. Please reinstall libmcrypt

apt-get install libmcrypt-dev

HE

cd /usr/local/src

wget http://softlayer.dl.sourceforge.net/sourceforge/mcrypt/libmcrypt-2.5.8.tar.gz
tar -zxvf libmcrypt-2.5.8.tar.gz

cd /usr/local/src/libmcrypt-2.5.8

./configure --prefix=/usr/local

make

make install

1. php-fpm 5.4.7 I0fAI%k M EE ?

php 5.4.7 TH#php-fpm REXZ#F php-fpm LLETE AR /usr/local/php/sbin/php-fpm
(start|stop|reload)F e, FEFEAE LG :

masters# I AT LUIBEE LI T ES

INT, TERM 2%l 1E QUIT F£38 4 1E USR1 E#T T B A4 USR2 FBE # FrE workerit
RHABH R ABREMN = 2B

M

php-fom X4 :



kill -INT “cat /usr/local/php/var/run/php-fpm.pid"

php-fom & 5 :

kill -USR2 “cat /usr/local/php/var/run/php-fpm.pid"

% Bphp-fom# 2% :
ps aux | grep -c php-fpm
8. 88 H1T T Tphp, R AEGS

-bash: /usr/bin/php: No such file or directory

vi /etc/profile

EXHERRIEIN—{TECE

export PATH=/usr/local/php/bin:$PATH

RFEH

source /etc/profile
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STEBIF

A D RE L E VL (4:.5% 5-html 32#F) - Two Virtual Hosts, Serving
Static Files

http {
server {
: listen 80;
! server_name www . domainl.com;
: access_log logs/domainl.access.log main;

: location / {
: index index.html;
: root /var/www/domainl.com/htdocs;

©)

D}

: server {

: listen 80;

! server_name www.domain2.com;

: access_log logs/domain2.access.log main;

: location / {

: index index.html;

: root /var/www/domain2.com/htdocs;
P2

P2

}

Em EN 4B E (5 1b) - A Default Catchall Virtual Host

http {
server {
: listen 80 default;
. server_name _*;
: access_log logs/default.access.log main;

: location / {

: index index.html;

: root /var/www/default/htdocs;
P2

P2

}

FER XM & PRI F XXM & LUFER F 5% - Wildcard

Subdomains in a Parent Folder

EB—NARNINFER(HEEDNSEIERR & 86 NN — MR &5 £ 7575, FEIERHN
2, HEAMFCCGIECE#zXMH T, MRMRBER 5B HFFAXMER S, TUELEMFCG
EE%L:.M/E%;X:TE PRIE BN E 7 X4 % Aindex.html,

EINGENFRLEEYE—NELEIL— vhost.conf EBEX 4k #, REEENENEE
XHEFIBIMIMTAA :



This is just a really easy way to keep adding new subdomains, or to add new domains
automatically when DNS records are pointed at the server. Note that | have included FCGI
here as well. If you want to just serve static files, strip out the FCGI config and change the
default document to index.html. Rather than creating a new vhost.conf file for every domain,
just create one of these:

server {

: # Replace this port with the right one for your requirements

D o# ARBREFE KRR Z MmO

: listen 80; #could also be 1.2.3.4:80 tALAE1.2.3.4:80MR
! # Multiple hostnames seperated by spaces. Replace these as well.

D # BOENBALRAERRET, AR NMEREEFTERRIMBIFRMN £ 89,

! server_name star.yourdomain.com *.yourdomain.com www.*.yourdomain.com;
: #Alternately: _ *

D #REALER ¢ (BRRBRSAA4EHMTE)

: root /PATH/TO/WEBROOT/$host;

! error_page 404 http://yourdomain.com/errors/404.html;
: access_log logs/star.yourdomain.com.access.log;

: location / {

. root /PATH/TO/WEBROOT/$host/;

: index index.php;

D)

! # serve static files directly

D # EEXEHAXMH (MEELERTZEERW)

: location ~* A.+.(jpg|jpeg|gif|css|png|js|ico|html)$ {

: access_log off;
! expires 30d;
Pl

: location ~ .php$ {

: # By all means use a different server for the fcgi processes if you need to
D # MRFE, RAUATRMFCCI#R R BEARRMMR 452

: fastcgi_pass  127.0.0.1:YOURFCGIPORTHERE;

: fastcgi_index index.php;

: fastcgi_param SCRIPT_FILENAME /PATH/TO/WEBROOT/$host/$fastcgi_script_name;

: fastcgi_param QUERY_STRING $query_string;
: fastcgi_param REQUEST_METHOD  $request_method;
: fastcgi_param CONTENT_TYPE $content_type;

: fastcgi_param CONTENT_LENGTH  $content_length;
: fastcgi_intercept_errors on;

P2

: location ~ /\.ht {

: deny all;

P2

P2



TR F2

EEXHB NginxE 73 M5 B—1lF.

#1

nginx

: # [FHANE e

user www www,

D # BEITEHEYR
: worker_processes 2;

D # 1BTE pid FHHIEREZR

pid /var/run/nginx.pid;

: # [ debug | info | notice | warn | error | crit ]
: # WLETAERESR [ debug | info | notice | warn | error | crit ] £

error_log /var/log/nginx.error_log info;

events {

L RN

connections 2000;

: # use [ kqueue | rtsig | epoll | /dev/poll | select | poll ] ;
: # BIARNAEE http://wiki.codemongers.com/EHEE

use kqueue;

}

http {
include conf/mime. types;
default_type application/octet-stream;

log_format main '$remote_addr - $remote_user [$time_local] '
'"$request" $status $bytes_sent '

'"$http_referer" "$http_user_agent" '

'"$gzip_ratio"';

log_format download '$remote_addr - $remote_user [$time_local] '
'"$request" $status $bytes_sent '

'"$http_referer" "$http_user_agent" '

'"$http_range" "$sent_http_content_range"';

client_header_timeout 3m;

client_body_timeout 3m;
send_timeout 3m;
client_header_buffer_size 1k;

large_client_header_buffers 4 4k;

gzip on;

gzip_min_length 1100;
gzip_buffers 4 8k;
gzip_types text/plain;

output_buffers 1 32k;
postpone_output 1460;

sendfile on;
tcp_nopush on;
tcp_nodelay on;
send_lowat 12000;

keepalive_timeout 75 20;

: #lingering_time 30;
: #lingering_timeout 10;
. #reset_timedout_connection on;

server {
listen one.example.com;


http://www.sysoev.ru/nginx/docs/example.html

server_name one.example.com www.one.example.com;
access_log /var/log/nginx.access_log main;

location / {

proxy_pass http://127.0.0.1/;
proxy_redirect off;

proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;

: #proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

client_max_body_size 10m;
client_body_buffer_size 128k;

client_body_temp_path /var/nginx/client_body_temp;
proxy_connect_timeout 90;

proxy_send_timeout 90;

proxy_read_timeout 90;

proxy_send_lowat 12000;

proxy_buffer_size ak;

proxy_buffers 4 32k;

proxy_busy buffers_size 64k;
proxy_temp_file write_size 64Kk;

proxy_temp_path /var/nginx/proxy_temp;

charset koi8-r;

3

error_page 404 /404.html;

location /404.html {
root /spool/www;

charset on;
source_charset koi8-r;
}

location /old_stuff/ {
rewrite A/old_stuff/(.*)$ /new_stuff/$1 permanent;

}

location /download/ {
: valid_referers none blocked server_names *.example.com;
if ($invalid_referer) {

! #rewrite 4 http://www.example.com/;
return 403;

}
! #rewrite_log on;

! # rewrite /download/*/mp3/*.any_ext to /download/*/mp3/*.mp3
! rewrite A/(download/.*)/mp3/(.*)\..*$

/$1/mp3/$2.mp3 break;
! root /spool/www;
: #autoindex on;

access_log /var/log/nginx-download.access_log download;

}
location ~* A.+\.(jpg|jpeg|gif)$ {

root /spool/www;
access_log off;
expires 30d;

}

}

}
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RE PLEM,

A D RE L E VL (4:.5% 5-html 32#F) - Two Virtual Hosts, Serving
Static Files

http {
server {
: listen 80;
! server_name www . domainl.com;
: access_log logs/domainl.access.log main;

: location / {
: index index.html;
: root /var/www/domainl.com/htdocs;

©)

D}

: server {

: listen 80;

! server_name www.domain2.com;

: access_log logs/domain2.access.log main;

: location / {

: index index.html;

: root /var/www/domain2.com/htdocs;
P2

P2

}

Em EN 4B E (5 1b) - A Default Catchall Virtual Host

http {
server {
: listen 80 default;
. server_name _*;
: access_log logs/default.access.log main;

: location / {

: index index.html;

: root /var/www/default/htdocs;
P2

P2

}

FER XM & PRI F XXM & LUFER F 5% - Wildcard

Subdomains in a Parent Folder

JX - //J\\ﬂ”?ﬁ%(jiEéDNSE?EI F']HE%%EETNJ\JJU A%ﬁﬁ%)ﬂ’] IEJ ijj_ifo %gii%?\ﬁ"]
2, RE2FFCCIEE# XM T, MRIMRBER 52 HFREXHRS, FTUEREFGFCG
EE%E,L.\,B;%?E PRIEERAE 7 XX % Bindex.html,

EINGENFRLEEYE—NELEIL— vhost.conf EBEX 4k #, REEENENEE
XHEFIBIMIMTAA :



This is just a really easy way to keep adding new subdomains, or to add new domains
automatically when DNS records are pointed at the server. Note that | have included FCGI
here as well. If you want to just serve static files, strip out the FCGI config and change the
default document to index.html. Rather than creating a new vhost.conf file for every domain,
just create one of these:

server {

: # Replace this port with the right one for your requirements

D o# ARBREFE KRR Z MmO

: listen 80; #could also be 1.2.3.4:80 tALAE1.2.3.4:80MR
! # Multiple hostnames seperated by spaces. Replace these as well.

D # BOENBALRAERRET, AR NMEREEFTERRIMBIFRMN £ 89,

! server_name star.yourdomain.com *.yourdomain.com www.*.yourdomain.com;
: #Alternately: _ *

D #REALER ¢ (BRRBRSAA4EHMTE)

: root /PATH/TO/WEBROOT/$host;

! error_page 404 http://yourdomain.com/errors/404.html;
: access_log logs/star.yourdomain.com.access.log;

: location / {

. root /PATH/TO/WEBROOT/$host/;

: index index.php;

D)

! # serve static files directly

D # BEERRBHAXM (MEBEBELERTREEXHR)

: location ~* A.+.(jpg|jpeg|gif|css|png|js|ico|html)$ {

: access_log off;
! expires 30d;
Pl

: location ~ .php$ {

: # By all means use a different server for the fcgi processes if you need to
D # MRFE, RAUATRMFCCI#R R BEARRMMR 452

: fastcgi_pass  127.0.0.1:YOURFCGIPORTHERE;

: fastcgi_index index.php;

: fastcgi_param SCRIPT_FILENAME /PATH/TO/WEBROOT/$host/$fastcgi_script_name;

: fastcgi_param QUERY_STRING $query_string;
: fastcgi_param REQUEST_METHOD  $request_method;
: fastcgi_param CONTENT_TYPE $content_type;

: fastcgi_param CONTENT_LENGTH  $content_length;
: fastcgi_intercept_errors on;

P2

: location ~ /\.ht {

: deny all;

P2

P2



il #3918

— NG 2R f B IIERAI, IEwww.domain.comPBEE B A
FAmO, WBelLck 4 HEEEIARMIU E, >

http {

! upstream myproject {

: server 127.0.0.1:8000 weight=3;
. server 127.0.0.1:8001;

. server 127.0.0.1:8002;

. server 127.0.0.1:8003;

t}

server {

listen 80;

server_name www.domain.com;
location / {

proxy_pass http://myproject;
}

}



nginxfhi& 4t

location ~* \.(gif|jpg|png|swf|flv)$ {

root html

valid_referers none blocked *.nginxcn.com;

if ($invalid_referer) {

rewrite A/ [www.nginx.cn](http://www.nginx.cn/)
#return 404;

}

}

HIE B rootAf U AR B MNR{R1Eserver{{ P A X BAUREE L E



HWLoadbalancerCheckErrors

Some Hardware Load-balancers such Cisco's CSS and BigIP Products test the readiness of
the backend Machines with SYN-ACK-RST.

This behavior causes a 400 error in nginx.

With the GEO Module and the if-Statement you can omit these entries:

http {
geo $1b {
default M
10.1.1.1/32 1; # LB IPs

10.1.1.2/32 1;
b

A ooc

server {
1 B
access_log /path/to/log;
error_page 400 /400;
location = /400 {

if ($1b) {
access_log off;

}
return 400;
}
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