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2. REMS: SRR/
3. BWAFIEKRESERY

3. AT ANginx EEEX AF?

o FENMERISHLLIENG: FEIFEESEMHNIENS]: ZRATepoliRE, RET—FI, HEBARE
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server { # E—AServerXHIFLH, Fom—NAL RIS 5T

Tisten 80; # IRMLERS I, ERIA80
server_name Tlocalhost; # RELIRFGSHIEAL N4
Tocation / { # #H—"locationX T4

root  html; # SR ES, MM TNginxwd H 3
index index.html index.htm; # BRAME L0/, AR TT
} # H—"locationX s H

}
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[root@localhost ~]# tree /usr/local/nginx
/usr/local/nginx
— client_body_temp
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— conf # NginxHrA i E A H %

| — fastcgi.conf # fastcgi XS HMNLE A
| — fastcgi.conf.default # fastcgi.confii R as4& t 4
| — fastcgi_params # fastcgiizfocst

| }— fastcgi_params.default

| — koi-utf

| — koi-win

| — mime.types # WRIEA

| — mime.types.default

| — nginx.conf # NginxFERCE LA

| — nginx.conf.default

| — scgi_params # scgitXRSHt

| — scgi_params.default

| — uwsgi_params # uwsgiHESHOCE

| — uwsgi_params.default

| L— win-utf

— fastcgi_temp # fastcgi i £ B %

F— html # NginxBRIAuG A H 5%

| F— 50x.html # EERTUMARTE B AR RSO, il L5 02485 R I 2> 1
FA UL T T

|  L— dindex.html # BRI E T

— Tlogs # NginxH&EHZ

| — access.log # viinl H & SCHF

| — error.log # FiwHE

| L— nginx.pid # pidseff, Nginxd#fEE3l)E, SiEra#ENIDS S
B

— proxy_temp # i 5

— sbin # Nginx#r4 H3t

| L— nginx # Nginx{ s s

— scgi_temp # Wit H s

L— uwsgi_temp # i H s

10. NginxEeE X {Fnginx.confEIILE B iEiR?

worker_processes 1; # workeridffEf%iE

events { # FAX PG
worker_connections 1024; # #ifworkeritfe sz KiE %

3 # X Pegh

http { # HTTPXHIF4f
include mime.types; # NginxsZHF SRR ZE
default_type application/octet-stream; # ZRIAHIGEIARZEA
sendfile on; # JTJa ML

keepalive_timeout 65; # &N

server { # H—AsServerXPIFIH, Fm—MSLHIEM
EEINY

listen 80: # ARSI, ERIA8O

# PRSIk =ML
# #H—"locationXHIT4h

server_name TJlocalhost:;

location / {

root  html; # WS ES, MM TNginx%3E 5
index index.html index.htm; # BRAMIE 0/, AR TIT

} # #H—"locationX sk R
error_page 500502503504 /50x.html; # LIRS AhttpIRASE, #H50x. htm][E R %
s

Tocation = /50x.html { # locationXHH4h, Vi 50x.htm]
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root  html; # ¥5EX AN S H 3 Ahtm]

11. NginxE&Z=R?

o BSERLE, MEFHMIENgInXEIhtmITRE, HITTUBECRKES

12. AN ANginxfF R AR AR ?
o [ERNgindERIER, EEMENSHREANAED, AR R BB RS R,

13. NginxEHIEINEALE?
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Nz ik B R T HETigindex.htmI3Zf4;

#2422 P www . 19 j1e . com, Wil 5 80, BBk B data/www H 3% T S04k
server {
Tisten 80;
server_name www.lijie.com;
location / {
root data/www;
index index.htm]l index.htm;

}
}
#249% P i www. 11 e . com, Wi £S5 480, Bk Fdata/bbs H 3% K304
server {
Tisten 80;

server_name bbs.Tijie.com;
Tocation / {

root data/bbs;

index index.html index.htm;

EFimOREEN
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#4922 P www . 11 jie. com, MW 15 88080, BBk Fldata/www H 56~ U4
server {
Tisten 8080;
server_name 8080.1ijie.com;
location / {
root data/www;
index index.html index.htm;

3
}
#2492 P Ui www . 11 j1e. com, MW D5 0 80 EL ek 4% B 35 phik 45 il 127.0.0.1:8080
server {

Tisten 80;

server_name www.lijie.com;
location / {
proxy_pass http://127.0.0.1:8080;
index index.htm]l index.htm;

}
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* locationt§SHIFRRRERFIBERIURKFITABNNA, Wl ERIERFIBERAIMISURLE
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LocationIEMIZE
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#H L, EHRILAD, RERAR
location =/ {
return 400;

}

#R P2, LA FRRIT L, BlaviT ki, IRSBILRX B, X7r KRG
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location A~ /av {
root /data/av/;
}

#AH3, X R/ANSHENULEL, VLEC/medd a***** gz
location ~ /media {
alias /data/static/;
}

#REHA , AX O KDNSHIENICE, FraR**** jpg|gif|png #iEXHE
Tocation ~* .*\.(jpglgif|png|js|css)$ {
root /data/av/;
}

#H67, BHHULAD
location / {
return 403;

}
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o NginxfRIAMERTHFBEIRRE, PHLERSBSAT
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2. RERENHIERER (RERE
3. PRFIFEAIEREEL
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o [REI—MAEFPAXRNEK, FENginxZABEK—MNMEK.
e Nginxs{#EFEngx_http_limit_req_modulet&HRERFNATHRIER, REINFEELGFEETRESE

FERIERSLIIAY, Enginx.confEeE X4 aLAERAIImIit_req_zoneds< Klimit_reqip < PREIEAN
IPEUIERA RS,

)
)

#E SURIMLESE, — MNP —a8—MEkik, Zaaile
Timit_reg_zone $binary_remote_addr zone=one:10m rate=1lr/m;

#Y05E PRULAE L

server{

location/seckill.html{
Timit_req zone=zone;
proxy_pass http://1j_seckill;

o Tr/sARID—MEK, 1r/m—ERR—NEKR, WMRNginXBTIEGSIARNSKEELIER,
NginXFSEL I ZAFEK.
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#E SURIMLESE, — MNP — a8 MEkik, Zamaeilne
Timit_reg_zone $binary_remote_addr zone=one:10m rate=1lr/m;

#Y05E PRLAE L

server{

location/seckill.html{
Timit_req zone=zone burst=5 nodelay;
proxy_pass http://1j_seckill;

o NHAMEZT— burst=5 nodelay; I8, Z7XMNAILULSENgInSF—1BFRIEKSIZRIZE
HEARY, ZROMEERE, REEMEFINEKEHMGIERN, SEMBERENEENGInXH
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http {
Timit_conn_zone $binary_remote_addr zone=myip:10m;
Timit_conn_zone $server_name zone=myServerName:10m;

}
server {
location / {
Timit_conn myip 10;
Timit_conn myServerName 100;
rewrite / http://www.lijie.net permanent;
3
}
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NginxXEAMAIENERHE?

RETEEREWNAIBER. location/AJLAMERIENZFRIATICE., FHEEXMAVEREFRIBER.
T (BEERREELinux L)

location /image/ {
root /usr/local/static/;
autoindex on;

BIEER

mkdir /usr/local/static/image

PR INEE S

cd /usr/local/static/image
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4. 8|3 nginx

sudo nginx -s reload
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o ATERIRSZIRER ARSBIOEIIENSARSIERSZEEN. BURRSSIEE— 1%
B, BAPIBERT, SLihnE—NMEARSSE, BHEEARSESIENIS KEIENE/MIRSSE.
o NginxtaEt9ELIMARIRE LA T Hft:

1 BEEA)

o BNEXRENEINFZE—SEIARNERIRSR, WREREMRSHRE., EEIREER
.

upstream backserver {

server 192.168.0.12;
server 192.168.0.13;
}

2 INEE weight

o weightBYE#ASDE
o FRIHIHRNS, TERTRRSERSHFIEENIBNRRT. HREAEEMIBR MRE
FEAE, EEISEERAMFIRENEIR.

upstream backserver {

server 192.168.0.12 weight=2;
server 192.168.0.13 weight=8;
}

o NEHME, EHIHREEREA, WEF, 251220%, 80%.,
3 ip_hash( IP4B%E)

o BNEXRZNEIPHRHRERDE, EREE—PRILEEENI—EEmKRS=s, JFHILA
RURRENZ M TAFFE I sessTond L= il i

upstream backserver {
ip_hash;

server 192.168.0.12:88;
server 192.168.0.13:80;
}
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4 fair(B=753HF)

o WiiZEEupstream_fairt&i,
o XJLt weight, ip_hashSEIEEERIGHIVERIEL, fairE A LURIEE A/ NIRRT B S E 8
M TREISE, RRAYEERMAL T B,

upstream backserver {
server serverl;
server server2;
fair;

}

o IPNMNRSB/OMIALERER, #iEEKDERRFI RS L.
5. url_hash(ZB=71E%)

o WML HENginxfIhashi{4E
o IRIAAurlfhashERE D EOEK, FENurEBRIE— N EiRkSes, T —SiRERInER
IRSZESRIRIER,

upstream backserver {
server squidl:3128;
server squid2:3128;
hash $request_uri;
hash_method crc32;

}

20. NginxEeERTAEEARS?

o I LRGSR (ELIAHNIRSES), —BRIMESE RSB MHENANE, MZEER)IET—8
IR$S2E, RIERRSZ eSS A
o NginxEe&{Lr3:

server {
Tisten 80;
server_name www.lijie.com;
location / {
### ARE LIRSS A B TR 55
proxy_pass http://backServer;
###NgT x5 LIRSS 35 (L SE U I (¥ IR 55 8% ) At ARF I o FIR 25 2% S 42 PO N B ] R RS 98 F
i D S5 5B I ST [
proxy_connect_timeout 1s;
###Ng T NXRIELS B IRSS 35 (ELSEV) 0] (IR 5545 R T 1 1)
proxy_send_timeout 1s;
### nginx 2 FUFIRSS A (SLSET7 [ R IR 55 4 ) JER I I (7]
proxy_read_timeout 1s;
index index.html index.htm;

}
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21. NginxXEAFIERBEIIPAET 5[ ?

# Wi pHiht~192.168.9.115, ik 11403

if ($remote_addr = 192.168.9.115) {
return 403;

}

22. BARFINESRRAIE?

## A RVPIRR AR VT A SR A R YE A8 3R (1 500
if ($http_user_agent ~ Chrome) {

return 500;
}

23. Rewrite2BTEE(14?
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$args

$content length
$content_type
$document_root
$host
$http_user_agent
$http_cookie
$limit_rate
$request_method
$remote_addr
$remote_port
$remote_user
$request_filename
$scheme
$server_protocol
$server_addr
$server_name

$server_port

$request_uri

$uri

$document_uri

aX
XN BEFTIBKITHRISE, F$query_string
Bk Content-length=FEg,

B AIContent-Type=ER,
HRNERErootiESHIEERNE.
IBRENLFRR, BNHIRSEER.
EFimagentSE

ZFigcookielSA

XN T EALAREIERESR,
EFImEREIEME, BHEAGETEPOST,
B FiRAIPitbiL.

B FimAdim0,

B9 3Auth Basic Module3&uFA9FEF .

LENEKAISHFEER, HrootakaliastE S SURNERAERK.

HTTP/% (40http, https) .

BERERRY, BEEHTTP/1.08(HTTP/1.1,

ARSSERMEAE, ESER—RRGEAETLIREXAME.

ARSSRRETR.

BERENXIRS == AIR S,

BIFKRSHRKURI, FEEENE, 0"/foo/bar.php?

arg=baz",

A KSHAIZHEIURI, SuriiBE&ENA, W"/foo/bar.html”
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