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3. BARNESNE

BloodHound

ARRE- MBS

bind_tcp

run autoroute -p

run post/multi/manage/autoroute

AEEEM

use auxiliary/server/socks_proxy

EEE: {CEA-Socks{ElE

ERE: Btk L5E




$AT R

1. HEA#3N- N MRS -Exchange

2. FERE - -Exchange— &8
3. FEREE-H K -Exchange-JFiH

R R e A GEREERREA YD)

-G RO 12k & X 238 T 7]

~BEIEBOAR: fEROAS B 2 1) R S R B A0 AT 2 Y R D
~AREHIAR B 2B VAN Y i A R P BB LS 3275 B4 4D

#ACEEIE R 51 5

1. A2 FACER

2 HrH A g A R e

3+ A RATAS H X RS

4. Gnferf FACER S ST R

5. QA5 Y R IE BOAR B 2R
6~ F T TNR L A 2 B 15 DL FE T

#RE IR BN R A R
RAR:

windows—->windows
windows—->Linux
linux->windows

linux->1linux

TR R

IPC, WMI, SMB, PTH, PTK, PTT, SPN, WinRM, WinRS, RDP,Plink, DCOM,
SSH; Exchange, LLMNR ##, Kerberos TGS, GPO&DACL, I%#AUNIE, LIHZ
IR, BARERP, RGN T TARHAT, EDR ER FAIITE.

#PTH FEN B E = —MIRE I BETT X, R 2 W # v L E#E LM Hash
M NTLM Hash Dyl ENLERS, AR SCER,

IR T ntlm WIE, PsExec TGIEFHIRFH ntlm hash BT ER, HEMH
mimikatz &R DB L. T 8.1/2012r2, 34N T kb2871997 M Win
7/2008r2/8/2012 %, W LUMEH AES keys A% NT hash KL ptk B,

g KB2871997 #MNT G RIS

pth: &ITANT HP AT LUERE, T 74T R BE administrator &%

ptk: T AN A BeH P #R AT LLIERE, RA aes256 B
https://www.freebuf.com/column/220740.html
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Exchange

@ iR

pass ¢ ‘ping test phine dedlog oo |

um - .

IYthon3 POy <taget ins <wserpars

L © a—teatangs wnsr

ge2domainpy -ah 132 168,52 101 -cp 80

10400y o 132681100 u Wi

| shetrit




spn ##0Y exchange

/- {58 Kk -:;'f ldap A1 exchange

".\ R 18 I O B =5 3187 exchange

/ EEEE

S ——
II {

f [ mPWER

f -*l B4R IOL SRR A R

f | SiEEAPEY

[/ CVE-2018-8581

| _cve-2020-0688
exch ange |.' CVE-2020-17144
|

| CWE-2021-34473

| | CVE-2021-34523

CVE-2021-31207
| | m&EEAE o

\ CVE-2021-26855
|

CVE-2021-27065

\ | CVE-2021-31196

\ | CVE-2021-31185

\ | CVE-2021-42311

REH

> AR ARARSS -Exchange #RET
> IS E M- AMARSS -Exchange J&H%
> EiEmTZa)- AMARSS -Exchange iFiH

ProxyShell I th st

ProxyLogon

ProxyOracie



# I [ FE 5l - 9 AR 45 -Exchange &

1. ¥ E43H

exchange X 4MRFEH 401 OWA, ECP &5, & &L 80 4, MH 25/587/2525 %%
Uiy O 22 sMTP k%S, BT LART DLd it — 2 FRHIE R E 47 exchanges

2. SPN %

powershell setspn -T Oday.org -g */*

3. BIARTRES

python Exchange GetVersion MatchVul.py xXx.Xx.xX.xX

# I [ F2 3l - 9 AR 55 -Exchange 1B

1. Burpt+Proxifier

2. OiH
https://github.com/grayddg/EBurst
https://github.com/lazaars/MailSniper

#3253 - W M IRk $5 -Exchange iR

2% K

CVE-2020-0688

CVE-2020-17144
https://www.cnblogs.com/xiaozi/p/14481595.html

UETZ SRIE -
w RRIR

I L B RRGR MR IRR M B R E T



https://docs.qq.com/doc/DQ3Z6RkNpaUtMcEFr

