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3. BARNESNE

BloodHound

ARRE- MBS

bind_tcp

run autoroute -p

run post/multi/manage/autoroute

AEEEM

use auxiliary/server/socks_proxy

EEE: {CEA-Socks{ElE

ERE: Btk L5E
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Net-NTLM Hash f{fff. NTILM Relay JUff. PTH Bi#IC4 T, EH mimikatz.
impacket THAM—HA, cs FEHJUFIA, NTLM Relay XAHE (relay to

smb, 1dap, ews)
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LZASEL SEEYIISE

1. A2 AR

2 At I i g E
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4 Gnfarf AR S RS
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#RE AR BN R A A
ARG

windows—->windows
windows—->Linux
linux->windows

linux->1linux

TR AL

IPC, WMI, SMB, PTH, PTK, PTT, SPN, WinRM, WinRS, RDP,Plink, DCOM,
SSH; Exchange, LLMNR &, NTLM-Relay, Kerberos TGS, GPO&DACL, IR AL
PR, LRETIR, BHEELS;, REG4MT FRIMAT, EDR E M T AMITE.

#PTH FEA B IE R —MRE M B 7, R ROE A% T LEEE LM Hash
M NTLM Hash V7A@ ENLEURS, AR S

WMRZEA T ntlm WAE, PsExec ARG H ntlm hash BHATIZAEESE, (HRMEH
mimikatz &R DABGE . T 8.1/2012r2, 34N T kb2871997 M Win

2 /N N0-"D /0 /A1 A TATDAEAFH "t 1o o fPER v 1~ A SESPTN] o1, T



webserver
192. 168. 46. 146/192. 168. 3. 31

192 T68_ 321

HRFR-/NERE

readteam.red readteam.red
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#RE B B - SR A - AR R R « IEL R UR

- R HREIR
JRH.
PLES & (%) V7R B A FAREIRBR PSS B MIARSS, SICHATER -~ G5E

FO I TGT JAE ST BET, —iEKIZLGHLE B, Hlat B =L TGT FEME 1sass HAE
A T IRER . AIMALES B BLAEE XA TeT BELWAER 7 GRE D Ui RS .

F 5
Wil HER T — OB R IR BUR, 7T LA SR T 2148, RE/REE
B TGT, MMIARAMEE .

RIBCH :
1. SR EHURZRIRAE TR 55

2. setspn -U -A priv/test webadmin

Il EEREIE

AN E T ARLREIRAI RS K -

AdFind -b "DC=god,DC=org" -f

" (& (samAccountType=805306368) (userAccountControl:1.2.840.113556.1
.4.803:=524288))" dn

AN E T AR REIRKINLES K -

AdFind -b "DC=god,DC=org" -f

" (& (samAccountType=805306369) (userAccountControl:1.2.840.113556.1
.4.803:=524288))" dn

HFIDBR:
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net use \\webserver

Pt
http://192.168.3.31/31.html
<!DOCTYPE html>

<html>

<head>

et +TlAasc/ 9+ as
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https://docs.qq.com/doc/DQ3Z6RkNpaUtMcEFr

