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3. BARNESNE

BloodHound

ARRE- MBS

bind_tcp

run autoroute -p

run post/multi/manage/autoroute

AEEEM

use auxiliary/server/socks_proxy

EEE: {CEA-Socks{ElE

ERE: Btk L5E
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3. vpe-3-WRREE Biki mI
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AR 2457 U
£4: WinsLinux
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5 NLTM IANFM K %4 0 Bl = %4 Pass The Hash. FIf NTLM #HT{5 B4,
Net-NTLM Hash Bifi#. NTLM Relay JLFl. PTH AIHIEZ T, iz mimikatz.
impacket TEMM—LHA, cs FEH A LIFIH, NTLM Relay XA#E (relay to

smb, 1dap, ews)
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RY A

windows->windows

windows->Linux

linux->windows

linux->linux

TEAN AL

IPC, WMI, SMB, PTH, PTK, PTT, SPN, WinRM, WinRS, RDP,Plink, DCOM,

SSH; Exchange, LLMNR #%, NTLM-Relay,Kerberos TGS, GPO&DACL, Hi###
PO, YRZIR, BARELE, R T FRPAT, EDR EH N RKIMATE.
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MAERIFT 2 PRI, D B T #EIA AR

FEFK -
Web BB (PHP, Java), WIMITR, GRXHL BB, RN, AHREIES.
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http://47.94.236.117:8080/
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