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£%: https://docs.xray.cool/#/webhook/webhook
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Xray webscan --url http://x.x.x.x —--webhook-output

http://127.0.0.1:5000/webhook
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Z%#: https://blog.csdn.net/wy 97/article/details/106872773
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%% https://www.freebuf.com/articles/web/204875.html
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FRLATH SR : (R sqlmapapi # M SZOLE URL FEANZ AR
0.3 sqlmap-API k% python sqlmapapi.py -s

1. B HESIC RS ID @get ("/task/new")

2. WEMAS 1D AMER @post ("/option/<taskid>/set ")
3. IFEEFFEXRT N 1D 4145 @post ("/scan/<taskid>/start")

4 BRI W 4R @get ("/scan/<taskid>/status")

5. USSR MIFR 1D HIRESS Qget ("/task/<taskid>/delete")
6. FZEREE @get ("/scan/<taskid>/data")



from flask import Flask, request

import requests

app = Flask(_ name )

@app.route (' /webhook', methods=['POST'])
def xray webhook() :
url = 'https://sctapi.ftqq.com/#FH] KEY.send?title=Xray find
vuln!!!'?'
try:
AL SRR e Json K&
vuln=request.json
content = """## xray KI T HIRIH
url: {url}
fiffF: {plugin}

TR {vuln class}

5 M B AL PR
""" _ format (url=vuln['data']['target']['url'],
plugin=vuln['data'] ['plugin'],vuln class=vuln['type'])

print (content)
data={
'desp' :content
}
print (data)
requests.post (url,data=data)
return 'ok'
except Exception as e:

pass

if name == ' main ':

app.run()



import requests

def new id(key,url):
api add url = "https://localhost:3443/api/v1/targets"
headers = {

'X-Auth': key,

'Content-type': 'application/json'
}
data =
'{"address":"%s","description":"create by reaper","criticality":"
10"} "Surl
r = requests.post (url=api add url, headers=headers,

data=data, verify=False).json()
id=r['target id']
if id is not None:
print (url+'->(EFRMET, FfEs)...")
print (url + '->f£% ID->'+1id)

return id

def start id(key,id):

# O
url = 'https://localhost:3443/api/vl/scans'
headers = {

'X-Auth': key,
'Content-type': 'application/json'
}
data = '{"profile id":"11111111-1111-1111-1111-
111111111111", "schedule":{"disable":false,"start date":null, "time
_sensitive":false},"target id":"%s"}' % id
r = requests.post (url=url, headers=headers, data=data,
verify=False) .json ()
if r['scan id'] is not None:
print('{E?%ID—>'+r['target_id']+"—>{£§§Eﬁ%ﬁEﬁL Sifd s

= @

if name == "' main ':
key="1RH] key"'
for url in open('url.txt'):
id=new_ id(key,url.replace('\n',"'"))

start id(key,id)
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.JAH sqlmap-API k% python sglmapapi.py -s
RIS L FAESS I @get ("/task/new")

KBS ID AfGER @post ("/option/<taskid>/set B
TFEHFHEXT N 1D /255 @post ("/scan/<taskid>/start")
LU HPIRS R B 45 R Qget ("/scan/<taskid>/status")

TR AETMER 1D IR AL R @get ("/task/<taskid>/delete")

AARERAEE @get ("/scan/<taskid>/data")

new_ id() :
headers = {
'Content-Type': 'application/json'
}
url='http://127.0.0.1:8775"'+"' /task/new"
resp=requests.get (url, headers=headers) .json ()
taskid=resp['taskid']
if resp['success'] is True:
print ('->1. GIE4FE% ID &I, ID:' + taskid)

return taskid

set id(id, scanurl) :
headers = {
'Content-Type': 'application/json'
}
data={
'url':scanurl
}
url = 'http://127.0.0.1:8775/option/%s/set' % id
resp = requests.post (url,
a=json.dumps (data) , headers=headers) . json ()

if resp['success'] is True:
print ('->2. WHEAES ID BT, ID:' + taskid)
print ('->2. WEMES URL I, URL:' + scanurl)

return taskid

scan_id(id, scanurl) :
headers = {

'Content-Type': 'application/json'
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