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#NTE- B2 -AppinfoScanner

AppinfoScanner — & AT LA HW 1730/ ZLBA /&3 W B BA N3 5 5 v
(Android. 10S. WEB. H5. F&Muh) [F BWEHMTH, wLIFBNEENK TR,
Brar A GR  2L AR B DR Wi A 218 Bl i 2 #2S WEB 3 il SR B TR S BT R
AR5 EHH, : Title. Domain. CDN. fREUER. RERERE.
https://github.com/kelvinBen/AppInfoScanner

#WTE-Z 4Pl -MobSFamobexler

- L ENESR  (MobSF) & —Fh B ML — sl N IR P
(Android/i0S/Windows) EBEMR. BRI A2 EAEHELE, RERPATHISHM
AT MobSE SCRBEENM FIFE P —#EHI SO (APK. XAPK. IPA F APPX) LAKJE
RS, FEIRME REST APTI DASEN cI/cD B DevSecOps EIBETLLEEM. sh&
G AT s T HE B AT IZ AT I 22 2 PPAl AN A B AR I

-Mobexler & T Elementary 0S HIERIEIML, &EH AT Android M ios M
MREFFHZIENIR . Mobexler T J #MITIETE, A, BELEHME, KLEHL
ZAPIR Android Al i0s MAREFAT LT .

https://mobexler.com/
https://github.com/MobSF/Mobile-Security-Framework-MobSF

docker pull opensecurity/mobile-security-framework-mobsf

docker run -it -p 8008:8000 opensecurity/mobile-security-

framework-mobsf:latest

#HME-IFPIMfl-frida-serversrOcapture
-rOcapture (U [RZHE P&, Wik%H 7. 8. 9. 10, 11 ATH ;
TP A IEBRIG S E, A EBAETIEB R FE
o TCP/IP VUEAREAY b i B JE A ) A AL
BRI EFE: Http, WebSocket, Ftp, Xmpp, Imap, Smtp, Protobuf 2. KEAIH
SSL A
AT N EHESE, A3 HetpUrlConnection. Okhttpl/3/4.
Retrofit/Volley &4,

AN, AVE R BTG R —ATEE v, AHZEEINE HFH

-Firda & —FGHMEY Hook T.H, Java JZF| Native JEW] Hook AT A
—M & TR, TUIEAREREAE app FIWNAFASEIY, ShAR R
FEBAT N, BAFEEFE Win, Mac. Linux. Android. 108 £&°F&.
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https://docs.qq.com/doc/DQ3Z6RkNpaUtMcEFr

