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㘍ⱶꪝ䧏簘䓪◄♭㚲糌孲爊⹖亡嫏
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v1.4
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㵸䤗䄇亍㘍丘䩺䕄择珖荣
㱮ヤ䧳溜⽰鲾䫝⺵ꠅ亍㘍漶㲋爊䈌鲡车休ꠑ珖荣
ヤ⺵ꡙ夀-仼䑪⮇冫亍㘍 ssh-key 鴒馹
⟤择▽ 1.3 撷儗ヤ⺵ꡙ夀䈌⺙ꛯ陬ꠋ겗
催亍 pstree ⹇丘 acU -> agplU; agpU -> agplU 
瞿甏▽ヤ⺵ꡙ夀bash⭹丘珖荣

v1.3

2021.11.23

ヤ⺵ꡙ夀㘍ⱶ capabilities 儹꡿鿥糌压刧䬠儹
ヤ⺵ꡙ夀㘍ⱶ iptables 鿥糌压刧 珸⹾择榫
ヤ⺵ꡙ夀㘍ⱶ㳢溞㖵⩘压刧
ヤ⺵ꡙ夀㵨僜ⱷ压刧⶝⮜▽┉光㵸荣
ヤ⺵ꡙ夀㘍ⱶ▽ ASLR 鿥糌压刧
湳陃憠ꡭ䎓㘍ⱶ篪爊突♭㜔⛤糌注⪩⫂㳋
湳陃憠ꡭ䎓⮧ꢝ▽ Bash ⭹丘랸阡䗯⬅

v1.2 

2021.9.10

ヤ⺵ꡙ夀㘍ⱶ▽ BASH ⫂糌⽝♑压刧
ヤ⺵ꡙ夀㘍ⱶ▽ BASH ⭹丘氳压刧
ヤ⺵ꡙ夀㱮ヤ▽朅㗟⹩ꄈ刧洇亡嫏 declare
㵸䤗䄇亍㘍突儗⫂㳋㵒奃亡嫏

2021.8.19

辍⩘▽墙䒳䈑ⲇ䧏注⪩⫂㳋
v1.1 
2021.7.1

鉯⬀▽┕┉撷儗免㎂撴籬㜊ꠋ겗
㘍ⱶ ssh config ⺵ꠅ压刧



㘍ⱶ ptrace_scope 鿥糌压刧
催亍▽鼨⮇突㰅辑鱳

v1.0 
2020.5.3 
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◄♭것閜全嶏  
㱧⪓阻㚷⼔閜

䒳ⲡ䚊湳 

◄♭休ꠑ
嶏泘IP
嶏泘珸⹾
ⶖ阫
⸊㡏丘䩺
鲮影丘䩺ⴎ

ꡕ愂㘅 

◄♭休ꠑ
嶏泘IP
嶏泘珸⹾
ⶖ阫
⸊㡏丘䩺 

EDR 

◄♭休ꠑ
䷍⭵亡䌋
䕥䙬突♭
嶏泘╚儬IP
嶏泘珸⹾

VPN㰇㏇丘䩺免䑐 

氨䎓休ꠑ
嶏泘IP
佭⻖⹠问倽ⱱ滭鉯

孲ꄈ沪䫝阻㚷⼔閜 

孲ꄈ䒳ⲡ㎂
孲ꄈ眷㑔
泘氳IP
泘氳珸⹾
嶏 IP

䄄⛼☕⼥
䋳䅻⹠朆休ꠑ
╚儬Ⱶ耇
╚儬䎍㷯
╚儬䤗儛⼝䕜

硍簊
僜ⱷ
珸⹾



沪留⶝⛤ 

䷍⭵鵠䥊 

逈䷍⭵顫出
䷍⭵眷㑔

┘⺱◄♭僗┘⺱氳鉉䈲⸼㚲杼ꠋ겗┉埠◄♭⺎耇ⴎ⻡指熨眷㑔氳◄♭ 



㚲糌⯥⬢㚷  
擻杼⫞变䥉⚝沴
busybox 

busybox 佭┉光꥘䡗䄄㵨Linux氳鼨⮇䄄鲽车▽丞⺭荣泹▽䏭指♏溞僗鼨⮇䄄氳⹇丘⺎耇
劫奃硍簊舅䅠氳㵽┉◙

⺨熨刧儴䄄 

篚⬘氳UbuntuյCentosյDebian谑䦟儬
儗䣆回 ^_^



䧳溜◄♭  
0x01 䕥䙬㓊⺳  

☳⫂粠dns僜ⱷյdnsꡕ愂㘅յ孲ꄈ检阞阻㚷璡阻㚷藜⹧
劯䩺㓊⺳漶㲋儒뀐眷㑔 

Virustotal
岑⼝僜㣛羈䗯䥊免䑐 
䐭塠㏇篪
venuseye
㱧䔩㣛羈䗯䥊免䑐
360㣛羈䗯䥊免䑐
簪沾㣛羈䗯䥊免䑐
AlienVault
RedQueen㱧⪓保耇僜ⱷ䇖⺐
IBM X-Force Exchange
ThreatMiner

0x02 藜⹧䋳䅻鲽爊pid  

CPUⶭ榫 

top -c -o %CPU

-c ⹇丘侁炐鲽爊氳⽝♑车⹇丘
-p ⹇丘䧗㲋鲽爊氳pid

ps -eo pid,ppid,%mem,%cpu,cmd --sort=-%cpu | head -n 5

cpuⶭ榫⯥5氳鲽爊⼝䕜
⫂㰇ⶭ榫

top -c -o %MEM

-c ⹇丘侁炐鲽爊氳⽝♑车⹇丘
-p ⹇丘䧗㲋鲽爊氳pid

ps -eo pid,ppid,%mem,%cpu,cmd --sort=-%mem | head -n 5

粠簇ⶭ榫 

粠簇ⶭ榫꧎金㱧逸鲹允光鯻♭兴⺵✳榫root儹꡿鲽车䣮车
Debian/Ubuntu 

apt-get install nethogs

Centos/RHEL 

yum -y install epel-release
yum -y install nethogs

nethogs

https://www.virustotal.com/
https://sec.sangfor.com.cn/analysis-platform
https://x.threatbook.cn/
https://www.venuseye.com.cn/
https://ti.dbappsecurity.com.cn/
https://ti.360.cn/
https://ti.nsfocus.com/
https://otx.alienvault.com/
https://redqueen.tj-un.com/
https://exchange.xforce.ibmcloud.com/
https://www.threatminer.org/


jnettop

0x03 㵖䤓䕥䙬乄♭劫儗  

篺鲋♔┕塠끈䡘♜㓹儗┕䄖篺藜⹧⮽鲽爊pid䡝鲽爊注⪩氳⽝♑车⽝♑
劯䩺鲽爊⺳㰅䡝縖鼨⮇㰅瑞╏藜⹧pid 

pidof "name"
ps -aux | grep "name"
ps -ef | grep "name" | grep -v grep | awk '{print $2}'
pgrep -f "name"

劯䩺pid藜⹧爊䈌氳陣篱⼝䕜
lsof -p pid
pwdx pid  藜⹧院pid氳鲽爊⻪墙氳休⠯氳泘䎓,䇜┘┉㲋佭䕥䙬突♭䢦㏇氳饟䏧⺆佭⻪墙䕥䙬
突♭氳饟䏧
systemctl status pid  藜⹧鲹光鲽爊氳status⼝䕜
cat /proc/pid/maps
ls -al /proc/pid/exe

僗◙休⠯仰嫏鵠鲋pstop璡⽝♑劯䩺pid鲽车刧陟⺎耇佭㍕╙䷍⭵縖㵨/proc/pid/ 鲽车▽꣰誾⺎
♔鵠鲋♔┖亡䌋鲽车꣰誾(ubuntu孾陒䡗Ⱶcentos孾陒㜊題) 

mkdir .hidden
mount -o bind .hidden /proc/PID
鲹熨䗯⬅⺎♔✳榫 cat /proc/$$/mountinfo  全刧洇䧑鰉⼝䕜

劯䩺pid刧洇榺鲽爊颯氳篪爊
ps H -T -p pid
ps -Lf pid

⪭免SPID㶩佭篪爊ID縡CMD剥⮟侁炐▽篪爊⺳燢
top -H -p pid  -H 鴲걸⺎♔侁炐篪爊 

htop (랸阡儔㱧逸)⺎♔鰏╙⪓ꪫ氳㷤炐篪爊
pstree -agplU  䫠蔘ꪝ䅻⪓ꪫ㷤炐鲽爊┚篪爊ꠑ氳⪩硍 

0x04 漶㲋爊䈌鲡车休ꠑ  

刧洇爊䈌鲡车休ꠑ
ps -eo pid,lstart,etime,cmd | grep <pid>



辑炐 1292  鲹光鲽爊佭㏇ 2022 清 4 僖 28 仼 13:32:20  逈⮡䋧氳䄖篺鲡车▽ 30⮇ꦻ2
熯 ⛮䣮车氳⽝♑车╙ /usr/sbin/sshd -D

┚䤓⮽氳䕥䙬突♭⮡䋧休ꠑ鲽车㵒奃
stat xxx.sh  

 

ls -al xxx.sh

 

鲹光鼨⮇催指佭╙▽뀰阾⹠朆氳突♭佭⻖╙䎎⯥爊䈌氳䕥䙬突♭㘍ⱶ鲹光㵒奃⺎耇劫⹠朆┉◙兴⯥媆僗
⹠朆氳賛┲뀐鴇

 

0x05㚲杼䋳䅻鲽爊  

䕥䙬突♭绪儗ꃾ绪
scp

scp -P 4588 remote@www.target.com:/usr/local/aaa /home/admin
-P 䧗㲋SSH珸⹾
☳鲾爊僜ⱷ㵨aaa┖鰉⮽儗㏐氳 /home/admin

finalshellյxshell璡꥘䡗䄄
pythonյphp璡爊䈌颯http僜ⱷ
nc

檫夽㏇篪⮇冫 

PCHunter
Virustotal
⿊Ⲩ
jotti
scanvir
뇨泴

https://scan.anxinsec.com/
https://www.virscan.org/
https://habo.qq.com/
https://virusscan.jotti.org/
http://www.scanvir.com/
https://www.maldun.com/submit/submit_file/


䐭塠◌婻畴
HYBRID
㜦㱧⼝婻畴
㛻㏀◌婻畴压孾硍簊

㵖䤓檫夽⮇冫䥊⼔
岑⼝僜㱧⪓䈒䓧⿏䈒♔⹖EDR湳陃顲耇䇖⺐
岑⼝僜EDR㍙꠼㱧⪓䗯䥊⮇冫
岑⼝僜㱧⪓免䑐
愂篽㱧⪓僄亍顫阬
㱧⪓㲙 
Freebuf
...

鲽爊刧儴 

僗◙鲽爊劫颯㯹鲽爊⺎♔✳榫㞝┖⽝♑刧洇 

ps ajfx  
systemctl status

㞝冽仰㯹鲽爊波䫙✳榫 

kill -9 pid  鲹绪劫波䫙儴墅䧗㲋鲽爊⛙佭榺鲹光鲽爊出问氳㯹鲽爊┘劫逈儴墅
㞝冽鲽爊颯㯹鲽爊꧎金✳榫㞝┖⽝♑        

kill -9 -pid  嫱䙬鲹ꄅpid⯥僗光⬵⺙辑炐儴䪨鲹光鲽爊篯 

鲽爊篯ID & 劫陚ID 
䇖休䡘♜⪩嫱氳催指佭PID⽰PPID㵒◇PGIDSID䫙鉵鰏㵽甏⶝☮篸┉┖ 
✳榫 ps ajfx  ⺎♔洇⮽⛮氳PPIDյPIDյPGIDյSID ⼝䕜

爊䈌鲡车颯全⺵劫出问┉光╚鲽爊䇜┦⮇鿥┉光鲽爊IDpid㞝冽㏇鲡车僿ꠑ颯⪭☽鲽爊黁
╫鲹光⪭☽鲽爊㶩佭㯹鲽爊⺱休⮇鿥注䈒氳鲽爊ID䇜阻糌⪭PPID氳⡬╙撝鲽爊氳pid
塝休⼱撝鲽爊⽰䢦僗问䡗氳㯹鲽爊劫篯⺭䡗┉光鲽爊篯䇜┦⮇鿥┉光鲽爊篯ID
黁☜╫⺈咱劫陚ID⪭㲓█䏭㳋佄杼鉯䡘♜鵠鲋ssh ꛔ䫙⮽僜ⱷ㶩劫藜⹧┉光劫陚⮇鿥┉光劫
陚ID塝休䡘♜颯氳鲽爊氳劫陚ID齉佭┉绪氳
䢦♔㞝冽䧳溜爊䈌僗隀榫㯹鲽爊黁╫㶩꧎金♔鲽爊篯╙⶝⛤儴墅

㱥䥉鲽爊(daemon) 

䧳溜檫夽╙▽变꤄䧳溜爊䈌氳鲡车鵠䅻劫╙䧳溜爊䈌阻糌㱥䥉鲽爊儴墅㱥䥉鲽爊┚儴墅俋鵠鲽爊䇜
仰⵲⮷催陣篱氳⫂㳋䄖篺䔅篾⮽ Linux㱥䥉鲽爊 | 䈒䓧⿏䈒 鲹疟突珖

https://s.threatbook.cn/
https://www.hybrid-analysis.com/
https://sandbox.ti.qianxin.com/sandbox/page
https://sandbox.freebuf.com/
http://unit.sangfor.co/
https://edr.sangfor.com.cn/#/information/information?%24tab=b
https://wiki.sec.sangfor.com.cn/wiki-safe-events
https://www.huorong.cn/info/
https://www.anquanke.com/
https://www.freebuf.com/
https://mp.weixin.qq.com/s/3MJUsGZeVWgOeQ9wx2KylQ


篪爊刧儴
䏭指儒뀐檫夽㵨䕥䙬♏溞䣮车咱⮽▽篪爊篒⮷█㶩佭陱ꡭ⮽▽朆僗塜䅻┯ⱷ氳鲽爊免咱┉光篪爊,泘
⯥刧儴┉光鲽爊免氳篪爊곽ꢣ奃鰏㛻冓⺎耇劫䤧鲽爊䮨㾆䪨꧎金┚㲙䢓漶阡㞑⫋鲽车儴墅篪爊氳
亡嫏⽰儴墅鲽爊┉绪㍕╙㏇Linux免篪爊氳哮䒞㶩佭鰇ꄈ篒鲽爊
劯䩺pid刧洇榺鲽爊颯氳篪爊

ps -T -p pid
ps -aLf pid

⪭免SPID㶩佭篪爊ID縡CMD剥⮟侁炐▽篪爊⺳燢
top -H -p pid  -H 鴲걸⺎♔侁炐篪爊 

htop (랸阡儔㱧逸)⺎♔鰏╙⪓ꪫ氳㷤炐篪爊
pstree -agplU  䫠蔘ꪝ䅻⪓ꪫ㷤炐鲽爊┚篪爊ꠑ氳⪩硍 

刧洇⪓鼨氳篪爊
ps -eLFa

0x06 ⮧ꢝ䕥䙬乄♭  

鵠鲋鲽爊pid♔⹖/proc/ ,䡘♜䄖篺㲋⛤⮽▽突♭氳⛮⛤糌䫙┖全㶩佭⮧ꢝ䕥䙬突♭
刧洇突♭ⶭ榫 
lsof eval.sh
㞝冽㰇㏇鲽爊ⶭ榫黁╫ⶭ榫鲽爊█⺎耇佭䕥䙬鲽爊꧎金䧝拨兴⯥氳塠끈鲽车刧洇
a ⽰ i 㷯䓪㵗舚突♭┘⺎⮧ꢝ 

a㷯䓪 突♭⺆耇㘍ⱶ⫂㳋┘耇⟤䷊兴⯥氳突♭┘耇⮧ꢝ突♭
i㷯䓪 ⫂㳋┘耇䷊⹩突♭┘耇⮧ꢝ 
⺎♔✳榫 chattr -a  ⽰ chattr -i

⛮⺎♔⹇縓
https://www.cnblogs.com/kzang/articles/2673790.html

㜦䓯突♭⺳㵗舚突♭┘⺎⮧ꢝ 

☳windows⺸linux⚩鰟氳突♭䡝縖䷍⭵縖䕥䙬⯆鵲氳突♭䏭指劫僗突♭⺳▞溞仰嫏波䫙鵠鲋▞溞氳
突♭⺳鲽车⮧ꢝ⺎♔✳榫inode全漶㲋突♭⺳兴⺵⮧ꢝ
✳榫 inode 鲽车⮧ꢝ 

刧洇inode 

ls -li eval.sh

https://www.cnblogs.com/kzang/articles/2673790.html


⮧ꢝ突♭
find ./* -inum 12327526 -delete
find ./ -inum 12327526 -exec rm {} \;
find ./* -inum 12327526 -exec rm -i {} \;  (劫僗┉塠漶阡佭⻖⮧ꢝ)
find ./* -inum 12327526 -exec rm -f {} \; (┘鲽车漶阡波䫙䍠⯆⮧ꢝ)
find ./* -inum 12327526 |xargs rm -f
rm `find ./* -inum 12327526`

⹇縓突珖
https://www.cnblogs.com/starry-skys/p/12970463.html
https://www.cnblogs.com/tssc/p/7574432.html

0x07 ヤ⺵ꡙ夀  

波䫙刧洇ヤ⺵ꡙ夀ⷊ⺎

john@john:~/temp$ ls -li evil.sh 
12327526 -rw-r--r-- 1 john john 0 3僖   7 10:21 evil.sh
john@john:~/temp$ 

https://www.cnblogs.com/starry-skys/p/12970463.html
https://www.cnblogs.com/tssc/p/7574432.html


鲾䫝⺵ꠅ  
0x00 ◄♭全嶏  

儒뀐⺵ꠅ◄♭╚金鵠鲋EDR䡝縖䒳ⲡ䚊湳䐂湳
0x01 鵠鲋EDR藜⹧◄♭波䫙㲋⛤⮽乄♭  

䄖篺藜⹧⮽⛮突♭♔⹖饟䏧䫙┖全䡘♜꧎金䤓⮽⛮鲽爊 

劯䩺突♭䤓pid 
lsof | grep evil.sh
lsof /root/evil.sh   ꧎金䧗㲋饟䏧⺆䧗㲋㰅瑞仰嫏波䫙刧⭴全
fuser /root/evil.sh  鲹兣⽝♑꧎金㏇root儹꡿┖䣮车┘抆劫侁炐╙狝

0x02 鵠鲋䒳ⲡ䚊湳藜⹧◄♭㛚鳀ip+珸⹾  

劯䩺◑⩕篯鲽车刧阾㶩佭奃鰏䅻鈷氳䗯⬅▽
劯䩺泘氳IP⹖珸⹾刧䤓 pid 
netstat -pantu | grep 114.114.114.114  
netstat -pantu | grep 65533  
lsof -i:65533
劯䩺儗儬IP+珸⹾刧䤓pid
netstat -pantu | grep 65533
lsof -i:65533

劯䩺◑⩕篯仰嫏䤓⮽ pid ⺎耇佭㍕╙䫝⯆爊䈌✳榫▽꣰誾C&C氳䤗儛꧎金僗Ꙟ㵒䓪㏐鲽车䪷刧⛮䪷
刧亡嫏鈷 湳陃憠ꡭ䎓 -> 0x05 ┚C&C꣰誾䤗儛氳㵒䤻 珖荣
 

0x03 刧䤓鲽爊⼝䕜  

刧䤓鲽爊注⪩突♭ 
lsof -p 1234   root儹꡿┖䣮车 
pwdx

劯䩺pid藜⹧爊䈌氳陣篱⼝䕜
lsof -p pid
pwdx pid  藜⹧院pid氳鲽爊⻪墙氳休⠯氳泘䎓,䇜┘┉㲋佭䕥䙬突♭䢦㏇氳饟䏧⺆佭⻪墙䕥䙬
突♭氳饟䏧
systemctl status pid  藜⹧鲹光鲽爊氳status⼝䕜
cat /proc/pid/maps
ls -al /proc/pid/exe

僗◙休⠯仰嫏鵠鲋pstop璡⽝♑劯䩺pid鲽车刧陟⺎耇佭㍕╙䷍⭵縖㵨/proc/pid/ 鲽车▽꣰誾⺎
♔鵠鲋♔┖亡䌋鲽车꣰誾(ubuntu孾陒䡗Ⱶcentos孾陒㜊題) 



mkdir .hidden
mount -o bind .hidden /proc/PID
鲹熨䗯⬅⺎♔✳榫 cat /proc/$$/mountinfo  全刧洇䧑鰉⼝䕜

劯䩺pid刧洇榺鲽爊颯氳篪爊
ps H -T -p pid
ps -Lf pid

⪭免SPID㶩佭篪爊ID縡CMD剥⮟侁炐▽篪爊⺳燢
top -H -p pid  -H 鴲걸⺎♔侁炐篪爊 

htop (랸阡儔㱧逸)⺎♔鰏╙⪓ꪫ氳㷤炐篪爊
pstree -agplU  䫠蔘ꪝ䅻⪓ꪫ㷤炐鲽爊┚篪爊ꠑ氳⪩硍 

 

0x04 漶㲋爊䈌鲡车休ꠑ  

刧洇爊䈌鲡车休ꠑ
ps -eo pid,lstart,etime,cmd | grep <pid>

辑炐 1292  鲹光鲽爊佭㏇ 2022 清 4 僖 28 仼 13:32:20  逈⮡䋧氳䄖篺鲡车▽ 30⮇ꦻ2
熯 ⛮䣮车氳⽝♑车╙ /usr/sbin/sshd -D

┚䤓⮽氳䕥䙬突♭⮡䋧休ꠑ鲽车㵒奃
stat xxx.sh  

 

ls -al xxx.sh

 



鲹光鼨⮇催指佭╙▽뀰阾⹠朆氳突♭佭⻖╙䎎⯥爊䈌氳䕥䙬突♭㘍ⱶ鲹光㵒奃⺎耇劫⹠朆┉◙兴⯥媆僗
⹠朆氳賛┲뀐鴇

0x05 㚲杼䋳䅻鲽爊  

䕥䙬突♭绪儗ꃾ绪
scp

scp -P 4588 remote@www.target.com:/usr/local/aaa /home/admin
-P 䧗㲋SSH珸⹾
☳鲾爊僜ⱷ㵨aaa┖鰉⮽儗㏐氳 /home/admin

finalshellյxshell璡꥘䡗䄄
pythonյphp璡爊䈌颯http僜ⱷ

檫夽㏇篪⮇冫 

PCHunter
Virustotal
⿊Ⲩ
jotti
scanvir
뇨泴
䐭塠◌婻畴
HYBRID
㜦㱧⼝婻畴

㵖䤓檫夽⮇冫䥊⼔
岑⼝僜㱧⪓䈒䓧⿏䈒♔⹖EDR湳陃顲耇䇖⺐
岑⼝僜EDR㍙꠼㱧⪓䗯䥊⮇冫
岑⼝僜㱧⪓免䑐
愂篽㱧⪓僄亍顫阬
㱧⪓㲙 
Freebuf
...

鲽爊刧儴 

僗◙鲽爊劫颯㯹鲽爊⺎♔✳榫㞝┖⽝♑刧洇 

ps ajfx  
systemctl status

㞝冽仰㯹鲽爊波䫙✳榫 

kill -9 pid  鲹绪劫波䫙儴墅䧗㲋鲽爊⛙佭榺鲹光鲽爊出问氳㯹鲽爊┘劫逈儴墅
㞝冽鲽爊颯㯹鲽爊꧎金✳榫┉┖⽝♑        

kill -9 -pid  嫱䙬鲹ꄅpid⯥僗光⬵⺙辑炐儴䪨鲹光鲽爊篯 

https://scan.anxinsec.com/
https://www.virscan.org/
https://habo.qq.com/
https://virusscan.jotti.org/
http://www.scanvir.com/
https://www.maldun.com/submit/submit_file/
https://s.threatbook.cn/
https://www.hybrid-analysis.com/
https://sandbox.ti.qianxin.com/sandbox/page
http://unit.sangfor.co/
https://edr.sangfor.com.cn/#/information/information?%24tab=b
https://wiki.sec.sangfor.com.cn/wiki-safe-events
https://www.huorong.cn/info/
https://www.anquanke.com/
https://www.freebuf.com/


鲽爊篯ID & 劫陚ID 
䇖休䡘♜⪩嫱氳催指佭PID⽰PPID㵒◇PGIDSID䫙鉵鰏㵽甏⶝☮篸┉┖ 
✳榫 ps ajfx  ⺎♔洇⮽⛮氳PPIDյPIDյPGIDյSID ⼝䕜

爊䈌鲡车颯全⺵劫出问┉光╚篪爊䇜┦⮇鿥┉光鲽爊IDpid㞝冽㏇鲡车僿ꠑ颯⪭☽鲽爊黁
╫鲹光⪭☽鲽爊㶩佭㯹鲽爊⺱休⮇鿥注䈒氳鲽爊ID䇜阻糌⪭PPID氳⡬╙撝鲽爊氳pid
塝休⼱撝鲽爊⽰䢦僗问䡗氳㯹鲽爊劫篯⺭䡗┉光鲽爊篯䇜┦⮇鿥┉光鲽爊篯ID
黁☜╫⺈咱劫陚ID⪭㲓█䏭㳋佄杼鉯䡘♜鵠鲋ssh ꛔ䫙⮽僜ⱷ㶩劫藜⹧┉光劫陚⮇鿥┉光劫
陚ID塝休䡘♜颯氳鲽爊氳劫陚ID齉佭┉绪氳
䢦♔㞝冽䧳溜爊䈌僗隀榫㯹鲽爊黁╫㶩꧎金♔鲽爊篯╙⶝⛤儴墅

㱥䥉鲽爊(daemon) 

䧳溜檫夽╙▽变꤄䧳溜爊䈌氳鲡车鵠䅻劫╙䧳溜爊䈌阻糌㱥䥉鲽爊儴墅㱥䥉鲽爊┚儴墅俋鵠鲽爊䇜
仰⵲⮷催陣篱氳⫂㳋䄖篺䔅篾⮽ Linux㱥䥉鲽爊 | 䈒䓧⿏䈒 鲹疟突珖

篪爊刧儴
䏭指儒뀐檫夽㵨䕥䙬♏溞䣮车咱⮽▽篪爊篒⮷█㶩佭陱ꡭ⮽▽朆僗塜䅻┯ⱷ氳鲽爊免咱┉光篪爊,泘
⯥仰嫏⶝斻刧儴┉光鲽爊免氳切光篪爊ն
劯䩺pid刧洇榺鲽爊颯氳篪爊

ps -T -p pid
ps -aLf pid

⪭免SPID㶩佭篪爊ID縡CMD剥⮟侁炐▽篪爊⺳燢
top -H -p pid  -H 鴲걸⺎♔侁炐篪爊 

htop (랸阡儔㱧逸)⺎♔鰏╙⪓ꪫ氳㷤炐篪爊
pstree -agplU  䫠蔘ꪝ䅻⪓ꪫ㷤炐鲽爊┚篪爊ꠑ氳⪩硍 

刧洇⪓鼨氳篪爊
ps -eLFa

0x06 ⮧ꢝ䕥䙬乄♭  

鵠鲋鲽爊pid♔⹖/proc/ ,䡘♜䄖篺⹠朆▽㲋⛤⮽▽突♭氳⛮⛤糌䫙┖全㶩佭⮧ꢝ䕥䙬突♭

https://mp.weixin.qq.com/s/3MJUsGZeVWgOeQ9wx2KylQ


刧洇突♭ⶭ榫 
lsof eval.sh
㞝冽㰇㏇鲽爊ⶭ榫黁╫ⶭ榫鲽爊█⺎耇佭䕥䙬鲽爊꧎金䧝拨兴⯥氳塠끈鲽车刧洇
a ⽰ i 㷯䓪㵗舚突♭┘⺎⮧ꢝ 

a㷯䓪 突♭⺆耇㘍ⱶ⫂㳋┘耇⟤䷊兴⯥氳突♭┘耇⮧ꢝ突♭
i㷯䓪 ⫂㳋┘耇䷊⹩突♭┘耇⮧ꢝ 
⺎♔✳榫 chattr -a  ⽰ chattr -i

⛮⺎♔⹇縓
https://www.cnblogs.com/kzang/articles/2673790.html

㜦䓯突♭⺳㵗舚突♭┘⺎⮧ꢝ 

㏇windows⺸linux⚩鰟氳突♭䡝縖䷍⭵縖䕥䙬⯆鵲氳突♭䏭指劫僗突♭⺳▞溞仰嫏波䫙鵠鲋▞溞氳
突♭⺳鲽车⮧ꢝ⺎♔✳榫inode全漶㲋突♭⺳兴⺵⮧ꢝ
✳榫 inode 鲽车⮧ꢝ 

刧洇inode 

ls -li eval.sh

⮧ꢝ突♭
find ./* -inum 12327526 -delete
find ./ -inum 12327526 -exec rm {} \;
find ./* -inum 12327526 -exec rm -i {} \;  (劫僗┉塠漶阡佭⻖⮧ꢝ)
find ./* -inum 12327526 -exec rm -f {} \; (┘鲽车漶阡波䫙䍠⯆⮧ꢝ)
find ./* -inum 12327526 |xargs rm -f
rm `find ./* -inum 12327526`

⹇縓突珖
https://www.cnblogs.com/starry-skys/p/12970463.html
https://www.cnblogs.com/tssc/p/7574432.html

0x07 ヤ⺵ꡙ夀  

波䫙刧洇ヤ⺵ꡙ夀ⷊ⺎

john@john:~/temp$ ls -li evil.sh 
12327526 -rw-r--r-- 1 john john 0 3僖   7 10:21 evil.sh
john@john:~/temp$ 

https://www.cnblogs.com/kzang/articles/2673790.html
https://www.cnblogs.com/starry-skys/p/12970463.html
https://www.cnblogs.com/tssc/p/7574432.html


Ⲿ碠檫夽  
0x00 甏☮  

㵒◇塜䅻氳Ⲿ碠檫夽┉芘媆ス㞑氳ⱴ嫏金╫◬ꚇ金╫劲䌋⴬ⷊ✳䤓免ꠑら█┘劫➘㲐䏭指 

Ⲿ碠檫夽氳㚲糌媆僗黁╫指䤗儛⺎銨催指氳佭瓀樋㏇丘䩺㚷♷亡ꪫ指◙䤸⪍佭鰏╙伺保变꤄䣆夀
0x01 漶㲋Ⲿ碠檫夽㳄仍  

⮮亇Ⲿ碠檫夽㳄仍䇜┘ꥈ⺎♔☳♔┖⭓光亡ꪫ藜⹧
Ⲿ碠건ꪫ╚墙陱伺氳波䫙睳顛⮽baiduյgoogleꄅꪫ䮣碠 
Ⲿ碠ⱶ㳢突♭氳⺵簫⺳
纭硍黑畴 

0x02 劯䩺Ⲿ碠檫夽眷㑔㵖䤓鉯⬀亡嫏  

岑⼝僜ⶉꄅ泘㲓뀰㲝⪝⚜⺙波䫙影择檫夽⪩꜄㰅 
㱧⪓⿏䈒⹖EDR湳陃顲耇䇖⺐
Freebuf 
被㲒յꠏ돡
... 

0x03 鉯⬀Ⲿ碠  

僗鉯㳢䄄㶩榫鉯㳢䄄 
仰鉯㳢䄄㶩◬ꚇ

http://unit.sangfor.co/
https://search.freebuf.com/


倽ⱱ滭鉯  
0x00 甏☮  

倽ⱱ滭鉯䷍⭵╚金Ꙟ㵒 

ssh
mysql
ftp
redis
mongodb
smtp 

0x01 SSH 倽ⱱ滭鉯  

压刧粠簇鳀䫙⼝䕜
netstat -pantu

Proto ⶖ阫眷㑔
Recv-Q 辑炐䷅⮽氳丘䩺䄖篺㏇儗㏐䫙䷅簾⫿⛙佭鲸僗指㵽媆僗逈鲽爊⹧颦㞝冽䫙䷅꠼⮜
Recv-Q┉波㚲◇ꡢ㖢敯䒳⺎耇佭鹀⹨▽䦋簈僜ⱷ denial-of-service ䷍⭵ն
Send-Q㵒亡媆僗䷅⮽氳丘䩺䡝縖陱媆僗Ack氳,鲸佭儗㏐簾⫿⵲ն㞝冽⹠鴝꠼⮜Send-Q┘耇䏭
䒍氳岳ꦻ⺎耇佭僗䈒榫⺸拿⹠鴝丘䩺ⴎ鲋䒍䡝縖佭㵒亡䫙䷅丘䩺ⴎ┘㛫䒍ն
Local Address 儗儬㏐㏥┉芘僗♔┖⭓熨嘗䌋

*:80 沪⻤IPv4䡝IPv6氳♳䙬IP氳80珸⹾
:::80    沪⻤IPv6⽰IPv4氳♳䙬IP氳80珸⹾
0.0.0.0:80    沪⻤♳䙬IPv4㏐㏥氳80珸⹾
127.0.0.1:80    沪⻤儗㏐氳80珸⹾⺆耇儗㏐阼ꠋ
::1:80    沪⻤儗埠IPv6氳影朅㏐㏥⺆耇儗㏐阼ꠋ
192.168.1.1:80  沪⻤IP㏐㏥ 192.168.1.1 氳80珸⹾ 

Foreign Address拿鼨㏐㏥
鈺⮟⽰ Local Address 鈺⮟┉绪
State 粠簇敯䒳

LISTEN ❰⻤敯䒳璡䏨㵒珸鳀䫙
SYN_SENT 㲙䢓珸⹠鴝䋧环鳀䫙氳SYN陴姳⺵敯䒳╙ SYN_SENT 
SYN_RECV 僜ⱷ珸⹠鴝SYN+ACK ⺵粠簇敯䒳╙ SYN_RECV 



ESTABLISHED 䄖篺䋧环颯鳀䫙
FIN_WAIT1 ╚墙珸㍌埠䨅䣆╚墙⹠颯氳瑭┉光ⴎ█㶩佭FINⴎ兴⺵粠簇敯䒳╙ 
FIN_WAIT1 
CLOSE_WAIT 逈墙珸䷅⮽㍌埠䨅䣆氳FINⴎ⹠鴝ACK⺵㚲◇CLOSE_WAIT
FIN_WAIT2 ╚墙⪩ꠊ珸䫙⮽ACK⺵鲽⪍FIN_WAIT2璡䏨㵒珸⹠┖┉光FIN
LAST_ACK 逈墙⪩ꠊ珸⹠鴝瑭◅光FIN⺵鲽⪍ LAST_ACK 敯䒳璡䏨僄⺵┉光ACK氳⮽全 
TIME_WAIT ╚墙珸⹠鴝僄⺵┉光ACK兴⺵鲽⪍ TIME_WAIT敯䒳璡䏨┉夀休ꠑ漶变㵒
珸䫙䷅⮽▽ACK 
CLOSING ㏇TCP㍌埠䨅䣆僿ꠑ╚墙⪩ꠊ珸⹠鴝▽FINⴎ⺵媆僗䷅⮽㵒䈒氳ACKⴎⷌ
䷅⮽㵒亡氳FINⴎ塝休鲽⪍CLOSING敯䒳
CLOSED 逈墙⪩ꠊ珸㏇䫙⹨⮽ACKⴎ⺵㶩鲽⪍▽closed氳敯䒳ն鳀䫙篾兠
UNKNOWN 儔湳氳Socket敯䒳

PID/Program name 

鲹光㶩佭鲽爊ID⽰鲽爊⺳㰅▽
⹇縓突珖https://blog.csdn.net/m0_37556444/article/details/83000553

ssh鹀⮽倽ⱱ滭鉯休粠簇鳀䫙㞝┖ 

㰇㏇㛻ꄈ氳 ESTABLISHED敯䒳氳鳀䫙
刧䤓攑墥儹꡿額⺙랸阡root 
awk -F: '{if($3==0) print $1}' /etc/passwd

刧䤓⺎♔氨䎓 ssh 氳額⺙ 
s=$( sudo cat /etc/shadow | grep '^[^:]*:[^\*!]' | awk -F: '{print $1}');for i 
in $s;do cat /etc/passwd | grep -v  "/bin/false\|/nologin"| grep $i;done | sort 
| uniq |awk -F: '{print $1}'

刧洇塜㏇鳀䫙氳ssh sessions 

who -a
w  
last -p now

https://blog.csdn.net/m0_37556444/article/details/83000553


sudo netstat -tnpa | grep 'ESTABLISHED.*sshd'
pgrep -af sshd
echo $SSH_CONNECTION  
ss | grep ssh

刧洇ssh仼䑪⼝䕜 

https://blog.csdn.net/supertor/article/details/84334710

Ubuntu

/var/log/auth.log

Centos

/var/log/secure

鲹允光突♭⪩◇SSH氳⫂㳋㓹儗┉舚䢦♔塝㚲♔ Ubuntu氳仼䑪 /var/log/auth.log  ╙❇㞝
冽佭Centos波䫙僀䩦突♭⺳㶩车

刧䤓氨䎓䡗Ⱶ氳仼䑪 

cat /var/log/auth.log | grep "Accept"

 

塜䅻鴚⭴氳仼䑪
cat /var/log/auth.log | grep "pam_unix(sshd:session): session closed"  

 

氨䎓㳢溞ꛯ陬氳仼䑪

 

鳀簘鰟⪍ꛯ陬㳢溞 

https://blog.csdn.net/supertor/article/details/84334710


 

倽ⱱ滭鉯 



㞝冽湿休ꠑ⫂㰇㏇㛻ꄈ氳㞝┖㜊題陴姳⺎耇逈倽ⱱ滭鉯䷍⭵▽

 

刧洇氨䎓㜊題氳仼䑪
cat /var/log/auth.log | grep "Failed password for"  | more  

pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 
tty=ssh ruser= rhost=192.168.197.1  user=root 

Apr 16 01:44:20 helper sshd[2167]: Failed password for root from 
192.168.197.1 port 58371 ssh2 



⛙佭僜ⱷ餶▽鲹╫╦僗┉◙ꛯ陬氨䎓䏭塜䅻䢦♔꧎金䧝拨◄♭休ꠑ⽰榫䢓全鲽车⮇鱂
 

簊阞氨䎓㜊題氳榫䢓⺳♔⹖埠丘 

鲹ꄅ波䫙✳榫bypass䔅篾氳
grep "Failed password" /var/log/auth.log|perl -e 'while($_=<>){ 
/for(.*?)from/; print "$1\n";}'|sort|uniq -c|sort -nr

⺎♔洇⮽⪭免僗┉걸╙ invaild user www 鲹绪氳䬠炐陱伺www鲹光榫䢓┘㰇㏇⛙佭僗☕
✳榫▽鲹光榫䢓鲽车▽氨䎓
 

簊阞倽ⱱ滭鉯氳氨䎓縖IP
劯䩺┕ꪫ氳䳩⛼䄖篺漶㲋sshdhelperrootwww鲹⭓光榫䢓⺎耇䋳䅻䡘♜䨊光刧洇┉┖
搷滭IP 

氨䎓㳢溞ꛯ陬氳榫䢓㰇㏇氳䗯⬅
⶝光榫䢓♔ root ╙❇ 

cat /var/log/auth.log | grep "Failed password for" | grep "root" | grep -Po 
'(1\d{2}|2[0-4]\d|25[0-5]|[1-9]\d|[1-9])(\.(1\d{2}|2[0-4]\d|25[0-5]|[1-
9]\d|\d)){3}' |sort|uniq -c|sort -nr  



█⺎♔鵠鲋⮜全鲽车㲋⛤ 

cat /var/log/auth.log | grep "Failed password for" | grep "root" | cut -d " 
" -f 11 |sort -nr|uniq -c  

㞝冽✃鈿䐂┕┉鼨刧⭴全氳齉佭倽ⱱ滭鉯䡝縖陱䋳䅻氳⺎♔✳榫㞝┖⽝♑䤉ꄈ刧陟⭴全 

cat /var/log/auth.log | grep "Failed password for" | cut -d " " -f 9 | sort 
-nr | uniq|grep -v "invalid"| while read line;do echo [$line];cat 
/var/log/auth.log | grep "Failed password for" | grep $line | grep -Po 
'(1\d{2}|2[0-4]\d|25[0-5]|[1-9]\d|[1-9])(\.(1\d{2}|2[0-4]\d|25[0-5]|[1-
9]\d|\d)){3} '|sort|uniq -c |sort -nr; done  

䎎抆▽㞝冽✃鈿䐂切┉光榫䢓氳ꛯ陬埠丘䏭㵽佭塜䅻氳⺎♔㏇⽝♑免✳榫 grep -v "user" 
氳亡䌋全鲽车鲹ꄅ⡾㞝䡘♜阡╙root榫䢓氳ꛯ陬氨䎓佭塜䅻氳䢦♔┘䄹僷㏇篾冽免洇⮽root
氳侁炐⺎♔✳榫㞝┖⽝♑ 

cat /var/log/auth.log | grep "Failed password for" | cut -d " " -f 9 | sort 
-nr | uniq|grep -v "invalid\|root"| while read line;do echo [$line];cat 
/var/log/auth.log | grep "Failed password for" | grep $line | grep -Po 
'(1\d{2}|2[0-4]\d|25[0-5]|[1-9]\d|[1-9])(\.(1\d{2}|2[0-4]\d|25[0-5]|[1-
9]\d|\d)){3} ' |sort|uniq -c| sort -nr; done

鲹绪root氳篾冽㶩┘侁炐▽㞝冽䘶┘侁炐指光榫䢓簒簘ⱶ  \|user  㶩⺎♔▽ 

氨䎓㳢溞ꛯ陬氳榫䢓┘㰇㏇氳䗯⬅
꺙⩝刧洇鲹◙┘㰇㏇氳榫䢓⺳♔⹖ꛯ陬氨䎓氳埠丘



cat /var/log/auth.log | grep "Failed password for"| grep "invalid" | cut -d 
" " -f 11 | sort | uniq -c | sort -nr

刧洇鲹◙榫䢓氳氨䎓㶍陒IP♔⹖埠丘 

⶝榫䢓 test全╞❇ 

cat /var/log/auth.log | grep "Failed password for" | grep "test" | grep -Po 
'(1\d{2}|2[0-4]\d|25[0-5]|[1-9]\d|[1-9])(\.(1\d{2}|2[0-4]\d|25[0-5]|[1-
9]\d|\d)){3}' |sort|uniq -c|sort -nr  

刧陟⪓鼨氳┘㰇㏇榫䢓氳氨䎓IP♔⹖埠丘 

cat /var/log/auth.log | grep "Failed password for" | grep "invalid"| cut -d 
" " -f 11 | sort -nr | uniq| while read line;do echo [$line];cat 
/var/log/auth.log | grep "Failed password for" | grep $line | grep -Po 
'(1\d{2}|2[0-4]\d|25[0-5]|[1-9]\d|[1-9])(\.(1\d{2}|2[0-4]\d|25[0-5]|[1-
9]\d|\d)){3} '|sort|uniq -c |sort -nr;done  

䎎抆鲸佭⺎♔䪷ꢝ┉光䡝縖⭓光榫䢓鲹ꄅ䪷ꢝ www⽰ test 榫䢓 

cat /var/log/auth.log | grep "Failed password for" | grep "invalid" | grep 
-v "www\|test"| cut -d " " -f 11 | sort -nr | uniq| while read line;do echo 
[$line];cat /var/log/auth.log | grep "Failed password for" | grep $line | 
grep -Po '(1\d{2}|2[0-4]\d|25[0-5]|[1-9]\d|[1-9])(\.(1\d{2}|2[0-4]\d|25[0-
5]|[1-9]\d|\d)){3} '|sort|uniq -c |sort -nr;done

SSHⱶ㍾



ⶍ篒SSH撷儗舘㵽╙ 7.7撷儗♔┕7.7⹖♔┖撷儗㰇㏇SSH榫䢓⺳冻╞
ⱶ䍠⹾♑择儷爊䈲
焔塛root榫䢓氨䎓⺎♔鵠鲋⪭☽榫䢓su⮽root
㱧逸 fail2ban 全鲽车ꡕ䐒 

0x02 Mysql 倽ⱱ滭鉯  

Mysql 랸阡㱧逸劫变槴氨䎓仼䑪㏇ Ubuntu ┕랸阡⛤糌╙ /var/log/mysql/error.log  

刧洇氨䎓ꛯ陬氳榫䢓⺳ 

cat /var/log/mysql/error.log | grep "Access denied for user"  | grep "using 
password: YES" | awk -F "'" '{print $2}' | sort | uniq -c | sort -nr

刧洇氨䎓ꛯ陬榫䢓⺳氳氨䎓IP♔⹖埠丘 

cat /var/log/mysql/error.log | grep "Access denied for user"  | grep "using 
password: YES" | awk -F "'" '{print $2}' | sort| uniq | while read line;do echo 
$line;cat /var/log/mysql/error.log | grep "Access denied for user" | grep 
"using password" | awk -F "'" '{print $4}' | sort | uniq -c | sort -nr; done

 

0x03 FTP 倽ⱱ滭鉯  

ftp僜ⱷ珸♔ vsftpd╙❇⪭☽僜ⱷ珸䓙饟眷⛎仼䑪阭䎓⺎耇┘⺱
vsftpd鿥糌鲋爊

粠簇鳀䫙 

https://github.com/fail2ban/fail2ban
https://ubuntu.com/server/docs/service-ftp


⺎♔洇⮽朆㏇㰇㏇┉兣䄖篺䋧环氳鳀䫙☳ 192.168.197.101氳56806珸⹾鳀䫙⮽192.168.197.129氳
21珸⹾ 

㞝冽㰇㏇倽ⱱ滭鉯粠簇鳀䫙䗯⬅㞝┖ 

僗㛻ꄈ氳ESTABLISHED敯䒳⽰TIME_WAIT敯䒳氳粠簇鳀䫙
 

䎎⯥氳ftp劫陚 

ftp⽰ssh┘┉绪ftp氳劫陚┉芘䏭ꥈ䩔䨿⮽ꢝꪝ塝休塝⯎塜㏇✳榫
last -w -x 



☳鲮影篾冽⺎♔洇⮽僗㛻哮5埠ftp鳀䫙僗┉光劫陚❤仾㏇篪❤仾㏇篪氳鳀䫙pid╙ 21990

ftpwho 

█⺎♔✳榫ftpwho全鲽车刧洇鲹光䄄랸阡媆僗㱧逸㏇ubuntu免꧎金 apt install 
ftpwho

 

䫙┖全䡘♜洇洇仼䑪
㏇ubuntu┕vsftpd氳仼䑪⛤◇ /var/log/vsftpd.log

塜䅻氨䎓氳仼䑪

┖鰉突♭ 

ꛯ陬氨䎓氳仼䑪 ┘⮇額⺙佭⻖㰇㏇

倽ⱱ滭鉯氳仼䑪



洇全䦋簈僜ⱷ鲹◄僜ⱷ█佭䦋簈氳
氨䎓㜊題氳額⺙㏐㏥ 

cat /var/log/vsftpd.log | grep FAIL | cut -d "[" -f 3 | cut -d "]" -f 1 | sort 
| uniq -c | sort -nr  

刧洇氨䎓㜊題氳榫䢓氳氨䎓IP 

cat /var/log/vsftpd.log | grep FAIL | cut -d "[" -f 3 | cut -d "]" -f 1 | sort 
| uniq | while read line;do echo $line;cat /var/log/vsftpd.log | grep  $line | 
cut -d ":" -f 7 | cut -d '"' -f 1 | sort | uniq -c | sort -nr; done  

FTP僜ⱷⱶ㍾ 

焔榫 anonymous ⽰ ftp 允光額⺙ 
✳榫 SSL ⱶ㳢 FTP
㱧逸 fail2ban 全鲽车ꡕ䐒 

 

0x04 Redis 儔䪧儹阼ꠋ&倽ⱱ滭鉯  

儔䪧儹阼ꠋ庀嬼嬼㞝⪭⺳㍕╙┘꧎金䪧儹䢦♔⺎耇劫㵗舚┉걾䕥䙬䳩⛼
媆ス陱氳波䫙鳀䫙㶩㞑 

https://github.com/fail2ban/fail2ban


 

ⱶ㍾亡勆 

阻糌㳢溞,䇜┦㳢溞餉㛫择儷 

㵨redis.conf 免氳 requirepass ⯥氳嫱ꄂ䣒䋯䇜┦阻糌┉光择儷㳢溞 

䧝拨꧎姳鲽车䷅⹾㞝冽别别佭儗儬✳榫⺎♔篼㲋IP╙ 127.0.0.1  



⟤䷊鿥糌突♭⺵꧎金ꄆ⻪redis问䷞
redis 랸阡佭┘阭䎓仼䑪氳⺎♔鵠鲋鿥糌 logfile 全鲽车阻糌仼䑪阭䎓 ,랸阡氳loglevel╙notice

 

redis3.2撷儗⺵亍㘍protected-mode鿥糌랸阡佭yesⷊ䋯⻪ն阻糌拿鼨粠簇鳀䫙redis僜ⱷ阻糌亡䌋
㞝┖
1յ⪩ꠊprotected-mode嘗䌋塝休拿鼨粠簇⺎♔波䫙阼ꠋ
2յ䋯⻪protected-mode变䥉嘗䌋꧎鿥糌bind ip䡝縖阻糌阼ꠋ㳢溞
 



Redis 仼䑪⮇冫
儔䪧儹氨䎓仼䑪 

loglevel = notice

╚儬儔䪧儹氨䎓 --> 䣮车info --> 䣮车set hello wrold --> exit鴚⭴ 

 

loglevel = verbose

╚儬儔䪧儹氨䎓 --> 䣮车info --> 䣮车set hello wrold --> exit鴚⭴ 

 



 

loglevel = debug

╚儬儔䪧儹氨䎓 --> 䣮车info --> 䣮车set hello wrold --> exit鴚⭴ 



簧┕⺎♔洇⭴
⺆僗䣆墙阻糌logfile䣉耇变㰇仼䑪랸阡┘阻糌
랸阡氳仼䑪篒⮷notice佭┘劫阭䎓氨䎓յ䣮车䧗♑յ鴚⭴氳ն
loglevel阻糌╙ verbose䡝縖debug䣉劫阭䎓氨䎓╚儬
䣮车氳䧗♑ info set 璡ⷊ✳ loglevel 佭 debug 篒⮷█┘劫阭䎓⛙佭劫阭䎓䡘♜阻糌▽指㵽光key
⛮key⺳燢♔⹖⫂㳋┘劫阭䎓

㞝冽䘶║休阭䎓┉┖陣篱仼䑪⺎♔✳榫 MONITOR 

✳榫䡘♜氳╚儬氨䎓redis兴⺵䣮车 MONITOR 䧗♑兴⺵㶩⺎♔洇⮽⪭☽╚儬鳀䫙redis僜ⱷ⺵氳陣
篱䳩⛼▽

 

redis 倽ⱱ滭鉯



loglevel = notice 

 

loglevel = verbose 



 

loglevel=debug 



簧┕全洇䡘♜⺆僗䤧 loglevel 阻糌╙ verbose 䡝縖 debug 氳休⠯䣉⺎♔阭䎓⮽倽ⱱ滭鉯
█㶩佭陱랸阡䗯⬅┖┘洇粠簇鳀䫙劯儗仰嫏鈸㴕⮽倽ⱱ滭鉯䎎抆▽㱧⪓阻㚷㞝edr⺎耇佭劫沪孾氳

 

20210419 朆㏇氳ꠋ겗佭 redis 㵒◇阡阾䡗Ⱶ⽰㜊題仼䑪齉佭┉绪氳仰嫏⵲⮇䷍⭵⽰塜䅻氨䎓,꧎金⺵僿⫋阥
阷
20210513 redis 泘⯥仰嫏鵠鲋仼䑪全⮮亇佭⻖逈倽ⱱ滭鉯



倽ⱱ滭鉯氳 



ubuntu 16.04 㱧逸 4.0.9 撷儗氳 redis 

鿥糌突♭랸阡  /etc/redis/redis.conf  
랸阡䋯⻪ protect mode ,篼㲋IP╙ 127.0.0.1 
랸阡阭䎓仼䑪 /var/log/redis/redis-server.log  



䡘♜⪩ꠊprotected-mode 阻糌 bind 0.0.0.0 ,鲽车塜䅻阼ꠋ⽰ꛯ陬氨䎓㶍陒阻糌 requirepass 㳢溞
 

仼䑪璡篒verbose --> ꛯ陬㳢溞氨䎓㶍陒 --> 鴚⭴ --> 塜漶㳢溞氨䎓 --> 䣮车 info --> 䣮车 set hello world --> 
鴚⭴

仼䑪璡篒 debug --> ꛯ陬㳢溞氨䎓㶍陒 --> 鴚⭴ --> 塜漶㳢溞氨䎓 --> 䣮车 info --> 䣮车 set hello world --> 
鴚⭴ 



䡘䴚䷒䋶䷒䋶氨䎓䡗Ⱶ㜊題┉光绪
 

0x05 Mongodb 倽ⱱ滭鉯  

Mongodb 傾篺█⭴朆鲋儔䪧儹阼ꠋ庀嬼⛮⺎♔⹇拨Freebuf ┕氳突珖 https://www.freebuf.com/vu
ls/212799.html 

╙▽⮇冫仼䑪䡘♜䤧沪⻤阻糌╙ 0.0.0.0 ✳榫⺁┉⺐僜ⱷ全鲽车鳀䫙

3.0兴⯥撷儗氳MongoDB,랸阡沪⻤㏇0.0.0.03.0⹖兴⺵撷儗랸阡沪⻤㏇127.0.0.1ն 
3.0兴⯥撷儗㞝儔ⱶ榫䢓留杼⼥額⺙⹖丘䩺䈑額⺙✳榫--auth⹇丘⻪墙休㏇儗㏐鵠鲋127.0.0.1☱⺎仰꧎額⺙㳢溞氨䎓阼ꠋ丘䩺䈑鲾爊阼ꠋ⮟䬠炐꧎阡阾 
3.0⹖兴⺵撷儗✳榫--auth⹇丘⻪墙⺵仰額⺙⮟儗㏐⽰鲾爊㏰仰♳⛰丘䩺䈑阼ꠋ儹꡿ն 

https://www.freebuf.com/vuls/212799.html


㏇ Ubuntu ┕랸阡仰꧎㳢溞뀰阾⺎♔ⱶ⻪墙⹇丘全阻糌㳢溞뀰阾랸阡鿥糌突♭⛤糌╙ 
/etc/mongodb.conf  랸阡氳氳仼䑪⛤糌╙ /var/log/mongodb/mongodb.log  , 3.0 ♔┕撷儗랸阡 

band_ip ╙ 127.0.0.1 䡘♜⟤䷊┉┖♔➘㲓뀰 

鲹绪 Centos 㶩⺎♔鳀䫙┕▽ 



仼䑪⮇冫
塜䅻⻪墙仰阼ꠋ

仰㳢溞塜䅻阼ꠋ -- > 䣮车 show dbs --> exit 鴚⭴



mongodb 僗┉憠ꪝ䅻㞑㱚劫阭䎓㲙䢓珸氳硍簊 banner ⼝䕜┕㎂㶩⺎♔岳俏洇⮽ Centos 7.8 氳㲙䢓
珸鳀䫙▽mongodb⛙佭鸆䞽氳佭랸阡䇜媆僗阭䎓㲙䢓珸氳⛮䳩⛼䎎抆▽鸆䞽鲹允光㰅佭Ꙟ㵒㱧⪓
☕⼥全陱氳㵒◇䈒榫塜䅻✳榫仼䑪㰇⤴仼䑪⺎陸䓪变㳢䓪璡鉉䈲全陱鲹╫咱佭僗鷺杼氳ն 

䎎抆▽mongodb █䬠❠▽陣篱仼䑪氳鴲걸䡘♜㶍陒䣒䋯 

䡘♜洇┉┖䋯⻪▽ verbose 兴⺵ 

仰㳢溞塜䅻阼ꠋ -- > 䣮车 show dbs --> exit 鴚⭴





⺎♔洇⮽ⷊ✳佭阻糌 verbose ⺵鲸佭┘劫阭䎓⛮氳䳩⛼⛙漶㲓佭丞光鲋爊催陣篱▽ 

 

仼䑪儔阻糌 verbose 

僗㳢溞塜䅻阼ꠋ --> 䣮车 show dbs --> 鴚⭴ 



鲹ꄅ꧎金嫱䙬氳佭鳀䫙⮽丘䩺䈑⺵┘䣮车♳⛰䳩⛼㶩劫出问┖ꪫ鲹兣仼䑪

█㶩佭䡘剝阭╙鳀䫙⺵㶉儔阡阾氳鲹兣
 

僗㳢溞 --> ✳榫┘㰇㏇榫䢓氨䎓 --> 㰇㏇榫䢓ꛯ陬㳢溞氨䎓㶍陒 --> 塜漶榫䢓⺳㳢溞氨䎓--> show 
dbs --> 鴚⭴

倽ⱱ滭鉯 

Unauthorized: not authorized on admin to execute command { replSetGetStatus: 1.0, 
forShell: 1.0, $db: "admin" } 



⺎♔洇⮽㰇㏇㛻ꄈ氳failed 氳仼䑪鲹㶩㞑ⱴ▽
仼䑪阻糌 verbose 

波䫙倽ⱱ滭鉯㶩㞑



⺎♔洇⮽豓抆催ⱶ陣篱▽⛙佭⪩꜄㰅 failed 鲸佭㏇氳⺎♔♔塝全⛼╙瓇鴲❤䩺
 

仼䑪⮇冫
┘⺱硍簊♔⹖㱧逸朅㗟仼䑪泘䎓⺎耇┘⺱鲹ꄅ✳榫 ubuntu랸阡氳泘䎓 
/var/log/mongodb/mongodb.log  

㰇㏇氳額䢓氳氨䎓㜊題䗯⬅ 

cat /var/log/mongodb/mongodb.log | grep -v "UserNotFound"|grep failed | awk -F 
" " '{print $9}' | sort|uniq -c|sort -nr

㰇㏇氳切光額䢓 (♔root╙❇) 氨䎓㜊題氳全嶏IP♔⹖埠丘
cat /var/log/mongodb/mongodb.log | grep -v "UserNotFound"|grep failed| grep 
root | awk -F " " '{print $14}' | cut -d ":" -f 1 | sort | uniq -c | sort -nr  

刧洇䢦僗㰇㏇氳額䢓氨䎓㜊題氳全嶏♔⹖埠丘
cat /var/log/mongodb/mongodb.log | grep -v "UserNotFound"|grep failed | awk -F 
" " '{print $9}' |sort | uniq | while read line;do echo $line;cat 
/var/log/mongodb/mongodb.log |grep -v "UserNotFound" | grep failed | grep $line 
| awk -F " " '{print $14}' | cut -d ":" -f 1 | sort | uniq -c | sort -nr; done

 

┘㰇㏇氳額䢓氳氨䎓㶍陒 

cat /var/log/mongodb/mongodb.log | grep "UserNotFound"|grep failed | awk -F " " 
'{print $9}' | sort|uniq -c|sort -nr

┘㰇㏇額䢓氳氨䎓IP♔⹖埠丘 



cat /var/log/mongodb/mongodb.log | grep "UserNotFound"|grep failed | awk -F " " 
'{print $9}' |sort | uniq | while read line;do echo $line;cat 
/var/log/mongodb/mongodb.log |grep "UserNotFound" | grep failed | grep $line | 
awk -F " " '{print $14}' | cut -d ":" -f 1 | sort | uniq -c | sort -nr; done

 

0x06 smtp 倽ⱱ滭鉯  

黑♭僜ⱷ鲹怪┉波佭⚀┯狰滭⹾氳ꄆ愧⵲╚金寘⹖└光ⶖ阫 SMTP, POP3, IMAP 

甏⶝全陱SMTP顆顊⹠POP3յIMAP顆顊䷅POP3ⶖ阫㲙䢓珸䷅⮽黑♭僜ⱷ珸㶩劫㵨⪭⮧ꢝꢝ
ꪝ僗攑墥氳鿥糌⺎耇㏇┉◙亡ꪫ僗⪭榫鵎նIMAP⮟䌶辍▽鲹┉籬ꣀ㲙䢓珸院䷅䷅僜ⱷ珸鲸簄✃变㰇
浔⺱休✃㏇㲙䢓珸氳⺨熨鿥糌䳩⛼齉劫㏇僜ⱷ┕鲽车⺱塠
 

䧝拨⪭榫鵎全陱└熨ⶖ阫齉僗骱♷阡阾氳鲋爊㵒◇鲹熨⭴朆鰏企氳ⶖ阫阻阞兴⮤齉┘劫僗⹙㍕碜阡
阾鲹熨┱重奅珔佭㱧⪓☕⼥⭴朆♔⺵粠簇䣉⹩䐂┘㱧⪓▽䢦♔⭴朆▽朆㏇⺨熨ⶖ阫氳辍⩘㵒◇└
熨ⶖ阫氳⛮丘䩺ⴎ⮇冫⺎♔洇┖ꪫ氳突珖
https://wooyun.js.org/drops/Wireshark%E9%BB%91%E5%AE%A2%E5%8F%91%E7%8E%B0%E4%B
9%8B%E6%97%85%EF%BC%884%EF%BC%89%E2%80%94%E2%80%94%E6%9A%B4%E5%8A%9B
%E7%A0%B4%E8%A7%A3.html

鲹ꄅ波䫙㵨突珖免氳⫂㳋䌖榫⮽鲹ꄅ 

POP3 

smtp

+OK Microsoft Exchange Server 2003 POP3 .......... 6.5.6944.0 (a-
ba21a05129e24.test.org) ........   //僜ⱷ⬢㚷㶩簕
CAPA   //榫◇⹧䐂塝僜ⱷ氳Ⱶ耇鴲걸岳⶝
+OK Capability list follows
TOP
USER
PIPELINING
EXPIRE NEVER
UIDL
.
USER jufeng001@test.org    //┚ POP3 Server 鴝⭴浪䢓⺳
+OK
PASS 1qaz@WSX    //┚ POP3 Server 鴝⭴㳢溞
+OK User successfully logged on.   //阡阾䡗Ⱶ
STAT
+OK 14 21568
QUIT
+OK Microsoft Exchange Server 2003 POP3 .......... 6.5.6944.0 ..........

https://wooyun.js.org/drops/Wireshark%E9%BB%91%E5%AE%A2%E5%8F%91%E7%8E%B0%E4%B9%8B%E6%97%85%EF%BC%884%EF%BC%89%E2%80%94%E2%80%94%E6%9A%B4%E5%8A%9B%E7%A0%B4%E8%A7%A3.html


IMAP 

Linux 䅻榫氳黑♭僜ⱷ╙  Postfix , ubuntu ┕랸阡仼䑪⛤糌 /var/log/mail.log 

SMTP阡阾㜊題氳IP簊阞
cat /var/log/mail.log | grep "authentication failed" | grep -Po '(1\d{2}|2[0-
4]\d|25[0-5]|[1-9]\d|[1-9])(\.(1\d{2}|2[0-4]\d|25[0-5]|[1-9]\d|\d)){3}' |sort|uniq 
-c|sort -nr

Postfix 仼䑪耇㛫䬠⹧氳⫂㳋⛎典┘指█㶩鲹◙
0x07 ヤ⺵ꡙ夀  

波䫙刧洇ヤ⺵ꡙ夀ⷊ⺎

220 a-ba21a05129e24.test.org Microsoft ESMTP MAIL Service, Version: 6.0.3790.3959 
ready at  Thu, 6 Aug 2015 11:10:17 +0800  //僜ⱷ㶩簕
EHLO Mr.RightPC //╚儬⺳
250-a-ba21a05129e24.test.org Hello [192.1.14.228]
……
250 OK
AUTH LOGIN  //阡阾䋯㡏
334 VXNlcm5hbWU6  // Username:
anVmZW5nMDAxQHRlc3Qub3Jn  //鰟⪍榫䢓⺳氳base64籁溞
334 UGFzc3dvcmQ6  // Password:
MXFhekBXU1g=   //鰟⪍㳢溞氳base64籁溞
235 2.7.0 Authentication successful.    //阡阾䡗Ⱶ

* OK Microsoft Exchange Server 2003 IMAP4rev1 .......... 6.5.6944.0 (a-
ba21a05129e24.test.org) ........     //IMAP僜ⱷ㶩簕
bf8p CAPABILITY
* CAPABILITY IMAP4 IMAP4rev1 IDLE LOGIN-REFERRALS MAILBOX-REFERRALS NAMESPACE 
LITERAL+ UIDPLUS CHILDREN
bf8p OK CAPABILITY completed.
s3yg LOGIN "jufeng002" "1qaz@WSX"        //鰟⪍榫䢓⺳:jufeng002㳢溞:1qaz@WSX
s3yg OK LOGIN completed.     //阡阾䡗Ⱶ



ꪝ䧏簘䓪◄♭  
0x00 甏☮  

䧏簘䓪氳䧳溜յ鲾䫝⺵ꠅ璡⺎♔鵠鲋波䫙䪷刧⹠朆⛙佭㏇㲓ꡮ䄄⛼免䏭指䕥䙬车╙阼ꠋ䕥䙬㓊⺳յ鳀
䫙䕥䙬IP⺆꥘免⭴朆▽⭓埠仰嫏波䫙鵠鲋粠簇鳀䫙䤓⮽䕥䙬鲽爊⹖突♭䡝縖僗◙䕥䙬爊䈌㚲糌篾兠⺵
仰嫏漶㲋佭⻖䄖篺岳杼㱮丞
⺎♔鵠鲋湿休ꠑ/Ꝛ休ꠑ粠簇沪䫝全鉯⬀

 

0x01 漶㲋泘剝㓊⺳䡝IP  

㞝冽泘剝㓊⺳䡝縖IP佭切┉湳⺳篯篲氳⺎♔㵨院篯篲䡝縖熨眷檫夽氳㓊⺳⽰IP齉䷅꥘鲽车沪䫝
 

0x02 ⟤䷊㓊⺳鉯冫阭䎓  

⟤䷊䕥䙬㓊⺳氳鉯冫阭䎓泘氳╚金僗允光
ꡢ亇䫝⯆ꡕ塛◅埠⚮㲺
䐂⮽㍾㲋氳IP鉯冫阭䎓ꡕ塛䷍⭵縖䤧㓊⺳┖几䡝縖䷊⹩鉯冫⮽氳IP

 

⟤䷊㓊⺳鉯冫阭䎓僗允光鵎䏧
㏇⫂粠DNS僜ⱷ免꥘免⟤䷊㞝冽⫂㰇僗DNS僜ⱷ
⟤䷊ hosts 突♭ (䫠蔘)

 

♔䕥䙬㓊⺳ du.testjj.com  ╙❇ 

鵠鲋⟤䷊ /etc/hosts  㵨 du.testjj.com  鉯冫IP⟤䷊╙ 123.123.123.123  



 

0x03 阻糌沪䫝爊䈌  

䏭指㲙䢓┘⩒阵㏇僜ⱷ┕㱧逸沪䫝爊䈌⛙佭㵒◇⺎检阞氳耾儗⠡佭⺎♔㏇检阞⺵䣮车㍕塝鲹ꄅ╚金♔
耾儗╙╚

 

Linux_Audit_Nop.sh 

#!/bin/bash

while true
do  
    sleep 0.1
    pids=$(netstat -pantu | grep 123.123.123.123 | awk -F "/" '{print $1}' | awk 
-F " " '{print $NF}' | sort | uniq)
    for one_pid in $pids
    do
        if [ $one_pid == "-" ]; then 
            continue
        fi

        echo "" >> $(pwd)/Audit_results.txt
        echo "[ lsof -p $one_pid ]" >> $(pwd)/Audit_results.txt
        lsof -p $one_pid >> $(pwd)/Audit_results.txt
        echo "" >> $(pwd)/Audit_results.txt
        echo "[ cat /proc/$one_pid/maps ]" >> $(pwd)/Audit_results.txt
        cat /proc/$one_pid/maps >> $(pwd)/Audit_results.txt
        echo "" >> $(pwd)/Audit_results.txt
        echo "[ ls -al /proc/$one_pid/exe ]" >> $(pwd)/Audit_results.txt
        ls -al /proc/$one_pid/exe >> $(pwd)/Audit_results.txt
    done
    if [ -f "$(pwd)/Audit_results.txt" ]; then
        echo "Found it !"
        exit

    fi    



 

ꢝ▽┕鳮耾儗♔拿⫋䫠蔘允堑奃鰏⚝熔氳爊䈌
sysmon for linux 
auditd

 

sysmon for linux ⸊儗佭䐭鯻╙ Windows 䋯⹠氳沪䫝爊䈌21清氳休⠯咱▽ Linux 䋯嶏撷
https://github.com/Sysinternals/SysmonForLinux

https://github.com/OpenSecureCo/Demos/blob/main/sysmonforlinux

 

auditd ꥘䡗㏇ Ubuntu 氳鯻♭䈑免⺎♔波䫙㱧逸
https://linux.die.net/man/8/auditd

 

0x04 璡䏨䕥䙬爊䈌䣮车  

 

0x05 漶㲋爊䈌鲡车休ꠑ  

刧洇爊䈌鲡车休ꠑ
ps -eo pid,lstart,etime,cmd | grep <pid>

    fi    
done

https://github.com/Sysinternals/SysmonForLinux
https://github.com/OpenSecureCo/Demos/blob/main/sysmonforlinux
https://linux.die.net/man/8/auditd


辑炐 1292  鲹光鲽爊佭㏇ 2022 清 4 僖 28 仼 13:32:20  逈⮡䋧氳䄖篺鲡车▽ 30⮇ꦻ2
熯 ⛮䣮车氳⽝♑车╙ /usr/sbin/sshd -D

┚䤓⮽氳䕥䙬突♭⮡䋧休ꠑ鲽车㵒奃
stat xxx.sh  

 

ls -al xxx.sh

 

鲹光鼨⮇催指佭╙▽뀰阾⹠朆氳突♭佭⻖╙䎎⯥爊䈌氳䕥䙬突♭㘍ⱶ鲹光㵒奃⺎耇劫⹠朆┉◙兴⯥媆僗
⹠朆氳賛┲뀐鴇

 

0x06 㚲杼䋳䅻鲽爊  

䕥䙬突♭绪儗ꃾ绪
scp

scp -P 4588 remote@www.target.com:/usr/local/aaa /home/admin
-P 䧗㲋SSH珸⹾
☳鲾爊僜ⱷ㵨aaa┖鰉⮽儗㏐氳 /home/admin

finalshellյxshell璡꥘䡗䄄
pythonյphp璡爊䈌颯http僜ⱷ
nc

檫夽㏇篪⮇冫 

PCHunter
Virustotal
⿊Ⲩ
jotti
scanvir
뇨泴

https://scan.anxinsec.com/
https://www.virscan.org/
https://habo.qq.com/
https://virusscan.jotti.org/
http://www.scanvir.com/
https://www.maldun.com/submit/submit_file/


䐭塠◌婻畴
HYBRID
㜦㱧⼝婻畴
㛻㏀◌婻畴压孾硍簊

㵖䤓檫夽⮇冫䥊⼔
岑⼝僜㱧⪓䈒䓧⿏䈒♔⹖EDR湳陃顲耇䇖⺐
岑⼝僜EDR㍙꠼㱧⪓䗯䥊⮇冫
岑⼝僜㱧⪓免䑐
愂篽㱧⪓僄亍顫阬
㱧⪓㲙 
Freebuf
...

鲽爊刧儴 

僗◙鲽爊劫颯㯹鲽爊⺎♔✳榫㞝┖⽝♑刧洇 

ps ajfx  
systemctl status

㞝冽仰㯹鲽爊波䫙✳榫 

kill -9 pid  鲹绪劫波䫙儴墅䧗㲋鲽爊⛙佭榺鲹光鲽爊出问氳㯹鲽爊┘劫逈儴墅
㞝冽鲽爊颯㯹鲽爊꧎金✳榫㞝┖⽝♑        

kill -9 -pid  嫱䙬鲹ꄅpid⯥僗光⬵⺙辑炐儴䪨鲹光鲽爊篯 

鲽爊篯ID & 劫陚ID 
䇖休䡘♜⪩嫱氳催指佭PID⽰PPID㵒◇PGIDSID䫙鉵鰏㵽甏⶝☮篸┉┖ 
✳榫 ps ajfx  ⺎♔洇⮽⛮氳PPIDյPIDյPGIDյSID ⼝䕜

爊䈌鲡车颯全⺵劫出问┉光╚鲽爊䇜┦⮇鿥┉光鲽爊IDpid㞝冽㏇鲡车僿ꠑ颯⪭☽鲽爊黁
╫鲹光⪭☽鲽爊㶩佭㯹鲽爊⺱休⮇鿥注䈒氳鲽爊ID䇜阻糌⪭PPID氳⡬╙撝鲽爊氳pid
塝休⼱撝鲽爊⽰䢦僗问䡗氳㯹鲽爊劫篯⺭䡗┉光鲽爊篯䇜┦⮇鿥┉光鲽爊篯ID
黁☜╫⺈咱劫陚ID⪭㲓█䏭㳋佄杼鉯䡘♜鵠鲋ssh ꛔ䫙⮽僜ⱷ㶩劫藜⹧┉光劫陚⮇鿥┉光劫
陚ID塝休䡘♜颯氳鲽爊氳劫陚ID齉佭┉绪氳
䢦♔㞝冽䧳溜爊䈌僗隀榫㯹鲽爊黁╫㶩꧎金♔鲽爊篯╙⶝⛤儴墅

㱥䥉鲽爊(daemon) 

䧳溜檫夽╙▽变꤄䧳溜爊䈌氳鲡车鵠䅻劫╙䧳溜爊䈌阻糌㱥䥉鲽爊儴墅㱥䥉鲽爊┚儴墅俋鵠鲽爊䇜
仰⵲⮷催陣篱氳⫂㳋䄖篺䔅篾⮽ Linux㱥䥉鲽爊 | 䈒䓧⿏䈒 鲹疟突珖

https://s.threatbook.cn/
https://www.hybrid-analysis.com/
https://sandbox.ti.qianxin.com/sandbox/page
https://sandbox.freebuf.com/
http://unit.sangfor.co/
https://edr.sangfor.com.cn/#/information/information?%24tab=b
https://wiki.sec.sangfor.com.cn/wiki-safe-events
https://www.huorong.cn/info/
https://www.anquanke.com/
https://www.freebuf.com/
https://mp.weixin.qq.com/s/3MJUsGZeVWgOeQ9wx2KylQ


篪爊刧儴
䏭指儒뀐檫夽㵨䕥䙬♏溞䣮车咱⮽▽篪爊篒⮷█㶩佭陱ꡭ⮽▽朆僗塜䅻┯ⱷ氳鲽爊免咱┉光篪爊,泘
⯥刧儴┉光鲽爊免氳篪爊곽ꢣ奃鰏㛻冓⺎耇劫䤧鲽爊䮨㾆䪨꧎金┚㲙䢓漶阡㞑⫋鲽车儴墅篪爊氳
亡嫏⽰儴墅鲽爊┉绪㍕╙㏇Linux免篪爊氳哮䒞㶩佭鰇ꄈ篒鲽爊
劯䩺pid刧洇榺鲽爊颯氳篪爊

ps -T -p pid
ps -aLf pid

⪭免SPID㶩佭篪爊ID縡CMD剥⮟侁炐▽篪爊⺳燢
top -H -p pid  -H 鴲걸⺎♔侁炐篪爊 

htop (랸阡儔㱧逸)⺎♔鰏╙⪓ꪫ氳㷤炐篪爊
pstree -agplU  䫠蔘ꪝ䅻⪓ꪫ㷤炐鲽爊┚篪爊ꠑ氳⪩硍 

刧洇⪓鼨氳篪爊
ps -eLFa

0x07 ⮧ꢝ䕥䙬乄♭  

鵠鲋鲽爊pid♔⹖/proc/ ,䡘♜䄖篺㲋⛤⮽▽突♭氳⛮⛤糌䫙┖全㶩佭⮧ꢝ䕥䙬突♭
刧洇突♭ⶭ榫 
lsof eval.sh
㞝冽㰇㏇鲽爊ⶭ榫黁╫ⶭ榫鲽爊█⺎耇佭䕥䙬鲽爊꧎金䧝拨兴⯥氳塠끈鲽车刧洇
a ⽰ i 㷯䓪㵗舚突♭┘⺎⮧ꢝ 

a㷯䓪 突♭⺆耇㘍ⱶ⫂㳋┘耇⟤䷊兴⯥氳突♭┘耇⮧ꢝ突♭
i㷯䓪 ⫂㳋┘耇䷊⹩突♭┘耇⮧ꢝ 
⺎♔✳榫 chattr -a  ⽰ chattr -i

⛮⺎♔⹇縓
https://www.cnblogs.com/kzang/articles/2673790.html

㜦䓯突♭⺳㵗舚突♭┘⺎⮧ꢝ 

☳windows⺸linux⚩鰟氳突♭䡝縖䷍⭵縖䕥䙬⯆鵲氳突♭䏭指劫僗突♭⺳▞溞仰嫏波䫙鵠鲋▞溞氳
突♭⺳鲽车⮧ꢝ⺎♔✳榫inode全漶㲋突♭⺳兴⺵⮧ꢝ
✳榫 inode 鲽车⮧ꢝ 

刧洇inode 

ls -li eval.sh

https://www.cnblogs.com/kzang/articles/2673790.html


⮧ꢝ突♭
find ./* -inum 12327526 -delete
find ./ -inum 12327526 -exec rm {} \;
find ./* -inum 12327526 -exec rm -i {} \;  (劫僗┉塠漶阡佭⻖⮧ꢝ)
find ./* -inum 12327526 -exec rm -f {} \; (┘鲽车漶阡波䫙䍠⯆⮧ꢝ)
find ./* -inum 12327526 |xargs rm -f
rm `find ./* -inum 12327526`

⹇縓突珖
https://www.cnblogs.com/starry-skys/p/12970463.html
https://www.cnblogs.com/tssc/p/7574432.html

0x08 ヤ⺵ꡙ夀  

波䫙刧洇ヤ⺵ꡙ夀ⷊ⺎
 

john@john:~/temp$ ls -li evil.sh 
12327526 -rw-r--r-- 1 john john 0 3僖   7 10:21 evil.sh
john@john:~/temp$ 

https://www.cnblogs.com/starry-skys/p/12970463.html
https://www.cnblogs.com/tssc/p/7574432.html


ꤖ鷺  
╙▽꣰ⶂ孲ꄈ䷍⭵縖䅻䅻✳榫ꤖ鷺全鲽车孲ꄈⱶ㳢┚岝尺

0x01 SSHꤖ鷺  

SSHꤖ鷺氳陣篱㲓뀰鲋爊♔⹖⮇冫⺎♔刧洇湳陃憠ꡭ䎓0x03

ꤖ鷺饇留㯹┉绪允珸齉⺎♔⛼╙⪍⹾յ⭴⹾㲓뀰╚儬⮇鿥㞝┖
䷍⭵儬㶩榫䡘氳擻杼儬 10.211.55.2 

逈䫝╚儬咱ꤖ鷺氳╚儬Centos 10.211.55.11

阼ꠋ⹨꡿╚儬 Ubuntu 10.211.55.10

儗㏐鯸⹠ꤖ鷺  

压孾亡嫏
䡘♜全洇┉┖⹨䫝╚儬佭⻖㰇㏇䋳䅻 

粠簇鳀䫙

☳孲ꄈ┕洇指▽┉光䷍⭵儬鳀䫙⹨䫝╚儬Centos 22珸⹾氳鳀䫙⺱休指▽┉光⹨䫝╚儬Centos 阼ꠋ 
10.211.55.10 80珸⹾氳鳀䫙㏇䡘♜㲓뀰╚儬免⺎♔岳俏洇⭴全⛙佭㞝冽㏇㲓ꡮ䗯⬅免䏭指┯ⱷ㏇✳
榫⺱┉光╚儬氳休⠯佭ꪝ䅻ꥈ♔⮇鱂⭴鲹佭┉光SSHꤖ鷺氳䢦♔☳粠簇鳀䫙┕鱂⮷SSHꤖ鷺ꥈ䈲鰏㛻



鲽爊 

 ☳鲽爊鉉䈲全刧洇指▽┉光ssh鳀䫙鲽爊鲹光鲽爊䏭⺎耇㶩佭僗ꠋ겗氳▽⺎♔纭硍注⪩╚儬┯ⱷ☕
⼥漶阡
 

仼䑪 

✳榫lastb 全刧洇䋳䅻氨䎓仼䑪,儔⹠朆⫂㳋 

刧洇仼䑪突♭ /var/log/secure

⺎♔洇⮽㰇㏇全舅䷍⭵儬擻杼儬 10.211.55.2氳ssh阡阾鳀䫙
㵒◇SSH儗㏐鯸⹠ꤖ鷺全陱䣮车⽝♑佭㏇䷍⭵儬┕䢦♔仰嫏鵠鲋history刧⮽♳⛰⼝䕜

☳┕ꪫ全洇╚金⹠朆SSHꤖ鷺氳䣆夀㶩佭刧洇粠簇鳀䫙⽰仼䑪鲹熨鳀䫙┚塜䅻氳SSH鳀䫙仰䋳䢦♔
鰏ꥈ⮇鱂 

鲾爊鯸⹠ꤖ鷺  

⹨䫝儬Centos 鵠鲋ssh鲾爊鳀䫙䡘♜氳䷍⭵儬(擻杼儬)䇜┦㏇䡘♜䷍⭵儬┕䋯䷒┉光珸⹾8008咱
socksꤖ鷺
⹛⺸氳㞑㚲佭㏇┉◙ꡕ愂㘅鿥糌┖⺎耇⫂粠╚儬拿纭珸⹾劫僗꡿⯆鲹绪䡘♜鵠鲋鿥糌䷍⭵儬SSH珸⹾╙ 
53 珸⹾⺎耇䡗Ⱶ狪鲋ꡕ愂㘅
兴䢦♔金⹨䫝╚儬鲾爊鳀䫙䡘♜擻杼儬佭㍕╙ssh랸阡鿥糌 -R ⹇丘䋯䷒珸⹾篼㲋氳㏐㏥佭 127.0.0.1 縡┘佭 
0.0.0.0 ,鲹㶩㵗舚ⷊ✳䡘♜塜⺸㏇⹨䫝╚儬 Centos┕䋯▽ 8008 珸⹾䡘♜█仰嫏鳀䫙䢦♔䡘♜ꃾ榫⹛⺸
氳亡䌋

压孾亡嫏
粠簇鳀䫙 



粠簇鳀䫙⺎♔洇⭴⹨䫝╚儬SSH鲾爊鳀䫙䡘♜氳擻杼儬鷕⮽鲹熨䗯⬅㶩꧎金鲽车⽰╚儬յ┯ⱷ☕⼥漶阡
鳀䫙佭⻖塜䅻┯ⱷ

鲽爊

鲽爊免⺎♔洇⮽䡘♜䣮车氳⽝♑ 

仼䑪 

 ☳history 免⺎♔洇⮽䡘♜氳鳀䫙䳩⛼⪩◇history氳湳陃憠⺎♔刧洇ヤ⺵䄄⛼免氳history

ⲁ䒳ꤖ鷺  

┕ꪫ氳允熨ꤖ鷺齉佭别别鯸⹠┉光IP氳┉光珸⹾㵒◇䷍⭵縖全陱꧎金䷍⭵⫂粠氳┘⺱䈒榫㞝冽夷䷍⭵
┉光䈒榫㶩金何㵤┉埠㶩㜁띳懰▽䢦♔SSH䬠❠▽┉熨墙䒳ꤖ鷺眷⛎♏杼嘗䌋孲ꄈ⹠⮽⪍⹾榺SSH 
Server全⮮亇⛮佭⻖☜╫ⶖ阫鯸⹠⮽黁⺐僜ⱷ 

墙䒳ꤖ鷺佭┉熨儗㏐鯸⹠ꤖ鷺,㏇篼㲋珸⹾䋯┉光socks4/5氳♏杼波䫙阻糌♏杼⺵⺎♔阼ꠋ⫂粠╚儬
压孾亡嫏
䡘♜全洇┉┖⹨䫝╚儬 Centos 㰇㏇⿵◙䋳䅻 

粠簇鳀䫙



 鲸佭┉绪耇洇⮽粠簇鳀䫙꧎金┚注⪩☕⼥漶阡
鲽爊 

 ☳鲽爊⺎♔洇⭴指▽┉光ssh⪭☽媆ス
仼䑪 

䋳䅻氨䎓仼䑪免仰䋳䅻

 ㏇ /var/log/secure 免⺎♔洇⮽ ssh 阡阾鳀䫙

0x02 DNSꤖ鷺  

dnsꤖ鷺佭┉熨注㵒꣰氳┉熨鳀䫙亡䌋鵠鲋DNS氳AյCNAMEյTXTյMX⺨熨阭䎓鲽车孲ꄈ⚩鰟压刧
颯全ꥈ䈲鰏㛻

䅻鈷氳DNSꤖ鷺䄄



dns2tcp
dnscat2
dnscat2 powershell撷
iodine
Cobalt Strike 
Reverse_DNS_Shell

㵒◇DNSꤖ鷺压孾╚金⮇╙允光亡ꪫ
DNSꤖ鷺氳鲽爊
DNS氳孲ꄈ⚩鰟
鲽爊鉉䈲

⪭㲓☳鲽爊鉉䈲䏭ꥈ⸼刧陟DNSꤖ鷺姢䇖┉芘氳䷍⭵縖█劫䤧랸阡氳䄄⺳燢䷊䪨榗舘䷊䡗java璡⽰
塜䅻䈒榫┉绪氳⺳䢦♔鲹ꄅ█⺆佭澛澛鲡妰

ps afjx  

 

孲ꄈ鉉䈲
㵒◇ꄆ金泘剝氳APT┉芘⺎♔仰꡿䋞Ꝛ䷍⭵休ꠑ㞝冽䷍⭵縖䘶㱮⪓⺎♔㵨丘䩺ⴎ⹠ⴎ겐曎꣮儬⴬㵨
DNS刧陟㯹㓊⺳Ꝛ䈲꡿⯆㏇塜䅻Ꝛ䈲葶㍴⫂奃㞝35֐光㰅瑞㏇ꤖ鷺DNS陴姳ꠑ狪䬤“塜䅻”陴姳奃
㞝 www.demo.com 氳㓊⺳鉯冫榗舘䤴ⴎ嘗䦟塜䅻┯ⱷ꧎金鉯冫氳㓊⺳氳⺨熨阭䎓刧陟陮㵗㱧⪓☕⼥
⽰阻㚷⭴ꛯ
䢦♔鲹ꄅ䡘♜别别阥阷ꤖ鷺塜㏇鲽车氳䗯⬅粠簇┕僗䏭指☳AI鉉䈲全鲽车压孾DNSꤖ鷺氳突珖䧪鴲⭓
疟洇┉洇㶩耇▽鉯䓃╫鹵⩦逈压孾⮽⺎♔⹇縓 

DNSꤖ鷺压孾攑䏣䔅篾 https://zhuanlan.zhihu.com/p/143220945 
䫓熺-㓹◇儬桌▊氳DNS꣰ꤖ鷺压孾亡嫏┚㲓朆 https://blog.riskivy.com/䫓熺-㓹◇儬桌▊氳
dns꣰ꤖ鷺压孾亡嫏┚㲓朆/

杼阷篾兠鲽⪍㲓䳩㲄笼㶩佭㏇Linux僜ⱷ┕䤴┉夀休ꠑ氳ⴎ兴⺵䧍⮽勏ꪫ阞畀儬┕ꪫ鲽车⮇冫 

tcpdump 

tcpdump -p -n -s 0 port domain -w dnstest.pcap   

鲹绪䡘♜䷅꥘┉夀休ꠑ兴⺵䷒⪍ wireshark 免鲽车⮇冫 

https://github.com/alex-sector/dns2tcp
https://github.com/iagox86/dnscat2
https://github.com/lukebaggett/dnscat2-powershell
https://github.com/yarrick/iodine
https://www.cobaltstrike.com/
https://github.com/ahhh/Reverse_DNS_Shell
http://www.demo.com/
https://zhuanlan.zhihu.com/p/143220945
https://blog.riskivy.com/


㞝冽DNS孲ꄈ鰏㛻⺎♔䧝拨㓊⺳鲽车鲋帱baidusinaubuntucentosredhat 璡㲇亡㓊⺳齉⺎♔
瓇鴲䪨Ⱁ┖氳⫋鲽车⮇冫
㞝冽⪭免 AյTXTյCNAMEյMX璡阭䎓免㰇㏇⥽♔┖鲹熨奃鰏攑墥氳陴姳⺎耇㶩㰇㏇DNSꤖ鷺 

0x03 ICMPꤖ鷺  

ICMP ꤖ鷺┚ DNSꤖ鷺眷⛎齉佭㏇塜䅻氳陴姳免ⱶ㳢⚩鰟䡘♜舅流氳鰉蕔
䅻鈷ICMPꤖ鷺䄄 

ptunnel 
icmpsh 
icmptunnel
icmpshell

 

鲽爊鉉䈲
ps afjx

 

粠簇鳀䫙鉉䈲



逈䷍⭵╚儬⺎耇䋯䷒亍氳沪⻤珸⹾♔➘⺵簘鲽车珸⹾鯸⹠䡝縖㏇ꤖ鷺⫂⮡䋧亍氳ꤖ鷺䡘♜鵠鲋♔┖䧗
♑刧洇 

netstat -pantu  

 

孲ꄈ鉉䈲
tcpdump 䤴⹧ICMP孲ꄈ 

tcpdump -p -n -s 0 icmp -w icmp.pcap  

䷒⪍ wireshark 鲽车⮇冫洇洇佭⻖㰇㏇┉◙ⴎ㛻㵸┘㜁塜䅻氳孲ꄈ䡝縖孲ꄈ免㰇㏇⪭☽ⶖ阫氳㰅瑞

 



0x04 HTTP/HTTPS ꤖ鷺  

http ꤖ鷺┉芘♔ webshell氳䎬䌋㰇㏇压孾颯全㓹儗┕㶩佭压孾webshell黁┉㝄
Proxytunnel
httptunnel(htc/hts)
reGeorg 
Neo-reGeorg
Tunna 
ABPTTS

 

压孾䣆夀
突♭刧儴

✳榫D泴璡webshell刧儴䄄鲽车刧儴
D泴
WEBDIR+
WebShellkiller 
媞뀐刧儴 
...

突♭⺳
⹇拨㵸䤗䄇珖荣免氳"刧䤓突♭" 

突♭⫂㳋⪩꜄㰅
⹇拨㵸䤗䄇珖荣免氳"刧䤓突♭⫂㳋" 

孲ꄈ攑䏣⪩꜄㰅
❇㞝 regeorg 氳 cmd ⹇丘璡┉芘꧎金㱧⪓阻㚷鲽车鰑Ⲃ

鲽爊
proxytunnel ⽰ httptunnel 鲹熨

亍䋧突♭
刧䤓僄鲤䡝縖┉夀休ꠑ⫂亍⮡䋧氳突♭刧䤓㵸䤗䄇免刧䤓突♭氳珖荣

╚儬㵒拿车╙
䋧环ꤖ鷺氳泘氳仰ꪝ㶩佭䷍⭵⫂粠╚儬䢦♔⪩嫱儗儬㵒拿䷍⭵䗯⬅⺎♔僗┉◙⹠朆
netstat -pantu

0x05 SSLⱶ㳢ꤖ鷺  

SSLꤖ鷺舚ⱱ◇㵨⪭☽丘䩺鵠鲋SSLⱶ㳢㵟逸✳⫂鼨㱧⪓⚩鰟
stunnel
go-tunnel

sslꤖ鷺鯻♭┉芘█齉佭ꃾ榫㲙䢓珸/僜ⱷ珸 + 鿥糌突♭氳䎬䌋䢦♔⺎♔☳♔┖⭓光鉉䈲⸼⮇冫 

鲽爊 

ps afjx  

http://www.d99net.net/
https://scanner.baidu.com/#/pages/intro
https://edr.sangfor.com.cn/api/download/WebShellKillerForLinux.tar.gz
http://dl.shellpub.com/hm/latest/hm-linux-amd64.tgz?version=1.8.2
https://www.stunnel.org/
https://github.com/opencoff/go-tunnel


突♭⺳ & 亍䋧突♭ 

⹇拨㵸䤗䄇免⪩◇突♭刧䤓氳珖荣
突♭⫂㳋鿥糌突♭

⹇拨㵸䤗䄇免⪩◇突♭⫂㳋刧䤓氳珖荣
粠簇鵠⼝

舘㵽指┉光SSL氳珸⹾⽰粠簇鳀䫙
netstat -pantu

0x06 Socksꤖ鷺  

frp 

earthworm

shadowsocks 

socksⶖ阫氳♏杼ꤖ鷺ꪝ䅻指㓹儗⺎♔鵠鲋ⶖ阫全鲽车⵲⮇㞝冽㱧⪓阻㚷⹠朆㰇㏇ socks ⶖ阫氳
鵠⼝黁╫⺎♔浔ꄆ鈸㴕┉┖
ssh 氳 -D ⹇丘█佭✳榫▽socks♏杼
ⶖ阫

꧎金㱧⪓阻㚷舅墙⮇冫┘抆tcpdump 䤴ⴎ⺵䷒⪍wireshark┕⮇冫奃鰏띳懰⺱休ꥈ䈲█䏭㛻
鲽爊 

ps afjx  
突♭⺳ & 亍䋧突♭ 

⹇拨㵸䤗䄇免⪩◇突♭刧䤓氳珖荣
突♭⫂㳋鿥糌突♭

⹇拨㵸䤗䄇免⪩◇突♭⫂㳋刧䤓氳珖荣 
粠簇鳀䫙 

netstat -pantu  刧洇佭⻖㰇㏇䋳䅻氳珸⹾鳀䫙
车╙ 

佭⻖㰇㏇㵒⫂粠⪭☽╚儬䷍⭵车╙
0x07 Wi-Fi or Bluetooth ꤖ鷺  

Ghost Tunnel

⹇縓 Ghost Tunnel鴠榫◇ꣵ熊粠簇氳WiFi꣰⚩鰟鵠鷺 - FreeBuf粠簇㱧⪓车┯ꠅ䢓
压孾亡嫏

㞝冽┘佭逈┥┯㍙꠼⹠朆┉芘㱧⪓阻㚷氳☕⼥佭┘劫⹠朆鲹熨꣰氳ꤖ鷺氳䢦♔鲹ꄅ⡾阻䄖篺僗▽注⪩
孾䡝縖阾䩺䡘♜全⹠朆⹧阾氳鉉䈲全⫞

Wi-Fi

㵨仰꡿粠⶯阻糌╙沪⻤嘗䌋
iwconfig  wlan0 mode monitor   wlan0╙粠⶯䫙⹾⺳燢

https://github.com/JcQSteven/GhostTunnel
https://www.freebuf.com/wireless/171108.html


㞝冽䣮车㜊題⺎♔⩝䤧粠⶯down䪨⫋鲽车阻糌⫋up颯全
ifconfig wlan0 down  

iwconfig wlan0 mode monitor

ifconfig wlan0 up

wireshark 䤴 802.11氳ⴎ
㵒 Wi-Fi 阡阾鲋爊鲽车⮇冫佭⻖㰇㏇䋳䅻丘䩺ⴎ 

塜䅻氳阡阾鲋爊㞝┖

⹇縓 Ghost Tunnel鴠榫◇ꣵ熊粠簇氳WiFi꣰⚩鰟鵠鷺 - FreeBuf粠簇㱧⪓车┯ꠅ䢓
 

Bluetooth 

衹擡氳ⶖ阫┉芘☕▽鉯鰏㵽꧎金鲽车䤴ⴎ⺵┚䅻鈺ⶖ阫鲽车㵒奃
⺎♔✳榫 WireShark 鲽车衹擡丘䩺ⴎ⮇冫⛮⺎♔⹇縓 

Bluetooth · Wiki · Wireshark Foundation / wireshark · GitLab

 

Wi-Fi ⽰ Bluetooth 氳ꤖ鷺㵒⚩鰟饄熊僗金姳⺎♔甏⶝鈸㴕┉┖㍌存┘✳榫氳休⠯⪩ꠊ衹擡⽰Wi-Fi

https://www.freebuf.com/wireless/171108.html
https://gitlab.com/wireshark/wireshark/-/wikis/CaptureSetup/Bluetooth


ヤ⺵ꡙ夀  
ヤ⺵ꡙ夀佭䢦僗◄♭㚲糌齉金咱氳塠끈䷒㏇僄⺵┉颯⫞╚金⫂㳋ⴎ䦮♔┖⭓光亡ꪫ 

0x01 儴夽䄄刧儴  

chkrootkit
clamav
Unhide
Rootkit Hunter

0x02 history ⼝䕜  

♔┖└熨䗯⬅history 劫┘㱮丞
逈岳狝䡝阻糌┘阭䎓 history -c   䡝縖 unset HISTORY HISTFILE HISTSAVE HISTZONE 
HISTORY HISTLOG; export HISTFILE=/dev/null; export HISTSIZE=0; export 
HISTFILESIZE=0
㞝冽ssh 䋳䅻免亇奃㞝粠簇免亇ⷧ⺒⽝♑鲸㏇簾⫿⵲免┘劫⫞⪍⮽突♭免㶩劫㵗舚塝鳀䫙䣮
车氳⽝♑媆僗阭䎓
㞝冽⽝♑⯥䅠┉光狝劲鲹兣⽝♑㶩┘劫逈阭䎓

0x03 阞⮕♳ⱷ  

꧎金压刧氳걸
/etc/crontab
/etc/cron.d/*
/var/spool/cron/xxxx
/etc/anacrontab (Redhat/Centos)

䋧阫压刧氳休⠯✳榫vim䣒䋯⛮氳阞⮕♳ⱷ乄♭⸼洇cat⽝♑㰇㏇┉◙籬ꣀ⺎♔逈切◙㰅瑞䡽亇鵲
䡗洇氳┘⪓⛮⺎♔⹇縓⪝⚜⺙乄珖 阞⮕♳ⱷ⺵ꠅ | Linux ⺵ꠅ硍⮜
 

քubuntu server 16.04 64⛤օ 랸阡阞⮕♳ⱷ䗯⬅

http://www.chkrootkit.org/
https://www.clamav.net/
https://www.unhide-forensics.info/
http://rkhunter.sourceforge.net/
https://mp.weixin.qq.com/s/snJ80-Aiy9-XfFvJw380vg




 

քCentos7 64⛤օ랸阡阞⮕♳ⱷ䗯⬅ 



 

催ⱶ陣篱⼝䕜⺎♔⹇拨┖ꪫ鲹疟突珖
https://mp.weixin.qq.com/s/snJ80-Aiy9-XfFvJw380vg

0x04 額䢓⼝䕜  

亍㘍額䢓
cat /etc/passwd  

https://mp.weixin.qq.com/s/snJ80-Aiy9-XfFvJw380vg


⺎♔┚╚儬⽰┯ⱷ注⪩☕⼥漶㲋佭⻖㰇㏇儔湳額⺙ⷊ✳佭 nologin 氳█佭⺎耇鵲䡗곽ꢣ氳奃㞝✳
榫 sftp ┕⚩┖鰉突♭ 

քubuntu server 16.04 64⛤օ랸阡額⺙䗯⬅helper佭䡘⮡䋧氳額⺙ 

 

root
daemon
bin
sys
sync
games
man
lp
mail
news
uucp
proxy
www-data
backup
list
irc
gnats
nobody
systemd-timesync
systemd-network
systemd-resolve
systemd-bus-proxy
syslog
_apt
lxd
messagebus
uuidd
dnsmasq
sshd



քCentos 7օ 랸阡額⺙䗯⬅helper佭䡘⮡䋧氳額⺙  

root
bin
daemon
adm
lp
sync
shutdown
halt
mail
operator
games
ftp
nobody
systemd-network
dbus
polkitd
sssd
libstoragemgmt
colord
rpc
abrt
setroubleshoot
rtkit
chrony
ntp
gluster
unbound
tss
usbmuxd
geoclue
pulse
gdm

saned



0x05 攑儹額䢓  

awk -F: '$3==0 {print $1}' /etc/passwd

քubuntu server 16.04 64⛤օ랸阡䗯⬅ 

 

քCentos7 64⛤օ랸阡䗯⬅ 

0x06 氨䎓⼝䕜  

w 侁炐䎎⯥氨䎓硍簊氳榫䢓⼝䕜
who 侁炐硍簊免僗⿵◙氨䎓榫䢓
last -awF 侁炐䢦僗氨䎓⼝䕜
users 䎎⯥氨䎓氳額䢓 
lastlog 侁炐䢦僗榫䢓僄⺵┉埠氳氨䎓⼝䕜

⹇縓 https://www.jianshu.com/p/05926453654c

0x07 攑墥儹꡿乄♭  

SUID

find / -perm /4000
GUID 

find / -perm /2000
SUID䡝縖GUID

find / -perm /6000

քubuntu server 16.04 64⛤օ랸阡䗯⬅ 

saned
rpcuser
nfsnobody
gnome-initial-setup
sshd
avahi
postfix
tcpdump

https://www.jianshu.com/p/05926453654c


 



քCentos7 64⛤օ랸阡䗯⬅ 





0x08 ⲁ䒳ꛔ䫙䈑ⲇ䧏  

LD_PRELOAD

echo $LD_PRELOAD
/etc/ld.so.conf 

LD_LIBRARY_PATH

echo $LD_LIBRARY_PATH
/etc/ld.so.preload

 

քubuntu server 16.04 64⛤օ랸阡䗯⬅ 



 

քCentos7 64⛤օ랸阡䗯⬅ 

 

⛮⺎♔⹇縓 

https://mp.weixin.qq.com/s/7mOeZ6DkSAFqzibN82qcMg 

https://mp.weixin.qq.com/s/InMQaKOwns2mEIp5yF8dDw

 

0x09 BASH⫂糌⽝♑  

bash

㏇ bash 免鰟⪍┉光⽝♑㞝冽僗指光⺱⺳䧗♑bash ꧎金䧝拨┉㲋鈺⮟⸼⹧⚝⩝篒냖氳┉光䣮车bash 
⽝♑氳䮣碠걹䈌╙
1յ⮷⺳✳榫alias⮡䋧氳⽝♑
2յ⪩꜄㰅㞝iffor
3յ⭹丘 
4յ⫂糌⽝♑㞝cdpwd璡 
5յ拿鼨⽝♑㏇PATH饟䏧免㵖䤓
陣篱⺎♔⹇縓 https://www.cnblogs.com/zhiminyu/p/14388997.html

劯䩺 bash 氳⽝♑鉯冫걹䈌䏭指⫂糌⽝♑㏇硍簊免█僗注⪩氳突♭⛙佭┘⭴䙬拿鲹鰔㯹┘劫䐂⮽䣮
车䢦♔鲹䅬突♭㶩䏭鴠⺭⛼╙⺵ꠅ突♭奃鰏꣰
㏇ Centos ┕䏭指⫂糌⽝♑佭僗⺱⺳突♭氳㏇ /usr/bin/ 泘䎓┖鱦㏇ Ubuntu 免媆僗⺱⺳突♭ն鲹◙
突♭氳⫂㳋㓹儗㶩佭䣮车 bash ⫂糌⽝♑

刧洇⫂糌⽝♑

https://mp.weixin.qq.com/s/7mOeZ6DkSAFqzibN82qcMg
https://mp.weixin.qq.com/s/InMQaKOwns2mEIp5yF8dDw
https://www.cnblogs.com/zhiminyu/p/14388997.html


compgen -b    // ┘ⴎ⻡✳榫亡嫏别别⮜⭴全⽝♑僗⿵◙

help         // ⮜⭴⽝♑䇜簄⭴✳榫亡嫏

ubuntu 16.04 ⽰ Centos 7 랸阡⫂糌⽝♑佭┉绪氳㞝┖
.
:
[
alias
bg
bind
break
builtin
caller
cd
command
compgen
complete
compopt
continue
declare
dirs
disown
echo
enable
eval
exec
exit
export
false
fc
fg
getopts
hash
help
history

jobs



 

㵖䤓⫂糌⽝♑⺱⺳突♭
compgen -b | grep -v -E "\.|\:" | while read line;do ls /usr/bin/$line 2>null ; 
done

ubuntu 16.04 ┕㰇㏇氳注⪩突♭ 

Centos 7 ┕㰇㏇氳注⪩突♭ 

jobs
kill
let
local
logout
mapfile
popd
printf
pushd
pwd
read
readarray
readonly
return
set
shift
shopt
source
suspend
test
times
trap
true
type
typeset
ulimit
umask
unalias
unset
wait

/usr/bin/[
/usr/bin/printf
/usr/bin/test

/usr/bin/[
/usr/bin/alias
/usr/bin/bg
/usr/bin/cd
/usr/bin/command
/usr/bin/echo
/usr/bin/false
/usr/bin/fc
/usr/bin/fg
/usr/bin/getopts
/usr/bin/jobs
/usr/bin/kill
/usr/bin/printf

/usr/bin/pwd



⫂糌⽝♑㵒䈒突♭⫂㳋
♔ cd ⽝♑╙❇Centos 7 免 /usr/bin/cd ⫂㳋㞝┖

鲹ꄅ㰇㏇┉光ꠋ겗僗┉鼨⮇突♭(㞝 /usr/bin/test 璡) ┘佭⥽┕ꪫ氳耾儗突♭縡┦꣮浔硍簊撷儗氳
┘⺱bash撷儗氳┘⺱縡┘⺱䢦♔鲹ꄅ⩝阥阷耾儗突♭◅鲽⯆突♭♔⺵䡘⫋䘶ⱴ嫏⽝♑㞝┖
compgen -b | grep -v -E "\.|\:" | while read line;do result=$(ls 
/usr/bin/$line 2>null && file /usr/bin/$line);if [[ $result =~ "script" ]]; 
then echo "---------------------" && echo /usr/bin/$line && cat 
/usr/bin/$line; fi ; done

ubuntu 16.04 ⫂糌⽝♑㵒䈒突♭⫂㳋(耾儗突♭)

ubuntu┕媆僗耾儗眷⺱⺳突♭
Centos7 ⫂糌⽝♑㵒䈒突♭⫂㳋(耾儗突♭)

/usr/bin/pwd
/usr/bin/read
/usr/bin/test
/usr/bin/true
/usr/bin/umask
/usr/bin/unalias
/usr/bin/wait



Centos 7 랸阡佭㰇㏇♔┖⭓光⺱⺳氳耾儗突♭

╙▽亡➘㛻㳄奃㵒㵨突♭⫂㳋睳顛⭴

/usr/bin/alias
/usr/bin/bg
/usr/bin/cd
/usr/bin/command
/usr/bin/fc
/usr/bin/fg
/usr/bin/getopts
/usr/bin/jobs
/usr/bin/read
/usr/bin/umask
/usr/bin/unalias
/usr/bin/wait

------------------
/usr/bin/alias
#!/bin/sh
builtin alias "$@"
------------------
/usr/bin/bg
#!/bin/sh
builtin bg "$@"
------------------
/usr/bin/cd
#!/bin/sh
builtin cd "$@"
------------------
/usr/bin/command
#!/bin/sh
builtin command "$@"
------------------
/usr/bin/fc
#!/bin/sh

builtin fc "$@"



 

0x10 BASH ⭹丘  

bash

㏇ bash 免鰟⪍┉光⽝♑㞝冽僗指光⺱⺳䧗♑bash ꧎金䧝拨┉㲋鈺⮟⸼⹧⚝⩝篒냖氳┉光䣮车bash 
⽝♑氳䮣碠걹䈌╙
1յ⮷⺳✳榫alias⮡䋧氳⽝♑
2յ⪩꜄㰅㞝iffor
3յ⭹丘 
4յ⫂糌⽝♑㞝cdpwd璡 
5յ拿鼨⽝♑㏇PATH饟䏧免㵖䤓
陣篱⺎♔⹇縓 https://www.cnblogs.com/zhiminyu/p/14388997.html

硍簊랸阡㶩阻糌▽┉◙⭹丘⺎♔鵠鲋 declare ⽝♑全鲽车刧洇
declare -f
刧洇䢦僗⭹丘氳⛮㲋╬⫂㳋

⫂㳋奃鰏Ꝛ缜浍奃㵒奃鰏띳懰䄄⴬⹇縓㵸䤗䄇疟珖瑭7荣
⺎♔✳榫 unset -f functionName  氳亡䌋全㵨䕥䙬氳⭹丘⮧ꢝ
 

builtin fc "$@"
------------------
/usr/bin/fg
#!/bin/sh
builtin fg "$@"
------------------
/usr/bin/getopts
#!/bin/sh
builtin getopts "$@"
------------------
/usr/bin/jobs
#!/bin/sh
builtin jobs "$@"
------------------
/usr/bin/read
#!/bin/sh
builtin read "$@"
------------------
/usr/bin/umask
#!/bin/sh
builtin umask "$@"
------------------
/usr/bin/unalias
#!/bin/sh
builtin unalias "$@"
------------------
/usr/bin/wait
#!/bin/sh
builtin wait "$@"

https://www.cnblogs.com/zhiminyu/p/14388997.html


0x11 朅㗟⹩ꄈ  

env  
set  
export
cat /proc/$PID/environ
declare

քubuntu server 16.04 64⛤օ랸阡䗯⬅ 

 

քCentos7 64⛤օ랸阡䗯⬅ 

0x12 ⻪ⲁ걸&鿥糌耾儗  

systemctl list-unit-files --type=service | grep enabled

㞝冽⹠朆ꪝ嫏䋯儬舅⻪僜ⱷ걸⺎♔✳榫㞝┖陪嫏鲽车⢦塛䇜✳⪭┘䋯儬舅⻪,♔ bluetooth  
╙❇
systemctl stop bluetooth.service
systemctl disable bluetooth.service

/etc/rc.local 



/etc/rc.d/rc.local

/etc/rc.d/init.d/

chkconfig --list

/etc/profile

/etc/bashrc

~/.bashrc

~/.bash_profile

~/.profile

~/.bash_logout

榺◇⫂㳋鰏指䢦♔䷒㏇▽湳陃憠ꡭ䎓⛮ Ubutnu⽰Centos免랸阡⻪墙걸⺎♔刧洇湳陃憠ꡭ䎓 0x02

0x13 ssh key  

/root/.ssh/authorized_keys   变㰇浔鲾爊╚儬氳⪝ꙻ鲾爊╚儬⺎♔仰㳢溞氨䎓
~/.ssh/authorized_keys  夷光榫䢓齉劫㏇舅流氳㳄泘䎓变㰇┉♷
/root/.ssh/known_hosts  夷氨䎓┉⺐╚儬ssh㶩劫䤧㵒亡氳⪝ꙻ阭䎓┖全┖埠鳀䫙鲽车奃㵒
♔ꡕ塛粠簇ⲇ䧏

0x14 ssh config  

ssh 㲙䢓珸鿥糌突♭ⱶ鰉걹䈌 ⽝♑车⹇丘 > ~/.ssh/config > /etc/ssh/ssh_config

/etc/ssh/ssh_config

鲹光突♭랸阡㰇㏇
~/.ssh/config  

랸阡佭媆僗鲹光突♭氳鲹光突♭佭簄㲙䢓珸榫氳
 

㞝冽┕鳮允光突♭㰇㏇⺎♔压刧⪭免氳⹇丘♔┖允光⹇丘⺎♔逈榫⛼⺵ꠅ 

LocalCommand
ProxyCommand

⛮⺎♔⹇拨⪝⚜⺙突珖 SSH Config ⺵ꠅ  Linux ⺵ꠅ硍⮜
0x15 alias ⼝䕜  

波䫙鰟⪍ alias  㶩㞑 

https://mp.weixin.qq.com/s/7WDWjMOI7GdUM5e4vDVAoA


 

քUbuntu server 16.04 64⛤օ 랸阡䗯⬅

քCentos 7 64⛤օ랸阡䗯⬅

⛮⺎♔⹇縓 

https://mp.weixin.qq.com/s/yXY8opNctHK5d9tXhQj35w

0x16 DNS鿥糌  

/etc/resolv.conf

 

0x17 仼䑪  

仼䑪⮇冫㶩奃鰏璎簊▽㓹儗┕┕ꪫ齉寘⹖⮽▽㓹儗齉㏇ /var/log/ ┖
 

ssh-key 鴒馹
Linux鵠鲋key氨䎓ն僗媆僗☜╫㞑ⱴ嫏⮮亇佭⿵光key氨䎓氳?

https://mp.weixin.qq.com/s/yXY8opNctHK5d9tXhQj35w


⺎♔鵠鲋氨䎓仼䑪全鲽车⮮亇♔┖ꪫ氳仼䑪╙❇

鲹佭允光✳榫 key 全氨䎓氳╚儬氳氨䎓仼䑪꺙⩝佭⺎♔洇⮽氨䎓ip氳⛙佭㞝冽䘶湳鷺⮇⮷佭⿵光
key全鲽车氨䎓氳黁㶩꧎金䤧 

ssh2: RSA SHA256:Ms6ouzQCIZhNUJWpMmOCBB4h7+x92xu4apHTLe8nVwQ

ssh2: RSA SHA256:C5dMZnKUj8/0c5hj6CSU6D7N8EQK/qbl5CnkLC17GLc
鲹允光⡬┚䡘♜僜ⱷ㰇⤴氳㲙䢓珸氳⪝ꙻ鲽车┉┉㵒奃
⪭㲓鲹允光⡬佭㲙䢓珸 RSA ⪝ꙻ氳 SHA256 氳⡬䢦♔䡘♜⺎♔✳榫┖ꪫ氳⽝♑䤧僜ⱷ┕㰇⤴氳
䢦僗氳⪝ꙻ氳SHA 256 阞畀⭴全㵒奃┉┖
ssh-keygen -lf ~/.ssh/authorized_keys

鲹绪┉㵒奃㶩湳鷺佭陾▽
 

0x18 ptrace_scope  

랸阡硍簊劫焔塛ptrace鲽车┉◙䳩⛼奃㞝 fork 璡⺎♔刧洇 /proc/sys/kernel/yama/ptrace_scope 突
♭⫂㳋

ubuntu 16.04 랸阡 

 

centos 7 랸阡

 



0x19 ASLR  

ASLR 佭┉걸 Linux 硍簊氳变䥉䫣亨㵨切◙㏐㏥狝ꠑ鲽车꣮儬⴬⬵簾┉◙嶯⭴䷍⭵
cat /proc/sys/kernel/randomize_va_space

塝㚲突♭⫂㳋⻡╬㞝┖ 

0 - 辑炐⪩ꠊ鲽爊㏐㏥狝ꠑ꣮儬⴬ն
1 - 辑炐㵨mmap氳㓹㏥stack⽰vdso건ꪫ꣮儬⴬
2 - 辑炐㏇1氳㓹滼┕㘍ⱶ㔎heap氳꣮儬⴬

քUbuntu Server 16.04օ랸阡䗯⬅

քCentos 7օ랸阡䗯⬅

 

/proc/sys/kernel/randomize_va_space  佭┉光㏇硍簊鲡车休问䡗氳突♭┉芘齉㏇ 
/etc/sysctl.conf  免鿥糌 ASLR 氳姧╦⪩ꠊ
քUbuntu Server 16.04օ랸阡䗯⬅

քCentos 7օ랸阡䗯⬅

 

0x20 capabilities  

capabilities 佭┉熨㵒 Linux 儹꡿催┽劲⮕⮇⽰留䫝氳鈺葶阻糌䐂䎎⺎♔僗䷞ꡕ塛鲋䈲䪧儹鵲䡗䬠儹䳩⛼
getcap -r / 2>/dev/null

քUbuntu Server 16.04օ랸阡䗯⬅



քCentos 7օ랸阡䗯⬅

㞝冽⹠朆儹꡿阻糌ꛯ陬⺎♔✳榫 setcap  鲽车ꄆ亍阻糌䡝縖⹧寕
 

0x21 iptables 珸⹾㛄榫  

僗◙䷍⭵縖ㄎ埢✳榫 iptables 鲽车珸⹾择榫 

sudo iptables -L

քUbuntu Server 16.04օ랸阡䗯⬅

քCentos 7օ랸阡䗯⬅
Chain INPUT (policy ACCEPT)
target     prot opt source               destination         
ACCEPT     all  --  anywhere             anywhere             ctstate 
RELATED,ESTABLISHED
ACCEPT     all  --  anywhere             anywhere            
INPUT_direct  all  --  anywhere             anywhere            
INPUT_ZONES_SOURCE  all  --  anywhere             anywhere            

INPUT_ZONES  all  --  anywhere             anywhere            



INPUT_ZONES  all  --  anywhere             anywhere            
DROP       all  --  anywhere             anywhere             ctstate INVALID
REJECT     all  --  anywhere             anywhere             reject-with icmp-
host-prohibited

Chain FORWARD (policy ACCEPT)
target     prot opt source               destination         
ACCEPT     all  --  anywhere             anywhere             ctstate 
RELATED,ESTABLISHED
ACCEPT     all  --  anywhere             anywhere            
FORWARD_direct  all  --  anywhere             anywhere            
FORWARD_IN_ZONES_SOURCE  all  --  anywhere             anywhere            
FORWARD_IN_ZONES  all  --  anywhere             anywhere            
FORWARD_OUT_ZONES_SOURCE  all  --  anywhere             anywhere            
FORWARD_OUT_ZONES  all  --  anywhere             anywhere            
DROP       all  --  anywhere             anywhere             ctstate INVALID
REJECT     all  --  anywhere             anywhere             reject-with icmp-
host-prohibited

Chain OUTPUT (policy ACCEPT)
target     prot opt source               destination         
ACCEPT     all  --  anywhere             anywhere            
OUTPUT_direct  all  --  anywhere             anywhere            

Chain FORWARD_IN_ZONES (1 references)
target     prot opt source               destination         
FWDI_public  all  --  anywhere             anywhere            [goto] 
FWDI_public  all  --  anywhere             anywhere            [goto] 

Chain FORWARD_IN_ZONES_SOURCE (1 references)
target     prot opt source               destination         

Chain FORWARD_OUT_ZONES (1 references)
target     prot opt source               destination         
FWDO_public  all  --  anywhere             anywhere            [goto] 
FWDO_public  all  --  anywhere             anywhere            [goto] 

Chain FORWARD_OUT_ZONES_SOURCE (1 references)
target     prot opt source               destination         

Chain FORWARD_direct (1 references)
target     prot opt source               destination         

Chain FWDI_public (2 references)
target     prot opt source               destination         
FWDI_public_log  all  --  anywhere             anywhere            
FWDI_public_deny  all  --  anywhere             anywhere            
FWDI_public_allow  all  --  anywhere             anywhere            
ACCEPT     icmp --  anywhere             anywhere            

Chain FWDI_public_allow (1 references)
target     prot opt source               destination         

Chain FWDI_public_deny (1 references)
target     prot opt source               destination         

Chain FWDI_public_log (1 references)
target     prot opt source               destination         



 

Chain FWDO_public (2 references)
target     prot opt source               destination         
FWDO_public_log  all  --  anywhere             anywhere            
FWDO_public_deny  all  --  anywhere             anywhere            
FWDO_public_allow  all  --  anywhere             anywhere            

Chain FWDO_public_allow (1 references)
target     prot opt source               destination         

Chain FWDO_public_deny (1 references)
target     prot opt source               destination         

Chain FWDO_public_log (1 references)
target     prot opt source               destination         

Chain INPUT_ZONES (1 references)
target     prot opt source               destination         
IN_public  all  --  anywhere             anywhere            [goto] 
IN_public  all  --  anywhere             anywhere            [goto] 

Chain INPUT_ZONES_SOURCE (1 references)
target     prot opt source               destination         

Chain INPUT_direct (1 references)
target     prot opt source               destination         

Chain IN_public (2 references)
target     prot opt source               destination         
IN_public_log  all  --  anywhere             anywhere            
IN_public_deny  all  --  anywhere             anywhere            
IN_public_allow  all  --  anywhere             anywhere            
ACCEPT     icmp --  anywhere             anywhere            

Chain IN_public_allow (1 references)
target     prot opt source               destination         
ACCEPT     tcp  --  anywhere             anywhere             tcp dpt:ssh ctstate 
NEW,UNTRACKED
ACCEPT     udp  --  anywhere             224.0.0.251          udp dpt:mdns 
ctstate NEW,UNTRACKED

Chain IN_public_deny (1 references)
target     prot opt source               destination         

Chain IN_public_log (1 references)
target     prot opt source               destination         

Chain OUTPUT_direct (1 references)
target     prot opt source               destination    



0x22 㳢溞㖵⩘压刧  

㞝冽䷍⭵縖㵒 /etc/passwd  突♭僗⫞氳儹꡿⺎♔波䫙㏇㳢溞㰅夀㚲㖵⫞㳢溞兴⺵➘⺎♔波䫙✳榫鲹
光㳢溞鲽车氨䎓

cat /etc/passwd | cut -d ":" -f 2 | grep -v "x

քUbuntu Server 16.04օ랸阡䗯⬅

քCentos 7օ랸阡䗯⬅

 

0x23 僜ⱷ压刧  

硍簊僜ⱷ注⪩压刧
 

⮜⭴塜㏇鲡车氳硍簊僜ⱷ
sudo systemctl list-units --type=service --state=running  

քUbuntu Server 16.04օ랸阡䗯⬅



helper@localhost:~$ sudo systemctl list-units --type=service --state=running
UNIT                        LOAD   ACTIVE SUB     DESCRIPTION
accounts-daemon.service     loaded active running Accounts Service
acpid.service               loaded active running ACPI event daemon
atd.service                 loaded active running Deferred execution scheduler
cron.service                loaded active running Regular background program 
processing daemon
dbus.service                loaded active running D-Bus System Message Bus
getty@tty1.service          loaded active running Getty on tty1
irqbalance.service          loaded active running LSB: daemon to balance 
interrupts for SMP systems
iscsid.service              loaded active running iSCSI initiator daemon (iscsid)
lvm2-lvmetad.service        loaded active running LVM2 metadata daemon
lxcfs.service               loaded active running FUSE filesystem for LXC
mdadm.service               loaded active running LSB: MD monitoring daemon
open-vm-tools.service       loaded active running Service for virtual machines 
hosted on VMware
polkitd.service             loaded active running Authenticate and Authorize 
Users to Run Privileged Tasks
rsyslog.service             loaded active running System Logging Service
ssh.service                 loaded active running OpenBSD Secure Shell server
systemd-journald.service    loaded active running Journal Service
systemd-logind.service      loaded active running Login Service
systemd-timesyncd.service   loaded active running Network Time Synchronization
systemd-udevd.service       loaded active running udev Kernel Device Manager
unattended-upgrades.service loaded active running Unattended Upgrades Shutdown
user@1000.service           loaded active running User Manager for UID 1000
vgauth.service              loaded active running Authentication service for 
virtual machines hosted on VMware

LOAD   = Reflects whether the unit definition was properly loaded.
ACTIVE = The high-level unit activation state, i.e. generalization of SUB.
SUB    = The low-level unit activation state, values depend on unit type.



 

քCentos 7օ랸阡䗯⬅

22 loaded units listed. Pass --all to see loaded but inactive units, too.
To show all installed unit files use 'systemctl list-unit-files'.

[helper@localhost ~]$ sudo systemctl list-units --type=service --state=running
UNIT                     LOAD   ACTIVE SUB     DESCRIPTION
abrt-oops.service        loaded active running ABRT kernel log watcher
abrt-xorg.service        loaded active running ABRT Xorg log watcher
abrtd.service            loaded active running ABRT Automated Bug Reporting Tool
accounts-daemon.service  loaded active running Accounts Service
alsa-state.service       loaded active running Manage Sound Card State (restore 
and store)
atd.service              loaded active running Job spooling tools
auditd.service           loaded active running Security Auditing Service
avahi-daemon.service     loaded active running Avahi mDNS/DNS-SD Stack
bluetooth.service        loaded active running Bluetooth service
bolt.service             loaded active running Thunderbolt system service
chronyd.service          loaded active running NTP client/server
colord.service           loaded active running Manage, Install and Generate Color 
Profiles
crond.service            loaded active running Command Scheduler
cups.service             loaded active running CUPS Printing Service
dbus.service             loaded active running D-Bus System Message Bus
firewalld.service        loaded active running firewalld - dynamic firewall 
daemon
fprintd.service          loaded active running Fingerprint Authentication Daemon
fwupd.service            loaded active running Firmware update daemon
gdm.service              loaded active running GNOME Display Manager
geoclue.service          loaded active running Location Lookup Service
gssproxy.service         loaded active running GSSAPI Proxy Daemon

libstoragemgmt.service   loaded active running libstoragemgmt plug-in server 



 

刧洇切╄僜ⱷ氳鲽爊䗯⬅
systemctl status xxx.service

鲹ꄅ♔ ssh ╙❇ 

քUbuntu Server 16.04օ랸阡䗯⬅

libstoragemgmt.service   loaded active running libstoragemgmt plug-in server 
daemon
lvm2-lvmetad.service     loaded active running LVM2 metadata daemon
ModemManager.service     loaded active running Modem Manager
NetworkManager.service   loaded active running Network Manager
packagekit.service       loaded active running PackageKit Daemon
polkit.service           loaded active running Authorization Manager
postfix.service          loaded active running Postfix Mail Transport Agent
rngd.service             loaded active running Hardware RNG Entropy Gatherer 
Daemon
rpcbind.service          loaded active running RPC bind service
rsyslog.service          loaded active running System Logging Service
rtkit-daemon.service     loaded active running RealtimeKit Scheduling Policy 
Service
smartd.service           loaded active running Self Monitoring and Reporting 
Technology (SMART) Daemon
sshd.service             loaded active running OpenSSH server daemon
systemd-journald.service loaded active running Journal Service
systemd-logind.service   loaded active running Login Service
systemd-udevd.service    loaded active running udev Kernel Device Manager
tuned.service            loaded active running Dynamic System Tuning Daemon
udisks2.service          loaded active running Disk Manager
upower.service           loaded active running Daemon for power management
vgauthd.service          loaded active running VGAuth Service for open-vm-tools
vmtoolsd.service         loaded active running Service for virtual machines 
hosted on VMware
wpa_supplicant.service   loaded active running WPA Supplicant daemon

LOAD   = Reflects whether the unit definition was properly loaded.
ACTIVE = The high-level unit activation state, i.e. generalization of SUB.
SUB    = The low-level unit activation state, values depend on unit type.

43 loaded units listed. Pass --all to see loaded but inactive units, too.
To show all installed unit files use 'systemctl list-unit-files'.
[helper@localhost ~]$ 



քCentos 7օ랸阡䗯⬅

䡘♜⺎♔藜⹧ pid ♔⹖⻪墙氳突♭
 

藜⹧切╄僜ⱷ氳鿥糌乄♭
systemctl cat xxx.service

քUbuntu Server 16.04օ랸阡䗯⬅



քCentos 7օ랸阡䗯⬅

鵠鲋僜ⱷ氳鿥糌突♭䡘♜⺎♔䤓⮽注⪩氳突♭兴⺵鲽车⮮亇佭⻖╙䋳䅻
 

䋯儬舅⻪氳僜ⱷ⺎♔㏇⻪墙걸㚲鲽车刧
 



0x24 motd 压刧  

⮵榫motd咱⺵ꠅ㏇䏭╦♔⯥㶩䄖篺㰇㏇▽䡘⶝斻鲽车▽䫓狓▽鉯陣篱䗯⬅⺎♔洇┖ꪫ鲹疟突珖
https://mp.weixin.qq.com/s/AvnCXkdGqo8uBBRYH61ihA

 

քubuntu server 16.04 64⛤օ 랸阡 motd 䗯⬅
motd 突♭랸阡⛤糌 /etc/update-motd.d/

┖ꪫ䡘䤧突♭免 #  嫱ꄂ氳车꣰⸼Ⱁ┖氳⫞㏇┖ꪫ
 

00-header

 

10-help-text

#!/bin/sh

[ -r /etc/lsb-release ] && . /etc/lsb-release

if [ -z "$DISTRIB_DESCRIPTION" ] && [ -x /usr/bin/lsb_release ]; then
  # Fall back to using the very slow lsb_release utility
  DISTRIB_DESCRIPTION=$(lsb_release -s -d)
fi

printf "Welcome to %s (%s %s %s)\n" "$DISTRIB_DESCRIPTION" "$(uname -o)" 
"$(uname -r)" "$(uname -m)"

#!/bin/sh

printf "\n"
printf " * Documentation:  https://help.ubuntu.com\n"
printf " * Management:     https://landscape.canonical.com\n"
printf " * Support:        https://ubuntu.com/advantage\n"

https://mp.weixin.qq.com/s/AvnCXkdGqo8uBBRYH61ihA


 

50-motd-news

#!/bin/sh

# Source the local configuration
[ -r /etc/default/motd-news ] && . /etc/default/motd-news

# Exit immediately, unless we're enabled
# This makes this script very easy to disable in /etc/default/motd-news 
configuration
[ "$ENABLED" = "1" ] || exit 0

# Ensure sane defaults
[ -n "$URLS" ] || URLS="https://motd.ubuntu.com"
[ -n "$WAIT" ] || WAIT=5
[ -n "$CACHE" ] || CACHE="/var/cache/motd-news"
[ "$1" = "--force" ] && FORCED=1

# Ensure we print safely, maximum of the first 10 lines,
# maximum of the first 80 chars per line, no control chars
safe_print() {
  cat "$1" | head -n 10 | tr -d '\000-\011\013\014\016-\037' | cut -c -80
}

# If we're not forcing an update, and we have a cached motd-news file,
# then just print it and exit as quickly as possible, for login performance.
# Note that systemd should keep this cache file up to date, asynchronously
if [ "$FORCED" != "1" ]; then
    if [ -r $CACHE ]; then
    echo
    safe_print $CACHE
  else
    : > $CACHE
  fi
  exit 0
fi

# If we've made it here, we've been given the --force argument,
# probably from the systemd motd-news.service.  Let's update...

# Abort early if wget is missing
[ -x /usr/bin/wget ] || exit 0

# Generate our temp files, clean up when done
NEWS=$(mktemp) || exit 1
ERR=$(mktemp) || exit 1
CLOUD=$(mktemp) || exit 1
trap "rm -f $NEWS $ERR $CLOUD" HUP INT QUIT ILL TRAP KILL BUS TERM

# Construct a user agent, similar to Firefox/Chrome/Safari/IE to
# ensure a proper, tailored, accurate message of the day

# wget browser version, for debug purposes
wget_ver="$(dpkg -l wget | awk '$1 == "ii" { print($3); exit(0); }')"

# Distribution version, for messages releated to this Ubuntu release
. /etc/lsb-release



. /etc/lsb-release
lsb=$(echo "$DISTRIB_DESCRIPTION" | sed -e "s/ /\//g")
codename="$DISTRIB_CODENAME"

# Kernel version and CPU type, for messages related to a particular revision 
or hardware
platform="$(uname -o)/$(uname -r)/$(uname -m)"
arch="$(uname -m)"
cpu="$(grep -m1 "^model name" /proc/cpuinfo | sed -e "s/.*: //" -e 
"s:\s\+:/:g")"
cloud_id="unknown"
if [ -x /usr/bin/cloud-id ]; then
    /usr/bin/cloud-id > "$CLOUD" 2>/dev/null
    if [ $? -eq 0 ]; then
        # sanitize it a bit, just in case
        cloud_id=$(cut -c -40 "${CLOUD}" | tr -c -d '[:alnum:]')
        if [ -z "${cloud_id}" ]; then
            cloud_id="unknown"
        fi
    fi
fi

# Piece together the user agent
USER_AGENT="wget/$wget_ver $lsb $platform $cpu cloud_id/$cloud_id"

# Loop over any configured URLs
for u in $URLS; do
  # Ensure https:// protocol, for security reasons
  case $u in
    https://*)
      true
    ;;
    https://motd.ubuntu.com)
      u="$u/$codename/$arch"
    ;;
    *)
      continue
    ;;
  esac
  # If we're forced, set the wait to much higher (1 minute)
  [ "$FORCED" = "1" ] && WAIT=60
  # Fetch and print the news motd
  result=0
  not_found_is_ok=0
  wget --timeout "$WAIT" -U "$USER_AGENT" -O- --content-on-error "$u" 
>"$NEWS" 2>"$ERR" || result=$?
  # from wget's manpage: 8   Server issued an error response.
  if [ $result -eq 8 ]; then
    if grep -q "ERROR 404" "$ERR"; then
      # The server's 404 document is the generic, non cloud-specific, motd-
news
      # content present in the index.txt file
      not_found_is_ok=1
    fi
  fi
  if [ $result -eq 0 ] || [ $not_found_is_ok -eq 1 ]; then
    echo

    # At most, 10 lines of text, remove control characters, print at most 80 



 

90-updates-available

 

91-release-upgrade

 

92-unattended-upgrades

 

97-overlayroot

    # At most, 10 lines of text, remove control characters, print at most 80 
characters per line
    safe_print "$NEWS"
    # Try to update the cache
    safe_print "$NEWS" 2>/dev/null >$CACHE || true
  else
    : > "$CACHE"
  fi
done
rm -f "$NEWS" "$ERR" "$CLOUD"
exit 0

#!/bin/sh

stamp="/var/lib/update-notifier/updates-available"

[ ! -r "$stamp" ] || cat "$stamp"

#!/bin/sh

# if the current release is under development there won't be a new one
if [ "$(lsb_release -sd | cut -d' ' -f4)" = "(development" ]; then
    exit 0
fi
if [ -x /usr/lib/ubuntu-release-upgrader/release-upgrade-motd ]; then
    exec /usr/lib/ubuntu-release-upgrader/release-upgrade-motd
fi

#!/bin/sh

if [ -x /usr/share/unattended-upgrades/update-motd-unattended-upgrades ]; 
then
    exec /usr/share/unattended-upgrades/update-motd-unattended-upgrades
fi

#!/bin/sh

(egrep "overlayroot|/media/root-ro|/media/root-rw" /proc/mounts 2>/dev/null | 
sort -r) || true
echo



 

98-fsck-at-reboot

 

98-reboot-required

 

99-esm

 

քCentos7 64⛤օ랸阡 motd 䗯⬅ 

Centos 7 랸阡媆僗 motd 突♭┚ PAM 鲽车▽┉◙篯⺭⽰꥘䡗
 

 

#!/bin/sh

if [ -x /usr/lib/update-notifier/update-motd-fsck-at-reboot ]; then
    exec /usr/lib/update-notifier/update-motd-fsck-at-reboot
fi

#!/bin/sh

if [ -x /usr/lib/update-notifier/update-motd-reboot-required ]; then
    exec /usr/lib/update-notifier/update-motd-reboot-required
fi

#!/bin/sh

SERIES=$(lsb_release -cs)
DESCRIPTION=$(lsb_release -ds)

[ "$SERIES" = "precise" ] || exit 0

[ -x /usr/bin/ubuntu-advantage ] || exit 0

if ubuntu-advantage is-esm-enabled; then
    cat <<EOF
This ${DESCRIPTION} system is configured to receive extended security updates
from Canonical:
 * https://www.ubuntu.com/esm
EOF
else
    cat <<EOF
This ${DESCRIPTION} system is past its End of Life, and is no longer
receiving security updates.  To protect the integrity of this system, it’s
critical that you enable Extended Security Maintenance updates:
 * https://www.ubuntu.com/esm
EOF
fi
echo



㵸䤗䄇  
0x01 刧䤓乄♭  

☳朅㗟⹩ꄈ刧䤓突♭
which 

⺆耇刧䤓硍簊⽝♑氳⛮突♭⛤糌

whereis 

刧䤓氳眷㑔┘⺆佭硍簊⽝♑◅鲽⯆突♭鲸僗┉◙⪭☽突♭奃㞝嶏突♭璡㏇$PATH饟䏧㓹滼
┕㘍ⱶ▽┉◙硍簊泘䎓氳刧䤓刧䤓葶㍴奃which爏㛻刧䤓鵮䈲䒍

-b ⺆刧䤓◅鲽⯆突♭
-B 䧗㲋㵖䤓◅鲽⯆突♭氳饟䏧 
-s ⺆䮣碠嶏突♭ 
-S 䧗㲋䮣碠嶏突♭氳饟䏧

 

locate 

☳碠䌖丘䩺䈑( /var/lib/mlocate/mlocate.db )ꄅ刧䤓突♭丘䩺䈑夷㛿催亍䢦♔⺎耇刧⮽氳
突♭┘佭僄亍氳榗舘⺎耇䄖篺逈⮧ꢝ▽⺎♔✳榫 updatedb  全鲽车催亍丘䩺䈑
䍠憷䋧阫㏇updatedb䣮车⯥刧䤓┉埠updatedb催亍⺵刧䤓┉埠
locate 랸阡劫䤧ⴎ⻡䢦刧陟氳㰅瑞氳篾冽齉侁炐⭴全奃㞝䡘♜䘶刧陟 ls 黁╫眷⛎ tools 鲹熨篾冽
█劫侁炐⭴全 

䡘鈿䐂locate 佭┉光䏭㞑氳䮣碠䄄䢦♔陣篱陱⭓光⹇丘 



-b ⺆䮣碠突♭⺳┘䮣碠突♭㜔⺳ 
-i 䒭樋㛻㵸⫞ 
-r "" 塜⮟ⵯ鿥

 

find 

find 佭☳突♭硍簊免鲽车䮣碠㛻縡⪓⛙佭䄉䜈♔┕⽝♑齉刧䤓┘⮽氳休⠯⫋✳榫鲹光⽝♑
find 랸阡突♭⽰泘䎓齉劫鲽车䮣碠⺳燢金⬢漶䶺䧏塜⮟⺎♔✳榫鵠鿥瑞

-type ⹇丘䧗㲋 

d 泘䎓 

f  突♭ 

l 瑞⺙ꛔ䫙
s socket 

㓹滼✳榫 find / -name evil.sh
䒭樋㛻㵸⫞ find / -iname evil.sh
刧䤓休䪷ꢝ切光/眷突♭ find / -name *evil* ! -name *.log  
刧䤓休䪷ꢝ泘䎓 find / -name *evil* -path "/root/home/aaa" -prune
刧䤓泘䎓 find / -type d -name eval

䧝拨儹꡿刧䤓突♭ -perm

刧䤓 777 儹꡿氳突♭ find / -type f -perm 777
刧䤓 SUID 突♭ find / -perm /u=s
刧䤓 SGID 突♭ find / -perm /g=s
刧䤓 Sticky 突♭ find / -perm /o=t

㓹◇䢦僗縖⽰篯刧䤓突♭ -user / -group 

刧䤓劯泘䎓┖㷯◇ root 氳突♭䡝突♭㜔 find / -user root
刧䤓ssh篯氳䢦僗突♭ find / -group ssh  



㓹◇休ꠑ鲽车刧䤓  

-mtime  ⟤䷊休ꠑ 

刧䤓僄鲤└㛿⟤䷊鲋氳突♭ find / -mtime -3
刧䤓└㛿⯥⟤䷊鲋氳突♭ find / -mtime +3
刧䤓僄鲤24㵸休⟤䷊鲋氳突♭ find / -mtime -1

-atime  阼ꠋ休ꠑ
刧䤓3㛿⫂阼ꠋ鲋氳突♭ find / -atime -3
⪭☽眷⛎ 

-ctime 㷯䓪⟤䷊休ꠑ,鲸儔⹠朆⺎♔⟤䷊ ctime 氳䅻鈺亡嫏䢦♔⺎♔⛼╙❤䩺
㵖䤓僄鲤└㛿⟤䷊鲋㷯䓪氳突♭ find / -ctime -3

-daystart 䧝㛿畀┘佭䧝拨24㵸休畀 -1 辑炐管㛿縡┘佭☳朆㏇䏢⯥㵗24㵸休
㵖䤓管㛿⮡䋧氳突♭ find / -ctime 1 -daystart
㵖䤓⺸⯥3~5 㛿兴ꠑ籁鰝氳突♭ find / -mtime 3 -mtime -5 -daystart

㞝冽✃鈿䐂㛿鲹光⶝⛤㜁㛻▽⺎♔✳榫⮇ꙵ,⮇⮷㵒䈒 -mmin/-amin/-cmin 

刧䤓└⮇ꙵ⯥籁鰝氳突♭ find / -mmin +3
刧䤓└⮇ꙵ⫂籁鰝氳突♭ find / -mmin -3  
刧䤓└⮇ꙵ⯥阼ꠋ氳突♭ find / -mmin +3
刧䤓└⮇ꙵ⫂阼ꠋ氳突♭ find / -mmin -3
刧䤓└⮇ꙵ⯥⟤䷊㷯䓪氳突♭ find / -cmin +3
䤓└⮇ꙵ⫂⟤䷊㷯䓪氳突♭ find / -cmin -3

䧝拨㛻㵸㵖䤓突♭ -size ⹇丘⺵⶝⛤⺎♔╙:

b  512-byte block
c   bytes
w  two-byte words 
k  
M
G

㵖䤓10M氳突♭ find / -size 10M
㵖䤓㛻◇10M氳突♭ find / -size +10M
㵖䤓㵸◇10M氳突♭ find / -size -10M  
㵖䤓 10M⮽20M兴ꠑ氳突♭ find / -size +10MB -20M

⹇縓突珖: 

https://zhuanlan.zhihu.com/p/35727707

https://cloud.tencent.com/developer/article/1348438

https://www.cnblogs.com/Q--T/p/7864795.html

https://zhuanlan.zhihu.com/p/35727707
https://cloud.tencent.com/developer/article/1348438
https://www.cnblogs.com/Q--T/p/7864795.html


https://www.linuxprobe.com/find-search-file.html

 

0x02 刧䤓乄♭⫂㳋  

䏭指休⠯䡘♜仰嫏漶㲋䕥䙬爊䈌氳突♭⺳⛙佭切◙鿥糌突♭氳⪩꜄㰅佭┘劫催䷊氳䢦♔䡘♜⺎♔⮵榫
⪩꜄㰅鲽车刧䤓
grep [OPTIONS] PATTERN [FILE...]

꺙⩝☮篸┉┖ grep 氳⹇丘 

塜⮟辑鱳䌋注⪩⹇丘
-E 䣲㷤▽塜⮟辑鱳䌋䶺䧏▽♔┖⭓熨鈺⮟

+
?
a|b 
()
x{m}
x{m,}
x{m,n}

-F 院⹇丘⺵氳塜⮟辑鱳䌋㰅瑞╏免䢦僗㰅瑞╏齉媆僗攑墥⻡╬别别佭⪭儗骱
-P ✳榫 perl 塜⮟辑鱳䌋
-e 塜⮟辑鱳䌋免㰇㏇ -- 氳랸阡劫逈陃⮷╙⹇丘✳榫 -e ⹇丘⺎♔㵨 -- 阡㲋╙塜⮟辑鱳䌋免氳㰅瑞
-f file ☳突♭免ⱶ鰉塜⮟
-i 䒭樋㛻㵸⫞
-w ⺆ⵯ鿥㱮丞氳⶝陊,奃㞝 administrator 免ⴎ⻡ admin✳榫 -w admin 佭┘劫刧陟⮽篾冽氳⺆
僗 i am admin ! 鲹熨䣉⺎♔
-x ⵯ鿥丞车
-z 饖车ⵯ鿥
儷걸
-s 焔塛鰟⭴㍕突♭┘㰇㏇䡝突♭媆僗陸儹꡿縡出问氳ꛯ陬⼝䕜
-v ⹛鯸篾冽┘侁炐⯆㲋氳塜⮟
-V 撷儗⼝䕜

 

鰟⭴䫝⯆
-m NUM ⵯ鿥⮽NUM车⺵⢦塛
-b 䣒ⷅⵯ鿥氳车㏇突♭免氳㰅荣⢏燰ꄈ
-n 侁炐ⵯ鿥氳车⺙
-H 䤉ꄈⵯ鿥休侁炐ⵯ鿥氳突♭⺳랸阡⹇丘
-h ┚ H 注⹛┘侁炐突♭⺳

https://www.linuxprobe.com/find-search-file.html


-o ⺆鰟⭴ⵯ鿥⮽氳㰅瑞
-q ┘侁炐♳⛰┱重
-a ⵯ鿥◅鲽⯆丘䩺 

-I ┘ⵯ鿥◅鲽⯆氳⫂㳋
-d action 泘䎓䳩⛼陸⹧(read)鵉䎍(recurse)饥鲋skip)

-D action 阻糌㵒阻㚷FIFO,留鷺氳䳩⛼陸⹧(read)饥鲋(skip)

-r 鵉䎍,┘劫䮣碠瑞⺙鳀䫙⫂氳⫂㳋䢦♔⺎♔㶽ꄈ✳榫 -R 

-R 鵉䎍氳⺱休⺎♔阻糌┉◙鴲걸奃㞝䪷ꢝ┉◙泘䎓璡
-L 侁炐儔ⵯ鿥⮽氳突♭⺳
-l ⺆侁炐ⵯ鿥⮽氳突♭⺳
-c 䣒ⷅ夷┉光突♭免ⵯ鿥篾冽氳车丘
 

突儗䫝⯆
-B <NUM> 侁炐刧䤓⮽氳车⯥氳N车氳⫂㳋
-A <NUM> 侁炐刧䤓⮽氳车⺵氳N车氳⫂㳋 

-C <NUM> 侁炐刧䤓齉氳车⯥⺵⺨N车氳⫂㳋
 

䅻鈷✳榫亡嫏
刧䤓切光突♭免氳㰅瑞╏ 

grep "str" evil.sh

 

 

㏇切光泘䎓免氳突♭免䮣碠切光塜⮟辑鱳䌋 

grep "str" /root/xxx/*

 

鵉䎍㏇切光泘䎓┖䢦僗突♭免鲽车刧䤓 

grep -rn "str" /root/xxxx/



 

刧䤓指光㰅瑞 

grep "str1\|str2" /root/xxxx/*
grep -E "str1|str2" /root/xxxx/*  
grep -e "str1" -e "str2" /root/xxxx/*

 

刧䤓⺱休㰇㏇允光㰅瑞
grep -E 'str1.*str2' /root/xxxx/*

 

⺆䮣碠鼨⮇突♭
grep 'abc' -r --include=*.conf /root/xxxx
grep 'abc' -r --include="*.{conf,config}" /root/xxxx

 

䪷ꢝ鼨⮇突♭
grep 'abc' --exclude=*.elf /root/xxxx



grep 'abc' --include=*.conf --exclude=*demo.conf

 

⪓沴䮣碠切╄辑鱳䌋
grep -Rn -i "str" /

0x03 漶㲋硍簊注⪩⼝䕜  

刧洇硍簊撷儗⼝䕜
cat /etc/issue

Ubuntu/Debian 硍⮜鴠榫
cat /etc/lsb-release
lsb_release -a

Redhat/Centos 硍⮜鴠榫
cat /etc/redhat-release

刧洇硍簊佭32⛤鲸佭64⛤

getconf LONG_BIT
uname -m
arch
hostnamectl
file /sbin/init  䡝縖 file /lib/systemd/systemd
lscpu | grep "Architecture\|几冘"  
dpkg --print-architecture  [鴠榫◇Ubuntu眷硍簊]
dpkg-architecture -q DEB_BUILD_ARCH  [鴠榫◇Ubuntu眷硍簊]

 

刧洇⫂劭撷儗⼝䕜
cat /proc/version

x86_64 ╙64⛤ 
Intel 80386յi386յi486յi586յi686 璡㏰╙ 32 ⛤



uname -a  
hostnamectl

0x04 硍簊㱮丞䓪压刧(root儹꡿┖䣮车)  

䏭指休⠯䡘♜䘶湳鷺硍簊佭⻖㰇㏇硍簊⽝♑յ鯻♭ⴎ璡逈僀䩦氳䗯⬅⺎♔✳榫┖ꪫ氳亡嫏鲽车压刧
RedHat/Centos 

rpm -Va

Ubuntu/Debian 

apt install debsums
debsums --all

0x05 硍簊乄♭沪䫝䄄  

AIDE - Advanced Intrusion Detection Environment
inotify
tripwire
Auditd 

 

0x06 刧洇glibc撷儗  

ldd --version

 

https://aide.github.io/
https://man7.org/linux/man-pages/man7/inotify.7.html
https://github.com/Tripwire/tripwire-open-source


0x07 乄儗奃㵒  

㵨金奃㵒突儗择⯆⮽ burpsuite 氳 Compare 嘗怪免 -> 睳顛鲽⸼ -> ✳榫words鲽车奃㵒

┘⺱氳⫂㳋劫僗겛荈剝陃



 

 

0x08 丘䩺䕄㛄  

斮晉氳䷍⭵縖䏢䏢劫㵨舅流槴┖氳賛┲뀐鴇鲽车⮧ꢝ塝休丘䩺䕄择㶩颯⮽▽ꄆ金⛼榫
⾨♜㶩♔留杼⼥陬⮧突♭╙羜俍全鲽车阯鉯
陬⮧▽突♭䗯⬅⪭㲓䏭甏⶝㶩允熨 逈⮧ꢝ氳突♭僗/仰鲽爊塜㏇㵒⪭陸⫞僗氳陚黁畀◄䇟鲡
媆僗氳陚舅姳指焱ն
僗鲽爊㏇㵒陬⮧乄♭鲽车陸⫞  

鲹熨䗯⬅甏⶝全陱㶩佭逈⮧ꢝ氳突♭㏇鲽爊氳⫂㰇狝ꠑ鲸变㰇浔┉♷⺎♔鵠鲋阼ꠋ切光泘䎓全䤓⮽突♭
䕄择
䫙┖全咱┉┖鲹光㲓뀰
䣒䋯允光篳珸篳珸1 ⽰ 篳珸2

 

篳珸1  ⮡䋧突♭

 

篳珸2  ✳榫 cat 嘗䦟┉┖鲽爊䧏簘陸⫞ 111.txt

 

篳珸1 ⮧ꢝ 111.txt  



⺎♔洇⮽111.txt 䄖篺逈⮧ꢝ▽
 

篳珸1 : lsof 刧䤓突♭ⶭ榫䇜䕄择 

⺎♔洇⮽ cat  鲹光爊䈌塜㏇䳩⛼鲹光突♭鲽爊 id ╙ 2115 

 

篳珸1: 䤓⮽鲽爊狝ꠑ突♭㵒䈒泘䎓( /proc/<pid>/fd )䕄择突♭ 

丘䩺䡗Ⱶ䕄择
 



丘䩺䕄㛄爊䈌  

丘䩺䕄择爊䈌氳⸊杼⪭㲓䏭甏⶝㞝冽✃陸鲋վ뙣⿬氳Linux熗䢣蘦տ罥㲋湳鷺䡘♜氳突♭ rm ⮧ꢝ兴⺵
突♭㲓⛮俪休鲸佭㏇氳⺆┘鲋突♭䢦㏇氳怪䄖篺逈剝阭╙⮧ꢝ▽ն㶩㞑⥽䥷鱻┉绪䡘鈺⮕▽金䤧✃㳄䥷
鱻⛙佭朆㏇鲸媆䥷⺆金䣆簘齉ⱴ㱮㶩劫䥷䢦♔䡘♜䈒⺎耇怪氳㵨丘䩺䕄择ն
https://wizardforcel.gitbooks.io/vbird-linux-basic-4e/content/59.html

 

鴲䦫丘䩺䕄择爊䈌全鲽车䕄择僗⭓憠奃鰏ꄆ金
☳陬⮧ꢝ▽突♭氳黁┉⯎颯㶩┘金⫋⺸突♭䢦㏇氳⮇⵲咱♳⛰⫞⪍䄄⛼▽
䎎抆▽䏭指休⠯䄖篺㏇餶氳爊䈌┘耇⢦黁㶩金咱㞑儹辆▽
㏇┘䏆⿏⪭☽爊䈌鲡车氳䗯⬅┖㵨陬⮧突♭䢦㏇氳⮇⵲ⷒ鰉䪨(umount)

㏇鴲䦫丘䩺䕄择鯻♭⯥▽鉯岳咠突♭硍簊眷㑔
䕄择突♭㰇⤴⮇⵲鴲䦫꧎金隥䛥

┘耇佭兴⯥陬⮧突♭氳⮇⵲
⮇⵲㛻㵸金㛻◇兴⯥陬⮧突♭氳䔅㛻㵸

僗耇ⱱ氳陚⺎♔縓诿㵨⮇⵲㚷♷┉♷
 

䅻鈷氳䶺䧏突♭硍簊僗
⚩簊突♭硍簊ext2 / minix / MS-DOS / FAT 榫 vfat 嘗怪 / iso9660 ⩞沴璡璡
仼䑪䌋突♭硍簊 ext3 /ext4 / ReiserFS / Windows' NTFS / IBM's JFS / SGI's XFS / ZFS
粠簇突♭硍簊 NFS / SMBFS

 

刧洇䎎⯥ Linux 䶺䧏氳突♭硍簊
ls -l /lib/modules/$(uname -r)/kernel/fs

 

https://wizardforcel.gitbooks.io/vbird-linux-basic-4e/content/59.html


丘䩺䕄㛄鯻♭⺳燢 䶺䧏乄♭硍簊眷㑔 䳩⛼ꥈ佄爊䈲 僄鲤┉埠催亍
Extundelete ext3/ext4 免 2013/2/21

Debugfs ext2/ext3/ext4亍硍簊顿顠 免 硍簊舅䅠
R-Linux ext2/ext3/ext4 甏⶝ 2015/5/17

Ext3grep ext3 免 2010/4/19

Ext4magic ext3/ext4 免 2014/9/12

TestDisk ⻻擧媆鰟鲋㲓䡟媆颉鲋 择儷 2019/7/10

刧洇硍簊泘⯥䄖鰉⪍⮽⫂㰇免䶺䧏氳突♭硍簊
cat /proc/filesystems

 

䅻鈷氳 Linux 突♭䕄择䄄
Extundelete
Debugfs
R-Linux
Ext3grep
Ext4magic
Testdisk

 



 

䅻鈷氳硍簊䓧䷬䄄(☳㾆嵼氳硍簊免copy突♭)

Ddrescue
Avira Rescue System

 

刧洇陬⮧ꢝ乄♭䢦㏇⮇⵲氳乄♭硍簊眷㑔  

鲹ꄅ⡾阻陬⮧ꢝ突♭╙ /opt/project/data.mdb

df -T /opt/project/

df -T  ⽝♑⺎♔波鈸䐂洇⮽陬⮧突♭䢦㏇泘䎓氳䧑㏇憠䢦㏇⮇⵲♔⹖⮇⵲氳乄♭硍簊眷㑔
 

㞝冽✃┘ㄎ埢 df ⽝♑䡝縖硍簊┕┘㰇㏇df ⽝♑⺎♔⩝漶㲋┉┖泘䎓䢦㏇⮇⵲波䫙✳榫 mount ⽰
lsblk -f  ⽝♑

mount

 

lsblk -f

 



ⷒ鰉陬⮧乄♭䢦㏇氳⮇⵲  

㞝冽ⷒ鰉▽院⮇⵲黁╫院⮇⵲鲡车氳爊䈌⽰⺸院⮇⵲⫞⪍氳䳩⛼齉劫篳塛䢦♔鲹光䳩⛼⺎耇┘劫䏭걹
⮵꧎金儹辆
㞝冽院⮇⵲僗爊䈌塜㏇鲡车䡝縖僗爊䈌塜㏇㵒院⮇⵲突♭鲽车陸⫞佭仰嫏波䫙ⷒ鰉氳꧎金⢦䪨鲹◙䳩⛼
鲸僗㶩佭┘金䘶浔䤧劯泘䎓ⷒ鰉▽⺎♔縓诿⪭☽亡嫏奃㞝眷⛎㱧⪓嘗䌋氳┱┱

⺎♔洇⮽ /opt/project  䢦㏇⮇⵲╙ /dev/sdb  䡝縖䈒院陱 /dev/sdb  䧑鰉㏇ /opt/project  
泘䎓┖
 

ⷒ鰉院⮇⵲ umount /dev/sdb

鲹绪㶩㵨⮇⵲ⷒ鰉䪨▽ⷒ鰉䪨氳⮇⵲丘䩺鲸㏇⺎♔㏇⺵僿ꄆ亍䧑鰉⮽切光泘䎓┖
 

Extundelete  

http://extundelete.sourceforge.net/

䶺䧏 ext3յext4

㱧逸 Extundelete

apt install extundelete

http://extundelete.sourceforge.net/


 

朆㏇ /dev/sdb1  䧑鰉㏇ /opt/project ┖䡘♜㏇鲹光泘䎓┖⮡䋧┉光突♭ test1.txt  

䡘♜⮧ꢝ test1.txt  䇜✳榫 Ext3grep  鲽车突♭䕄择
 

1. ⷒ鰉 test1.txt  䢦㏇⮇⵲ 

umount /dev/sdb1

2. 䣴䬞䧗㲋突♭硍簊氳劯饟䏧
extundelete --inode 2 /dev/sdb1

/dev/sdb1 佭儗埠㲓뀰氳突♭硍簊㛻㳄䧝拨㲓ꡮ䗯⬅僀䩦㶩㞑
--inode 2 佭䧗劯饟䏧



⺎♔洇⮽䡗Ⱶ䤓⮽▽ test1.txt  㶩㏇鲹光突♭硍簊氳劯泘䎓┖⺵ꪫ剝陃鲹佭┉光逈⮧ꢝ氳突♭
3. 䕄择逈⮧ꢝ氳突♭ test1.txt  

extundelete --restore-inode 12 /dev/sdb1 -o backup

䡝縖 

extundelete --restore-file test1.txt /dev/sdb1 -o backup



⺎♔洇⮽允熨亡䌋齉䡗Ⱶ䕄择▽突♭⪭免 --restore-inode 12  免氳 12 佭鵠鲋┕㎂刧陟⮽氳 
test1.txt  㵒䈒氳 inode ; -o  ⹇丘䧗㲋┉光突♭㜔⺳㰅 extundelete  劫♔鲹光⺳㰅㏇✃䣮
车 extundelete  ⽝♑氳饟䏧┖亍䋧突♭㜔ն

4. 䕄择指光突♭յ⪓ꄈ䕄择
--restore-files 'path'  
--restore-directory
--restore-all

鲹埠䡘♜亍䋧┉光泘䎓 t1 ,兴⺵⫋⮡䋧└光突儗突♭兴⺵䤧㱚♜⮧ꢝ
extundelete --inode 2 /dev/sdb1



㍕╙䡘♜媆僗⮧ꢝ t1  鲹光泘䎓䢦♔ t1 媆僗侁炐⮧ꢝ⛙佭⻗鲹ꄅ█洇┘⭴全 t1 佭突♭鲸佭泘
䎓█洇┘⮽ t1 ꄅꪫ僗☜╫䢦♔䡘♜陒浔䧗㲋 t1 鲹光泘䎓氳 inode 360449

extundelete --inode 360449 /dev/sdb1

⺎♔洇⮽䡘♜逈⮧ꢝ氳└光突♭䡘♜陒浔鵠鲋┕ꪫ氳⭓光⹇丘全鲽车䕄择
⩝全榫兴⯥氳 --restore-file



陒陒  --restore-files

鲹光⹇丘媆榫伺顿
陒陒 --restore-directory

extundelete --restore-directory t1/ /dev/sdb1 -o backup



陒陒 --restore-all ,鲹光㶩佭⪓ꄈ䕄择▽
extundelete --restore-all /dev/sdb1 -o backup

5. 䕄择切光休ꠑ夀氳突♭
--after 休ꠑ䢌
--before 休ꠑ䢌  

⺎♔鵠鲋┖ꪫ鲹光粠珇㱮䡗休ꠑ䢌⽰休ꠑ氳鯸䩦█⺎♔鵠鲋 date⽝♑全藜⹧⺵ꪫ劫阯



https://shijianchuo.net/

extundelete --after 1640966400 --restore-all /dev/sdb1 -o backup

 

朆㏇䡘䘶䕄择僄鲤└㛿氳丘䩺䡘鲸金榫休ꠑ┉憠┉憠⸼畀⻀ ┘榫
僄鲤└㛿█㶩佭└㛿⯥氳塝⯎ ♔⺵氳突♭齉金

https://shijianchuo.net/


䡗Ⱶ䕄择ն
6. ꄆ亍䧑鰉⮇⵲

mount /dev/sdb1 /opt/project

Debugfs  

鲹光爊䈌佭硍簊舅䅠氳┉光◬◎䌋突♭硍簊隀陒㏇ Centos 6 ┕⺎♔榫全咱丘䩺䕄择
https://man7.org/linux/man-pages/man8/debugfs.8.html

䶺䧏 ext2յext3յext4

Centos 7 ♔⹖ Ubuntu 16.04 䄖篺┘耇䕄择▽
 

R-Linux  

┉光㎂䎬⴬氳丘䩺䕄择䈒榫
https://www.r-studio.com/free-linux-recovery-help/basicfilerecovery.html

ext2յext3յext4

https://man7.org/linux/man-pages/man8/debugfs.8.html
https://www.r-studio.com/free-linux-recovery-help/basicfilerecovery.html


豓抆건ꪫ䚊☕⛙佭鲸僗免突䶺䧏



䡗Ⱶ䕄择突♭⫂㳋
 

Ext3grep  

http://manpages.ubuntu.com/manpages/jammy/man8/ext3grep.8.html

别䶺䧏 ext3 

㱧逸 Ext3grep 

apt install ext3grep

http://manpages.ubuntu.com/manpages/jammy/man8/ext3grep.8.html


 

朆㏇ /dev/sdb  䧑鰉㏇ /opt/project ┖䡘♜㏇鲹光泘䎓┖⮡䋧┉光突♭ test1.txt  

䡘♜⮧ꢝ test1.txt  䇜✳榫 Ext3grep  鲽车突♭䕄择
 

1. ⷒ鰉 test1.txt  䢦㏇⮇⵲ 

umount /dev/sdb

2. 䣴䬞䧗㲋突♭硍簊氳劯饟䏧



ext3grep /dev/sdb  --ls --inode 2

/dev/sdb 佭儗埠㲓뀰氳突♭硍簊㛻㳄䧝拨㲓ꡮ䗯⬅僀䩦㶩㞑
--inode 2 佭䧗劯饟䏧

⺎♔洇⮽䡗Ⱶ䤓⮽▽ test1.txt  ⯥ꪫ氳 D  剝䑪㶩佭辑炐突♭逈⮧ꢝ▽縡┘佭 “D 兴┉仍”

3. 藜⹧突♭㰇㏇休⠯氳⛮饟䏧
ext3grep /dev/sdb  --dump-names

⺎♔洇⮽㶩㏇劯泘䎓
4. 䕄择逈⮧ꢝ氳突♭ test1.txt

ext3grep /dev/sdb  --restore-file test1.txt



丘䩺䕄择䡗Ⱶ䕄择⺵氳丘䩺劫⤴㰇㏇䣮车 ext3grep  ⽝♑氳饟䏧┖氳 RESTORED_FILES 突♭㜔
⫂

5. 䕄择⪓鼨丘䩺
㞝冽✃鷕⮽氳䗯⬅佭┘㵸䑐劲䌋▽┉光⮇⵲黁⺎♔陒┉┖㛻䦙 

ext3grep /dev/sdb  --reatore-all

6. ꄆ亍䧑鰉⮇⵲
mount /dev/sdb /opt/project

 

洇颯全┉⮊䏭걹⮵⛙佭䎎䡘孾陒波䫙⮧ꢝ┉光泘䎓氳休⠯/⮧ꢝꪝ劯泘䎓┖氳突♭䕄择颯全㶩劫僗ꠋ겗
㛻㳄⺎♔指㶍陒┉┖

 

 

Ext4magic  

鲹光䄄ꪝ䅻㞑榫
http://ext4magic.sourceforge.net/howto_en.html

ext3յext4

鲹埠䡘♜曻⩎䐂择儷憠曻憠⩎ ext3grep 咱┘⮽氳(䡘氳湳陃葶㍴⫂)

http://ext4magic.sourceforge.net/howto_en.html


䡘♜㏇䧑鰉氳泘䎓┖⮡䋧▽┉光突♭㜔 aaa ,㏇⪭免⮡䋧突♭㜔 bbb ,㏇ bbb 突♭㜔免亍䋧 ccc.txt ,
鲸⫞⪍▽┉◙㰅瑞兴⺵波䫙⮧ꢝ▽ bbb 乄♭㜔䫙┖全䡘♜䋯㡏突♭䕄择
 

1. ⷒ鰉 test1.txt  䢦㏇⮇⵲ 

umount /dev/sdb

2. 䣴䬞䧗㲋突♭硍簊䢦僗氳劯饟䏧
ext4magic /dev/sdb -f /  

/dev/sdb 佭儗埠㲓뀰氳突♭硍簊㛻㳄䧝拨㲓ꡮ䗯⬅僀䩦㶩㞑



⺎♔洇⮽⮽ aaa 鲹光突♭㜔奅珔鲸㏇突♭硍簊ꄅㇹ䡘♜媆僗⮧ꢝ aaa 突♭㜔䡘♜耇䡗Ⱶ䤓⮽ 
bbb  ⽰ ccc.txt ⻀ 

 

3. 䣴䬞㯹突♭㜔免氳⫂㳋
ext4magic /dev/sdb -f /aaa/

簒簘㵖䤓 ext4magic /dev/sdb -f /aaa/bbb/



⺎♔洇⮽塝休波䫙鲹绪刧䤓㶩┘车▽䡘♜꧎金ⱶ┕ -T -x ⹇丘



 

 

4. 䕄择逈⮧ꢝ氳突♭ ccc.txt

ext4magic /dev/sdb -rf /aaa/bbb/ccc.txt -d /opt/

丘䩺䕄择䡗Ⱶ䕄择⺵氳丘䩺䧝拨⸊全氳泘䎓篾冘变㰇㏇ -d  䧗㲋氳突♭㜔┖
5. ⪓ꄈ丘䩺䕄择

-M  䕄择⪓鼨突♭
-m  䕄择⪓鼨逈⮧ꢝ氳突♭



ꢝꪝ✃佭┉光⮇⵲䧑▽┘抆┘䋧阫波䫙✳榫鲹允光⹇丘㍕╙鲹光⹇丘⺎♔鿥⺭催擧氳㓹◇休ꠑ氳
⹇丘全咱切光休ꠑ憠♔⯥䡝縖切光休ꠑ憠♔⺵氳⪓ꄈ丘䩺䕄择

6. 㓹◇休ꠑ氳丘䩺䕄择
-a  休ꠑ䢌   a ♏辑 after辑炐㏇鲹光休ꠑ憠♔⺵
-b  休ꠑ䢌   b ♏辑 before辑炐㏇鲹光休ꠑ憠♔⯥
休ꠑ䢌⺎♔鵠鲋 https://shijianchuo.net/  鲹光粠珇鲽车休ꠑ⽰休ꠑ䢌氳鯸䩦
⡾阻䡘♜䘶䤧 2022 清 1 僖 1 仼♔⺵⮧ꢝ氳突♭齉䕄择┉┖
ext4magic /dev/sdb -a 1640966400 -d /opt/backup -m

⺎♔洇⮽䡘♜┕ꪫ䕄择氳 aaa/bbb/ccc.txt 突♭鲸㏇⛙佭兴⯥⭓光䄄咱庌炐氳突♭奃㞝 
test1.txtյtest2.txt 䄖篺䕄择┘▽▽㍕╙☽♜䄖篺逈䡘♜亍⮡䋧氳突♭⽰突♭㜔簄釙沲▽
朆㏇䡘䘶䕄择僄鲤└㛿氳丘䩺䡘鲸金榫休ꠑ┉憠┉憠⸼畀⻀ ┘榫
僄鲤└㛿█㶩佭└㛿⯥氳塝⯎ ♔⺵氳突♭齉金
ext4magic /dev/sdb -a $(date -d "-3day" +%s) -d /opt/backup -m



僗飯氳佭ext4magic 㲇亡氳man䣆回ꄅ鲸敨▽┉憠⩎㵸ꛯ陬

7. 䒍鵮藜⹧突♭⮜辑
兴⯥䡘♜☳劯泘䎓䋯㡏┉㷄┉㷄䤓 ccc.txt ⛼╙┉光鲹╫⩝鲽氳䄄佭┘佭⺎♔波䫙䤧䢦僗氳
泘䎓⽰突♭齉侁炐⭴全⼱䡘♜㞑鵠鲋 grep 全鲽车刧䤓
ext4magic /dev/sdb -Lx -f /



㞝冽✃鈿䐂✃㵒鲹ꄅ氳 bdir ┘䚊⪪飯✃㶩佭䘶洇 aaa 泘䎓ꄅ氳黁㶩䤧 -f / 䩦䡗 -f 
/aaa/  

ext4magic /dev/sdb -Lx -f /aaa

8. 波鈸㏐洇突♭釙沲䗯⬅
⺎♔✳榫 -l  ⹇丘⮜⭴全䧗㲋泘䎓鲸媆僗逈釙沲氳突♭

⯥ꪫ丘㰅佭 100% 氳辑炐鲸媆僗逈釙沲
䏭䫠蔘鲹╄䄄

 



TestDiskք孾陒䕄㛄乄♭㜊題┘䫠蔘օ  

https://www.cgsecurity.org/wiki/TestDisk_CN

䶺䧏䳩⛼硍簊 WindowsյLinuxյMac 

䶺䧏氳突♭硍簊
BeFS ( BeOS )

BSD disklabel ( FreeBSD/OpenBSD/NetBSD )

CramFS, ⷭ籔突♭硍簊
DOS/Windows FAT12, FAT16 ⽰ FAT32

Windows exFAT

HFS, HFS+ ⽰ HFSX (Hierarchical File System)

JFS (IBM's Journaled File System)

Linux ext2, ext3 ⽰ext4

Linux LUKS ⱶ㳢⮇⵲
Linux RAID md 0.9/1.0/1.1/1.2

RAID 1: ꜳ⥽(Mirror)
RAID 4: 䅠㳋ꛯ氳兣䅠ꡘ⮜
RAID 5: 䅠⮇䄭䌋⫛⛸⼝䕜氳兣䅠ꡘ⮜
RAID 6: 䅠⮇䄭䌋⹙⫛⛸⼝䕜氳兣䅠ꡘ⮜

Linux Swap (撷儗1 ⽰ 2)

LVM ⽰ LVM2, Linux鶷鰝ⷑ留杼(Linux Logical Volume Manager)

Mac partition map

Novel NSS (Novell Storage Services)

NTFS ( Windows NT/2000/XP/2003/Vista/2008 )

ReiserFS 3.5, 3.6 ⽰ 4

Sun Solaris i386 disklabel

Unix突♭硍簊-UFS and UFS2 (Sun/BSD/...)

XFS, SGI's Journaled File System

 

0x09 䤉ꄈ刧䤓乄♭䇜䣒ⷅ⼝䕜  

鲹光⽝♑㏇ꡕ㱥岳杼webshell氳䏭僗榫䏭鴠⺭䤉ꄈ䡽㎂鲹ꄅ♔䮣碠 passwd  鲹光突♭╙❇
find / -name "passwd" | while read line; do if [ -f $line ]; then ls -al $line; 
elif [ -d $line ]; then ls -al ../ | grep $line; fi; done

https://www.cgsecurity.org/wiki/TestDisk_CN


 



湳陃憠ꡭ䎓  
0x01 Linux 㱥䥉鲽爊鲽爊篯session(劫陚)job(⛼┯)  

儗全媆僗䘶⶝䧍⭴全⫞⛙佭飉溿狓飉岑䢦♔⶝䧍⭴全 

㏇Linux免
䣒䋯terminal█㶩佭篳珸爊䈌兴⺵⺎♔藜䐂┉光shell
鵠鲋ssh鳀䫙⮽linux氳ssh-server 僜ⱷ█⺎♔藜䐂┉光shell 

鵠䅻䡘♜齉佭鵠鲋♔┕允熨亡䌋全藜䐂┉光shell兴⺵鲡车爊䈌氳塝休䡘꧎金篋塜┉光哮䒞䡘♜鵠䅻
齉陱藜䐂┉光shell儗顏┕全陱䡘♜藜⹧▽┉光session劫陚♔┖session齉佭劫陚

䧍允熨䅻鈷䗯⬅鲽车╞❇
1. 勆❇1  

䡘♜鰟⪍

㛻㳄齉湳鷺塝休䡘♜⻪墙▽┉光爊䈌 ping ,䇜┦⮡䋧▽┉光鲽爊䡘♜⫋䋯┉光篳珸ssh鳀䫙鲹光僜ⱷ
洇┉┖

⺎♔洇⮽䡘♜颯▽┉光PID╙1779氳鲽爊鲽爊㏇┘亇⺸䡘♜䣒ⷅping氳篾冽黁╫儗顏┕全阯佭☜╫
绪氳⼱ 

ping www.baidu.com



䡘♜✳榫 ps ajfx 全洇┉┖

1. pidpgidsid㏰╙890氳 sshd 㱥䥉鲽爊问䡗┉光SID╙1494氳session⺱休⮡䋧▽┉光pid╙
1494氳㯹鲽爊“sshd: helper [priv]” 䇜┦⮡䋧▽┉光鲽爊篯塝鲽爊㶩佭鲽爊篯氳leader鲽爊篯
氳PGID璡◇塝鲽爊氳pid 1494鲹光鲽爊㶩佭院session氳leader

2. “sshd: helper [priv]”⮡䋧▽┉光PID╙1518㯹鲽爊 “sshd: helper@pts/2” ⪭㲓㶩佭䋯▽┉光谑䦟
篳珸 pts

3. 谑䦟篳珸pts问䡗▽┉光SID╙1519氳session⮡䋧▽┉光pid╙1519氳㯹鲽爊 “bash”,䇜┦⮡䋧▽┉
光亍氳鲽爊篯亍鲽爊篯氳PGID璡◇亍氳㯹鲽爊氳PID╙1519鲹光㯹鲽爊╙鲽爊篯氳leader█佭
鲹光session氳leaderն

4. bash⮡䋧▽┉光pid╙1779氳㯹鲽爊 “ping www.baidu.com”⺱休⮡䋧┉光亍氳鲽爊篯PGID╙
1779䇜┦鲹佭┉光⯥⺐鲽爊  

 

2. 勆❇2  

䡘♜鰟⪍ 

⺎♔洇⮽ping氬䈲 鲹光䳩⛼氳“◬◎”䄖篺䷒⮽⺵⺐▽⛙佭❤仾⥽篳珸鰟⭴䡘♜⺎♔塜䅻鰟⪍⽝♑
ls,pwd璡䣮车鲮影█齉塜䅻 

ping www.baidu.com &

ps ajfx

http://www.baidu.com/


⺱绪氳鲋爊㶩┘ꄆ择▽┘┉绪氳㏐亡㏇◇ 

鲹ꄅ佭 ps ⽝♑氳 STAT ⮜⛮㰅瑞⻡╬㞝┖
D ┘耇免亇氳鲽爊鵠䅻╙IO
R 塜㏇鲡车免氳鲽爊
S 䄖篺免亇氳鲽爊鵠䅻䗯⬅┖硍簊免㛻鼨⮇鲽爊齉佭鲹光敯䒳
T 䄖篺⢦塛䡝縖俪⢦氳鲽爊㞝冽䡘♜塜㏇鲡车┉光⽝♑奃㞝陱sleep 10㞝冽䡘♜䧝┉┖ctrl -z 
阦☽俪⢦黁䡘♜榫ps刧洇㶩劫侁炐T鲹光敯䒳
W 鲹光㞑⥽佭陱☳⫂劭2.6xx ♔⺵辑炐╙媆僗餉㛫氳⫂㰇건⮇鿥
X 䄖篺墅䪨氳鲽爊鲹光㞑⥽☳全┘劫⭴朆
Z ⧇㶶鲽爊儴┘䪨䣒┘墅氳㑌㏢鲽爊ⶭ硍簊┉㵸憠顫嶏┘鲋媆僗⪩硍ն㞝冽㜁指㶩僗ꠋ겗
▽ն┉芘┘劫⭴朆ն

┖ꪫ┉◙佭BSD곽劲氳⹇丘
< 냖⚝⩝篒鲽爊
N ⛦⚝⩝篒鲽爊
L ㏇⫂㰇免逈ꛗ▽⫂㰇⮇건
s ╚鲽爊
l 指篪爊鲽爊
+ ♏辑㏇⯥⺐鲡车氳鲽爊

⺎♔洇⭴
䣮车 ping www.baidu.com 氳休⠯ping佭⯥⺐鲡车氳鲽爊 bash佭⺵⺐鲡车氳鲽爊
䣮车 ping www.baidu.com & 氳休⠯ping佭⺵⺐鲡车氳鲽爊 bash佭⯥⺐鲡车氳鲽爊 

㞝冽┕ꪫ寘⹖氳䢦僗哮䒞✃齉耇岳俏氳杼鉯黁╫┖ꪫ氳⫂㳋✃█⺎♔洇┉洇奅珔全齉全▽...

http://www.baidu.com/
http://www.baidu.com/


3. 鲽爊篯  

鲽爊氳哮䒞㛻㳄齉耇杼鉯氳陚鲽爊篯㶩䏭㞑陱▽⪭㲓㶩佭┉㔎鲽爊䨻┉颯▽兴⺵䎬䡗┉光篯㶩⺈鲽
爊篯▽
鲹╫咱罥㲋佭僗䙬╬氳┘抆Linux█┘劫鲹╫䮨╚金鲸佭╙▽亡➘留杼ն
⪝⺚╙▽亡➘留杼簄☕⮇篯亡➘⮇鿥䄄⛼炙劫╙▽亡➘留杼簄☕⵲⮇䡗清☕儔䡗清☕縏☕
䡘♜⹒㍕╙撕㞑⼝䒞璡逈⮇䡗▽⺨熨⺨绪氳㵸篯... 

硍簊䤧⺱┉光job⛼┯氳鲽爊⮇䡗┉光篯仵抆僗篯篲罥㲋䐂僗篯Ꝛ篯氳IDPGID㶩ꃾ榫篯Ꝛ氳
PID

鲹ꄅ僗┉光ꠋ겗㞝冽篯Ꝛ鲽爊墅◦▽㵸篯鲸㰇㏇⻀㞝冽㰇㏇篯Ꝛ䎍陾 

㞝冽篯Ꝛ鲽爊墅◦▽㵸篯⺆金鲸Ⱁ┖鲽爊㶩劫㰇㏇塝休篯Ꝛ┘劫⹩PGID█┘劫⹩㶩⥽篕䒞┉绪... 

㲓뀰┉┖
#include <unistd.h>
#include <stdio.h>

int main()
{
    setbuf(stdout, NULL);
    pid_t pid;
    pid = fork();
    if(pid == 0){
        printf("child pid: %d\n", getpid());
        while(1){
            sleep(1);
            printf("child\n");
        }
    } else {
        printf("father pid %d\n", getpid());
        while(1){
            sleep(1);
            printf("father\n");
        }
    }

}



☳ps氳篾冽⺎♔洇⮽䡘♜氳爊䈌⮡䋧▽允光鲽爊允光鲽爊㷯◇⺱┉光鲽爊篯PGID╙29938 

朆㏇䡘♜kill 䪨鲽爊篯leader 29938 

kill -9 29938



䎎䡘♜kill䪨鲽爊leader兴⺵环뀐father㶩┘䣒ⷅ▽⛙佭child❤仾㏇䣒ⷅ鲹陱伺撝鲽爊逈儴墅㯹鲽
爊鲸孨浔䫙┖全洇洇㯹鲽爊孨䐂䓃╫绪

㞑㳄动撝鲽爊逈儴墅⺵㯹鲽爊波䫙䤧PPID阻糌╙1⛙佭鲽爊篯PGID❤仾媆⹩鲸佭29938 
session氳id SID█媆僗⹠问⹩⴬鲸佭29756 

塝休鲹光㯹鲽爊逈燢╙㰝⩎鲽爊
鲹ꄅ䡘♜㶩꧎金嫱䙬▽┉╄儒뀐䡝縖⺵ꠅ㞝冽╚鲽爊鲸㰇㏇㯹鲽爊别别 kill -9 pid 儴墅╚鲽爊⺎耇佭
媆榫氳㍕╙┘劫儴墅㯹鲽爊

ꠋ겗全▽㞝冽䡘䘶䤧鲹◙儒뀐檫夽鲽爊齉䇕䪨䓃╫䳩⛼
䡘鈷鲋⺨熨뀾䳩⛼僗氳佭⫞耾儗僗氳佭䣆墙䨊光儴榫killallյpkill璡璡鲹熨影择┉洇㶩佭媆鷕⮽黁
熨鲽爊pid鲽爊⺳燢┉波⹩⴬氳
⪭㲓ꪝ䅻甏⶝䡘♜⺆꧎金䤧鲹光鲽爊篯簄儴墅㶩㞑▽ 



媆僗洇ꛯ⪭㲓㶩佭㏇ PGID⯥ꪫⱶ光⬵⺙
㲓뀰䋯㡏 

⺎♔洇⮽撝㯹鲽爊齉颯全▽pid⮇⮷╙29949⽰29950 

鲹光休⠯䡘♜儴䪨鲹光鲽爊篯 

kill -9 -PGID

kill -9 -29949



⺎♔洇⮽鲹光鲽爊篯䄖篺媆僗▽齉┘Ⱁ
鲹ꄅ┉㲋金嫱䙬✃儴氳佭┉╄鲽爊篯┉㲋金嫱䙬鲽爊篯ꄅ佭⻖僗塜䅻┯ⱷ鲽爊⮷儴ꛯ▽
 

4. Session  

⪭㲓突珖䋯㜍䡘♜䄖篺甏⶝䬠⮽鲋▽䡘♜┉芘阥阷氳齉佭shell session䡘♜䣒䋯┉光亍氳篳珸㶩劫⮡䋧┉
光session夷光session齉佭榺┉光䡝縖指光鲽爊篯篯䡗氳夷光鲽爊篯燢╙ job鲹ꄅjob┘佭♳ⱷ縡⺈
⛼┯

☳䬞鳮免⺎♔洇⭴session留杼氳葶㍴金奃鲽爊篯㛻䣒䋯┉光篳珸✃䣮车100兣⽝♑⺆金媆僗亍氳
session问䡗隀榫 setsid()⭹丘⺎♔问䡗亍氳session 黁╫鲹◙⽝♑⺎♔鵠鲋session鲽车簊┉留杼
䎎抆僄䅻鈷氳留杼亡䌋鲸佭⪓鼨儴墅⛙佭鲹光儴⚮ⱱ㜁㛻▽䢦♔┉芘┘✳榫╚金鲸佭▽鉯session氳
哮䒞☳web㱧⪓鲋全氳㵒◇session鲹熨儬⯆䈒院䏭㳋佄杼鉯
session免氳瑭┉光鲽爊┉芘佭bash氳PID㶩佭session氳SID

朆㏇㛻䦙全▽㞝⛰䇕䪨丞光session⼱ 

㲓뀰䋯㡏 

⺎♔洇⮽fk氳SID╙29756 

pkill -s SID

pkill -e -s 29756



⺎♔洇⮽儴䪨▽鲹光SID┖氳└光鲽爊⮇⮷╙ 29756, 29957, 29958

-e ⹇丘佭朆㲓儴䪨▽陾,指☕䓪⴬

⺎♔洇⮽儴䪨▽bash鲽爊⺵sshꛔ䫙㶩亇䋯▽
 

5. 㱥䥉鲽爊(daemon)  

㱥䥉鲽爊鲹光陊篺䅻⻤⮽⺳㰅鲸䨦峪倉鸆䞽氳佭䔅佭㏇㚲杼linux䧳溜檫夽氳勆❇免⻤⮽甏波滭㏾紇䚊
㱥䥉鲽爊氳┉光攑憠㶩佭鲽爊┘⹨♳⛰篳珸䫝⯆

┘⹨♳⛰篳珸䫝⯆鲹光㲋╬⛎典僗◙嘗矖䢦♔䡘陒㎂⸼䤓⮽┉◙꡿㲋兣♭㛻鼨⮇☕佭鲹绪陱氳
꣮硍簊⻪墙縡⻪墙
撝鲽爊佭init█㶩佭ppid╙1 
㏇⺵⺐鲡车
鲽爊⺳㰅鵠䅻♔㰅头 d 篾兠
ps侁炐免篳珸⺳阻糌╙ꠋ⺙(?)篳珸⯥⺐鲽爊篯ID阻糌╙-1
䄄⛼泘䎓╙ \ 劯

鲹⪭免䏭伺侁┘㱮⪓⬢漶⛙佭█齉佭㓹◇㲓ꡮ䗯⬅⮇冫⭴全氳䢦♔䡘┉波㏇篋篾⺵⺐鲽爊յnohup颯
氳⺵⺐鲽爊⽰㱥䥉鲽爊佭☜╫⪩硍波⮽鷕⮽▽鲹疟突珖䡘鈿䐂䣉佭陱氳奃鰏鵁䏗氳 

䡘波䫙䰕鲋全
媆僗䫝⯆篳珸篳珸⺳阻糌╙⺙█㶩䙬⽏浔媆僗 stdin 0 յstdout 1յstderr 2
撝鲽爊┘佭榫䢓⮡䋧氳鲽爊init鲽爊䡝縖systemdpid=1♔⹖榫䢓☕╙⻪墙氳榫䢓㷄鲽爊┉芘♔
pid=1氳鲽爊╙撝鲽爊縡♔kthreadd⫂劭鲽爊⮡䋧氳㱥䥉鲽爊♔kthreadd╙撝鲽爊
㱥䥉鲽爊┉芘佭劫陚꺙鲽爊յ篯Ꝛ鲽爊ն
䄄⛼泘䎓╙/劯╚金佭╙▽ꡕ塛ⶭ榫澸沴㵗舚仰嫏ⷒ鰉澸沴

㱥䥉鲽爊㏇⺵⺐랸랸䬠❠浔僜ⱷ⛙佭┘䫙⹨♳⛰篳珸氳留䫝媆僗剝⬢鰟⪍յ剝⬢鰟⭴յ剝⬢ꛯ陬奃
鰏⪯㑔氳僗mysqld sshd璡䎎抆䡘♜█佭⺎♔⮡䋧┉光㱥䥉鲽爊氳塠끈㞝┖ 

https://www.cnblogs.com/lvyahui/p/7389554.html


波䫙䰕䤝⻗
1. 䣮车┉光fork()兴⺵撝鲽爊鴚⭴㯹鲽爊簒簘䣮车ն 篾冽㶩佭daemon䡗╙▽init鲽爊氳㯹鲽
爊ն兴䢦♔金咱鲹┉塠佭㍕╙┖ꪫ允光⸊㍕

⡾阻daemon佭☳⽝♑车⻪墙氳撝鲽爊氳篳塛劫逈shell⹠朆shell㏇⹠朆兴⺵劫侁炐⭴⺁┉光
shell䬠炐瑞䇜阦㯹鲽爊簒簘㏇⺵⺐鲡车ն
㯹鲽爊逈漶变┘劫燢╙┉光鲽爊篯篯Ꝛ鲽爊㍕╙㱚☳⪭撝鲽爊黁ꄅ簒䤕▽鲽爊篯ID䇜┦䦦僗▽舅
流氳せ┉氳鲽爊ID縡鲹光鲽爊ID┚簒䤕縡全氳鲽爊篯ID佭┘⺱氳鲹绪䣉耇㛫䡗Ⱶ㏐䣮车┖ꪫ
┉光塠끈ն

2. 㯹鲽爊隀榫setsid()䋯⻪┉光亍影陚䇜ꄂ䷒㱚┚䫝⯆篳珸兴ꠑ氳䢦僗⪩纭⪩硍ն 篾冽㶩佭✳㯹鲽爊: 
(a)䡗╙亍劫陚氳꺙鲽爊(b)䡗╙┉光亍鲽爊篯氳篯Ꝛ鲽爊(c)媆僗䫝⯆篳珸ն

3. 㞝冽daemon☳全媆僗䣒䋯鲋篳珸阻㚷黁╫㶩仰꧎䥵䑐daemon劫ꄆ亍陴姳┉光䫝⯆篳珸▽ն㞝冽
daemon⺵ꪫ⺎耇劫䣒䋯┉光篳珸阻㚷黁╫䑒걺金ꃾ⹧䫣亨全漶变鲹光阻㚷┘劫䡗╙䫝⯆篳珸ն鲹⺎
♔鵠鲋┖ꪫ允熨亡䌋㲓朆

㏇䢦僗⺎耇䈒榫⮽┉光篳珸阻㚷┕氳open()隀榫免䧗㲋O_NOCTTY剝阭ն
䡝縖催甏⶝㏐陱 ㏇setsid()隀榫兴⺵䣮车瑭◅光fork() 抆⺵⫋埠阦撝鲽爊鴚⭴䇜阦㰈㯹
鲽爊簒簘䣮车ն鲹绪㶩漶变▽㯹鲽爊┘劫燢╙劫陚篯Ꝛ㍕塝劯䩺System V免藜⹧篳珸氳鈺⮟
鲽爊姧鲾┘劫ꄆ亍陴姳┉光䫝⯆篳珸ն指┉光fork()隀榫┘劫䅠全♳⛰㏾㚲ն

4. 岳ꢝ鲽爊氳umask♔漶变䎎daemon⮡䋧突♭⽰泘䎓休䦦僗䢦꧎氳儹꡿ն
5. ⟤䷊鲽爊氳䎎⯥䄄⛼泘䎓鵠䅻劫䷊╙劯泘䎓/ն 鲹绪咱佭僗䑒金氳㍕╙daemon鵠䅻劫┉波鲡
车波舘硍簊⪩ꠊ╙塛ն㞝冽daemon氳䎎⯥䄄⛼泘䎓╙┘ⴎ⻡/氳突♭硍簊黁╫㶩仰嫏ⷒ鰉院突♭硍
簊ն䡝縖daemon⺎♔㵨䄄⛼泘䎓䷊╙㱮䡗♳ⱷ休䢦㏇氳泘䎓䡝㏇鿥糌突♭免㲋╬┉光泘䎓⺆金ⴎ⻡
鲹光泘䎓氳突♭硍簊姧鲾┘劫逈ⷒ鰉ⷊ⺎ն

6. ⪩ꠊdaemon☳⪭撝鲽爊簒䤕縡全氳䢦僗䣒䋯浔氳突♭䬞鳮瑞ն daemon⺎耇꧎金变䧏簒䤕縡全氳突
♭䬞鳮氳䣒䋯敯䒳㍕塝鲹┉塠佭⺎鴲氳䡝縖⺎⹩催氳ն兴䢦♔鲹绪咱氳⸊㍕僗䏭指ն榺◇daemon
㜊⸼▽䫝⯆篳珸䇜┦佭㏇⺵⺐鲡车氳㍕塝阦daemon变䧏突♭䬞鳮瑞0剝⬢鰟⪍յ1剝⬢鰟⭴
⽰2剝⬢ꛯ陬氳䣒䋯敯䒳奨仰䙬╬㍕╙㱚♜䧗⺸氳㶩佭䫝⯆篳珸ն塝拿仰嫏ⷒ鰉Ꝛ休ꠑ鲡车氳
daemon䣒䋯氳突♭䢦㏇氳突♭硍簊ն㍕塝鵠䅻氳咱嫏佭⪩ꠊ䢦僗仰榫氳䣒䋯浔氳突♭䬞鳮瑞㍕╙
突♭䬞鳮瑞佭┉熨僗꡿氳顫嶏ն

7. ㏇⪩ꠊ▽突♭䬞鳮瑞0յ1⽰2兴⺵daemon鵠䅻劫䣒䋯/dev/null䇜✳榫dup2()䡝眷⛎氳⭹丘
✳䢦僗鲹◙䬞鳮瑞䧗⺸鲹光阻㚷ն 兴䢦♔金鲹绪咱佭㍕╙┖ꪫ允光⸊㍕

㱚漶变▽䎎daemon隀榫▽㏇鲹◙䬞鳮瑞┕䣮车I/O氳䈑⭹丘休┘劫⭴典䙬乢㏐㜊題ն
㱚ꡕ塛▽daemon⺵ꪫ✳榫䬞鳮瑞1䡝2䣒䋯┉光突♭氳䗯⬅㍕╙䈑⭹丘劫㵨鲹◙䬞鳮瑞䎎咱剝⬢
鰟⭴⽰剝⬢ꛯ陬全⫞⪍丘䩺鲽縡滭㏾▽⸊僗氳丘䩺ն

 

陱▽鲹╫指鲸佭黁┉光㲓ꡮ氳㱥䥉鲽爊⭴全洇┉┖⻗♔sshd╙❇



㍕╙㱥䥉鲽爊PPID╙1縡┦佭㏇⶝斻氳鲽爊篯յ⶝斻氳session免䢦♔PID=PGID=SID⺱休篳珸㚲⡬
╙ ? , 篳珸⯥⺐鲽爊篯ID阻糌╙-1

 

儴墅㱥䥉鲽爊媆ス攑⮷氳院儴儴,䎎抆⯥䬠佭儹꡿金㛫

洇⮽鲹ꄅ䄖篺⺎♔▽㓹儗┕湳陃憠齉䫙鉵⮽▽┖ꪫ佭䡘㏇⪩◇鲽爊注⪩湳陃桌▊鲋爊免䓙縓氳┉◙ꠋ
겗┘鉯⬀┘艛僜黁熨仰纞氳⺎♔洇┉洇

6. dies und das  

1. ping www.baidu.com & 鲹熨⺵⺐鲽爊佭┘佭㱥䥉鲽爊
┘佭

㰇㏇剝⬢鰟⭴⽰剝⬢ꛯ陬
2. nohup ping www.baidu.com & 

┘佭 

http://www.baidu.com/
http://www.baidu.com/


鲸佭㰇㏇剝⬢鰟⭴⺆┘鲋佭ꄆ㲋⺸⮽ nohup.out免▽
3. ping www.baidu.com > /dev/null 2>&1 & 催⥽佭㱥䥉鲽爊▽⻀

催⥽▽⛙鲸┘佭

鲹熨䎬䌋漶㲓佭┘㏇㰇㏇剝⬢鰟⭴剝⬢鰟⭴剝⬢ꛯ陬⛙佭PPID鲸┘佭1

4. ┘㶩佭PPID=1⻀ ┕♏溞
#include <unistd.h>
#include <stdio.h>

int main()
{
    setbuf(stdout, NULL);
    pid_t pid;
    pid = fork();
    if(pid == 0){
        system("ping www.baidu.com > /dev/null 2>&1 &");
    } else {
        exit(0);
    }
}

http://www.baidu.com/


仰剝⬢鰟⪍յ仰剝⬢鰟⭴յ仰剝⬢ꛯ陬
ppid=1  

朆㏇催⥽佭㱥䥉鲽爊▽⛙佭PID,PGID,SID鲸佭┘注璡篳珸㚲⡬┘╙ ? , 篳珸⯥⺐鲽爊篯ID█┘佭-1
泘䎓█┘佭劯泘䎓䩦⺀陚陱鲸佭⹨⮽篳珸氳䫝⯆ն 

⛮⮡䋧┉光㱥䥉鲽爊氳♏溞粠┕僗氳佭舅流䮣碠⻗仵僗波䫙✳榫daemon()⭹丘问䡗氳█僗┉塠┉
塠䧝拨┕ꪫ䬞鳮⸼问䡗氳䫠蔘⩝洇洇⺵縖ն
 

5. 䡘♜ssh亇䋯ꛔ䫙⺵session鲸㏇⻀
䡘✳榫允光篳珸鳀䫙⺱┉光僜ⱷ氳ssh 

⺎♔洇⮽朆㏇僗允光SID䡘♜✳榫 1682 鲹光session全鲽车䣮车 ping www.baidu.com 兴⺵ctrl+c 
免亇exit鴚⭴鳀䫙

䡘♜✳榫1731氳shell全刧洇 



SID╙1682氳session┘㰇㏇▽ping 氳⽝♑█逈䡘♜免亇▽ 

 

朆㏇䡘♜鲸佭✳榫允光篳珸鳀䫙ssh 

䡘♜✳榫 1788氳shell全䣮车 ping www.baidu.com & 兴⺵exit鴚⭴ssh鳀䫙

☳鲹ꄅ⺎♔洇⮽豓抆䡘♜䤧ssh鳀䫙鴚⭴▽⛙佭⺵⺐鲽车❤仾㏇鲹光session┕䣮车鲸㷯◇鲹光劫
陚䢦♔㞝冽session㰇㏇鲸㏇䣮车氳⺵⺐鲽爊ⷊ✳⪩ꠊ篳珸䡝縖亇䋯ssh璡鲾爊鳀䫙session鲸佭劫㰇
㏇氳

6. nohup ⽝♑䙬╬ꥈ鷺别别㶩佭㵨剝⬢鰟⭴剝⬢ꛯ陬ꄆ㲋⺸⮽ nohup.out ⻀
㞝冽别别佭鰟⭴ꄆ㲋⺸䡘♜⺎♔波䫙✳榫 > ╙☜╫劫僗nohup⽝♑⼱媆僗憠スꄆ金⛼榫█㵒┘颯鲹
光⺳㰅⼆
⪭㲓⼱出问鲹光橎ꠋ氳╚金⸊㍕㶩佭ꠋ겗5䡘♜别别☳辑ꪫ朆霅㶩䐂⭴▽篾阷縡媆僗鲽车儗顏┕氳⯳
冫䢦♔㞝冽⺆洇⮽ꠋ겗5氳⿬♜⩎⺎耇金逈陬㵗▽... 

䎎┉光篳珸⪩ꠊ䡝縖ssh璡鲾爊鳀䫙鴚⭴氳休⠯硍簊劫⺸session留杼氳䢦僗鲽爊⹠鴝┉光SIGHUP⼝
⺙鲹光⼝⺙㶩佭䧑亇氳䙬䓙䷞冽㶩佭鲽爊免亇杼阷┕ꠋ겗5免 ping www.baidu.com 鲹光⺵⺐鲽爊
█䈒院耇㛫䷅⮽⛙佭㏇session金亇䋯鲹熨䗯⬅佭⻖簄㷯◇session氳⺵⺐鲽爊⹠鴝SIGHUP⼝⺙佭⹨
硍簊┉光鿥糌⹇丘䫝⯆氳——huponexit ┉芘䗯⬅┖鲹╄⹇丘氳籬泹佭off█㶩佭陱⪩ꠊ篳珸┘┉
㲋㶩劫䷅⮽SIGHUP⼝⺙ն
shopt | grep huponexit

http://www.baidu.com/
http://www.baidu.com/


⺎♔洇⮽㏇䎎⯥硍簊免院⹇丘╙off䢦♔䣉劫⭴朆篳珸⪩ꠊ䡝縖ssh璡鲾爊鳀䫙亇䋯氳休⠯⺵⺐鲽
爊耇㛫簒簘♔鲹光session鲡车
塝休⫋陱 nohup 䈒院㶩䏭岳俏▽nohup⪭㲓㶩佭䒭樋SIGHUP⼝⺙鲹绪变阾䡘♜氳爊䈌㏇⺵⺐䇖牔䣮
车

7. tmux ⺵⺐䣮车氳䷞冽催㞑tmux氳䈔㷄⸊杼佭☜╫⼱
鲸佭✳榫允光篳珸全鲽车

䡘♜✳榫⺁┉光篳珸鈸㴕┉┖ 

⺎♔洇⮽⪭㲓tmux⮡䋧▽┉光㱥䥉鲽爊鲽爊PID=1348兴⺵鵠鲋㱥䥉鲽爊⮡䋧 bash兴⺵鵠鲋
bash䣮车ping⮡䋧ping www.baidu.com 

╙▽催ⱶ┽隥阾㲓鲹光鈸憠䡘♜⫋⮡䋧┉光tmux♳ⱷ

ctrl b+d 
tmux ls

http://www.baidu.com/


朆㏇佭ping氬䈲⽰亍宫⺱休餶浔⫋鈸㴕┉┖

免ꠑSTAT╙Zs氳鲽爊佭㍕╙䡘䑬▽䡽㎂㶩鴚⭴▽ꄆ亍全氳㵗舚氳┘榫⪩嫱
⺎♔洇⮽氳佭㵒◇夷┉光♳ⱷtmux齉劫⮡䋧┉光亍氳sessionյ鲽爊篯յ鲽爊鲹绪㲓朆指光鲽爊兴
ꠑ◎┘䏆⿏
 

舘塝⪩◇Linux氳鲽爊注⪩湳陃䈒院㵨伺顿▽㞝冽䘶☳催ⱶ䈔㷄⸼⮇冫㶩⸼桌▊桌▊C⽰姻籁⻗

⹇縓突珖
https://www.cnblogs.com/lvyahui/p/7389554.html

https://wudaijun.com/2016/08/linux-job-control/

https://zhuanlan.zhihu.com/p/80439267

http://www.ruanyifeng.com/blog/2016/02/linux-daemon.html

https://blog.csdn.net/weicao1990/article/details/78639549

http://www.ruanyifeng.com/blog/2016/03/systemd-tutorial-commands.html

https://segmentfault.com/a/1190000022770900

https://segmentfault.com/q/1010000000310278

https://blog.csdn.net/hust_sheng/article/details/50766752

https://www.cnblogs.com/lvyahui/p/7389554.html
https://wudaijun.com/2016/08/linux-job-control/
https://zhuanlan.zhihu.com/p/80439267
http://www.ruanyifeng.com/blog/2016/02/linux-daemon.html
https://blog.csdn.net/weicao1990/article/details/78639549
http://www.ruanyifeng.com/blog/2016/03/systemd-tutorial-commands.html
https://segmentfault.com/a/1190000022770900
https://segmentfault.com/q/1010000000310278
https://blog.csdn.net/hust_sheng/article/details/50766752


https://segmentfault.com/a/1190000022097240

https://ytlee.cn/2020/05/the-difference-between-daemon-and-background-process/

https://www.cnblogs.com/lvyahui/p/7389554.html

https://www.jianshu.com/p/eed75164334d

https://www.lujun9972.win/blog/2019/08/26/%E5%A6%82%E4%BD%95kill%E6%95%B4%E4%B8%
80%E4%B8%AA%E8%BF%9B%E7%A8%8B%E7%BB%84%E6%88%96%E4%BC%9A%E8%AF%9D/ind
ex.html

https://segmentfault.com/a/1190000022097240
https://ytlee.cn/2020/05/the-difference-between-daemon-and-background-process/
https://www.cnblogs.com/lvyahui/p/7389554.html
https://www.jianshu.com/p/eed75164334d
https://www.lujun9972.win/blog/2019/08/26/%E5%A6%82%E4%BD%95kill%E6%95%B4%E4%B8%80%E4%B8%AA%E8%BF%9B%E7%A8%8B%E7%BB%84%E6%88%96%E4%BC%9A%E8%AF%9D/index.html


0x02 Linux ⻪ⲁ걸랸阡䗯⬅  

քubuntu server 16.04 64⛤օ 

systemctl list-unit-files --type=service | grep enabled 

/etc/rc.local  

/etc/rc.d/rc.local  仰鲹光突♭
/etc/rc.d/init.d/   仰鲹光突♭
chkconfig --list    仰鲹光⽝♑
/etc/profile



/etc/bashrc  仰鲹光突♭
~/.bashrc 

# ~/.bashrc: executed by bash(1) for non-login shells.
# see /usr/share/doc/bash/examples/startup-files (in the package bash-doc)
# for examples

# If not running interactively, don't do anything
case $- in
    *i*) ;;
      *) return;;
esac

# don't put duplicate lines or lines starting with space in the history.
# See bash(1) for more options
HISTCONTROL=ignoreboth

# append to the history file, don't overwrite it
shopt -s histappend

# for setting history length see HISTSIZE and HISTFILESIZE in bash(1)
HISTSIZE=1000
HISTFILESIZE=2000

# check the window size after each command and, if necessary,
# update the values of LINES and COLUMNS.
shopt -s checkwinsize

# If set, the pattern "**" used in a pathname expansion context will
# match all files and zero or more directories and subdirectories.
#shopt -s globstar

# make less more friendly for non-text input files, see lesspipe(1)



# make less more friendly for non-text input files, see lesspipe(1)
[ -x /usr/bin/lesspipe ] && eval "$(SHELL=/bin/sh lesspipe)"

# set variable identifying the chroot you work in (used in the prompt below)
if [ -z "${debian_chroot:-}" ] && [ -r /etc/debian_chroot ]; then
    debian_chroot=$(cat /etc/debian_chroot)
fi

# set a fancy prompt (non-color, unless we know we "want" color)
case "$TERM" in
    xterm-color|*-256color) color_prompt=yes;;
esac

# uncomment for a colored prompt, if the terminal has the capability; turned
# off by default to not distract the user: the focus in a terminal window
# should be on the output of commands, not on the prompt
#force_color_prompt=yes

if [ -n "$force_color_prompt" ]; then
    if [ -x /usr/bin/tput ] && tput setaf 1 >&/dev/null; then
  # We have color support; assume it's compliant with Ecma-48
  # (ISO/IEC-6429). (Lack of such support is extremely rare, and such
  # a case would tend to support setf rather than setaf.)
  color_prompt=yes
    else
  color_prompt=
    fi
fi

if [ "$color_prompt" = yes ]; then
    PS1='${debian_chroot:+($debian_chroot)}\[\033[01;32m\]\u@\h\[\033[00m\]:\
[\033[01;34m\]\w\[\033[00m\]\$ '
else
    PS1='${debian_chroot:+($debian_chroot)}\u@\h:\w\$ '
fi
unset color_prompt force_color_prompt

# If this is an xterm set the title to user@host:dir
case "$TERM" in
xterm*|rxvt*)
    PS1="\[\e]0;${debian_chroot:+($debian_chroot)}\u@\h: \w\a\]$PS1"
    ;;
*)
    ;;
esac

# enable color support of ls and also add handy aliases
if [ -x /usr/bin/dircolors ]; then
    test -r ~/.dircolors && eval "$(dircolors -b ~/.dircolors)" || eval 
"$(dircolors -b)"
    alias ls='ls --color=auto'
    #alias dir='dir --color=auto'
    #alias vdir='vdir --color=auto'

    alias grep='grep --color=auto'
    alias fgrep='fgrep --color=auto'
    alias egrep='egrep --color=auto'
fi



 

~/.bash_profile 仰鲹光突♭
~/.profile

# colored GCC warnings and errors
#export 
GCC_COLORS='error=01;31:warning=01;35:note=01;36:caret=01;32:locus=01:quote=0
1'

# some more ls aliases
alias ll='ls -alF'
alias la='ls -A'
alias l='ls -CF'

# Add an "alert" alias for long running commands.  Use like so:
#   sleep 10; alert
alias alert='notify-send --urgency=low -i "$([ $? = 0 ] && echo terminal || 
echo error)" "$(history|tail -n1|sed -e '\''s/^\s*[0-
9]\+\s*//;s/[;&|]\s*alert$//'\'')"'

# Alias definitions.
# You may want to put all your additions into a separate file like
# ~/.bash_aliases, instead of adding them here directly.
# See /usr/share/doc/bash-doc/examples in the bash-doc package.

if [ -f ~/.bash_aliases ]; then
    . ~/.bash_aliases
fi

# enable programmable completion features (you don't need to enable
# this, if it's already enabled in /etc/bash.bashrc and /etc/profile
# sources /etc/bash.bashrc).
if ! shopt -oq posix; then
  if [ -f /usr/share/bash-completion/bash_completion ]; then
    . /usr/share/bash-completion/bash_completion
  elif [ -f /etc/bash_completion ]; then
    . /etc/bash_completion
  fi
fi



~/.bash_logout

 

քCentos 7 64⛤օ
systemctl list-unit-files --type=service | grep enabled



abrt-ccpp.service                             enabled 
abrt-oops.service                             enabled 
abrt-vmcore.service                           enabled 
abrt-xorg.service                             enabled 
abrtd.service                                 enabled 
accounts-daemon.service                       enabled 
atd.service                                   enabled 

auditd.service                                enabled 



/etc/rc.local 

auditd.service                                enabled 
autovt@.service                               enabled 
avahi-daemon.service                          enabled 
bluetooth.service                             enabled 
chronyd.service                               enabled 
crond.service                                 enabled 
cups.service                                  enabled 
dbus-org.bluez.service                        enabled 
dbus-org.fedoraproject.FirewallD1.service     enabled 
dbus-org.freedesktop.Avahi.service            enabled 
dbus-org.freedesktop.ModemManager1.service    enabled 
dbus-org.freedesktop.nm-dispatcher.service    enabled 
display-manager.service                       enabled 
dmraid-activation.service                     enabled 
firewalld.service                             enabled 
gdm.service                                   enabled 
getty@.service                                enabled 
initial-setup-reconfiguration.service         enabled 
irqbalance.service                            enabled 
iscsi.service                                 enabled 
kdump.service                                 enabled 
libstoragemgmt.service                        enabled 
lvm2-monitor.service                          enabled 
mdmonitor.service                             enabled 
microcode.service                             enabled 
ModemManager.service                          enabled 
multipathd.service                            enabled 
NetworkManager-dispatcher.service             enabled 
NetworkManager-wait-online.service            enabled 
NetworkManager.service                        enabled 
postfix.service                               enabled 
qemu-guest-agent.service                      enabled 
rhel-autorelabel-mark.service                 enabled 
rhel-autorelabel.service                      enabled 
rhel-configure.service                        enabled 
rhel-dmesg.service                            enabled 
rhel-domainname.service                       enabled 
rhel-import-state.service                     enabled 
rhel-loadmodules.service                      enabled 
rhel-readonly.service                         enabled 
rngd.service                                  enabled 
rpcbind.service                               enabled 
rsyslog.service                               enabled 
rtkit-daemon.service                          enabled 
smartd.service                                enabled 
sysstat.service                               enabled 
systemd-readahead-collect.service             enabled 
systemd-readahead-drop.service                enabled 
systemd-readahead-replay.service              enabled 
tuned.service                                 enabled 
udisks2.service                               enabled 
vdo.service                                   enabled 
vgauthd.service                               enabled 
vmtoolsd.service                              enabled 



/etc/rc.d/rc.local

/etc/rc.d/init.d/

chkconfig --list



/etc/profile

# /etc/profile



# System wide environment and startup programs, for login setup
# Functions and aliases go in /etc/bashrc

# It's NOT a good idea to change this file unless you know what you
# are doing. It's much better to create a custom.sh shell script in
# /etc/profile.d/ to make custom changes to your environment, as this
# will prevent the need for merging in future updates.

pathmunge () {
    case ":${PATH}:" in
        *:"$1":*)
            ;;
        *)
            if [ "$2" = "after" ] ; then
                PATH=$PATH:$1
            else
                PATH=$1:$PATH
            fi
    esac
}

if [ -x /usr/bin/id ]; then
    if [ -z "$EUID" ]; then
        # ksh workaround
        EUID=`/usr/bin/id -u`
        UID=`/usr/bin/id -ru`
    fi
    USER="`/usr/bin/id -un`"
    LOGNAME=$USER
    MAIL="/var/spool/mail/$USER"
fi

# Path manipulation
if [ "$EUID" = "0" ]; then
    pathmunge /usr/sbin
    pathmunge /usr/local/sbin
else
    pathmunge /usr/local/sbin after
    pathmunge /usr/sbin after
fi

HOSTNAME=`/usr/bin/hostname 2>/dev/null`
HISTSIZE=1000
if [ "$HISTCONTROL" = "ignorespace" ] ; then
    export HISTCONTROL=ignoreboth
else
    export HISTCONTROL=ignoredups
fi

export PATH USER LOGNAME MAIL HOSTNAME HISTSIZE HISTCONTROL

# By default, we want umask to get set. This sets it for login shell
# Current threshold for system reserved uid/gids is 200
# You could check uidgid reservation validity in
# /usr/share/doc/setup-*/uidgid file
if [ $UID -gt 199 ] && [ "`/usr/bin/id -gn`" = "`/usr/bin/id -un`" ]; then

    umask 002



/etc/bashrc

    umask 002
else
    umask 022
fi

for i in /etc/profile.d/*.sh /etc/profile.d/sh.local ; do
    if [ -r "$i" ]; then
        if [ "${-#*i}" != "$-" ]; then 
            . "$i"
        else
            . "$i" >/dev/null
        fi
    fi
done

unset i
unset -f pathmunge



~/.bashrc

~/.bash_profile

~/.profile  仰鲹光突♭
~/.bash_logout
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/proc/<pid>/task  

鲹ꄅ䡘♜䤓┉◙硍簊랸阡氳指篪爊氳鲽爊

鲹ꄅ♔┉光 python 注⪩鲽爊全陱院鲽爊㰇㏇允光篪爊篪爊突♭㜔免⫂㳋㞝┖ 

⽰ Linux 免鲽爊氳⫂㳋㓹儗佭┉绪氳,䡘♜█⺎♔鵠鲋鲹◙突♭藜⹧䡘♜䘶金氳⼝䕜
 



0x05 ┚C&C꣰誾䤗儛氳㵒䤻  

1. 甏☮  

㏇䷍ꡕ庌篮免✳榫◌⭹丘全꣰誾 C&C 氳 ip ㏐㏥䄖篺䡗╙▽┉熨“剝鿥”

㏇䈒䓧㚲糌鲋爊免䡘♜篺䅻鷕⮽  netstat -pantu | grep ip   仰嫏䤓⮽㱧⪓阻㚷⪩◇篍꠼拿鳀氳⼔
閜
榺◇ C&C 氳 ip ㏐㏥佭┉波⹩⴬氳䢦♔䅻鈺氳 netstat -pantu | grep ip  鲹熨嘗䌋㶩⺎耇车┘鵠
▽
♔泘⯥御⫂ⷣら㵒◌⭹丘氳䶺䧏全洇╚金꥘免㏇ 80 443 鲹允光珸⹾ն䢦♔㞝冽金䪷刧氳僜ⱷ㵒拿
阼ꠋ 80 ⽰ 443 ┘指氳䗯⬅┖鲸佭⺎♔┉光┉光⮇冫氳
⛙鲹篳狓佭光띳懰◄䢦♔僗▽☫㛿氳鲹疟突珖
 

䡘♜㵒䤻◌⭹丘氳亡䌋仰ꪝ㶩佭☳ DNS 鉯冫┖䣆
⛙佭 Linux 랸阡氳爊䈌篯⺭⭓典仰嫏㲓休藜⹧⮽狓珔佭⿵┉光⹠颯▽鉯冫▽◌⭹丘氳㓊⺳氳 DNS 陴姳
䢦♔䡘♜꧎金☕䄄䇕것┉┖㵨◌⭹丘氳粠珇氳鉯冫㏐㏥䩦䡗䡘♜舅流氳㏐㏥兴⺵鵠鲋瓇鳀䫙▽䡘♜䧗
㲋氳㏐㏥氳 80 䡝縖 443 珸⹾氳鲽爊藜⹧⮽ pid ⺵⫋藜⹧鲽爊陣篱⼝䕜

 

2. 刧洇 DNS 簾㰇阭䎓  
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⡾阻藜⹧⮽氳㓊⺳╙ service-123456.bj.tencentcs.com

 

sudo killall -USR1 systemd-resolved
sudo journalctl -u systemd-resolved > ~/dns-cache.txt
cat ~/dns-cache.txt | grep tencentcs.com

tencentcs.com
herokuapp.com
worker.dev
*.tk



3. 僜ⱷ鿥糌沪䫝爊䈌  

䎎僜ⱷ㵒䡘♜氳沪⻤珸⹾⹠颯▽鳀䫙㶩㵨⹠颯鳀䫙氳鲽爊注⪩⼝䕜阭䎓┖全
塝㚲 VPS ip ♔ 1.1.1.1 ╙❇

#!/bin/bash

while true
do  
    sleep 0.1
    pids=$(netstat -pantu | grep 1.1.1.1 | awk -F "/" '{print $1}' | awk -F " " 
'{print $NF}' | sort | uniq)
    for one_pid in $pids
    do
        if [ $one_pid == "-" ]; then 
            continue
        fi

        echo "" >> $(pwd)/virus_info.txt
        echo "[ lsof -p $one_pid ]" >> $(pwd)/virus_info.txt
        lsof -p $one_pid >> $(pwd)/virus_info.txt
        echo "" >> $(pwd)/virus_info.txt
        echo "[ cat /proc/$one_pid/maps ]" >> $(pwd)/virus_info.txt
        cat /proc/$one_pid/maps >> $(pwd)/virus_info.txt
        echo "" >> $(pwd)/virus_info.txt
        echo "[ ls -al /proc/$one_pid/exe ]" >> $(pwd)/virus_info.txt
        ls -al /proc/$one_pid/exe >> $(pwd)/virus_info.txt
    done
    if [ -f "$(pwd)/virus_info.txt" ]; then
        echo "Found it !"
        exit
    fi    
done



 

4. ⟤䷊ HOSTS 乄♭䋧环鉯冫阭䎓  

root 榫䢓┖䣮车VPS IP ♔ 1.1.1.1  ╙❇

Linux 氳 hosts 突♭佭┘䶺䧏鵠鿥瑞氳█㶩佭鿥糌 *.tencentcs.com  佭仰䷞氳
䢦♔㞝冽㏇ 0x01 塠儔藜⹧⮽◌⭹丘氳⛮㓊⺳黁㶩꧎金⠺Ⲃ Dnsmasq 鲹眷爊䈌䡝縖拿鼨粠簇阻㚷全鲽
车鰑Ⲃ⸊杼佭┉绪氳

 

5. VPS ┕䋧环沪⻤  

 

6. ✳榫 nmap 嘗䦟㵒 VPS 氳阼ꠋ  

echo "1.1.1.1 service-123456.bj.tencentcs.com" >> /etc/hosts

mkdir listen_test
cd listen_test
python3 -m http.server 80
python3 -m http.server 443



 

virus_info.txt  突♭⫂㳋㞝┖
[ lsof -p 20657 ]
COMMAND   PID USER   FD   TYPE DEVICE SIZE/OFF    NODE NAME
nmap    20657 root  cwd    DIR    8,2     4096  524291 /home/join
nmap    20657 root  rtd    DIR    8,2     4096       2 /
nmap    20657 root  txt    REG    8,2  2961432  798351 /usr/bin/nmap
nmap    20657 root  mem    REG    8,2    47568 1581433 /lib/x86_64-linux-
gnu/libnss_files-2.27.so
nmap    20657 root  mem    REG    8,2    97176 1581430 /lib/x86_64-linux-
gnu/libnsl-2.27.so
nmap    20657 root  mem    REG    8,2    47576 1581435 /lib/x86_64-linux-
gnu/libnss_nis-2.27.so
nmap    20657 root  mem    REG    8,2    39744 1581431 /lib/x86_64-linux-
gnu/libnss_compat-2.27.so
nmap    20657 root  mem    REG    8,2   445768  798342 /usr/lib/x86_64-linux-
gnu/blas/libblas.so.3.7.1
nmap    20657 root  mem    REG    8,2    14560 1581426 /lib/x86_64-linux-
gnu/libdl-2.27.so
nmap    20657 root  mem    REG    8,2   144976 1581438 /lib/x86_64-linux-
gnu/libpthread-2.27.so
nmap    20657 root  mem    REG    8,2  2030928 1581423 /lib/x86_64-linux-
gnu/libc-2.27.so
nmap    20657 root  mem    REG    8,2    96616 1581418 /lib/x86_64-linux-
gnu/libgcc_s.so.1
nmap    20657 root  mem    REG    8,2  1700792 1581427 /lib/x86_64-linux-
gnu/libm-2.27.so
nmap    20657 root  mem    REG    8,2  1594864  796948 /usr/lib/x86_64-linux-
gnu/libstdc++.so.6.0.25
nmap    20657 root  mem    REG    8,2    59408  798344 /usr/lib/x86_64-linux-
gnu/liblinear.so.3.2.
nmap    20657 root  mem    REG    8,2   224048  798347 /usr/lib/x86_64-linux-
gnu/liblua5.3.so.0.0.0
nmap    20657 root  mem    REG    8,2   116960 1573720 /lib/x86_64-linux-
gnu/libz.so.1.2.11

nmap    20657 root  mem    REG    8,2  2917216  792886 /usr/lib/x86_64-linux-



 

䡘♜⺎♔藜⹧⮽♔┖⼝䕜
鲽爊 pid ╙ 20657  
⻪鲹光鲽爊氳◅鲽⯆突♭╙ /usr/bin/nmap
⻪鲹光鲽爊氳休⠯䷍⭵縖䢦㏇氳泘䎓╙ /home/join
⻪鲹光鲽爊氳榫䢓╙ root

 

 

 

nmap    20657 root  mem    REG    8,2  2917216  792886 /usr/lib/x86_64-linux-
gnu/libcrypto.so.1.1
nmap    20657 root  mem    REG    8,2   577312  792985 /usr/lib/x86_64-linux-
gnu/libssl.so.1.1
nmap    20657 root  mem    REG    8,2   265344  792967 /usr/lib/x86_64-linux-
gnu/libpcap.so.1.8.1
nmap    20657 root  mem    REG    8,2   464824 1573695 /lib/x86_64-linux-
gnu/libpcre.so.3.13.3
nmap    20657 root  mem    REG    8,2   179152 1581419 /lib/x86_64-linux-gnu/ld-
2.27.so
nmap    20657 root    0u   CHR  136,1      0t0       4 /dev/pts/1
nmap    20657 root    1u   CHR  136,1      0t0       4 /dev/pts/1
nmap    20657 root    2u   CHR  136,1      0t0       4 /dev/pts/1
nmap    20657 root    3r   CHR    5,0      0t0      13 /dev/tty
nmap    20657 root    4u  IPv4 169623      0t0     TCP ubuntu:43930->service-
123456.bj.tencentcs.com:domain (SYN_SENT)

[ cat /proc/20657/maps ]
55c0e5298000-55c0e53e6000 r-xp 00000000 08:02 798351                     
/usr/bin/nmap
55c0e55e6000-55c0e55eb000 r--p 0014e000 08:02 798351                     
/usr/bin/nmap
55c0e55eb000-55c0e576b000 rw-p 00153000 08:02 798351                     
/usr/bin/nmap
55c0e576b000-55c0e5792000 rw-p 00000000 00:00 0 
55c0e66b7000-55c0e6c37000 rw-p 00000000 00:00 0                          [heap]
7fe9f2ccb000-7fe9f2cd6000 r-xp 00000000 08:02 1581433                    
/lib/x86_64-linux-gnu/libnss_files-2.27.so
7fe9f2cd6000-7fe9f2ed5000 ---p 0000b000 08:02 1581433                    
/lib/x86_64-linux-gnu/libnss_files-2.27.so
...
...
7fe9f5d65000-7fe9f5d66000 rw-p 0002a000 08:02 1581419                    
/lib/x86_64-linux-gnu/ld-2.27.so
7fe9f5d66000-7fe9f5d67000 rw-p 00000000 00:00 0 
7ffee5382000-7ffee53a3000 rw-p 00000000 00:00 0                          [stack]
7ffee53a9000-7ffee53ac000 r--p 00000000 00:00 0                          [vvar]
7ffee53ac000-7ffee53ae000 r-xp 00000000 00:00 0                          [vdso]
ffffffffff600000-ffffffffff601000 r-xp 00000000 00:00 0                  
[vsyscall]

[ ls -al /proc/20657/exe ]
lrwxrwxrwx 1 root root 0 Jul  2 15:03 /proc/20657/exe -> /usr/bin/nmap



有态度，不苟同！
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