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busybox 2—1MEMRTE, BLinuxMEH TEHITTES, TETEZARE, BXHITEANSKATRE
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o %M Ubuntu. Centos. DebianEi#1

o KFAfA_N



(TR AL
ox01 EEIHHZ

o MAMdNsARSS 28 dnsPAAiE. REFEIHZEFIREIAN
o RIBIIBMEARD AR

o Virustotal

o AREAREMMEIR D

o WMPEL

o venuseye

o LIERAMEIRACr

o 360RLMMEIRH LN

o ZERARIANMBIRACH

o AlienVault

o RedQueenZ2EHEERSFE

o IBM X-Force Exchange

o ThreatMiner

0x02 KN =F F#iZpid

e CPULH
© top -c -o %CPU

n ¢ BYPETRHENG LTS
» -p SHIEEHENpid

© ps -eo pid,ppid,%mem,%cpu,cmd --sort=-%cpu | head -n 5
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© top -c -o %MEM
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o MEELMA
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Debian/Ubuntu
o apt-get install nethogs
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o yum -y install epel-release

o yum -y install nethogs
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© pidof "name"

© ps -aux | grep "name"

o ps -ef | grep "name" | grep -v grep | awk '{print $2}'
© pgrep -f "name"

o RIEPIIREVIZFHIIFARER

o Tl1sof -p pid

o pwdx pid FKENZpidBVHEBHHEHENE R, HFA—EEEXHFITERNRZ,
XHBREF

o systemctl status pid IRENXMHFIZHstatusER

cat /proc/pid/maps

(o]

(e]

1ls -al /proc/pid/exe

BLYERELEBEps, topFanSiRIBpid#ITEN, AgEREANKEEI/proc/pid/ 1
PO T A TRaR(ubuntuili AT, centosilistseng)

o mkdir .hidden
o mount -o bind .hidden /proc/PID
XIERRILUER cat /proc/$$/mountinfo REEHEHEE

o RIEPIAEERHHIZELRILIZ

© ps H -T -p pid
© ps -Lf pid
55499

PID SPID CMD
Suricata-Main

RxPcapeth51

FlowManagerThre
SCPerfWakeupThr
SCPerfMgmtThrea

HAASPIDRELIZID, ﬁ'ﬁCMfo‘U"JwTTéfE%w
o top -H -p pid -HiEIME LU ER&TE
o htop (BRUIARZLE), AAURANEENETRLEE
o pstree -agpll ##EF, FRLHEHETHIESLZEINXR
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o EEERIETITHIE

© ps -eo pid,lstart,etime,cmd | grep <pid>
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[root@localhost:~# ps -eo pid,lstart,etime,cmd | grep 1292
Thu Apr 28 13:32:20 2022 30:02 /usr/sbin/sshd -D

1941 Thu Apr 28 14:02:22 2022 00:00 grep --color=auto
root@localhost:~#

KT 1292 XMHIBEE 2022 F 4 B 28 H 13:32:20 HOVEM, BERIETT 30952
f , BEERITHGLITA /usr/sbin/sshd -D

o SIEIRERE IR EIFHITHLL

o stat xxx.sh

root@localhost:~# stat demo.c2
File: 'demo.c2'

1 244 Blocks: 8 I0 Block: 4096 regular file
: fcOoh/64512d Inode: 275677 Links: 1

. (0644/-rw-r--r--) Uid: ( 0/ root) Gid: (C 0/ root)
1 2022-04-28 14:09:14.036586946 +0800

. 2022-04-28 14:08:51.182797392 +0800

: 2022-04-28 14:08:51.182797392 +0800

root@localhost:~#

o T1s -al xxx.sh

root@localhost:~# 1ls -al demo.c?2

-rw-r--r-- 1 root root 244 Apr 28 14:08 demo.c2
root@localhost:~#
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OxOSAMIE =5 #iE

o EEHFEAREF
o scp

m  scp -P 4588 remote@www.target.com:/usr/local/aaa /home/admin
= -P }EESSHIHO
» MIZEFEARSS 28 aaa FEEIAMMAY /home/admin
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BEHRESIEFHE, AIUERNTRSES

ps ajfx

systemctl status

MBEFHIE, EEED

Kill -9 pid XHEREEFEETHE, B2, AX MR ENTHRTRBRRE
MEHRETHRE, BEEAUTHS

kill -9 -pid FE, XEpidaiEMNES, RN EXMNHIZH

HIZLAID & &IFID
ERFEIFENEZZPIDAPPID, XFPGID, SID#EfHR/D, BMENE—T
£ ps ajfx BJLIFEIRMEKMPPID. PID. PGID. SID R

BFETEXRRE, SFE— 1 E#HE, FESE—T#HIZEID (pid) , MREBITHERCEMHE, B
LAXPEMHIEME F#HE, RANDEMENHIZEID, HiRBEHPPIDRYENRH#IZRIpId

LEESIe, RHIZFMFAEEMBNFHERSAGN—MHEES, FESER—MHEEAHID
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SHRB AT REZY EFNIET, BESAET EFRETIPEE, RIETIRHESRTEEHEH
X5, BIFHANABBERET LinuxFiR#E | L2l XEXE

S5y


https://s.threatbook.cn/
https://www.hybrid-analysis.com/
https://sandbox.ti.qianxin.com/sandbox/page
https://sandbox.freebuf.com/
http://unit.sangfor.co/
https://edr.sangfor.com.cn/#/information/information?%24tab=b
https://wiki.sec.sangfor.com.cn/wiki-safe-events
https://www.huorong.cn/info/
https://www.anquanke.com/
https://www.freebuf.com/
https://mp.weixin.qq.com/s/3MJUsGZeVWgOeQ9wx2KylQ

o ZFIEER

REARDRSHEEABBHRITHE T LZRT, EM2iRMETINEESLSHIHES, H—7%iE B
AER—MHIZPHARENPCLLRA, RATEERIEHEZEHE, FEESTPBWINTFBHTT, RIELIEN
FEMRFHER—F, EAELnuxPEENRSMEREHRHE

o RIEPIdERRHIZECHILIZ

B ps -T -p pid
m ps -alLf pid
~]%$ ps -T -p 55499

SPID TTY CMD
55499 pts/1 00 Suricata-Main

55500 pts/1 00 RxPcapeth51

55501 pts/1 00 FlowManagerThre
55502 pts/1 00 SCPerfWakeupThr
55503 pts/1 00 SCPerfMgmtThrea

HASPIDIELLIZID, MCMDA=ZNZRT Z&IZRBN
= top -H -p pid -HIEIMALUBREIE
» htop BAUAKRRE), AIURANESENETRLE
» pstree -agplU #7E, EREEERTIHIESKIZERNXR
o BELIHLIZ

B ps -elLFa

0x06 fHpFEEX 4

I #iEpid AR /proc/ FAMTELEME T XHREKMUE, ETRMEMFEEXMG
BEEXMHSHA

lsof eval.sh

MRFEHIZESA, BALAHREEAIREEESHE, FERBZANTBHITESR
o aMiBMESEXHRAIMER

o aEM XHREEEMAR, FEEBRZaIRXMH, FEeMIBR 4
o IBM ABAFRENT, XHAeefibx
BILUER chattr -a # chattr -i

BAAUSE

o FIEXHRFESHAEIMER

MwindowsBElinuxfE I XS E EE T EHIENXE, BRZoBXEREE, TEEEEIEEMN
XHZETHER, ATLMERinodeRBENHR, ZEME
o {FH inode #H{TIPR
= ETEinode

B 1s -1i eval.sh


https://www.cnblogs.com/kzang/articles/2673790.html

john@john:~/temp$ 1s -1i evil.sh

-rw-r-—-r-— 1 john john J=| 121 evil.sh
john@john:~/temp$

= FRIBRSCAF

B find ./* -inum 12327526 -delete

m find ./ -inum 12327526 -exec rm {} \;

»  find ./* —inum 12327526 -exec rm -i {} \; (EE—FTHIASEHIF)
= find ./* —inum 12327526 -exec rm -f {} \; (FHITHIAEZEFIMIER)
= find ./* -inum 12327526 |xargs rm -f

m rm “find ./* —-inum 12327526"

o

EXE
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o RIEXHIkpid
lsof | grep evil.sh

lsof /root/evil.sh FTERTEHRR, RIEEEFMNILEZEETHFE
fuser /root/evil.sh XZHMLHFEErooNRTHIT, FASETAT

0x02 B SHBMRIMEFM, Hh&ip+imA

RIEATTARAITEIEME LR E R R T

o RIBEMIPKRIHAEHK pid
netstat -pantu | grep 114.114.114.114
netstat -pantu | grep 65533
lsof -i:65533
o RIBAHIP+IEOEHKpid
netstat -pantu | grep 65533
lsof -i:65533

RIBRITTATIELE pid AJRERRE NIERIZF A T IC&CHIR A, FEE TS ITHE, BiFH
AN FHIRRMIR -> 0x05 5CE&CIRBE AR &5

0x03 EIHIZER

o EHHIZARIMH
lsof -p 1234 roottX R FHIT
pwdx

o IRIBpIIIRENVIZEFFRVIFHE R
o 1lsof -p pid
o pwdx pid FREUZpidB#EIZBEHHEHEN B R HFA—EREEXHMENREZE, REBohHE
X4RIERE
o systemctl status pid FREUXMiEHFEMIstatusiER
o cat /proc/pid/maps

¢ot

o 1s -al /proc/pid/exe

BLMET A @ ps, topFinRBpIdHITEIR, AIEEREANKEER/proc/pid/ #HITTIERE, A
LUBE LT AR TR (ubuntullliX B Th, centosilliftseli)



o mkdir .hidden
o mount -o bind .hidden /proc/PID
XMIERRILUER cat /proc/$$/mountinfo REFHEHER

o RIEPIIEERRHIZERILIZ

© ps H -T -p pid
© ps -Lf pid
I ~1$ ps 55499

PID SPID TTY CMD
55499 55499 pts/1 00:00:00 Suricata-Main

55499 55500 pts/1 00:00:00 RxPcapeth51

55499 55501 pts/1 00:00:02 FlowManagerThre
55499 55502 pts/1 00:00:00 SCPerfWakeupThr
55499 55503 pts/1 00:00:00 SCPerfMgmtThrea

HASPIDMELAIZID, MCMDI=NERT &ZRIT
o top -H -p pid -HIEIMA LU ER&IE
o htop (BRAIARLE), AILUBRNEHEMNEBRLEIZ
o pstree -agpllU ##E, IFRLEHETHIESLZEINXR

0x04 ffEIEFIE{TEYE]
BEEREFIZITHE

© ps -eo pid,lstart,etime,cmd | grep <pid>

[root@localhost:~# ps -eo pid,lstart,etime,cmd | grep 1292
Thu Apr 28 13:32:20 2022 30:02 /usr/sbin/sshd -D

1941 Thu Apr 28 14:02:22 2022 00:00 grep --color=auto
root@localhost:~#

R 1292 XPMHIZRERTE 2022 F 4 B 28 H 13:32:20 WEIEH, BEXRXE1TT 309022
#, BEEHITSIT Jusr/sbin/sshd -D

o S5IEIREREXHF IR EFHITHLL

o stat xxx.sh

root@localhost:~# stat demo.c2
ile: 'demo.c2'

1 244 Blocks: 8 I0 Block: 4096 regular file
: fc@oh/64512d Inode: 275677 Links: 1

: (0644/-rw-r--r--) Uid: (C 0/ root) Gid: ( 0/ root)
1 2022-04-28 14:09:14.036586946 +0800

. 2022-04-28 14:08:51.182797392 +0800

1 2022-04-28 14:08:51.182797392 +0800

root@localhost:~#

o 1s -al xxx.sh

[root@localhost:~# 1ls -al demo.c2

-rw-r--r-- 1 root root 244 Apr 28 14:08 demo.c2
root@localhost:~#
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o EENHFEAREE
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B scp -P 4588 remote@www.target.com:/usr/local/aaa /home/admin
» -P}EESSHIKO
» MIZEFZARSS 28 aaa FEEIAMAY /home/admin
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BEHREIIEFHE, AIUEANTRSES

o ps ajfx

o systemctl status

NRFEFHIE, HEER

o

kill -9 pid XBFZEERIEEHTE, B2, AXNHRESENFHERTSWRIL

INRHABEFHE, FEEA—Tw<

(e]

kill -9 -pid FE, XEpidaiEMNAS, RIaREXHIZH
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HIZLHID & KIFID

RN IXENE LS EPIDMPPID, XFPGID, SIDiEftiR/, EENEB—T
£ ps ajfx ALUFEEAEBMPPID. PID. PGID. SID 58
helper®bogon

helper®bogon

BEEITEXRE, aFE—1NEE&IE, FESE—M#HIZEID (pid) , MRETBITHAEEEMHIE, A
ARXNHMHERE FHZ, FRDEHENHZID, HigEHPPIDAENAHZRpid

LEESOR, AOHRRMFAIE RN FHIESASH —MNHEZAH, HEHE— P #HZAID

B AUBIEID, HLWREZIEMR, HITBEIssh ##HZEIRS 23S, MSFR— =&, 2E—1T =
IEID, WEEANTEANHEZNSIEIDEE—HFH

FRLA, SNRIZVIZFEIEBTFHE, BAMBELHZEANEIRIE!

o <FiFHFE(daemon)

SHREB N T REZY EFNIET, BESAET BFRETIPEE, RIETIFHESRITEEHEH
X5, BFMANABTBELELDES LinuxsFF#E | L2 XEXE

o ZEEXR

BEADRB/EEAERITHE TERERF, EMBRNETIREESWSHEEFR, H—1 %18 8
AT ABRER—PHBRFIRE NS,

o RIEPIdERRHIZEHILIZE

B ps -T -p pid
= ps -alLf pid
~1% ps 55499

SPID TTY CMD
55499 pts/1 00 Suricata-Main

55500 pts/1 00 RxPcapeth51

55501 pts/1 00 FlowManagerThre
55502 pts/1 00 SCPerfWakeupThr
55503 pts/1 00 SCPerfMgmtThrea

HAASPIDMELAIZID, MCMDI=NERT ZIZRTK
= top -H -p pid -HEDA LI EREIE
» htop FRIAKRRE), AIURALENETREE
» pstree -agplU #%E, IFELARBRTHESEKRERNXR
o BEELINLIE

m ps -elLFa

0x06 HIFREE X4

i #EiEpid AR /proc/ FANTEL LM T EMUE T XHMWEMKUE, ETRMEMEREE XM


https://mp.weixin.qq.com/s/3MJUsGZeVWgOeQ9wx2KylQ

o BEAXMHSERA

1lsof eval.sh

MREFEHIZSA, BASAHBEARESEHE, FERBZANIBHAITES
o aflli BIEFEUHARIMIER

o aEM XHREEEIMAR, FEEEBRZEINXH, FEeMIBR> A
o iBM NBEAFEENT, XHAeebk
BILUER chattr -a # chattr -i

AU SE
https://www.cnblogs.com/kzang/articles/2673790.html

o FIEX MR FEXAAAIMER

EwindowsAElinuxfZHINX A HEREEEERIENX Y, RESBEXARENE, TEAEEETEGH
XHZ TR, FILERinodesREX 45, ZEMER

o {EH inode #H1THIFR
s EFinode

m s -1i eval.sh

john@john:~/temp$ 1s -1i evil.sh

-rw-r--r-— 1 john john A :21 evil.sh
john@john:~/temps

» BRI 1

B find ./* -inum 12327526 -delete

B find ./ -inum 12327526 -exec rm {} \;

= find ./* —inum 12327526 -exec rm -i {} \; (BE—FTHILAEEHIIF)
B find ./*x —inum 12327526 -exec rm -f {} \; (Kiﬁﬁﬁﬁﬂxﬁ?ﬁﬁ%”ﬂﬂwﬁ)
= find ./* —-inum 12327526 |xargs rm -f

= rm “find ./* —-inum 12327526

BENE
https://www.cnblogs.com/starry-skys/p/12970463.html
https://www.chblogs.com/tssc/p/7574432.html
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HEESNLBEREBLSHEATS, BLNIEN, EHIESNAESEEASRAPSREFE
OxO01 I EEE RS FIE

BB R B RIEF M, ATLAMEATILN A EIREX

o FERTIEMENNAEN, HiEMMEEbaidu. google EMIEE
o MERMEBEXHHELEHE
o EXRMPFS

0x02 RIESFRHSRE FHRRRF &

o RERTEEHXREARSHIEZLOEREXEF
o T2 NZEDRFIRMEEF &
e Freebuf
o HE. HNE
[
0x03 fRRHE

o BRETIAMBBREIR
o TREERTIEMIt


http://unit.sangfor.co/
https://search.freebuf.com/

F IR

0x00 f&7Y

BB E TR

ssh

mysql

ftp

redis
mongodb
smtp

0x01 SSH | HtkfR

MEMNEERER

netstat -pantu

helper@helper:~$%$ sudo netstat -pantu

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp % 0 127.0.0.53:53 0.0.0.0:%* LISTEN 761/systemd-resolve
tcp 0 0.0.0.0:22 0.0.0.0:% LISTEN 998/sshd

tcp 0 192.168.197.129:22 192.168.197.1:63518 ESTABLISHED 5725/sshd: helper [

tcp % 36 192.168.197.129:22 192.168.197.1:59710 ESTABLISHED 4328/sshd: helper [
tcpb 0 :::22 3355 LISTEN 998/sshd

udp © 127.0.0.53:53 .0.0.0: 761/systemd-resolve
udp % 0 192.168.197.129:68 .0.0.0: 744 /systemd-network
helper@helper:~%

o Proto i} ZEH

o Recv-Q . RRWEINEUEELERMIZWEE SR, BEEEE L/ VEEWHIZIGE, NRIZWEAT
Recv-Q—E A FREERDT, AJERER TIE£ARSS denial-of-service K,

o Send-Q: XA WEIRIEIEEE R IKEACKR, EBAME N, INRKRIXFATISend-QFEETR
RBEE, AR BANARINGEHIERTR, HEENHEIWHIEERBEIR,

o Local Address: Z#itiit, —fA%HE LT LR

*80 MIFIPV4EIPV6RI{ERIPAISOLH

280  MIFIPVOFIIPVARIEEIPAYISONR
0.0.0.0:80 EMFERIPv4HINEAY80IHA
127.0.0.1:80 UEIAZASHIEY80IRA, REEZSHIiAIR)
21:80 WEIRZARIPVORIEIIRAHMIALE, HEEZA M IA A
192.168.1.1:80 MAPIFIPHEHF 192.168.1.1 FY80IH
o Foreign Address: MRt

FMMFN Local Address M —#¥
o State WNEIRE

= LISTEN PR, FEFimEE
» SYN_SENT BFIR&IXEIIEZMSYNIBEREIRES /I SYN_SENT
s SYN_RECV BREZIEEIEZESYN+ACK BENLZIRE S SYN_RECV



= ESTABLISHED B&RZirtciEiE

= FIN_WAIT1 EaimlURIEFELRNE—NE, BIEFINEZEMEIREN
FIN_WAIT1

= CLOSE_WAIT #shiml B RIEFRIFINGE, KIEACKELTFCLOSE_WAIT

= FIN_WAIT2 EshXxAimiZEIACKIEHNFIN_WAIT2, FFFMImAL TF—1FIN

» LAST_ACK #ehXkHAimAixHE ZMFINGEHN LAST_ACK IRE, FF&E—1ACKHER

» TIME_WAIT Foiim&EmRG—1ACK, ZE#HN TIME_WAITKRE, FF—EBEMHET
ImiE U E] T ACK

» CLOSING TETCPIUXRIEFHAE], FohxMAimAZXTFINEG, ZBWEIFNEIACKE, )
B ABIFINED, LEAT, #HANCLOSINGIRE

» CLOSED Wik AIRfEEREIACKES, FMHENT closedBPRE, EZELER

= UNKNOWN FRHBISocketRZS

o PID/Program name

XN HZIDNHERFT
BEE: https://blog.csdn.net/m0_37556444 /article/details /83000553
sshiB | & SRR WL EIZ N T

helper@helper:~$ netstat -pantu

(Not all processes could be identified, non-owned process info

will not be shown, you would have to be root to see it all.)

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 127.0.0.53:53 0.0.0.0:%* LISTEN E
tcp 0.0.0.0:22 5 LISTEN

tcp 192.168.197.129: 192.168.1¢€ 163518 ESTABLISHED
tcp 192.168.197.129: 192.168. 150524 ESTABLISHED
tcp 192.168.197.129: 192.168.: 150529 ESTABLISHED
tcp 192.168.197.129: 192.168.1€ 150562 ESTABLISHED
tcp 192.168.197.129: 192.168.1¢€ 150542 ESTABLISHED
tcp 192.168.197.129: 192.168.1¢€ 150590 ESTABLISHED
tcp 192.168.197.129: 192.168. 150516 ESTABLISHED
tcp 192.168.197.129: 192.168. 150475 ESTABLISHED
tcp 192.168.197.129: 192.168.1¢€ 150505 ESTABLISHED
tcp 192.168.197.129: 192.168.1¢€ 150592 ESTABLISHED
tcp 192.168.197.129: 192.168. 150521 ESTABLISHED
tcp 192.168.197.129: 192.168. 150559 ESTABLISHED
tcp 192.168.197.129: 192.168.: 150554 ESTABLISHED
tcp 1@2.168.197.129: 192.168.1€ 150545 ESTABLISHED

(&)

COPPOOOOPOOOOD®® O
.

COPPOOOPPOOOOD®® O

RRRRRRRRRRARRRRR

FEREN ESTABLISHEDU(UE’J Ei%

o TEINIHRIIREWS, BAIAroot
awk -F: '{if($3==0) print $1}' /etc/passwd

o EHHLIER ssh K=
s=$( sudo cat /etc/shadow | grep '"A[A:]*x:[M\x!]"'" | awk -F: "{print $1}');for i
in $s;do cat /etc/passwd | grep -v "/bin/false\|/nologin"| grep $i;done | sort
| unig |awk -F: '{print $1}'

o BEFIFEHEEMssh sessions

o who -a
o w

o Tlast -p now


https://blog.csdn.net/m0_37556444/article/details/83000553

o sudo netstat -tnpa | grep 'ESTABLISHED.*sshd'
o pgrep -af sshd
o echo $SSH_CONNECTION

© ss | grep ssh
o BEsshHEREER

https://blog.csdn.net/supertor/article/details /84334710
o Ubuntu
/var/log/auth.log
o Centos

/var/log/secure

XA N X FSSHIABTER—E, FrLULALL UbuntuBIEE /var/log/auth.log Affl, a0
RECentosHIEZZ X 4R MIT

o EWERMINNAE

cat /var/log/auth.log | grep "Accept"

(RIS M cat /var/log/auth.log | grep "Accept"
Apr 13 11:13:15 helper sshd[1076]: ed password for helper from 192.168.197.1 port 60300
Apr 15 01:02:43 helper sshd[1289]: ed password for helper from 192.168.197.1 port 55320

Apr 15 01:55:49 helper sshd[4328]: ed password for helper from 192.168.197.1 port 59710
Apr 15 02:19:13 helper sshd[5725]: ed password for helper from 192.168.197.1 port 63518
helper@helper:~%

o [EHEIRHENHBE
cat /var/log/auth.log | grep "pam_unix(sshd:session): session closed"

helper@helper:~$ cat /var/log/auth.log | grep “"pam unix(sshd:session): session closed"

Apr 13 09:47:53 helper sshd[45909]: for user helper
Apr 13 11:29:14 helper sshd[1076]: for user helper

Apr 15 01:55:46 helper sshd[1289]: for user helper

helper@helper:~$ cat /var/log/auth.log | grep “"pam unix(sshd:session): session closed"

o BREEHRNAE
root@helper # cat

9:28 helper sshd[1855]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper

helper sshd[1: Failed password for helper from 192.168.197.1 port 62764 ssh2
:31 helper sshd[1855]: Connection reset by authenticating user helper 192.168.197.1 port 62764 [preauth]
root@helper #

o ELIMNTHIREN


https://blog.csdn.net/supertor/article/details/84334710

C:\Users\helper

A ssh helper@192.168.197.129
helper@192.168.197.129"'s password:
Permission denied, please try again.
helper@192.168.197.129"'s password:

A ssh helper@192.168.197.129

helper@192.168.197.129"'s password:

Permission denied, please try again.

helper@192.168.197.129"'s password:

Permission denied, please try again.

helper@192.168.197.129"'s password:

helper@192.168.197.129: Permission denied (publickey,password).

C:\Users\helper

A ssh helper@192.168.197.129

helper@192.168.197.129"'s password:

Permission denied, please try again.

helper@192.168.197.129"'s password:

Permission denied, please try again.

helper@192.168.197.129"'s password:

helper@192.168.197.129: Permission denied (publickey,password).

r@192.168.197.129
helper@192.168.197.129"'s password:
Permission denied, please try again.
helper@192.168.197.129"'s password:
Permission denied, please try again.
helper@192.168.197.129"'s password:
helper@192.168.197.129: Permission denied (publickey,password).

C:\Users\helper

A ssh helper@192.168.197.129

helper@192.168.197.129"'s password:

Permission denied, please try again.

helper@192.168.197.129"'s password:

Permission denied, please try again.

helper@192.168.197.129"'s password:

helper@192.168.197.129: Permission denied (publickey,password).

\helper

# cat

Apr HEH helper sshd[1922]: pam unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper
Apr HEH helper sshd[4022]: Failed password for helper from 192.168.197.1 port 63123 ssh2

Apr 103: helper sshd[1922]~ message repeated 2 times: [ Failed password for helper from 192.168.197.1 port 63123 ssh2]

Apr HEH helper sshd[$922]: Connection reset by authenticating user helper 192.168.197.1 port 63123 [preauth]

Apr HEH helper sshd[19227% PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper

Apr EER helper sshd[1924]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper
Apr HEH helper sshd[1924]: Failed password for helper from 192.168.197.1 port 63144 ssh2

Apr :04: helper sshd[1924]: message repeated 2 times: [ Failed password for helper from 192.168.197.1 port 63144 ssh2]

Apr :04: helper sshd[1924]: Connection reset by authenticating user helper 192.168.197.1 port 63144 [preauth]

Apr :04: helper sshd[1924]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper

Apr :04: helper sshd[1936]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper
Apr :04: helper sshd[1936]: Failed password for helper from 192.168.197.1 port 63206 ssh2

Apr :04: helper sshd[1936]: message repeated 2 times: [ Failed password for helper from 192.168.197.1 port 63206 ssh2]

Apr :04: helper sshd[1936]: Connection reset by authenticating user helper 192.168.197.1 port 63206 [preauth]

Apr 104: helper sshd[1936]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper

Apr :04: helper sshd[1938]: pam unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper
Apr HoH helper sshd[1938]: Failed password for helper from 192.168.197.1 port 63221 ssh2

Apr :05: helper sshd[1938]: message repeated 2 times: [ Failed password for helper from 192.168.197.1 port 63221 ssh2]

Apr :05: helper sshd[1938]: Connection reset by authenticating user helper 192.168.197.1 port 63221 [preauth]

Apr :05: helper sshd[1938]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper
root@helper #

=

EI2S




root@helper
t

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

helper sshd[2153]: Received disconnect from 192.168.197.1 port 58327:11: Bye Bye [preauth]

helper sshd[2153]: Disconnected from authenticating user root 192.168.197.1 port 58327 [preauth]

helper sshd[2156]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. : > user=root
helper sshd[2155]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2163]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. : B user=root
helper sshd[2169]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2157]: pam_unix(sshd:auth authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. . . user=root
helper sshd[2158]: pam_unix(sshd:auth authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2168]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. . . user=root
helper sshd[2162]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2166]: pam_unix(sshd:auth): authentication failure; logname= uid=0 i tty=ssh ruser= rhost=192. - . user=root
helper sshd[2167]: pam_unix(sshd:auth): authentication failure; logname= uid=0 i tty=ssh ruser= rhost=192. - . user=root
helper sshd[2161]: pam_unix(sshd:auth): authentication failure; logname= uid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2165]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2170]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2164]: pam_unix(sshd:auth): authentication failure; logname= uid=0 i tty=ssh ruser= rhost=192. 3 . user=root
helper sshd[2184]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2183]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. 2 < user=root
helper sshd[2155]: Failed password for root from 192.168.197.1 port 58361 ssh2

helper sshd[2156]: Failed password for root from 192.168.197.1 port 58362 ssh2
helper sshd[2169]: Failed password for root from 192.168.197.1 port 58373 ssh2
helper sshd[2163]: Failed password for root from 192.168.197.1 port 58367 ssh2
helper sshd[2157]: Failed password for root from 192.168.197.1 port 58363 ssh2
helper sshd[2168]: Failed password for root from 192.168.197.1 port 58372 ssh2
helper sshd[2166]: Failed password for root from 192.168.197.1 port 58370 ssh2
helper sshd[2167]: Failed password for root from 192.168.197.1 port 58371 ssh2
helper sshd[2158]: Failed password for root from 192.168.197.1 port 58364 ssh2
helper sshd[2165]: Failed password for root from 192.168.197.1 port 58369 ssh2
helper sshd[2164]: Failed password for root from 192.168.197.1 port 58368 ssh2
helper sshd[2162]: Failed password for root from 192.168.197.1 port 58366 ssh2
helper sshd[2170]: Failed password for root from 192.168.197.1 port 58375 ssh2
helper sshd[2161]: Failed password for root from 192.168.197.1 port 58365 ssh2
helper sshd[2183]: Failed password for root from 192.168.197.1 port 58383 ssh2
helper sshd[2184]: Failed password for root from 192.168.197.1 port 58384 ssh2
helper sshd[2155]: Failed password for root from 192.168.197.1 port 58361 ssh2

Apr
Apr

EEEREERERERRERERERRERRRRERRRRERERRE

helper sshd[2162]:
helper sshd[2164]:
helper sshd[2158]:
helper sshd[2167]:
helper sshd[2184]:
helper sshd[2183]:
helper sshd[2183]:
helper sshd[2184]:
helper sshd[2184]:
helper sshd[2183]:
helper sshd[2155]:
helper sshd[2156]:
helper sshd[2155]:
helper sshd[2155]:
helper sshd[2156]:
helper sshd[2156]:
helper sshd[2169]:
helper sshd[2163]:
helper sshd[2163]:
helper sshd[2163]:
helper sshd[2169]:

Failed password for root from 192.168.197.1

Failed password for root from 192.168.197.1

Failed password for root from 192.168.197.1 port 58364 ssh2
1
il

1 port 58366 ssh2
] port 58368 ssh2
1

]: Failed password for root from 192.168.197.1 port 58371 ssh2
1: Failed password for root from 192.168.197.1 port 58384 ssh2

]1: Failed password for root from 192.168.197.1 port 58383 ssh2

]: Connection closed by authenticating user root 192.168.197.1 port 58383 [preauth]
]1: Connection closed by authenticating user root 192.168.197.1 port 58384 [preauth]
]: PAM 1 more authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
]: PAM 1 more authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
]: Failed password for root from 192.168.197.1 port 58361 ssh2

]: Failed password for root from 192.168.197.1 port 58362 ssh2

]: Connection closed by authenticating user root 192.168.197.1 port 58361 [preauth]
]1: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
]: Connection closed by authenticating user root 192.168.197.1 port 58362 [preauth]
1: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
]: Failed password for root from 192.168.197.1 port 58373 ssh2

]: Failed password for root from 192.168.197.1 port 58367 ssh2

]1: Connection closed by authenticating user root 192.168.197.1 port 58367 [preauth]
]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
]: Connection closed by authenticating user root 192.168.197.1 port 58373 [preauth]
helper sshd[2169]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. " . user=root
helper sshd[2157]: Failed password for root from 192.168.197.1 port 58363 ssh2

helper sshd[2157]: Connection closed by authenticating user root 192.168.197.1 port 58363 [preauth]
helper sshd[2157]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2166]: Failed password for root from 192.168.197.1 port 58370 ssh2

helper sshd[2168]: Failed password for root from 192.168.197.1 port 58372 ssh2

helper sshd[2166]: Connection closed by authenticating user root 192.168.197.1 port 58370 [preauth]

helper sshd[2166]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2162]: Failed password for root from 192.168.197.1 port 58366 ssh2

helper sshd[2161]: Failed password for root from 192.168.197.1 port 58365 ssh2

helper sshd[2164]: Failed password for root from 192.168.197.1 port 58368 ssh2

helper sshd[2162]: Connection closed by authenticating user root 192.168.197.1 port 58366 [preauth]

helper sshd[2165]: Failed password for root from 192.168.197.1 port 58369 ssh2

helper sshd[2162]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2168]: Connection closed by authenticating user root 192.168.197.1 port 58372 [preauth]

helper sshd[2168]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - - user=root
helper sshd[2164]: Connection closed by authenticating user root 192.168.197.1 port 58368 [preauth]

helper sshd[2164]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2158]: Failed password for root from 192.168.197.1 port 58364 ssh2

helper sshd[2167]: Failed password for root from 192.168.197.1 port 58371 ssh2

helper sshd[2165]: Connection closed by authenticating user root 192.168.197.1 port 58369 [preauth]

helper sshd[2165]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - - user=root
helper sshd[2161]: Connection closed by authenticating user root 192.168.197.1 port 58365 [preauth]

helper sshd[2161]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. 5 . user=root
helper sshd[2158]: Connection closed by authenticating user root 192.168.197.1 port 58364 [preauth]

helper sshd[2167]: Connection closed by authenticating user root 192.168.197.1 port 58371 [preauth]

NRFEHENFERENTTRMOIEK, AJRERBAIRBERE T

pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0
tty=ssh ruser= rhost=192.168.197.1 user=root

Apr 16 01:44:20 helper sshd[2167]: Failed password for root from
192.168.197.1 port 58371 ssh2

o BEREERKMNAEE

cat /var/log/auth.log | grep "Failed password for"




root@helper # password
Apr 16 01: helper sshd[2155]: Failed password root from
Apr 16 01: helper sshd[2156]: Failed password root from
Apr 16 01: helper sshd[2169]: Failed password root from
Apr 16 01: helper sshd[2163]: Failed password root from
Apr 16 01: helper sshd[2157]: Failed password root from
Apr 16 01: helper sshd[2168]: Failed root from
Apr 16 01: helper sshd[2166]: Failed root from
Apr 16 01: helper sshd[2167]: Failed password root from
Apr 16 01: helper sshd[2158]: Failed password root from
Apr 16 01: helper sshd[2165]: Failed password root from
Apr 16 01: helper sshd[2164]: Failed password root from
Apr 16 01: helper sshd[2162]: Failed Wi root from
16 01: helper sshd[2170]: Failed S root from
16 01: helper sshd[2161]: Failed root from
16 01: helper sshd[2183]: Failed Swi root from
16 01: helper sshd[2184]: Failed password root from
16 01: helper sshd[2155]: Failed password root from
16 01: helper sshd[2156]: Failed password root from
16 01: helper sshd[2163]: Failed password root from
16 01: helper sshd[2169]: Failed password root from
16 01: helper sshd[2157]: Failed password root from
16 01: helper sshd[2166]: Failed password root from
16 01: helper sshd[2168]: Failed password root from
16 01: helper sshd[2161]: Failed password root from
16 01: helper sshd[2170]: Failed password root from
16 01: helper sshd[2165]: Failed password root from
16 01: helper sshd[2162]: Failed passw root from
16 01: helper sshd[2164]: Failed s root from
16 01: helper sshd[2158]: Failed password root from
16 01: helper sshd[2167]: Failed password root from
16 01: helper sshd[2184]: Failed password root from
16 01: helper sshd[2183]: Failed password root from
16 01: d helper sshd[2155]: Failed password root from
16 01: helper sshd[2156]: Failed password root from
16 01: @ helper sshd[2169]: Failed password root from
16 01: ) helper sshd[2163]: Failed password root from
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grep "Failed password" /var/log/auth.log|perl -e 'while($_=<>){
/for(.*?)from/; print "$1\n";}'|sort|uniq -c|sort -nr
root@helper # grep "Failed pa N perl ‘'while($ { / .*?)from/; print \n";}" luniq sort

2966 sshd
helper

root

5 invalid user www
root@helper #

ALUED, HEFRE—IA invaild user www , XENRRIEBwwWWIXNMNERAREE, BEREA
FERATXMNERPHBITTER

ST BRIWBNERE (IP)

RIE L EAIRME, BEHEsshd, helper, root, wwwiXJLMNEFPHESE, BITENEE—T
JEIRIP

ERENRIRNAREFEENER

BANAERP L root A1

cat /var/log/auth.log | grep "Failed password for" | grep "root" | grep -Po
"(1\d{2}|2[0-4]\d|25[0-5] | [1-9]\d|[1-9]) (\. (1\d{2}|2[0-4]\d|25[0-5] | [1-
9]\d|\d)){3}' |sort|uniq -c|sort -nr



# cat grep "Failed password for"
|25[0-5]|[1-9]\d|\d)){3}" |sort uniq

558 192.168.197.100
46 192.168.197.1
root@helper #

R LU 7 R #H T E {iL

cat /var/log/auth.log | grep "Failed password for" | grep "root" | cut -d "
" —f 11 |sort -nr|uniq -c
root@helper # cat grep "Failed p

558 192.168.197.100

46 192.168.197.1
root@helper #

NRMFRF L —BELRVBERNIWBRNERRER, AJUERNToHIHETHLK

cat /var/log/auth.log | grep "Failed password for" | cut -d " " -f 9 | sort

-nr | uniq|grep -v "invalid"| while read line;do echo [$line];cat
/var/log/auth.log | grep "Failed password for" | grep $line | grep -Po
'(1\d{2}|2[0-4]\d[25[0-5] | [1-9]\d| [1-9]) (\. (1\d{2}|2[0-4]\d|25[0-5] | [1~-
9]\d|\d)) {3} '|sort|unig -c |sort -nr; done

root@helper: /home/helperi# cat /var/log/auth.log | grep "Failed password for" | cut -d " " —f 9 | sort -nr | unig|grep -v "invalid"| while read line;do echo [$lin
e];cat /var/log/auth.log | grep "Failed password for" | grep $line | grep -Po '(1\d{2}|2[@-4]\d|25[0-5]|[1-9]\d|[1-9])(\-(1\d{2}|2[0-4]\d|25[@-5]|[1-9]1\d|\d)){3}
' |sort -nr|uniq -c; done
[sshd]
558 192.168.197.100
3247 192.168.197.1
[root]
558 192. )7.100
46 192.168.197.1
[helper]
558 192.168.197.100
2.168.197.1
r:/home/helper#

AT, WRREEE—TAPBBRXMEL, BIERH, AJUES<LHER grep -v "user”
A FREHTT, XERMOBITANrootBFRFEIRERZERERN, FMUAHFEEERSTEEroot
MER, AJUERNTHS:

cat /var/log/auth.log | grep "Failed password for" | cut -d " " -f 9 | sort

-nr | uniq|grep -v "dinvalid\|root"| while read line;do echo [$line];cat
/var/log/auth.log | grep "Failed password for" | grep $line | grep -Po
'(1\d{2}|2[0-4]\d[25[0-5] [ [1-9]\d|[1-9]) (\. (1\d{2}|2[0-4]\d[25[0-5] | [1-
9]\d|\d)) {3} ' |sort|unig -c| sort -nr; done

root@helper:/home/helper# cat /var/log/auth.log | grep "Failed ord for" | cut -d " " -f 9 | sort -nr | uniq| -v " id\|root"| while read line;do echo
[$1line];cat /var/log/auth.l p line | grep -Po '(1\d{2}|2[0-4]\d|25[@-5]|[1-9]\d -9 (1\#{2h]2[0-4]\d|25[0-5] | [1-9]\d |\
d)){3} ' |sort -nr|unig -c;
[sshd]
558 192.168.197.100
= 192.168.197.1

XiFrootNERMARR T, WRBAERSTAF, BEHRM  \|user FEILLT
B

bash /home/helper = a X

root@helper:/home/helper# cat /var/log/auth.log | grep "Failed password for" | cut -d " " -f 9 | sort -nr | unig|grep -v "invalid\|root\|helper"| while read
line;do echo [$line];cat /var/log/auth.log | grep "Failed password for" | grep $line | grep -Po '(1\d{2}|2[0-4]\d|25[0-5]|[1-9]1\d|[1-9])(\.(1\d{2}|2[@-4]\d
|25[0-5]]|[1-9]\d|\d)){3} ' |sort -nr|uniq -c; done

[sshd]

97.1

root@helper:/home/helper#

EREBEIHRVAPFFENRER
BAEEXERNFENRAP R UKEIRERIVRER




cat /var/log/auth.log | grep "Failed password for"| grep "invalid" | cut -d

" " -f 11 | sort | uniq -c | sort -nr

root@helper: /home/helper# cat /var/log/auth.log | grep "Failed password for"| grep "invalid" | cut -d " " -f 11 | sort | uniq -c | sort -nr
1078 admin
25 www

5 test

5 anonymous
4 user

4 operator
3 manager

EEXLERAFPNEREZRIPLIRORER
BAP test3 A

cat /var/log/auth.log | grep "Failed password for" | grep "test" | grep -Po
'(1\d{2}[2[0-4]\d[25[0-5] | [1-9]\d| [1-9]) (\. (1\d{2} |2[0-4]\d|25[0-5] | [1~-
9]\d|\d)){3}' |sort|uniq -c|sort -nr

grep "Failed ord for" "test" '(1\d{2}|2[0-4]\d|2 11[1-91\d|[1-91) (\.

sort|uniq sort

rnotmhelue

EWEENAEFERFNERIPLURIRE

cat /var/log/auth.log | grep "Failed password for" | grep "invalid"| cut -d
" " —-f 11 | sort -nr | uniq| while read line;do echo [$line];cat
/var/log/auth.log | grep "Failed password for" | grep $line | grep -Po
'(1\d{2}|2[0-4]\d[25[0-5] | [1-9]\d| [1-9]) (\. (1\d{2}|2[0-4]\d|25[0-5] | [1~-
9]\d|\d)) {3} '|sort|unig -c |sort -nrj;done

root@helper:/home/helper# cat /log/auth.log | grep "Failed password for" | grep "invalid”| cut -d " " -f 11 | sort -nr | unig| while read 1 cho [$line];cat \ar’l
.log | grep "Failed password for" | grep $line | grep -Po '(1\d{2}|2[0-4]\d|25[0-5]|[1-9]\d|[1-9])(\.(1\d{2}|2[0-4]\d|25[@-5]|[1-9]\d|\d) ort\unlq = \sort -nr

HA, BRI UHRR— 1 HEILNAF, XEHBR wwwill test FEF

cat /var/log/auth.log | grep "Failed password for" | grep "invalid" | grep
-v "www\ |test"| cut -d " " -f 11 | sort -nr | uniq| while read line;do echo
[$line];cat /var/log/auth.log | grep "Failed password for" | grep S$line |
grep -Po '(1\d{2}|2[6-41\d|25[0-5] | [1-9]\d| [1-9]) (\.(1\d{2}|2[0-4]\d|25[0-
5]|[1—9]\d|\d)){3} '"|sort|uniq -c |sort -nr;done

root@helper: e ca g/auth.log | g Failed password for" | grep "invalid" | grep -v | cut -d f 11 | sort -nr | unig| while read 1
ho [$line];cat /v h. grep "Failed password for" | grep $line | grep -Po '(1\d{2}|2[@-4]\d| 511 [1-9]\d| [1- (1\d{2}|2[0-4]\d|25[0-5] | [1-9]\d|\d)
rt|uniq -c |sort
[user]
109
2

[operator
4 1

[LELET

[anonymous
5 192.168.197.100
[admin]
1078 192. 97.100
root@helper: /helperi#

SSHNE




s FERSSHARAZE/D R 77ARA L L, 7.7 TRASFESSHA P B8
» EROSEREE
s BitrootBFER, FJLUEBITHEMAF suZlroot
T fqil2ban FHITRAE
0x02 Mysql &7

Mysql RINRESFEBERBZE, & Ubuntu EERIAIEN /var/log/mysql/error.log
o BEEREIRNAFE

cat /var/log/mysql/error.log | grep "Access denied for user" | grep "using

password: YES" | awk -F "'" '"{print $2}' | sort | uniq -c | sort -nr

root@example “A nied for user® grep “using password: YES" "t “{print $2}' | sort  uniq

57 admin
52 root
1123

root@example

o BEERBIRAFABNERIPUIRER

cat /var/log/mysql/error.log | grep "Access denied for user" | grep "using
password: YES" | awk -F "'" '"{print $2}' | sort| uniq | while read line;do echo
$line;cat /var/log/mysql/error.log | grep "Access denied for user" | grep

"using password" | awk -F "'" '"{print $4}' | sort | uniq -c | sort -nr; done

root@example # bash
root@example: /home/helper# cat /var/log/mysql/error.log | grep "Access denied for user” | grep "using password: YES" | awk -F "'" ‘{print $2}' | sort| uniq | while rea
d line;do echo $line;cat /var/log/mysql/error.log | grep "Access denied for user™ | grep "using password” | awk -F "'" ‘{print $4}' | sort | unigq -c | sort -nr; done
123

111 192.168.43.51

62 192.168.43.43
admin

111 192.168.43.51

192.168.43.43

192.168.43.51
192.168.43.43

111 192.168.43.51
62 192.168.43.43
root@example: /home/helperi

Ox03 FTP R 1R

fipBRSB I vsftpd Afl, EARSiHZBEEM, HEIZREIEERE
vsftpdit B 1312
o MKIEE

root@helper:/var/log# netstat -pantu

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 127.0.¢€ - 0.0.0.0:% LISTEN 781/systemd-resolve
tecp 0 0.0.0.0:% LISTEN 1069/sshd

tcp 232 192.168.197.129:22 192.168.197.101:5233 ESTABLISHED 16646/sshd: helper
tcpb 0 :::21 323% LISTEN 21715/proftpd: (acc
tcpb % Bl ==, 2z LISTEN 1069/sshd

tcpb 0 192.168.197.129:21 E .197.101:56806 ESTABLISHED 21990/proftpd: help
udp 0 127.0.0.53:53 0.0.0.0:* 781/systemd-resolve
udp 0

192.168.197.129:68 .0.0.0: 752/systemd-network
root@helper:/var/log#|



https://github.com/fail2ban/fail2ban
https://ubuntu.com/server/docs/service-ftp

AUES, MEFETE—XOKEITMIERE, M 192.168.197.101895680610% 11E1£%192.168.197.1298Y

21w

MREFERDEER, WEERBRNT:

root@helper:/var/log# netstat -pantu
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address

0 127.0.0.53:53

0 0.0.0.0:22
192.168.197.129:

N
=

0
0

VEY

®

33224l
33 5727)
192.

168.

Foreign Address
N
0.0.0.0:%
192.168.197.101
.k

192.168.

State
LISTEN
LISTEN
ESTABLISHED
LISTEN
LISTEN
TIME_WAIT

PID/Program name
781/systemd-resolve
1069/sshd
16646/sshd: helper
21715/proftpd: (acc
1069/sshd

192.
192.
1kl
192.
ksl
kel
ke
1kep)
192.
192.
1)
192.
192.
192.
192.
192.
192.
192.
1270
1928
1k22)
1ke2)

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

192.
192.
kel
192.
kel
ke
ke
1kep)
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
1kl
1928
192.
ke

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

ESTABLISHED 22062/proftpd:
ESTABLISHED 22070/proftpd:
TIME_WAIT -

TIME_WAIT -

TIME_WAIT
ESTABLISHED
ESTABLISHED
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME WAIT
TIME_WAIT
ESTABLISHED 22064/proftpd:
TIME WAIT -

ESTABLISHED 22078/proftpd:
ESTABLISHED -

ESTABLISHED -

ESTABLISHED 22061/proftpd:
ESTABLISHED 22038/proftpd:
ESTABLISHED

ESTABLISHED

TIME_WAIT

(acc
(acc

22081 /proftpd:

(%)
(%)
(%)
(%)
(%)
(%)
(%)
(%)
(%)
(%)
(%)
0
(%)
0
0
0
0
(%)
(%)
(%)
(%)
(%)
(%)
(%)
0

oI I RIS B R VI B B oV I I e B oV I I e B oV I e B oV IS B oo B oV IS B o B o ]

BAREMESTABLISHEDIRESFTIME_WAITIRSHI LR EE

o HEIMftpRIE

(¢]

fipMssh A —4¥, fIpMRIE—ARIRMEREIER], FRIFLLATILZIIETEGER

last -w -x

root@heioer:/var/loe# last -w

helper
helper
helper
helper
helper
helper
helper
helper
runlevel
reboot
shutdown
helper
helper
helper
runlevel
reboot
shutdown
helper
runlevel
reboot
shutdown

ftpd21996
ftpd21990
ftpd21979
ftpd21969
ftpd21942
pts/@

pts/1

pts/0

(to 1vl 5)
system boot
system down
pts/1

pts/0

pts/0

(to 1vl 5)
system boot
system down
pts/0

(to 1vl 5)
system boot
system down

-X
197.
197.
197.
197.
197.
19/7.101
192.168.197.100 Fri Apr 16 02:48 -
192.168.197.1 Fri Apr 16 00:50 -
4.15.0-141-generic Fri Apr 16 00:50
4.15.0-141-generic Fri Apr 16 00:50
4.15.0-140-generic Thu Apr 15 11:45
192.168.197.1 Thu Apr 15 02:19 -
192.168.197.1 Thu Apr 15 01:55 -
192.168.197.1 Thu Apr 15 01:02 -
4.15.0-140-generic Thu Apr 15 01:02
4.15.0-140-generic Thu Apr 15 01:02
4.15.0-140-generic Tue Apr 13 11:29
192.168.197.1 Tue Apr 13 11:13 -
4.15.0-140-generic Tue Apr 13 11:13
4.15.0-149-generic Tue Apr 13 11:13
4.15.0-117-generic Tue Apr 13 09:47

192.
192.
192.
192.
192.
1L 7T

168.
168.
168.
168.
168.
168.

101
101
101
101
101

16
16
16
16
16
16

08:
08:
08:
08:
08:
U5:

48
44
43
42
31
19

Fri
Fri
Fri
Fri
Fri
Fri

Apr
Apr
Apr
Apr
Apr
Apr

08:49

gone
08:44
08:44
08:32
stall
07:30
04:55

(00:01)

- no logout
(00:01)
(00:02)
(00:01)

logged 1n
(04:42)
(04:05)

still running
still running

- 00:50

11:45
11:45
01:55

- 11:45
- 11:45
- 01:02 (1+13:

11:29

- 11:29
- 11:29
- 11:13

(13:05)
(09:25)
(09:49)
(00:53)

(10:42)

(10:42)
EE)
(00:15)

(00:16)

(00:16)

(01:25)




MBEEIZERAUEER, BABSKftpiERE, B—MEKIBEL, KIBELREZPIAHN 21990

o ftpwho
Wal UERftpwhoRFITEER, XNMNTARNEERERFUbuntuf, FE apt install
ftpwho

root@helper:/var/log# ftpwho
standalone FTP daemon [21715], up for © min

21942 helper [ omOs] ( 35%) RETR 1.txt
Service class - 1 user

BETRENEEBE
fFubuntut, vsftpdBHENMTF /var/log/vsftpd.log

o EEERNAT

root@helper # cat

Fri Apr 16 10:22:12 2021 [pid 2 ] CONNECT: Client "::ff+f:192.168.197.109"

Fri Apr 16 10:22:12 2021 [pid 23433] [helper] OK LOGIN: Client "::ffff:192.168.197.109"
root@helper #

pid CONNECT: Client
pid [helper] OK LOG
Fri Apr 16 10 4 20 pid 5] CONNECT: Cliel
Fri Apr 16 10: 2 pid [helper] OK L
Fri Apr 16 10: 0 pid CONNECT: Cliel
Fri Apr 16 10: 20 pid [helper] OK LOG
Fri Apr 16 J 2 pid CONNECT: Client
Fri Apr 16 10 02 pid 23577] [helper] OK L
Fri Apr 16 20 pid 23581] CONNECT: Client
Fri Apr 16 10:25 pid 23580] [helper] OK L i f .168.197.10¢
Fri Apr 16 10 2 i CONNECT: Client H . *
Fri Apr 16 126:30 20 pi [helper] OK LOG e - 9 197.109"
Fr i Apr 16 : 20 i CONNECT: Client 3
6 i [helper] OK LOG i f 3.197.109"
[helper] OK DOWNLOAD: Client ..HH 192.168.197.109", "/home/helper/yingji/1.txt", 1344694 bytes, 175043.69Kbyte/sec

BRERNAS (FRKSEEET)

# cat

::fff£:192.168.197.109"
Client "::ffff:192.168.197.109"

/helper
root@helper #l

o FNWEHNAZE




[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid 2
[pid
[pid

23921]
PELVEY|
23925]
23927]

CONNECT :
CONNECT :
CONNECT :
CONNECT: Client
CONNECT: Client
: Client
: Client
: Client
N : Client
CONNECT: Client
CONNECT: Client
CONNECT: Client
[test] FAIL LOGIN
[test] FAIL LOGIN:
[test] FAIL LOGIN:
[test] FAIL LOGIN:
[test] FAIL LOGIN:
[test] FAIL LOGIN:
[test] FAIL LOGIN:
[test] FAIL LOGIN:
[test] FAIL LOGIN:
CONNECT: Client
CONNECT: Client ™
FAIL LOGIN

EEE?EQ@HEK X%, RSB[HIELH
ERRMBINK S ok

cat /var/log/vsftpd.log | grep FAIL

Client
Client
Client

PELVEY|
PEVAEY!
23714]
23712]
23724]
23725]
23722]
23739]
23718]
3728]
PELVLY|
23947]

Client
Client
Client
Client
Client
Client
Client
Client
Client "::
f££:192.
££:192.16
Client :

| uniq -c | sort -nr
root@helper
161 123123
12 test
1 helper
root@helper

o EEERKMHNAFHNERIP

cat /var/log/vsftpd.log | grep FAIL | cut -d "[" -f 3 | cut -d "]"

| uniq | while read linej;do echo $line;c
cut -d ":" -f 7 | cut -d '"" -f 1 | sort

grep FAIL | cut -d "["
sort

-f

e/helper# cat /var/log/ st
" done

" 7| cut d -f 1 | sort | uniq -c | -nr

s for
s for
ssions

addre
addre
address.
addre
address.
addre
address.
addre !
address.
addres
address.
address.

this
this
this
this
this
this
this
this
this
this
this
this

many
many
many
many
many
many
many
many
many
many
many
many

too
too
too
too
too
too
too
too
too
too
too
too

refused:
refused:
refused:
refused:
refused:
refused:
refused:
refused:
refused:
refused:
refused:
refused:

"Connection
"Connection
"Connection
"Connection
Connection
, "Connection
, "Connection
, "Connection
, "Connection
, "Connection
"Connection
"Connection
.197.109"
.197.109"
.197.10
.197.109"
658.197.109"
68.197.109"
658.197.109"
68.197.109"
58.197.109"
, "Connection refused: too many
"Connection refused: too many
.197.109"

essions
essions
essions
sessions
essions
ions
sessions
sessions
sessions

this address."
this address."

sessions for
sessions for

-d "]" -f 1 | sort

sort | uniqg

-f 1 | sort
at /var/log/vsftpd.log | grep $line |
| uniq -c | sort -nr; done

"]" -f 1 | sort | uniq | while read line;do echo $line;cat /var/log/vsftpd.log | grep

o FTPARSZNNE

o £H anonymous 1 ftp HMKS
o {FM SSL N FTP
o R fail2ban FHITRHLH

0x04 Redis FKIFN iGN & 2 kiR

RIRMA )
BN, BiE

R, EINER, RARFERN, FrLAE
EERRTLST

aEA B
BEz=~F

H—IE SRk


https://github.com/fail2ban/fail2ban

helper@helper:~/redis-2.8.17/src$ ./redis-cli -h 127.0.0.1
127.0.0.1:6379> info

# Server

redis_version:2.8.17

redis _git shal: 00000000

redis git dirty:0

redis build id:d55a7d4fd707a458
redis_mode:standalone

os:Linux 4.15.0-142-generic x86_64
arch_bits:64

multiplexing api:epoll

gcc_version:7.5.0

process_id:4746
run_id:0346ab827aefe73350b2al165b03fb954c7d80e95
tcp_port:6379

uptime_in_seconds:94

uptime_in_days:0

hz:10

lru_clock:8196905

IlEVSES
. iﬁ%@ﬁ%,#ﬂ@ﬁ%@ﬂ%g%

# This should stay commented
people do not need auth (e.g.

requirepass foobared

Command renaming.

a shared

L

into something




By default Redis listens for connections from all the network ir
available on the server. It is possible to listen to just one or mu
interfaces L\lﬂe the "bind" configuration directive, followed by
more IP addresses .

Examples:

HoH o oH o

bind 192.168.1.100_12«570.
bind 127.0.0.1

Specify the path for the Unix socket that will be used to listen for
incoming connections. There is no default, so Redis will not listen
on a unix socket when not specified.

unixsocket /tmp/redis.sock
unixsocketperm 700

HoH H H H R

-

# Close the connection after a client is idle for N seconds (0
timeout ©

BEEEXHEEEERBredisERN
redis RN RIZRAEH, FTLUESEE logfile SRHITIZE AEFIZR ,ZAiAMloglevelAnotice

to disable)

A reasonable value for this option is 60 seconds.
tcp-keepalive 0

H

rver verbosity level.
one of:
(a lot of information, useful for developm
(many rarely useful info, but not a mess
notice (moderately verbose, what you want in produc
warning (only very important / critical messages
loglevel notice

#
#
H+
++
#

+:

oL
C

ify the log file name. Also the empty s{ring can be

edis to log on the standard output. No#€ that if you
output for logging uut dacmnnlz:, log® will be

logfile

and Pvf;twaxw\

JP L

&\,’&*( g - enabled no
-- INSERT --

helper@helper:/var/log$ 1ls -al /var/log/redis-test.log
-rw-r--r-- 1 root root 1763 Apr 19 06:36 /var/log/redis-test.log
helper@helper:/var/log$|

redis3.2hR A fE#igprotected-modelfic &, BAIARyes, BIFRE. &EIMBNE EREredishRS, BRI
mnr:

X Hlprotected-modet®=, LLETSMIFMLEE] LAEEEIR]
FBprotected-modefRIFIRT, FELEbind ipK&EILEIHINZER




Redis HE S
o RENERAE
loglevel = notice

FHRBNEF --> Hi{Tinfo --> Hi{Tset hello wrold --> exitiRH

one

e
notice ely verbose, what you want in production probably)

warning important / critical messages are logged)

loglevel notick

name. Also the empty string can be used to force
he standard output. Note that if you use standard

but daemonize, logs will be nt to /dev/null

just set 'syslog-enabled' to yes,
parameters to suit vour needs.

root@helper

[5866] 19 Apr 07:36:20.211 * Increased maximum number of open files to 10032 (it was originally set to 1024).
Redis 2.8.17 (00000000/0) 64 bit
Running in stand alone mode

Port: 6379
PID: 5866

http://redis.io

[5866] 19 Apr 07:36:20.212 # Server started, Redis version 2.8.17
[5866] 19 Apr 07:36:20.212 # WARNING overcommit_memory is set to ©! Background save may fail under low memory condition. To fix this issue add '

/etc/sysctl.conf and then reboot or run the command 'sysctl vm.overcommit_memory=1' for this to take effect.

[5866] 19 Apr 07:36:20.212 * DB loaded from disk: ©.000 seconds
[5866] 19 Apr 07:36:20.212 * The server is now ready to accept connections on port 6379

root@helper #

loglevel = verbose

FHRBNEF --> Hi{Tinfo --> Hi{Tset hello wrold --> exitiRH

ice (moderat
warning (only wve
loglevel verbose

the

dard output.




root@helper # cat
[5942] 19 Apr 07:48:30.626 * Increased maximum number of open files to 10032 (it was originally set to 1024).

Redis 2.8.17 (00000000/0) 64 bit

Running in stand alone mode
Port: 6379
PID: 5942

http://redis.io

[5942] 19 Apr 07:48:30.626 # Server started, Redis version 2.8.17
[5942] 19 Apr 07:48:30.626 # WARNING overcommit_memory is set to ©! Background save may fail under low memory condition. To fix this issue add 'vm.overcommit_memory = 1' to
/etc/sysctl.conf and then reboot or run the command ‘sysctl vm.overcommit_memory=1' for this to take effect.
[5942] Apr 07:48:30.627 * DB loaded from disk: ©.000 seconds

Apr 07:48:30.627 * The server is now ready to accept connections on port 6379

Apr 07:48:30.627 - DB 0: 1 keys (@ volatile) in 4 slots HT.

9 Apr 07:48:30.627 - @ clients connected (@ slaves), 752296 bytes in use

Apr 07:48:35.071 Accepted 192.168.43.234:41036

Apr 07:48:35.858 - DB 0: 1 keys (@ volatile) in 4 slots HT.

Apr 07:48:35.858 1 clients connected (@ slaves), 773168 bytes in

Apr 07:48:40.958 - DB 0: 1 keys (@ volatile) in 4 slots HT.

Apr 07:48:40.958 1 clients connected (@ slaves), 773168 bytes in

Apr 07:48:44.430 - Client closed connection

Apr 07:48:46.058 - DB 0: 1 keys (@ volatile) in 4 slots HT.

Apr 07:48:46.058 - 0 clients connected (@ slaves), 752296 bytes in
root@helper

loglevel = debug
ENKIBENER --> H1Tinfo --> H1Tset hello wrold --> exitiRH

ion alive from the point of view of network
middle.

On Linux, the specified value (in seconds) is the period used to send ACKs.
Note that to e the connection the double of t
On other kerne he period depends on the kernel configuration.

he time is neede
or this option is 60 seconds.

ify the server verbosity level.
can be one of:
g (a lot of information, useful for development/testing)
se (many rarely useful info, but not a mess like the debug level)
notice (moderately verbose, what you want in production probably)
warning (only very important / critical messages are logged)

loglevel debud :

Also the empty string can be used to force
standard output. Note that if you use standard

# output for ging but daemonize, logs will be sent to /dev/null
logfile i 3

and optionally update the other

log-enabled ne

To enable logging to the system logger, j ' \ nabled' to yes,
N -




@helper # cat
] 19 Apr 07:49:56.354 * Increased maximum number of open files to 10032 (it was originally set to 1024).

Redis 2.8.17 (00000000/0) 64 bit

Running in stand alone mode
Port: 6379
PID: 596

http://redis.io

63] 19 Apr 07:49:56.354 # Server started, Redis version 2.8.17
1 19 Apr 07:49 354 # WARNING overcommit_memory is set to ©! Background save may fail under low memory condition. To fix this issue ad|
/etc/sysctl.conf then reboot or run the command 'sysctl vm.overcommit_memory=1' for this to take effect.
0.000 seconds
The server is now ready to accept connections on port 6379
DB 0: 1 keys (@ volatile) in 4 slots HT.
0 clients connected (@ slaves), 752296 bytes in use
Accepted 192.168.43.234:41038
DB 0: 1 keys (O volatile) in 4 slots HT.
1 clients connected (@ slaves), 773168 bytes in use
DB 0: 1 keys (@ volatile) in 4 slots HT.
1 clients connected (@ slaves), 773168 bytes in use
Client closed connection
DB 0: 1 keys (@ volatile) in 4 slots HT.
0 clients connected (@ slaves), 752296 bytes in use

SR LIEY:

o ABFoh&BlogfileABEFREFERE, RIATRE

o RINWHEL InoticeRARIERER. HITIES. BHM,

e loglevelig &N verbosedEdebugZd ZIEREREM

o HITHIIES info , set HENME loglevel 2 debug HFEARRIER, ERSIBFHINILEE T Z /D Mkey,
BifkeyBIMUNRANBARIER

NRBIRHER— T FHAEE R LAER MONITOR

ERBNNENE Rredis, Z/FHIT MONITOR 5%, ZEMAILERIEthENEZredishkSS2EF091F
MIRIET

root@helper # ./redis-2.8.17/src/redis-cli
127.0.0.1:6379> MONITOR

0] ¢

1618819132.622082 [0 192.168.43.234:41040] "COMMAND"
1618819135.808802 [0 192.168.43.234:41040] "info"

1618819150.404718 [0 192.168.43.234:41040] "set" "hello" "world"

redis AR



helper@helper:~/redis-2.8.17/src$ netstat -pantu

(Not all processes could be identified, non-owned process info

will not be shown, you would have to be root to see it all.)
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 127.0.0.53:53 0.0.0.0:* LISTEN -
tcp 0.0.0.0:22 0.0.0.0:% LISTEN

tcp 0.0.0.0:6379 0.0.0.0:* LISTEN

tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tecp 192.168.43.219: 192. S ARE e ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tecp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tep 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. ESTABLISHED
tcp 192.168.43.219: 192. ESTABLISHED
tcp 192.168.43.219: 192. ESTABLISHED
tcp 192.168.43.219: 192. ESTABLISHED
tcp 192.168.43.219: 192. ESTABLISHED
tcp 192.168.43.219: 192. ESTABLISHED
tcp 192.168.43.219: 192. ESTABLISHED
tcp 192.168.43.219: 192. ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
tcp 192.168.43.219: 192. .43.51: ESTABLISHED
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e |oglevel = notice

root@helper # cat
[6325] 19 Apr ©8:24:55.131 * Increased maximum number of open files to 10032 (it was originally set to 1024).

Redis 2.8.17 (00000000/0) 64 bit

Running in stand alone mode
Port: 6379
PID: 6325

http://redis.io

[6325] 19 Apr ©8:24:55.131 # Server started, Redis version 2.8.17

[6325] 19 Apr ©8:24:55.131 # WARNING overcommit_memory is set to @! Background save may fail under low memory condition. To fix this isq
/etc/sysctl.conf and then reboot or run the command 'sysctl vm.overcommit_memory=1' for this to take effect.

[6325] 19 Apr ©8:24:55.131 * DB loaded from disk: ©.000 seconds

[6325] 19 Apr ©8:24:55.131 * The server is now ready to accept connections on port 6379

root@helper #

e |oglevel = verbose




[6355] 19 Apr 08:27:53.799 # Server started, Redis version 2.8.17

[6355] 19 Apr ©08:27:53.799 # WARNING overcommit_memory is set to ©! Background save may fail under low memory
/etc/sysctl.conf and then reboot or run the command 'sysctl vm.overcommit_memory=1' for this to take effect.
[6355] 19 Apr ©08:27:53.799 * DB loaded from disk: ©.000 seconds

[6355] 19 Apr 08:27:53.799 * The server is now ready to accept connections on port 6379
[6355] 19 Apr 08:27:53.810 - 0 clients connected (@ slaves), 752200 bytes in use
[6355] 19 Apr 08:27:58.964 - O clients connected (@ slaves), 752200 bytes in use
[6355] Apr 08:28:04.076 - O clients connected (@ slaves), 752200 bytes in use
[6355] 19 Apr 08:28:08.180 - Accepted 192.168.43.51:53569

[6355] 19 Apr 08:28:08.286 - Client closed connection

[6355] Apr 08:28:09.176 - O clients connected (@ slaves), 752200 bytes in use
[6355] Apr 08:28:13.613 Accepted 192.168.43.51:53702

[6355] 19 Apr 08:28:13.613 Accepted 192.168.43.51:53703

[6355] Apr 08:28:13.613 Accepted 192.168.43.51:53704

[6355] Apr 08:28:13.614 - Accepted 192.168.43.51:53705

[6355] 19 Apr 08:28:13.614 - Accepted 192.168.43.51:53706

[6355] 19 Apr 08:28:13.614 Accepted 192.168.43.51:53707

[6355] 19 Apr 08:28:13.614 - Accepted 192.168.43.51:53708

[6355] Apr 08:28:13.614 - Accepted 192.168.43.51:53709

[6355] 19 Apr 08:28:13.615 Accepted 192.168.43.51:53710

[6355] Apr 08:28:13.615 Accepted 192.168.43.51:53711

[6355] 19 Apr 08:28:13.615 - Accepted 192.168.43.51:53712

[6355] 19 Apr 08:28:13.615 - Accepted 192.168.43.51:53713

[6355] 19 Apr :28:13.615 Accepted 192.168.43. 53714

[6355] Apr :28:13.616 - Accepted 192.168.

[6355] 19 Apr 08:28:13.616 - Accepted 192.168.

[6355] 19 Apr :28:13.616 - Accepted 192.168.

[6355] 19 Apr :28:13.616 - Accepted 192.168.

[6355] 19 Apr :28:13.616 - Accepted 192.168.

[6355] 19 Apr 08:28:13.616 - Accepted 192.168.

[6355] 19 Apr :28:13.617 - Accepted 192.168.

[6355] Apr :28:13.617 - Accepted 192.168.

e |oglevel=debug



* DB loaded from disk: ©.000 seconds
The server is now ready to accept connections on port 6379
@ clients connected (0 slaves), 752200 bytes in use
0@ clients connected (@ slaves), 752200 bytes in use
0@ clients connected (@ slaves), 752200 bytes in use
Accepted 192.168.43.51:53835
Client closed connection
0@ clients connected (0 slaves), 752200 bytes in use
Accepted 192.168.43.51:53969
Accepted 192.168.43.51:53970
Accepted 192. .43.51:53971
Accepted 192. .43.51:53972
Accepted 192. .43.51:53973
Accepted 192. .43.51:53974
Accepted 192. .43.51:53975
Accepted 192. .43.51:53976
Accepted 192. .43.51:53977
Accepted 192.168.43.51:53978
Accepted 192. .43.51:53979
Accepted 192. .43.51:53980
Accepted 192. .43.51:
Accepted 192. .43.51:
Accepted 192. SASEGTE
Accepted 192.168.43.51:
Accepted 192. .43.51:
Accepted 192. .43.51:
Accepted 192. .43.51:53
Accepted 192. .43.51:53988
Accepted 192. .43.51:53989
Accepted 192. .43.51:53990
Accepted 192. .43.51:53991
Accepted 192. .43.51:
Accepted 192. .43.51:
Accepted 192. .43.51:53994
Accepted 192. .43.51:53995
Accepted 192. .43.51:53996
Accepted 192. .43.51:53997
Accepted 192. .43.51:
Accepted 192. .43.51:
31 clients connected (@ slaves), 1399480 bytes in use
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[6652] 19 Apr 08:43:01.926 # Server started, Redis version 2.8.17
[6652] 19 Apr 08: 1.926 # WARNING overcommit_memory is set to @! Background save may fail under low memory condition. To fix this issue add
/etc/sysctl.conf and then reboot or run the command ‘sysctl vm.overcommit_memory=1' for this to take effect.
.926 * DB loaded from disk: ©.000 seconds
The server is now ready to accept connections on port 6379
0 clients connected (@ slaves), 752200 bytes in use
0 clients connected (@ slaves), 752200 bytes in use
0 clients connected (@ slaves), 752200 bytes in use
Accepted 192.168.43.234:41056
clients connected (@ slaves), 773072 bytes
clients connected (@ slaves), 773072 bytes
clients connected (@ slaves), bytes
clients connected (0 slaves), E bytes
clients connected (0 slaves), 30 bytes
Client closed connection
0 clients connected (@ slaves), 752200 bytes
0 clients connected (0 slaves), 752200 bytes
Accepted 192.168.43.234:41058

1 clients connected (0 slaves), 773072 bytes
1 clients connected (0 slaves), 773072 bytes
s),

1 clients connected (@ slave

Client closed connection
clients connected slaves), 752200 bytes
clients connected (0 slaves), 752200 bytes
clients connected (0 752200 bytes
clients connected (@ s 752200 byt

@ clients connected (@ 752200 bytes

0 clients connected (@ slaves), 752200 bytes
clients connected (0 slaves), 752200 bytes
clients connected slaves), 752200 bytes
clients connected slaves), 752200 bytes
clients connected slaves), 752200 bytes
clients connected slaves), 752200 bytes
clients connected slaves), 752200 byt

@ clients connected slaves), 752200 bytes

773072 bytes




.846 - 0 clients connected (0 slaves), 752200 bytes in use
.720 Accepted 192.168.43.51:55229
.825 - Client closed connection
.960 - 0 clients connected (O slaves), 752200 bytes in use
.048 Accepted 192.168.43.51:55361
.049 - Accepted 192.168.43.51:55362
.049 - Accepted 192.168.43.51:55363
.049 Accepted 192.168.43.51:55364
.049 Accepted 192.168.43.51:55365
.050 Accepted 192.168.43.51:55366
.050 Accepted 192.168.43.51:55367
.050 Accepted 192.168.43.51:55368
.050 - Accepted 192.168.43.51:55369
.051 - Accepted 192.168.43.51:55370
.051 Accepted 192.168.43.51:55371
.051 Accepted 192.168.43.51:55372
.052 Accepted 192.168.43.51:55373
.052 Accepted 192.168.43.51:55374
.052 - Accepted 192.168.43.51:55375
.052 - Accepted 192.168.43.51:55376
.052 Accepted 192.168.43.51:55377
.053 Accepted 192.168.43.51:55378
.053 Accepted 192.168.43.51:55379
.053 Accepted 192.168.43.51:55380
.053 - Accepted 192.168.43.51:55381
.053 - Accepted 192.168.43.51:55382
.054 Accepted 192.168.43.51:55383
.054 Accepted 192.168.43.51:55384
.054 Accepted 192.168.43.51:55385
.054 - Accepted 192.168.43.51:55386
.055 - Accepted 192.168.43.51:55387
.055 - Accepted 192.168.43.51:55388
.055 Accepted 192.168.43.51:55389
.055 Accepted 192.168.43.51:55390
.055 Accepted 192.168.43.51:55391
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o MEENXHEIN /etc/redis/redis.conf
o HIAFFE protect mode 4BEIPH 127.0.0.1
e HINEEHZE /var/log/redis/redis-server.log



root@helper "H" grep "slave\|save\|~A\$"
bind 127.0.0.1 ::1

protected-mode yes

port 6379

tcp-backlog 511

timeout @

tcp-keepalive 300

daemonize yes

supervised no

pidfile /var/run/redis/redis-server.pid
loglevel notice

logfile /var/log/redis/redis-server.log
databases 16

always-show-logo yes

rdbcompression yes

rdbchecksum yes

dbfilename dump.rdb

dir /var/lib/redis

repl-diskless-sync no
repl-diskless-sync-delay 5
repl-disable-tcp-nodelay no
lazyfree-lazy-eviction no
lazyfree-lazy-expire no
lazyfree-lazy-server-del no

appendonly no

appendfilename “appendonly.aof™

appendfsync everysec

no-appendfsync-on-rewrite no

#f1xHprotected-mode , &E bind 0.0.0.0 ,#TIEEIFRAIFNEIRERZR, &E requirepass 25

ter a reboot. Redis must be restarted after THP is disabled.

4730:M 21 Apr 06:21:27.504 * DB loaded from disk: ©0.000 seconds

4730:M 21 Apr 06:21:27.504 * Ready to accept connections

4730:M 21 Apr 06:21:27.504 - @ clients connected (@ slaves), 782496 bytes
4730:M 21 Apr 06:21:32.629 - 0@ clients connected (@ slaves), 782496 bytes
4730:M 21 Apr 06:21:34.706 Accepted 192.168.43.235:44990

4730:M 21 Apr 06:21:37.721 1 clients connected (@ slaves), 803368 bytes
4730:M 21 Apr 06:21:42.839 1 clients connected (@ slaves), 803392 bytes
4730:M 21 Apr 06:21:43.855 Client closed connection

4730:M 21 Apr 06:21:47.932 @ clients connected (@ slaves), 782496 bytes
4730:M 21 Apr 06:21:53.048 @ clients connected (@ slaves), 782496 bytes
4730:M 21 Apr 06:21:53.965 Accepted 192.168.43.235:44992

4730:M 21 Apr 06:21:58.158 1 clients connected (@ slaves), 803368 bytes
4730:M 21 Apr 06:22:03.271 DB ©: 1 keys (@ volatile) in 4 slots HT.
4730:M 21 Apr 06:22:03.272 1 clients connected (@ slaves), 803496 bytes
4730:M 21 Apr 06:22:03.931 Client closed connection

root@helper #

BEZER debug --> iR =i --> BY --> IERFBER --> 117 info --> 11T set hello world -->
IR




root@helper

4969:M 21 Apr :29:54. DB ©: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :29:54. @ clients connected (@ slaves), 782600 bytes
4969:M 21 Apr :29:57. Accepted 192.168.43.235:45002

4969:M 21 Apr :29:59. DB ©: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :29:59. 1 clients connected (@ slaves), 803472 bytes
4969:M 21 Apr :30:04. DB ©: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :30:04. 1 clients connected (@ slaves), 803472 bytes
4969:M 21 Apr :30:08. Client closed connection

4969:M 21 Apr :30:09. DB @: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :30:09. @ clients connected (@ slaves), 782600 bytes
4969:M 21 Apr :30:14. DB @: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :30:14. @ clients connected (@ slaves), 782600 bytes
4969:M 21 Apr :30:20. DB @: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :30:20. @ clients connected (@ slaves), 782600 bytes
4969:M 21 Apr :30:23. Accepted 192.168.43.235:45004

4969:M 21 Apr :30:25. DB @: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :30:25. 1 clients connected (@ slaves), 803472 bytes
4969:M 21 Apr :30:30. DB @: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :30:30. 1 clients connected (@ slaves), 803472 bytes
4969:M 21 Apr :30:35. Client closed connection

4969:M 21 Apr :30:35. DB ©: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :30:35. @ clients connected (@ slaves), 781576 bytes
root@helper

iR, BFEF, ERMDRB—TF

0x05 Mongodb &R

Mongodb B&tHIE RIFSGERLRE, BErUSRFreebuf ERIXE hitps://www.freebuf.com/vu
[s/212799.html

ATHMEE, BIHEERIKERN 0.0.00 , EAZ—GRS[IKHITIERE


https://www.freebuf.com/vuls/212799.html

# mongodb.conf

# Where to store the data.
dbpath=/var/lib/mongodb

#where to log

logpath=/var/log/mongodb/mongodb. log
logappend=true

bind ip = 127.0.0.1

#port = 27017

# Enable journaling, http://www.mongodb.org/display/DOCS/Journaling
journal=true

# Enables periodic logging of CPU utilization and I/0 wait
#cpu = true

# Turn on/off security. Off is currently the default
#noauth = true
#auth = true

7£ Ubuntu EERMATEZIBICIE (AILURNBSHCRIEERBRIE) , RAREXHFMUEN
/etc/mongodb.conf ERIABIBIHERIE AN /var/log/mongodb/mongodb.log , 3.0 LL_ERRZAEAIA
band_ip 79 127.0.0.1 , FMER— T LUESLLE

# mongodb.conf

# Where to store the data.

dbpath=/var/lib/mongodb

#where to log

logpath=/var/log/mongodb/mongodb. log
logappend=true

bind _ip = 0.0.0.0

#port = 27017

# Enable journaling, http://www.mongodb.org/display/DOCS/Journaling
journal=true

# Enables periodic logging of CPU utilization and I/0 wait
#cpu = true

# Turn on/off security. Off is currently the default

X1¥ Centos FARTLUEIZ LT




[root@localhost bin]# ./mongo 192.168.43.219
MongoDB shell version v4.0.10
connecting to: mongodb://192.168.43.219:27017 /test?gssapiServiceName=mongodb
Implicit session: session { "id" : UUID("4f7ba@B6-5402-4f6f-bb66a-e3769af0364f") }
MongoDB server version: 3.6.3
WARNING: shell and server versions do not match
Welcome to the MongoDB shell.
For interactive help, type "help™.
For more comprehensive documentation, see
http://docs.mongodb.org/
Questions? Try the support group
http://groups.google.com/group/mongodb-user
Server has startup warnings:
2021-04-20T03:17:42.926+0000 STORAGE [initandlisten]
2021-04-20T03:17:42.926+0000 STORAGE [initandlisten] ** WARNING: Using the XFS filesystem is strongly recommended with the WiredT
2021-04-20T03:17:42.926+0000 STORAGE [initandlisten] ** See http://dochub.mongodb.org/core/prodnotes-filesystem
2021-04-20T03:17:44.106+0000 CONTROL [initandlisten]
2021-04-20T03:17:44.106+0000 CONTROL [initandlisten] WARNING: Access control is not enabled for the database.
2021-04-20T03:17:44.106+0000 CONTROL [initandlisten] ** Read and write access to data and configuration is unrestricted.
2021-04-20T03:17:44.106+0000 CONTROL [initandlisten]
> show dbs
admin 0.000GB
config ©.000GB
local 0.000GB
>

BEDH
o IEERHN, FLiflH

root@helper # cat
2021-04-20T03:25:31.637+0000
2021-04-20T03:25:31.637+0000

I CONTROL [initandlisten] MongoDB starting : pid=9028 port=27017 dbpath=/var/lib/mongodb 64-bit host=helper

I CONTROL [initandlisten] db version v3.6.3

2021-04-20703:25:31.637+0000 I CONTROL [initandlisten] git version: 9586e557d54ef70f9cadb43c26892cd55257elas

2021-04-20703:25:31.637+0000 I CONTROL [initandlisten] OpenSSL version: OpenSSL 1.1.1 11 Sep 2018

2021-04-20703:25:31.637+0000 I CONTROL [initandlisten] allocator: tcmalloc

2021-04-20T03:25:31.637+0000 I CONTROL [initandlisten] modules: none

2021-04-20T03:25:31.637+0000 I CONTROL [initandlisten] build environment:

2021-04-20703:25:31.637+0000 I CONTROL [initandlisten] distarch: x86_64

2021-04-20T03:25:31.637+0000 I CONTROL [initandlisten] target arch: x86_ 64

2021-04-20703:25:31.637+0000 I CONTROL [initandlisten] options: { config: "/etc/mongodb.conf™, net: { bindIp: "0.0.0.0", unixDomainSocket: { pathPrefix: "/run
/mongodb™ } }, storage: { dbPath: "/var/lib/mongodb™, journal: { enabled: true } }, systemLog: { destination: "file", logAppend: true, path: “/var/log/mongodb/
mongodb.log™ } }

2021-04-20T03:25:31.638+0000 I - [initandlisten] Detected data files in /var/lib/mongodb created by the ‘wiredTiger' storage engine, so setting the acti
ve storage engine to ‘wiredTiger"

2021-04-20T03:25:31.638+0000 I STORAGE [initandlisten]

2021-04-20703:25:31.638+0000 I STORAGE [initandlisten] ** WARNING: Using the XFS filesystem is strongly recommended with the WiredTiger storage engine
2021-04-20T03:25:31.638+0000 I STORAGE [initandlisten] ** See http://dochub.mongodb.org/core/prodnotes-filesystem

2021-04-20703:25:31.638+0000 I STORAGE [initandlisten] wiredtiger open config: create,cache size=473M,session_max=20000,eviction=(threads_min=4,threads_max=4)
,config base=false,statistics=(fast),log=(enabled=true,archive=true,path=journal,compressor=snappy),file_manager=(close_idle_time=100000),statistics_log=(wait=
0),verbose=(recovery_progress),

2021-04-20T03:25:32.255+0000 I STORAGE [initandlisten] WiredTiger message [1618889132:255924][9028:0x7ff960ec90c@], txn-recover: Main recovery loop: starting
at 2/10112

2021-04-20703:25:32.308+0000 STORAGE [initandlisten] WiredTiger message [1618889132:308126][9028:0x7ff960ec90c@], txn-recover: Recovering log 2 through 3
2021-04-20T03:25:32.341+0000 I STORAGE [initandlisten] WiredTiger message [1618889132:341949][9028:0x7ff960ec90c@], txn-recover: Recovering log 3 through 3
2021-04-20703:25:32.442+0000 I CONTROL [initandlisten]

2021-04-20T03:25:32.442+0000 CONTROL [initandlisten] ** WARNING: Access control is not enabled for the database

2021-04-20T03:25:32.442+0000 CONTROL [initandlisten] ** Read and write access to data and configuration is unrestricted.
2021-04-20T703:25:32.442+0000 I CONTROL [initandlisten]

2021-04-20T03:25:32.448+0000 FTDC [initandlisten] Initializing full-time diagnostic data capture with directory °/var/lib/mongodb/diagnostic.data"’
2021-04-20T03:25:32.449+0000 NETWORK [initandlisten] waiting for connections on port 27017

root@helper #

o LZERIIEEIAIN -- > H1T show dbs --> exit IBH




# cat
-925+0000 I
.925+0000 I
.925+0000 I
-925+0000 I C
.925+0000 I CONTROL
.925+0000 I CONTROL
-925+0000 I CONTROL
.925+0000 I CONTROL
.925+0000 I CONTROL
.925+0000 I CONTROL

root@helper
2021-04-20T03
2021-04-20T03
2021-04-20T03
2021-04-20T03
2021-04-20T03
2021-04-20T03
2021-04-20T03
2021-04-20T03
2021-€4-20703:27:
2021-04-20703:27:
" /var/1ib/mongodb™,
2021-04-20703:27:44.
2021-04-20703:27:44.
2021-04-20T03:27:44.
2021-04-20703:27:44.
2021-04-20703:27:44.
t),log=(enabled=tr
2021-04-20703:
2021-04-20703:
2021-04-20T03:

:27:
:27:
127:
:27:
:27:
:27:
127
(25

CONTROL
CONTROL
CONTROL
TROL

initandlisten]
initandlisten]
initandlisten]
initandlisten]
initandlisten]
initandlisten]
initandlisten]
initandlisten]
initandlisten]
initandlisten]

rue } }

journal: { enabled
927+0000 I -
927+0000 I STORAGE
927+0000 I
927+0000 I

927+0000 I

initandlisten]

initandlisten]

STORAGE
STORAGE

initandlisten]
initandlisten]
e,archive=tr
.550+0000 I
605+0000 I
-639+0000 I

ue,path=jour
STORAGE
STORAGE
STORAGE

initandlisten]
initandlisten]
initandlisten]

}, systemlog: {

nal,compresso

MongoDB starting pid=9196 port=27017 dbpath=/var/lib/mongodb 64-bit ho
db version v3.6.3

9586e557d54ef70f9ca4b43c26892cd55257elas

OpenSSL 1.1.1 11 Sep 2018

tcmalloc

git version:
OpenSSL version:
allocator:
modules: none
build environment:
x86_64
x86_64

distarch:
target arch
options: { unixDo

config: “/etc/mongodb.conf,

“file

net: { bindIp:

path:

"0.0.0.0",

{ destination: , logAppend: true, */var/log/mongodb/mon

Detected data files in /var/lib/mongodb created by the ‘wiredTiger' stor

* WARNING: Using the XFS filesystem is strongly recommended with the Wi
See http://dochub.mongodb.org/core/prodnotes-filesystem
wiredtiger open config: create,cache size=473M,session_max=20000,evictio

nappy),file manager=(close idle time=100000),statistics log:

1ait=0),\
WiredTiger message [1618889265:550316][9196:0x7Ff4044ba@c@], txn-recover:
iredTiger message [1618889265:605655][9196:0x7ff4044ba0c0], txn-recover:
WiredTiger message [1618889265:639302][9196:0x7£f4044ba@c@], txn-recover:

st=helper

mainSocket: }, storage: { dbPath:

1

{ pathPrefix: */run/mongodb™ }
godb.log™ } }

age engine, so setting the active storage engine to ‘wiredTiger'.

redTiger storage engine

n=(threads_min=4, threads_max=4),config_base=false,statistics=(fas
ecovery_progress),

Main recovery loop: starting at 3/6784
Recovering log 3 through 4

Recovering log 4 through 4

2021-04-20T03:
2021-04-20T03:
2021-04-20T03:
2021-04-20T03:
2021-04-20T03:
2021-04-20T03:
2021-04-20T03:
2021-04-20T03:
sion: "4.0.10
2021-04-20T03:

root@helper

.749+0000 I
.749+0000 I
.749+0000 I C
.749+0000 I
.755+0000 I
.756+0000 I
.082+0000 I
.082+0000 I

CONTROL
CONTROL
TROL
CONTROL
FTDC

NETWORK
NETWORK
NETWORK

Linux

initandlisten]
** WARNING: Access control is not enabled for
Read and

initandlisten] the database

initandlisten] ** write access to data and configuration is unrestricted.

initandlisten]

initandlisten] Initializing full-time diagnostic data capture with directory '/var/lib/mongodb/diagnostic.data’

initandlisten] waiting for connections on port 27017

[
[
[
[
[
[
[
[
[
[
t
[
[
STORAGE [initandlisten]
[
[
o
[
[
[
[
[
[
[
[
[
[1

istener] connection accepted from 192.168.43.235:57288 #1 (1 connection now open

.235:57288 conn: { {

application: {

x86_64",

[connl] received client metadata from 192.168.4
.2003 (Core)”,
[conn1] efd connection 192.168.43.

name: "MongoDB Shell™ }

10.0-1127.e17.x86_64

MongoDB Internal Client

}, os: { type: "Cent0S Linux release 7.8 architecture: version: "Kernel 3

29:01.756+0000 I
#

, name:

NETWORK 35:57288 (@ connections now open)

MiE 3 Centos 7.8 IZ
15 L\ XN FEHN RS
LM BEEEN,

mongodb BE—RIEEY, ERIEREFMIAL banner 58, LEFMAILIE
IHiERE T mongodb, ERERNERIAFEEIREREZFLRNEMIRE, AT
ABREN, MFHAESER, BEFME, BEEN, § z"ﬁ%%ﬁ%lﬁ,

é/n\? ) mongOdb ‘@?ET#TﬁéHﬂ H II_,\EIJ ﬁﬂ\]%ﬁt?]—;:l:

HEINE—THRBT verbose 2fG

o LEIIIFFIFIE -- > $19T show dbs --> exit IBH



root@helper # cat
2021-04-20T03:41:43.460+0000
2021-04-20T03:41:43.462+0000

D NETWORK [main] fd limit hard:64000 soft:64000 max conn: 51200
I CONTROL [initandlisten] MongoDB starting : pid=9764 port=27017 dbpath=/var/lib/mongodb 64-bit host=helper
2021-04-20703:41:43.462+0000 I CONTROL [initandlisten] db version v3.6.3
2021-04-20703:41:43.462+0000 I CONTROL [initandlisten] git version: 9586e557d54ef70f9cadb43c26892cd55257ela5
2021-04-20T03:41:43.463+0000 I CONTROL [initandlisten] OpenSSL version: OpenSSL 1.1.1 11 Sep 2018
2021-04-20T03:41:43.463+0000 I CONTROL [initandlisten] allocator: tcmalloc
2021-04-20T03:41:43.463+0000 I CONTROL [initandlisten] modules: none
2021-04-20T03:41:43.463+0000 I CONTROL [initandlisten] build environment:
2021-04-20703:41:43.463+0000 I CONTROL [initandlisten] distarch: x86_64
2021-04-20703:41:43.463+0000 I CONTROL [initandlisten] target arch: x86 64
2021-04-207T03:41:43.463+0000 I CONTROL [initandlisten] options: { config: "/etc/mongodb.conf™”, net: { bindIp: "0.0.0.0", unixDomainSocket: { pathPrefix: “/run
/mongodb™ } }, storage: { dbPath: "/var/lib/mongodb™, journal: { enabled: true } }, systemlog: { destination: "file", logAppend: true, path: "/var/log/mongodb/

mongodb.log”, verbosity: 1 } }

2021-04-20703:41:43.463+0000 D NETWORK [initandlisten] fd limit hard:64000 soft:64000 max conn: 51200

2021-04-20T03:41:43.463+0000 I - [initandlisten] Detected data files in /var/lib/mongodb created by the ‘wiredTiger® storage engine, so setting the acti
ve storage engine to ‘wiredTiger®.

2021-04-20T03:41:43.463+0000 I STORAGE [initandlisten]

2021-04-20703:41:43.463+0000 I STORAGE [initandlisten] ** WARNING: Using the XFS filesystem is strongly recommended with the WiredTiger storage engine
2021-04-20T03:41:43.463+0000 I STORAGE [initandlisten] ** See http://dochub.mongodb.org/core/prodnotes-filesystem

2021-04-20T03:41:43.463+0000 I STORAGE [initandlisten] wiredtiger open config: create,cache size=473M,session max=20000,eviction=(threads min=4,threads_max=4)
,config base=false,statistics=(fast),log=(enabled=true,archive=true,path=journal,compressor=snappy),file_manager=(close_idle_time=100000),statistics_log=(wait=
0),verbose=(recovery_progress),

2021-04-20703:41:44.048+0000 I STORAGE [initandlisten] WiredTiger message [1618890104:48475][9764:0x7fb2983ab@c@], txn-recover: Main recovery loop: starting a
t 5/6656

2021-04-20T03:41:44.098+0000 STORAGE [initandlisten] WiredTiger message [1618890104:98232][9764:0x7fb2983ab@c@], txn-recover: Recovering log 5 through 6
2021-04-20T03:41:44.128+0000 STORAGE [initandlisten] WiredTiger message [1618890104:128010][9764:0x7fb2983ab@c@], txn-recover: Recovering log 6 through 6
2021-04-20T03:41:44.232+0000 COMMAND [WTJournalFlusher] BackgroundJob starting: WTJournalFlusher

2021-04-20T03:41:44.232+0000 STORAGE [WTJournalFlusher] starting WTJournalFlusher thread

2021-04-20T03:41:44.233+0000 COMMAND [WTCheckpointThread] BackgroundJob starting: WTCheckpointThread

2021-04-20T03:41:44.233+0000 STORAGE [WTCheckpointThread] starting WTCheckpointThread thread

2021-04-20T03:41:44.245+0000 STORAGE [initandlisten] flushing directory /var/lib/mongodb

2021-04-20T03:41:44.247+0000 I CONTROL [initandlisten]

2021-04-20T03:41:44.247+0000 CONTROL [initandlisten] ** WARNING: Access control is not enabled for the database

2021-04-20T03:41:44.247+0000 CONTROL [initandlisten] ** Read and write access to data and configuration is unrestricted.
2021-04-20T03:41:44.247+0000 I CONTROL [initandlisten]

2021-04-20T03:41:44.248+0000 STORAGE [initandlisten] enter repairDatabases (to check pdfile version #)

2021-04-20T03:41:44.254+0000 STORAGE [initandlisten] local.startup_log: clearing plan cache - collection info cache reset

2021-04-20T03:41:44.255+0000 D - [initandlisten] reloading view catalog for database config
2021-04-20T03:41:44.255+0000 D STORAGE [initandlisten] Recovering database: local
2021-04-20T03:41:44.255+0000 D STORAGE [initandlisten] done repairDatabases
2021-04-20T03:41:44.255+0000 I COMMAND [initandlisten] command admin.system.roles command: find { find: "system.roles”, $db: “admin™ } planSummary: EOF keysEx
amined:@ docsExamined:@ cursorExhausted:1 numYields:® nreturned:® reslen:91 locks:{ Global: { acquireCount: { r: 8, w: 1, W: 3 } }, Database: { acquireCount: {
r: 2,
2021-04-20T03:41:44.256+0000 I
2021-04-20T03:41:44.256+0000 D INDEX [initandlisten] checking complete
2021-04-20T703: .256+0000 D COMMAND [TTLMonitor] BackgroundJob starting: TTLMonitor
2021-04-20T03:41:44.256+0000 D COMMAND [PeriodicTaskRunner] BackgroundJob starting: PeriodicTaskRunner
D
I
I
I

W: 1 } }, Collection: { acquireCount: { r: 2 } } } protocol:op msg @ms
FTDC [initandlisten] Initializing full-time diagnostic data capture with directory ®'/var/lib/mongodb/diagnostic.data’

2021-04-20T03:41:44.256+0000
2021-04-20T03:41:44.256+0000
2021-04-20T03:42:10.181+0000
2021-04-20T03:42:10.181+06000
me: “"MongoDB Internal Client™, version: "4.0.10" }, os: { type: "Linux", name: "CentOS Linux release 7.8.2003 (Core)", architecture: "x86 64", version: "Kernel
3.10.0-1127.e17.x86_64" } }

2021-04-20T03:42:10.181+6000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell” command: isMaster { isMaster: 1, client: { application: { name: "Mo
ngoDB Shell” }, driver: { name: "MongoDB Internal Client”, version: “4.8.10" }, os: { type: "lLinux®, name: “CentOS Linux release 7.8.2003 (Core)", architecture

"x86_64", version: "Kernel 3.10.0-1127.e17.x86_64" } }, $db: “admin” } numYields:@ reslen:223 locks:{} protocol:op query @ms

2021-04-20T03:42:10.182+0000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell™ command: whatsmyuri { whatsmyuri: 1, $db: "admin™ } numYields:@ res

COMMAND [ClientCursorMonitor] BackgroundJob starting: ClientCursorMonitor

NETWORK [initandlisten] waiting for connections on port 27017

NETWORK [listener] connection accepted from 192.168.43.235:57290 #1 (1 connection now open)

NETWORK [connl] received client metadata from 192.168.43.235:57290 conn: { application: { name: "MongoDB Shell® }, driver: { na

len:52 locks:{} protocol:op msg @ms

2021-04-20T03:42:10.183+0000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell™ command: buildInfo { buildinfo: 1.8, $db: "admin™ } numYields:0 res
len:1546 locks:{} protocol:op msg @ms

2021-04-20T03:42:10.184+0000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell™ command: getlog { getlog: “startupWarnings”, 1lsid: { id: UUID("92c6
9a93-e073-4be2-978d-629ff0dd2ce6”) }, $db: “admin” } numYields:@ reslen:8@0 locks:{} protocol:op msg €ms

2021-04-20T03:42:10.185+6000 D - [conn1] User Assertion: 59:no such command: ‘getFreeMonitoringStatus®', bad cmd: '{ getFreeMonitoringStatus: 1.0, lsid:
{ id: UUID("92c69a93-e073-4be2-978d-629ff@dd2ce6”) }, $db: “admin” }‘ src/mongo/db/service entry point mongod.cpp 864

2021-04-20T03:42:10.185+0000 D COMMAND [connl] assertion while executing command ‘getFreeMonitoringStatus’ on database ‘admin‘: CommandNotFound: no such comma
nd: ‘getFreeMonitoringStatus®', bad cmd: '{ getFreeMonitoringStatus: 1.0, lsid: { id: UUID("92c69a93-e@73-4be2-978d-629ff@dd2ce6”) }, $db: "admin” }'
2021-04-20T03:42:10.185+0000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell™ command: { getFreeMonitoringStatus: 1.0, lsid: { id: UUID("92c69a93
-e073-4be2-978d-629ff@dd2ce6™) }, $db: "admin™ } exception: no such command: ‘getFreeMonitoringStatus®, bad cmd: °{ getFreeMonitoringStatus: 1.0, 1sid: { id: U
UID("92c69a93-e073-4be2-978d-629ff0dd2ce6™) }, $db: "admin™ }* code:CommandNotFound numYields:@ reslen:259 locks:{} protocol:op_msg @ms
2021-04-20T03:42:10.186+0000 I COMMAND [connl] command test.$cmd appName: “MongoDB Shell” command: isMaster { isMaster: 1.0, forShell: 1.0, lsid: { id: UUID(™
92c69a93-e073-4be2-978d-629ff0dd2ce6") }, $db: "test” } numYields:@ reslen:208 locks:{} protocol:op_msg @ms

2021-04-20T03:42:10.187+0000 I COMMAND [connl] command test.$cmd appName: "MongoDB Shell” command: buildInfo { buildInfo: 1.0, $db: "test” } numYields:@ resle
n:1546 locks:{} protocol:op_msg @ms

2021-04-20T03:42:10.187+0000 I COMMAND [connl] command test.$cmd appName: “MongoDB Shell” command: isMaster { isMaster: 1.0, forShell: 1.0, $db: "test” } numY
ields:0 reslen:208 locks:{} protocol:op_msg @ms

2021-04-20T03:42:10.188+0000 I COMMAND [connl] command admin.$cmd appName: "MongoDB Shell" command: replSetGetStatus { replSetGetStatus: 1.0, forShell

db: “admin” } numYields:@ reslen:106 locks:{} protocol:op_msg @ms

2021-04-20T03:42:44.259+0000 D INDEX [TTLMonitor] ns: config.system.sessions key: { lastUse: 1 } name: 1sidTTLIndex

2021-04-20T03:42:44.259+0000 D INDEX [TTLMonitor] deleted: @




getFreeMonitoringStatus: 1.0, 1lsid: { id: U

-e073-4be2-978d-629ff@dd2ce6”) }, $db: "admin® } exception: no such command: ‘getFreeMonitoringStatus:, bad cmd: '{
UID("92c69a93-e073-4be2-978d-629ff@dd2ce6™) }, $db: "admin” }*' code:CommandNotFound numYields:@ reslen:259 locks:{} protocol:op msg @ms
2021-04-20T03:42:10.186+0000 I COMMAND [connl] command test.$cmd appName: “MongoDB Shell™ command: isMaster { isMaster: 1.0, forShell: 1.0, lsid: { id: UUID("
92c69a93-e073-4be2-978d-629Ff0dd2ce6”) }, $db: “test® } numYields:@ reslen:208 locks:{} protocol:op msg @ms

2021-04-20T03:42:10.187+0000 I COMMAND [connl] command test.$cmd appName: “MongoDB Shell™ command: buildInfo { buildInfo: 1.0, $db: "test”™ } numYields:@ resle
n:1546 locks:{} protocol:op msg @ms

2021-04-20T03:42:10.187+6000 I COMMAND [connl] command test.$cmd appName: “MongoDB Shell™ command: isMaster { isMaster: 1.0, forShell: 1.0, $db: “"test™ } numY
jelds:@ reslen:208 locks:{} protocol:op_msg @ms

2021-04-20T03:42:10.188+0000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell” command: replSetGetStatus { replSetGetStatus: 1.0, forShell: 1.0, $
db: “admin” } numYields:@ reslen:186 locks:{} protocol:op msg @ms

2021-04-20T03:42:44.259+0000 D INDEX [TTLMonitor] ns: config.system.sessions key: { lastUse: 1 } name: 1sidTTLIndex

2021-04-20T03:42:44.259+0000 D INDEX [TTLMonitor] deleted: @

2021-04-20T03:43:01.534+6000 I COMMAND [connl] command test.$cmd appName: “MongoDB Shell™ command: isMaster { isMaster: 1.0, forShell: 1.0, $db: “"test™ } numY
jelds:@ reslen:208 locks:{} protocol:op_msg @ms

2021-04-20T03:43:06.206+6000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell™ command: listDatabases { listDatabases: 1.0, nameOnly: false, lsid:
{ id: UUID("92c69a93-e073-4be2-978d-629Ff@dd2ce6") }, $db: "admin” } numYields:® reslen:214 locks:{ Global: { acquireCount: { r: 8 } }, Database: { acquireCou
nt: { r: 3} } } protocol:op_msg @ms

2021-04-20T03:43:06.208+0000 I COMMAND [connl] command test.$cmd appName: “MongoDB Shell™ command: isMaster { isMaster: 1.0, forShell: 1.0, $db: "test” } numY
jelds:@ reslen:208 locks:{} protocol:op_msg @ms

2021-04-20T03:43:44.261+0000 D INDEX [TTLMonitor] ns: config.system.sessions key: { lastUse: 1 } name: 1sidTTLIndex

2021-04-20T03:43:44.262+0000 D INDEX [TTLMonitor] deleted: @

2021-04-20T03:43:58.979+6000 I COMMAND [connl] command admin.$cmd appNape: "MongoDB Shell™ command: endSessions { endSessions: [ { id: UUID("92c69a93-e@73-4be
2-978d-629ff0dd2ce6”) } 1, $db: “"admin” } numYields:® reslen:22 locks:{} protocol:op_msg @ms

2021-04-20T03:43:58.979+0000 I NETWORK [connl] end connection 192.168.43.235:57290 (@ connections now open)

root@helper # cat grep

root@helper #

SEREBTIT

BILLEE|, BMfERISE verbose BIEBARICREMKRIEE, BHEEENIREEFAT

HERIZE verbose

o BEMIEEIAIRA --> H1T show dbs --> IBH

logappend=true

verbose

# Insp




root@helper # cat
2021-04-20T05:50: 29. 455+0000
2021-04-20T05:50: 29.455+0000
2021-04-20T05:50:29.455+0000 I CONTROL
2021-04-20T05:50:29.455+0000 I CONTROL

I CONTROL
I
I
I
2021-04-20T05:50:29.455+0000 I CONTROL
I
I
I
I

CONTROL

initandlisten] MongoDB starting : pid=10729 port=27017 dbpath=/var/lib/mongodb 64-bit host=helper
initandlisten] db version v3.6.3

initandlisten] git version: 9586e557d54ef70f9cadb43c26892cd55257e1a5

initandlisten] OpenSSL version: OpenSSL 1.1.1 11 Sep 2018

initandlisten] allocator: tcmalloc

2021-04-20T05:50:29.455+0000 I CONTROL
2021-04-20T05:50:29.455+8000 I CONTROL
2021-04-20T05:50:29.455+0000 I CONTROL
2021-04-20T05:50:29.455+0000 CONTROL
2021-04-20T05:50:29.455+0000 I CONTROL

initandlisten] modules: none
initandlisten] build environment:
initandlisten] distarch: x86_64
initandlisten] target arch: x86_64

[
[
[
[
[
[
[
[
[
[

initandlisten] options: { config: “/etc/mongodb.conf", net: { bindIp: "0.0.0.0", unixDomainSocket: { pathPrefix: “/run
/mongodb™ } }, security: { authorization: “enabled” }, storage: { dbPath: “/var/lib/mongodb™, journal: { enabled: true } }, systemlog: { destination: "file", 1
ogAppend: true, path: "/var/log/mongodb/mongodb.log® } }

2021-04-20T05:50:29.455+0000 I - [initandlisten] Detected data files in /var/lib/mongodb created by the ‘wiredTiger' storage engine, so setting the acti
ve storage engine to ‘wiredTiger'.
2021-04-20T05:50:29.455+0000 I STORAGE [
2021-04-20T05:50:29.455+0000 I STORAGE [initandlisten] ** WARNING: Using the XFS filesystem is strongly recommended with the WiredTiger storage engine
2021-04-20T05:50:29.455+0000 I STORAGE [initandlisten] ** See http://dochub.mongodb.org/core/prodnotes-filesystem

2021-04-20T05:50:29.456+0000 I STORAGE [initandlisten] wiredtiger open config: create,cache size=473M,session max=20000,eviction=(threads min=4,threads_max-4

,config_base=false,statistics=(fast),log=(enabled=true,archive=true,path=journal,compressor=snappy),file manager=(close_idle time=100000),statistics_log=(wait=

initandlisten]

0),verbose=(recovery progress),

2021-04-20T05:50:30.084+0000 I STORAGE [initandlisten] WiredTiger message [1618897830:84608][10729:0x7f7cf6ac30c@], txn-recover: Main recovery loop: starting

at 7/7168

2021-04-20T05:50:30.134+0000 I STORAGE [initandlisten] WiredTiger message [1618897830:134510][10729:0x7f7cf6ac38c@], txn-recover: Recovering log 7 through 8

2021-04-20T05:50:30.164+0000 I STORAGE [initandlisten] WiredTiger message [1618897830:164491][10729:0x7f7cf6ac30c0], txn-recover: Recovering log 8 through 8

2021-04-20T05:50:30.294+0000 I FTDC [initandlisten] Initializing full-time diagnostic data capture with directory °/var/lib/mongodb/diagnostic.data

2021-04-20T05:50:30.294+0000 I NETWORK [initandlisten] waiting for connections on port 27017

2021-04-20T05:50:40.468+0000 I NETWORK [listener] connection accepted from 192.168.43.235:57294 #1 (1 connection now open

2021-04-20T05:50:40.468+0000 I NETWORK [connl] received client metadata from 192.168.43.235:57294 conn: { application: { name: “MongoDB Shell® }, driver: { na

me: "MongoDB Internal Client”, version: "4.0.10" }, os: { type: "Linux”, name: "CentOS Linux release 7.8.2003 (Core)", architecture: "x86_64", version: "Kernel
3.10.0-1127.e17.x86_64" } }

2021-04-20T05:50:40.475+0000 I ACCESS [connl] Unauthorized: not authorized on admin to execute command { replSetGetStatus: 1.8, forShell: 1.8, $db: “admin® }

2021-04-20T05:52:28.151+0000 I ACCESS  [connl] Successfully authenticated as principal root on admin

2021-04-20T05:52:44.970+0000 I NETWORK [connl] end connection 192.168.43.235:57294 (@ connections now open)

root@helper #

XEFEIRNE, ERIMEEFL, THTEARFRIFETEX

WL EFATC N ER G R RINERIX S

o BEW --> FHAFEAPER > EFERFBIZBIEEREN --> EHRBAFRRFEBER--> show
dbs --> IBH

root@helper # cat
2021-04-20T06:18:19.040+0000
2021-04-20T06:18:19.040+0000

I CONTROL [initandlisten] MongoDB starting : pid=10949 port=27017 dbpath=/var/lib/mongodb 64-bit host=helper

I CONTROL [initandlisten] db version v3.6.3

2021-04-20T06:18:19.040+0000 I CONTROL [initandlisten] git version: 9586e557d54ef70f9ca4b43c26892cd55257ela5

2021-04-20T06:18:19.040+0000 I CONTROL [initandlisten] OpenSSL version: OpenSSL 1.1.1 11 Sep 2018

2021-04-20706:18:19.040+0000 I CONTROL [initandlisten] allocator: tcmalloc

2021-04-20T06:18:19.040+0000 I CONTROL [initandlisten] modules: none

2021-04-20T06:18:19.040+0000 I CONTROL [initandlisten] build environment:

2021-04-20T06:18:19.040+0000 I CONTROL [initandlisten] distarch: x86 64

2021-04-20706:18:19.040+0000 I CONTROL [initandlisten] target arch: x86_64

2021-04-20706:18:19.040+0000 I CONTROL [initandlisten] options: { config: “/etc/mongodb.conf™, net: { bindIp: "0.0.0.0", unixDomainSocket: { pathPrefix: “/run
/mongodb” } }, security: { authorization: “"enabled” }, storage: { dbPath: */var/lib/mongodb®, journal: { enabled: true } }, systemlog: { destination: "file", 1

ogAppend: true, path: "/var/log/mongodb/mongodb.log” } }

2021-04-20T06:18:19.042+0000 I - [initandlisten] Detected data files in /var/lib/mongodb created by the ‘wiredTiger' storage engine, so setting the acti

ve storage engine to ‘wiredTiger®.

2021-04-20T06:18:19.042+0000 I STORAGE [initandlisten

2021-04-20T06:18:19.0842+0000 I STORAGE [initandlisten] ** WARNING: Using the XFS filesystem is strongly recommended with the WiredTiger storage engine
2021-04-20706:18:19.042+0000 I STORAGE [initandlisten] ** See http://dochub.mongodb.org/core/prodnotes-filesystem

2021-04-20T06:18:19.042+0000 I STORAGE [initandlisten] wiredtiger open config: create,cache_size=473M,session_max=20000,eviction=(threads_min=4,threads_max=4)
,config_base=false,statistics=(fast),log=(enabled=true,archive=true,path=journal, compressor=snappy),file manager=(close_idle time=100000),statistics_log=(wait=

9),verbose=(recovery progress),

2021-04-20706:18:19.782+6000 I STORAGE [initandlisten] WiredTiger message [1618899499:782676][10949:0x7fac3745c@c@], txn-recover: Main recovery loop: starting
at 8/8448

2021-04-20T06:18:19.832+0000 I STORAGE [initandlisten] WiredTiger message [1618899499:832167][10949:0x7fac3745c0c@], txn-recover: Recovering log 8 through 9
2021-04-20T06:18:19.864+0000 I STORAGE [initandlisten] WiredTiger message [1618899499:864750][10949:0x7fac3745¢c0c@], txn-recover: Recovering log 9 through 9
2021-04-20T06:18:19.972+0000 I FTDC [initandlisten] Initializing full-time diagnostic data capture with directory ‘/var/lib/mongodb/diagnostic.data
2021-04-20706:18:19.972+6000 I NETWORK [initandlisten] waiting for connections on port 27017

2021-04-20T06:18:24.690+0000 I NETWORK [listener] connection accepted from 192.168.43.235:57296 #1 (1 connection now open)

2021-04-20T06:18:24.691+0000 I NETWORK [connl] received client metadata from 192.168.43.235:57296 conn: { application: { name: "MongoDB Shell" }, driver: { na

me: "MongoDB Internal Client”, version: "4.8.10" }, os: { type: "Linux”, name: "CentOS Linux release 7.8.2003 (Core)”, architecture: "x86_64", version: "Kernel
3.10.0-1127.e17.x86_64" } }

2021-04-20T06:18:24.699+0000 I ACCESS [connl] Unauthorized: not authorized on admin to execute command { replSetGetStatus: 1.8, forShell: 1.0, $db: "admin™ }
2021-04-20T06:18:52.563+0000 I ACCESS [connl] SCRAM-SHA-1 authentication failed for rootl on admin from client 192.168.43.235:57296 ; UserNotFound: Could not
find user rooti@admin

2021-04-20T06:19:07.155+0000 I ACCESS [connl] SCRAM-SHA-1 authentication failed for root on admin from client 192.168.43.235:57296 ; AuthenticationFailed: SC
RAM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:19:19.208+0000 I ACCESS [connl] Successfully authenticated as principal root on admin

2021-04-20T06:19:28.328+0000 I NETWORK [connl] end connection 192.168.43.235:57296 (@ connections now open)

root@helper #

o JIMEE




2021-04-20T06:31:84.717+0000 I STORAGE [initandlisten] WiredTiger message [1618900264:717529][11500:0x7fce22dce@c@], txn-recover: Recovering
2021-04-20T06:31:04.835+0000 FTDC [initandlisten] Initializing full-time diagnostic data capture with directory °/var/lib/mongodb/diag
2021-04-20T06:31:04.835+0000 NETWORK [initandlisten] waiting for connections on port 27017

2021-04-20T06:32:25.873+0000 NETWORK [listener] connection accepted from 192.168.43.51:61507 #1 (1 connection now open)
2021-04-20T06:32:25.879+0000 NETWORK [connl] end connection 192.168.43.51:61507 (@ connections now open)
2021-04-20T06:32:26.013+0000 NETWORK [listener] connection accepted from 192.168.43.51:61508 #2 (1 connection now open)
2021-04-20T06:32:26.022+0000 NETWORK [listener] connection accepted from 192.168.43.51:61509 #3 (2 connections now open)
2021-04-20T06:32:26.023+0000 NETWORK [listener] connection accepted from 192.168.43.51:61510 #4 (3 connections now open)
2021-04-20T06:32:26.023+0000 NETWORK [listener] connection accepted from 192.168.43.51:61511 #5 (4 connections now open)
2021-04-20T06:32:26.023+0000 NETWORK [listener] connection accepted from 192.168.43.51:61512 #6 (5 connections now open)
2021-04-20T06:32:26.023+0000 NETWORK [listener] connection accepted from 192.168.43.51:61513 #7 (6 connections now open)
2021-04-20T06:32:26.023+0000 NETWORK [listener] connection accepted from 192.168.43.51:61514 (7 connections now open)
2021-04-20T06:32:26.023+0000 NETWORK [listener] connection accepted from 192.168.43.51:61515 (8 connections now open)
2021-04-20T06:32:26.023+0000 NETWORK [listener] connection accepted from 192.168.43.51:61516 (9 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61517 (10 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61518 (11 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61519 (12 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61520 (13 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61521 (14 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61522 (15 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61523 (16 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61524 (17 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61526 (18 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61525 (19 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61527 (20 connections now open)

2021-04-20T06:32:26.050+0000 I NETWORK [listener] connection accepted from 192.168.43.51:61540 #34 (33 connections now open)

2021-04-20T06:32:26.407+0000 I ACCESS [conn2] SCRAM-SHA-1 authentication failed for root on admin from client 192.168.43.51:61508 ; AuthenticationFailed
AM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.416+0000 I NETWORK [conn2] end connection 192.168.43.51:61508 (32 connections now open)

2021-04-20T06:32:26.422+0000 I ACCESS [conn5] SCRAM-SHA-1 authentication failed for root on admin from client 192.168.43.51:61511 ; AuthenticationFailed
AM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.423+0000 I NETWORK [conn5] end connection 192.168.43.51:61511 (31 connections now open)

2021-04-20T06:32:26.444+0000 I ACCESS [conn16] SCRAM-SHA-1 authentication failed for root on admin from client .51:61522 ; AuthenticationFailed:
RAM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.445+0000 I NETWORK [connl6] end connection 192.168.43.51:61522 (30 connections now open)

2021-04-20T06:32:26.445+0000 I ACCESS [conn24] SCRAM-SHA-1 authentication failed for root on admin from client .51:61530 ; AuthenticationFailed:
RAM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.445+0000 I NETWORK [conn24] end connection 192.168.43.51:61530 (29 connections now open)

2021-04-20T06:32:26.448+0000 I ACCESS [conn25] SCRAM-SHA-1 authentication failed for root on admin from client .51:61531 ; AuthenticationFailed:
RAM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.449+0000 I NETWORK [conn25] end connection 192.168.43.51:61531 (28 connections now open)

2021-04-20T06:32:26.451+0000 I ACCESS [conn17] SCRAM-SHA-1 authentication failed for root on admin from client .51:61523 ; AuthenticationFailed:
RAM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.451+0000 I NETWORK [connl7] end connection 192.168.43.51:61523 (27 connections now open)

2021-04-20T06:32:26.453+0000 I ACCESS [conn4] SCRAM-SHA-1 authentication failed for root on admin from client 192.168.43.51:61510 ; AuthenticationFailed
AM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.453+0000 I ACCESS [conn29] SCRAM-SHA-1 authentication failed for root on admin from client 192.168.43.51:61535 ; AuthenticationFailed:
RAM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.454+0000 I NETWORK [conn4] end connection 192.168.43.51:61510 (26 connections now open)

BILUEER|, FEARENfdiled WAE, XMFNT

HEI&E verbose

BiEE NRERY

"admin” } numYields:@ reslen:1561 locks:{} protocol:op query €ms
2021-04-20T06:37:04.371+0000 I NETWORK [listener] connection accepted from .168.43.51:61898 #7 (6 connections now open)
2021-04-20T06:37:04.372+0000 I NETWORK [listener] connection accepted from .168.43.51:61899 #8 (7 connections now open)
2021-04-20T06:37:04.372+0000 I NETWORK [listener] connection accepted from .168.43.51:61900 #9 (8 connections now open)
2021-04-20T06:37:04.372+0000 NETWORK [listener] connection accepted from .168.43.51:61901 #10 (9 connections now open)
2021-04-20T06:37:04.372+0000 NETWORK [

[

2021-04-20T06:37:04.372+0000 COMMAND

listener] connection accepted from .168.43.51:61902 #11 (10 connections now open)

conn4] command admin.$cmd command: saslStart { saslStart: 1, mechanism: "SCRAM-SHA-1", payload: "xxx", $readPreference
: { mode: “"secondaryPreferred™ }, $db: "admin™ } numYields:® reslen:171 locks:{} protocol:op query @ms

2021-04-20T06:37:04.373+0000 I NETWORK [listener] connection accepted from 192.168.43.51:61903 #12 (11 connections now open)

2021-04-20T06:37:04.373+0000 I NETWORK [listener] connection accepted from 192.168.43.51:619€4 #13 (12 connections now open)

2021-04-20T06:37:04.373+0000 I NETWORK [listener] connection accepted from 192.168.43.51:61905 #14 (13 connections now open)

2021-04-20T06:37:04.373+0000 I COMMAND [

eference: { mode: "secondaryPreferred” }, $db: "admin™ } numYields:® reslen:171 locks:{ Global: { acquireCount: { r: 2 } }, Database: { acquireCount: { r: 1 }

conn2] command admin.system.users command: saslStart { saslStart: 1, mechanism: "SCRAM-SHA-1", payload: "xxx", $readPr
}, Collection: acquireCount: { r: 1 } } } protocol:op query 1ms

2021-04-20T06:37:24.373+0000 I NETWORK [listener] connection accepted from 192.168.43.51:61906 #15 (14 connections now open)
2021-04-20T06:37:04.373+0000 I NETWORK [listener] connection accepted from 192.168.43.51:61907 #16 (15 connections now open)
2021-04-20T06:37:04.373+0000 I NETWORK [listener] connection accepted from 192.168.43.51:61909 #17 (16 connections now open)
[

2021-04-20T06:37:04.373+0000 I COMMAND conn7] command admin.$cmd command: isMaster { isMaster: true, $readPreference: { mode: "secondaryPreferred” }, $db: "a




RAM-SHA-1 authentication failed, storedKey mismatch
2021-04-20T06:37:04.772+0000 I COMMAND [conn17] command admin.$cmd command: saslContinue { saslContinue: 1, conversationId: 1, payload: BinData(®@, 633D6269777

32C723D64277457495F3559495A6565342F624E7B2830273A5C6C60645A496B75465238743464384779597A493174695570754461424C42493632582C703D6674...), $readPreference: { mode

"secondaryPreferred” }, $db: "admin” } numYields:@ reslen:117 locks:{} protocol:op_query @ms
2021-04-20T06 :04.773+6000 I NETWORK [connl7] end connection 192.168.43.51:61989 (2 connections now open)

2021-04-20T06:37:04.775+0000 I ACCESS [conn32] SCRAM-SHA-1 authentication failed for root on admin from client 192.168.43.51:61923 ; AuthenticationFailed: SC
RAM-SHA-1 authentication failed, storedKey mismatch
2021-04-20T06:37:04.775+6000 I COMMAND [conn32] command admin.$cmd command: séslContinue { saslContinue: 1, conversationId: 1, payload: BinData(®@, 633D6269777

32C723D463B3D3E365552645E664F5D59212A62593F4E475766622B6F6B6448767A616E46384668786D4154766C38542B436F586954594A6A5336702C703D4233...), $readPreference: { mode

"secondaryPreferred” }, $db: “"admin” } numYields:@ reslen:117 locks:{} protocol:op_query Oms

AIER, RAEMFHT, BEXREF failed REER, ATLAALLRIENTHIEMAIE

BES R
FRRGIURZEIMEATERETGERE, XEBEERA ubuntuRIARIE R
/var/log/mongodb/mongodb. log
o FEMNKFANERRKIER
cat /var/log/mongodb/mongodb.log | grep -v "UserNotFound"|grep failed | awk -F
" " "fprint $9}' | sort|uniq -c|sort -nr

root@helper: /home/helper# cat /var/log/mongodb/mongodb.log | grep -v “UserNotFound®|grep failed | awk -F * * ‘{print $9}' | sort|uniq -c|sort -nr
5 root

root@helper:/home/helper#

o FEMNENKF (MUrootHfil) BRKMAIFRIP LA REL

cat /var/log/mongodb/mongodb.log | grep -v "UserNotFound"|grep failed| grep
root | awk -F " " '{print $14}' | cut -d ":" -f 1 | sort | unig -c | sort -nr

root@helper: /home/helper# cat /var/log/mongodb/mongodb.log | grep -v "UserNotFound”|grep failed| grep r a o0 0 -d ":* -f 1 | sort | unig -c | sort -nr

o BEBFENKFERKMBIRIRURIREL

cat /var/log/mongodb/mongodb.log | grep -v "UserNotFound"|grep failed | awk -F
" " '{print $9}' |sort | uniq | while read line;do echo $line;cat

/var/log/mongodb/mongodb.log |grep -v "UserNotFound" | grep failed | grep $line
| awk -F " " '"{print $14}' | cut -d ":" -f 1 | sort | uniq -c | sort -nr; done

root@helper: /home/helper# cat /var/log/mongodb/mongodb.log | grep -v "UserNotFound”|grep failed | awk -F ™ " ‘{print $9}' |sort | uniq | while read line;do ech
o $line;cat /var/log/mongodb/mongodb.log |grep -v "UserNotFound” | grep failed | grep $line | awk -F " " ‘{print $14}' | cut -d ":" -f 1 | sort | uniq -c | sor
t -nr; done
root

52 192.168.43.111

50 192.168.43.51
rootadmin

52 192.168.43.111

45 192.168.43.51
root@helper: /home/helper#

o AEFENKFHERZR

cat /var/log/mongodb/mongodb.log | grep "UserNotFound"|grep failed | awk -F " "
"{print $9}' | sort|unig -c|sort -nr
root@helper: /home/helper# cat /var/log/mongodb/mongodb.log | grep "UserNotFound”|grep failed | awk -F " " ‘{print $9}' | sort|uniq -c|sort -nr

11 brute

5 admins

root@helper:/home/helper#

o FAEAEMKFNERIPLURIREL




cat /var/log/mongodb/mongodb.log | grep "UserNotFound"|grep failed | awk -F " "
"{print $9}' |sort | uniq | while read line;do echo $line;cat
/var/log/mongodb/mongodb.log |grep "UserNotFound" | grep failed | grep $line |
awk -F " " "{print $14}' | cut -d ":" -f 1 | sort | uniq -c | sort -nr; done

" ‘{print $9}' |sort | uniq | while read line;do echo $

root@helper: /home/helper# cat /var/log/mongodb/mongodb.log | grep "UserNotFound"”|grep failed | awk -F "
line;cat /var/log/mongodb/mongodb.log |grep "UserNotFound” | grep failed | grep $line | awk -F " " '{print $14}' | cut -d ":

" -f 1 | sort | uniq -c | sort -nr;

done
admins

5 192.168.43.51
brute

11 192.168.43.51
root@helper: /home/helper#

0x06 smtp EHiEHE

MRS XR—EHEBEWREOMERX, TEHR=NY SMTP, POP3, IMAP

Bk, SMTPfaE=., POP3. IMAPRAEI, POP3IMMNEFIHIREIMRE, IREZXRIEMSIBEMRIE, B
EEEHNESE, feE—AEEHEAR, IMAPNIGRA T X—RIE, FREZWE, IRSZHETLIREET
&, EAMIMERPIENSHEERIESNIERS S EHITES

REBEAEEKN, ZMIHIERESMINERERE, WFXMEBRRENIN, RIHZVEBAZEREERIA
XA, FREERREARMILUG, WEFEBALLT, UL T RESMDINEHhTE, HF=
M EABIEE A UE THNXE

XEEERXERNASS I ARIXE
e POP3

+0K Microsoft Exchange Server 2003 POP3 6.5.6944.0 (a-
ba21a05129e24.test.org) /| BRE 2B ERTRLE

CAPA  //RTFBEUSLILARSS SRRYTHREETLE &

+0K Capability list follows

TOP

USER

PIPELINING

EXPIRE NEVER

UIDL

USER jufengbOl@test.org //5 POP3 Server ZEHIKFZ
+0K

PASS 1gaz@WSX //5 POP3 Server XH %

+0K User successfully logged on. YHAINT 535

STAT

+0K 14 21568

QUIT
+0K Microsoft Exchange Server 2003 POP3

e smitp


https://wooyun.js.org/drops/Wireshark%E9%BB%91%E5%AE%A2%E5%8F%91%E7%8E%B0%E4%B9%8B%E6%97%85%EF%BC%884%EF%BC%89%E2%80%94%E2%80%94%E6%9A%B4%E5%8A%9B%E7%A0%B4%E8%A7%A3.html

220 a-ba21a0®5129e24.test.org Microsoft ESMTP MAIL Service, Version: 6.0.3790.3959
ready at Thu, 6 Aug 2015 11:10:17 +0800 //FRSTiE

EHLO Mr.RightPC //ZEHR

250-a-ba21a05129e24.test.org Hello [192.1.14.228]

AUTH LOGIN //3AIEFFA

334 VXNlcm5hbWU6 // Username:
anVmZW5nMDAxQHR1c3Qub3In //BWIABF&Bbase644wis
334 UGFzc3dvcmQ6 // Password:

MXFhekBXUlg=  //MINZEIIHNbase644mid

235 2.7.0 Authentication successful. / /INIERR TN

e IMAP

* OK Microsoft Exchange Server 2003 IMAP4revl 6.5.6944.0 (a-
ba21a05129e24.test.org) // IMAPRRZSS 7i4&

bf8p CAPABILITY

* CAPABILITY IMAP4 IMAP4revl IDLE LOGIN-REFERRALS MAILBOX-REFERRALS NAMESPACE
LITERAL+ UIDPLUS CHILDREN

bf8p OK CAPABILITY completed.

s3yg LOGIN "jufeng002" "1gaz@WSX" [ /NP & :jufeng002, Z3:1qaz@WSX
s3yg OK LOGIN completed. / /INIERRTH

Linux = ARIEBEARSS 2SR Postfix , ubuntu EERINBENLE /var/log/mail.log
SMTPIAMERMAIIPSE i+

cat /var/log/mail.log | grep "authentication failed" | grep -Po '(1\d{2}|2[0-
4]7\d|25[0-5] | [1-9]\d | [1-9]) (\.(1\d{2}|2[0-4]\d|25[0-5]|[1-9]\d|\d)){3}"' |sort|uniq
-c|sort -nr

r:?t@example # cat grep “authentication failed™ grep “(1\d{2}|2[0-4]\d|25[0-5] | [1-9]\d|[1-9])(\.(21\d{2}|2[0-4]\d|25[@-5]|[1-9]\d|\d))
{3}' |sort uniq sort

62 192.168.43.54
3 192.168.43.51

root@example #

Postfix AEREMIZENII A BINERZ, hatixLe
0x07 EGMER

BEEREEERMEKREA



IFFEEEN

0x00 &7}

R TiEEDFUUNBTEEFELRN, BREXEMIER, RETETHN (FREEESR. &
BEEIP) REABMTIUR, TEERBINZEENIEEHERXHREFLETEREFLELERG,
TEHERTELBETE

BT LUBI RE R (8] /K B (8] P48 B i SR AR

0ox01 HE BRI R KIP
NREEFHEREIPRE—MZALN, AILUSZERREME RSB IIPEREHITISIE

0x02 {E2{Ia % fZtric R

EEEEBETIERENEEER D!

o [REREEHI, BALE—XBE
o FEEEMIPHEMICR, BIEREELER TRIEERZAFTEINIP

EEURZBTERER NER:

o TEAMDNSHRSSEHREREN (MIRAFHEDNSIRSER)
o 1BP¥ hosts X1 (=)

PUEREIRE du.testjj.com Al

WITIEE /etc/hosts ¥§ du.testjj.com FEIFIPMECXA 123.123.123.123



join@ubuntu:~$ cat /etc/hosts
127.0.0.1 localhost
127.0.1.1 ubuntu

# The following lines are desirable for IPv6 capable hosts
HE ip6-localhost ip6-loopback
fe00::0 ip6-localnet

ff00::0 ip6-mcastprefix

ff@2::1 ip6-allnodes

ff@2::2 ip6-allrouters
[join@ubuntu:~$ vim /etc/hosts
[join@ubuntu:~$ sudo vim /etc/hosts
[[sudo] password for join:
[join@ubuntu:~$ cat /etc/hosts
127.0.0.1 localhost

127.0.1.1 ubuntu

# The following lines are desirable for IPv6 capable hosts
g gl ip6-localhost ip6-loopback

fe00::0 ip6-localnet

ff00::0 ip6-mcastprefix

ff02::1 ip6-allnodes

ff@2::2 ip6-allrouters

123.123.123.123 du.testjj.com
join@ubuntu: ~$

0x03 B RIFIEF

REEFAARITERS S LREGITRER, BN TAEITHEAEZRIUERITERT, AEXEEXEL
kN ES

Linux_Audit_Nop.sh

#!/bin/bash

while true
do
sleep
pids=
SNF
for one_pid in $pids
do
if [ Sone_pid == "-" ]; then
continue
1

echo "" >> /Audit_results.txt
echo "[ 1lsof -p $one_pid ]" >> /Audit_results.txt
lsof -p $one_pid >> /Audit_results.txt
echo "" >> /Audit_results.txt
echo "[ cat /proc/S$Sone_pid/maps ]" >> /Audit_results.txt
cat /proc/$one_pid/maps >> /Audit_results.txt
echo "" >> /Audit_results.txt
echo "[ 1ls -al /proc/Sone_pid/exe ]" >> /Audit_results.txt
1s -al /proc/Sone_pid/exe >> /Audit_results.txt
done
if [ -fF " /Audit_results.txt" ]; then
echo "Found +it !"
exit




4
done

BRT RIS, BEFEmmILRNFIER

e sysmon for linux
e auditd

sysmon for linux [RZAZE 3K Windows F&RIEIERERF, 21FEMBHEM T Linux FIRhR
https://github.com/Sysinternals/SysmonForLinux

https://github.com/OpenSecureCo/Demos/blob/main/sysmonforlinux

auditd £M7E Ubuntu BV ESR, FILIERERE
https://linux.die.net/man/8/auditd

0x04 FHFEEREFNIT

[join@ubuntu:~$ 1s

tu:~$ vim Linux_Audit_Nop.sh helper — join@ubuntu: ~ — ssh join@192.168.31.214 — 80x24

:~$ chmod +x Linux_Audit_Nop.sh jo ntu:~$ curl http://123.123.123.123/index.html
tu:~$ sudo /L1nux Audit_Nop.sh

.bashrc
bash hlstory .cache/
.bash_logout CVE-2022-23222/
j tu:~$ cat Audit_results.txt

[ 1sof -p 13737 ]

COMMAND  PID USER TYPE DEVICE SIZE/OFF
curl 13737 join DIR 4096 5
curl 13737 join DIR 4096
curl 13737 join REG 223304 7
curl 13737 join REG 1700792 15
curl 13737 join REG 39208 15

ffffffffff600000 ffffffffff601000 r-xp 00000000 00:00 @

[ 1s -al /proc/13737/exe ]
xrwx 1 join join @ Sep 29 10:04 /proc/13737/exe -> /usr/bin/curl

0x05 MREIEFiZ{THTE
o EEERFIBITHIE

© ps -eo pid,lstart,etime,cmd | grep <pid>


https://github.com/Sysinternals/SysmonForLinux
https://github.com/OpenSecureCo/Demos/blob/main/sysmonforlinux
https://linux.die.net/man/8/auditd

[root@localhost:~# ps -eo pid,lstart,etime,cmd | grep 1292
Thu Apr 28 13:32:20 2022 30:02 /usr/sbin/sshd -D

1941 Thu Apr 28 14:02:22 2022 00:00 grep --color=auto
root@localhost:~#

KT 1292 XMHIBETE 2022 F 4 B 28 H 13:32:20 HOVEM, BERIETT 30952
f , BEERITHGLITA /usr/sbin/sshd -D

o SIEIRERE IR EIFHITHLL

o stat xxx.sh

root@localhost:~# stat demo.c2
File: 'demo.c2'

1 244 Blocks: 8 I0 Block: 4096 regular file
: fcOoh/64512d Inode: 275677 Links: 1

. (0644/-rw-r--r--) Uid: ( 0/ root) Gid: (C 0/ root)
1 2022-04-28 14:09:14.036586946 +0800

. 2022-04-28 14:08:51.182797392 +0800

: 2022-04-28 14:08:51.182797392 +0800

root@localhost:~#

o T1s -al xxx.sh

root@localhost:~# 1ls -al demo.c?2

-rw-r--r-- 1 root root 244 Apr 28 14:08 demo.c2
root@localhost:~#

XPMEREZRATRIEAMHXAHZE N ERREFIEEXM, EMX ML, AgsixIl—EZrneE
RILH R L2 T30

0x06 IR FEHIZ

o EEHIFEAREE
o scp

m  scp -P 4588 remote@www.target.com:/usr/local/aaa /home/admin
= -P }EESSHIHO
» MIZEFEARSS 28 aaa FEEIAMMAY /home/admin

e finalshell. xshel EF&ERITE

o python. phpFEFichttpikss
°© nc
o ETELI
o PCHunter
o Virustotal
(o]

ZE)

jotti

o

scanvir

o BR&

o


https://scan.anxinsec.com/
https://www.virscan.org/
https://habo.qq.com/
https://virusscan.jotti.org/
http://www.scanvir.com/
https://www.maldun.com/submit/submit_file/

o

(¢]

(o]

(@]

WM =vFE

HYBRID
FREDE
AERDBRIRY:

o FHRBDITIREG

(e]

o

o

o

RMERL 2N 2 ML AR EDRFIIRMEEETF &
RIEIREDREIAZ 2B 72
RMERZEHI0

RFL L MEN

ZeE

Freebuf

BEHRESIEFHE, AIUERNTRSES

ps ajfx

systemctl status

MBEFHIE, EEED

Kill -9 pid XHEKREEFEETHE, B2, AX MR ENTHETRBRRE
MEHRETHRE, BEEAUTHS

kill -9 -pid FE, XEpidaiEMNAS, RIaREXMHIZH

HIZLAID & &IFID
ER X ENEZZPIDAPPID, XFPGID, SID#EfHR/D, EENE—T
£ ps ajfx BJLIFERMEKMPPID. PID. PGID. SID R

BFETEXRRE, SFE— 1 E#HE, FESE—T#HIZEID (pid) , MRETITHERCEMHE, B
LAXPEMHIEME F#HiE, RNOEMENHIZEID, HiRBEHPPIDRYENRH#IZRIpId

LEESIe, RHIZFMFAEEMBNFHERSAGN—MHES, FESER—MHEEAHID
BHAMUMIEID, HEWREZIER, Hih@Issh #HZEIRS R, MESRN—RiE, 2kE—1=
IEID, IWAIERATRIHAEZNZIEIDEZ— R

FRUL, SRV IEFBRIERFHE, BAMTEELUHIZEE N BARIT!

o SFIF#HFE(daemon)

SRS AT REEY EFNIET, BESAET EFRETIFERE, RIETIRHESRTEEHEH
X5, BIFHANABBERET LinuxFiR#HE | L2 XEXE

Is%Y


https://s.threatbook.cn/
https://www.hybrid-analysis.com/
https://sandbox.ti.qianxin.com/sandbox/page
https://sandbox.freebuf.com/
http://unit.sangfor.co/
https://edr.sangfor.com.cn/#/information/information?%24tab=b
https://wiki.sec.sangfor.com.cn/wiki-safe-events
https://www.huorong.cn/info/
https://www.anquanke.com/
https://www.freebuf.com/
https://mp.weixin.qq.com/s/3MJUsGZeVWgOeQ9wx2KylQ

o ZFIEER

REARDHRSHEEABHRITHE T LZRF, EM2iRMETINEESLSHHES, H—7 g 8
AER—MHIZPHNARENPCLLRA, RATEERIEHEZEHE, FEESTPBWINTFBHTT, RIELIEN
FEMRFER—F, EAELnuxPEENRSMEREHRHTE

o RIEPIdERRHIZECHILIZ

B ps -T -p pid
m ps -alLf pid
~]%$ ps -T -p 55499

SPID TTY CMD
55499 pts/1 00 Suricata-Main

55500 pts/1 00 RxPcapeth51

55501 pts/1 00 FlowManagerThre
55502 pts/1 00 SCPerfWakeupThr
55503 pts/1 00 SCPerfMgmtThrea

HASPIDIELIZID, MCMDA=ZNRBRT Z&IZRN
=" top -H -p pid -HIEIMALLBREIE
» htop BAUIAKRRE), AIURANESENETRLE
» pstree -agplU #7E, EREEERTIHIESLKIZERNXR
o BELIHLIZ

B ps -elLFa

ox07 MIpREE ¥

W #iEpid AR /proc/ FAMTELEME T XHREKMUE, ETRMEMFEEXHG
BEEXMHSHHA

lsof eval.sh

MRFEHIZESA, BALAHREEIREEEHE, FERBZANTBHITESR
o a M iBMESEXHRAIMER

o aEM XHREEEMAR, FEEBRZaIRXMH, FEeMIBR 4
o IBM ABAFRENT, XHAeefibx
BILUMER chattr -a # chattr -i

BAfAUSE

o FIEXHRFESHAEIMER

MwindowsBElinuxfE I XS E EE T2 HIENXHE, BRZoBXEREE, TEEEEIE BN
M2 TR, ATLERincdeRBEHR, ZEME
o {FH inode #H1TIPR
= T Einode

B s -1i eval.sh


https://www.cnblogs.com/kzang/articles/2673790.html

john@john:~/temp$ 1s -1i evil.sh

-rw-r-—-r-— 1 john john J=| 121 evil.sh
john@john:~/temp$

= FRIBRSCHF

B find ./* -inum 12327526 -delete

m find ./ -inum 12327526 -exec rm {} \;

»  find ./* —inum 12327526 -exec rm -i {} \; (EE—FTHIASEHIF)
= find ./* —inum 12327526 -exec rm -f {} \; (FHITHIAEZEFIMIER)
= find ./* -inum 12327526 |xargs rm -f

m rm “find ./* -inum 12327526"

o

EXE

0x08 E[SER

BEEREEERMEKREA


https://www.cnblogs.com/starry-skys/p/12970463.html
https://www.cnblogs.com/tssc/p/7574432.html

VeSS
HTRERE, XS ERAMER#ITRENSESRE
Ox01 SSH[FE

SSHEHERYIFAL T IR AR AR EI LAE B IR =i R0x03
BERE F—F, RindalLAMEAANO. HA, KRFENSENT
WEN LA FAYYIIEN] 10.211.55.2
WITEN (BFERIEHN) Centos 10.211.55.11
IR R EH, Ubuntu 10.211.55.10

i R 28

onlp7
BIRE-—TREIVEEHFERE
o MLRIER

[helper@centos-7 ~]$ netstat -pantu

(Not all processes could be identified, non-owned process info

will not be shown, you would have to be root to see it all.)

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp Q 0 127.0.0.1:631 0.0.0.0:* LISTEN -
127.0.0.1:25 0.0.0.0:* LISTEN =
0.0.0.0:111 0.0.0.0:* LISTEN -
0.0.0.0:22 0.0.0.0:* LISTEN -
10.211.55.11:22 10.211.55.2:56450 ESTABLISHED
10.211.55.11:53348 10.211.55.10:80 TIME_WALT
10.211.55.11:22 10.211.55.2:55843 ESTABLISHED
10.211.55.11:22 10.211.55.2:55845 ESTABLISHED
::1:631 288 LISTEN

28 galLilil 38 LISTEN

8887472 288V LISTEN
0.0.0.0:951 0.0.0.0:

0.0.0.0:68 0.0.0.0:

0.0.0.0:111 0.0.0.0:

0.0.0.0:5353 0.0.0.0:

127.0.0.1:323 0.0.0.0:

0.0.0.0:55883 0.0.0.0:

F$95ik 288w

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcpb
tcpb
tcpb
udp
udp
udp
udp
udp
udp
udp6
udp6

S © © O 00 6o o660 S
S © © & 0060 606000 S

R883l3ldl Ttk
udp6 0 0 ::1:323 298
[helper@centos-7 ~]$

MWig EEZ T — P EVIEERITE N Centos 220K O8ERE, RAIYE T —1=4FEHNCentos iA]
10.211.55.10 80uRHIRYEE, EFAIKRRENFALIEME LR, BRMRERLIRERT, REWSERE
RBE—1TENRER, SIFEHEUDPHXZ—PSSHEEER, FrAMMEERE EPFISSHREEERA



#HiZ

2460 2469 2469 2469 pts/0 2658 Ss 1000 0:00 \_ bash
2469 2658 2658 2469 pts/0 2658 R+ 1000 0:00 \_ ps afjx
1 2567 2567 2567 ? -1 Ss 0 0:00 /usr/sbin/sshd -D
2567 2599 2599 2599 ? -1 Ss 0 0:00 \_ sshd: helper [priv]
2599 2604 2599 2599 ? -15S 1000 0:00 \_ sshd: helper

[helper@centos-7 ~1%

MERBERERSZ T —PsshiEizitiz, XTHZRAUEMERRANT, AJMEXREXENLSA

SIIA
e BE

fERlostb REEREERBAE RXLIAR
[root@centos-7 helper]# lastb

btmp begins Wed Apr 28 17:46:45 2021
[root@centos-7 helper]# i

EEHEXMH /var/log/secure

btmp begins Wed Apr 28 17:46:45 2021

[root@centos-7 helper]# tail /var/log/secure

Apr 28 17:46:27 centos-7 su: pam_unix(su:session): session opened for user root by helper(uid=1000)
Apr 28 17:46:51 centos-7 su: pam unix(su:session): session closed for user root

Apr 28 17:47:08 centos-7 su: pam_unix(su:session): session opened for user root by helper(uid=1000)
Apr 28 17:47:08 centos-7 su: pam lastlog(su:session): corruption detected in /var/log/btmp

Apr 28 17:47:22 centos-
Apr 28 17:47:22 centos-
Apr 28 17:47:29 centos-
Apr 28 17:47:29 centos-
Apr 28 17:47:29 centos-
[root@centos-7 helper]#

sshd[2604]: Disconnected from 10.211.55.2 port 52461

sshd[2931]: Accepted password for helper from 10.211.55.2 port 54019 ssh2
sshd[2931]: pam_unix(sshd:session): session opened for user helper by (uid=0)
sshd[2931]: pam lastlog(sshd:session): corruption detected in /var/log/btmp

7
7
7
7

Apr 28 17:47:22 centos-7 sshd[2604]: Received disconnect from 10.211.55.2 port 52461:11: disconnected by user
7
7 sshd[2599]: pam unix(sshd:session): session closed for user helper Ab’!”—'
7
7
7

AIAEE, FEREREN (WIEN 10.211.55.2) BIsshINIEERE
X FSSHAMIEL K FEE R, HITeSBAEREINL, FRIUTEBEShistoryERERIER

MEERE, FBAUSSHEENFEMEERMBEENEDE, XMEERSIERHNSSHERTS,

B

niz¥ R RE

FRr LA

Z1EHCentos @I sShITAZ IR TN B EANAENIEN), HEAERNBIH EAB—1 w0 (8008) , #

socksh¥iE

REABIFRBELEHAMGEE T, FTRERRANENMNAEOZERE], XEH(NEIEERLAISSHIRO N

53 i AT BE AL TH EF A [ A 3%

ZFERUBEZIT N ImREER1YEN, RERNsshEUARE -R SEFFRIROLE IR 127.0.0.1 TTAZE
0.0.0.0 , XHMEHENMERNERERIZEEN Centos EFH T 8008 iiwM, BT EERE, FIUBINEXERR

B
7A:
o MEER



[rbot@centos-7 helper]# netstat -pantu
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp [} 0 127.0.0.1:631 0.0.0.0:%* LISTEN 882/cupsd

tcp [} 0 127.0.0.1:25 0.0.0.0:%* LISTEN 1225/master

tcp 0 0 0.0.0.0:111 0.0.0.0:* LISTEN 1/systemd

tcp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN 2567/sshd

tcp ¢} 0] 10.211.55.11:46280 10.211.55.10:80 ESTABLISHED 3043/ssh

tcp [} 0] 10.211.55.11:58514 10.211.55.2:22 ESTABLISHED 3043/ssh

tcp 0 0] 10.211.55.11:46278 10.211.55.10:80 CLOSE_WAIT 3043/ssh

tcp 0 01 10.211.55.11:46282 10.211.55.10:80 ESTABLISHED 3043/ssh

tcp6 0 0 ::1:631 Tir¥ LISTEN 882/cupsd

tcp6 0 0 ‘::111 HEEA LISTEN 1/systemd

tcpb ¢} 0 122 HE LISTEN 2567/sshd

udp [} 0 0.0.0.0:953 0.0.0.0:%* 780/rpcbind

udp [} 0 0.0.0.0:68 0.0.0.0:%* 1269/dhclient
udp [} 0 0.0.0.0:111 0.0.0.0:%* 1/systemd

udp 0 0 0.0.0.0:5353 0.0.0.0:% 787/avahi-daemon: r
udp ¢} 0 127.0.0.1:323 0.0.0.0:%* 835/chronyd

udp 0 0 0.0.0.0:48495 0.0.0.0:% 787/avahi-daemon: r
udp6 0 0 :953 HEE 780/rpcbind

udp6 0 0 1111 HE 1/systemd

udp6 0 0 ::1:323 HE 835/chronyd

[root@centos-7 helper]#

MEERZ P] U HRIT EASSHIZIZERZ T BIEN], BEIXMIERMBRHTHEN. WS ARHIA
EEERRERS

HiZ

1 2460 1686 1686 ? -1 Sl 1000 0:02 /usr/libexec/gnome-terminal-server
2460 2468 1686 1686 ? -1S 1000 0:00 \_ gnome-pty-helper
2460 2469 2469 2469 pts/0 3096 Ss 1000 0:00 \_ bash
2469 2880 2880 2469 pts/0 3096 S 0 0:00 \_ su
2880 2889 2889 2469 pts/0 3096 S 0 0:00 \_ bash
2889 3096 3096 2469 pts/0 3096 R+ 0 0:00 \_ ps afjx /

1 2567 2567 2567 ? -1 Ss 0 0:00 /usr/sbin/sshd -D

1 3043 3043 3043 ? -1 Ss 0 0:00 ssh -fCNg -R 8008:10.211.55.10:80 helper@l0.211.55.2 -p 22
[root@centos-7 helper]#

HIZR R UBFIRITITHSR <
o HE

[root@centos-7 helper]# history | tail

90 clear

91 ssh -fCNg -R 8008:10.211.55.10:80 helper@l®.211.55.2 -p 22

92 pwd

93 1s

94 1s Desktop/

95 clear

96 netstat -pantu

97 ps afjx

98 history

99 history | tail
[root@centos-7 helperl# |}

Mhistory ] LAE B FATHERIRIE, X TFhistoryBIRIIR Rl IERER LEFhistory
hASEEE

LERRMEEEE RN X — P IPEI— MR, iﬂ‘?lﬁfﬁ%ﬂ%iﬁ, FERLAMNRENA, WRTGRE
— M RAMEBRG— R T , FrLASSHIZMH T —MohShkE, RMERI, RELEIAD, HESSH
ServerRAMTEEZEH AN, HAEIPEIRSS2E

NS HRE B — M At & B IE R HPE i O FF— P socks4/509IE, BIFIGENIEER LIAIEAMEM]
oRlysp7
BATREBE—TRIZEN Centos FEMLERE
o [MAERE



ER—F, BERIIMKER, FESHEXARRIA

MHIZRILIBEHZ T —ssh, Hghs
e HE
»EERASPHLRE

[root@centos-% ﬁelper]# lastb

btmp begins Wed Apr 28 17:46:45 2021
[root@centos-7 helper]# |}

7£ /var/log/secure A LLEF] ssh IAIEERE

0x02 DNS[¥#&

dnspXiE B—f A PRk —FERE A T, BT DNSAIA. CNAME. TXT. MXEZEMiERHITREEH, KT
R MEEIRA

= IADNSHEETA:



e dns2tcp

e dnscat2

e dnscat2 powershellhfz
e jodine

e Cobalt Strike

o Reverse DNS_Shell

X FDNSFEE, WNEBDARNALE
o DNSEERY#IZ
o DNSHYRELH
HIZAE
HIMHZAEREEERDNSHEE, KFE—RNEEERSBROAN T AR R, EERjovaFl
EENA—FNE, FIUXEHNIZMIES

® ps afjx

nERE
HNFEZEEMBIAPT—RAI ULREKK G E, MIRKWEER, T2AIUBHIEELXEMEmIL, ¥
DNSE I FIRZ KERFEESKETEA (Lbil3~5MNFF) , EREDNSIEREFIFEEE"EXK, tb
M www.demo.com U Z N, EEMEENERVSHTERTNIEZNEZMHIEIRER, FSLEAR
Mg
Fr A BEHAMMOGTICREEE#THIE R, WE LEBRZMAIAERSTHRINDNSEENXE, HhE/l
RE—EMETRELABRWQNE, qUsE
o DNSBHERMAFIEREE hitps://zhuanlan.zhihu.com/p/143220945
o FI-ETHEEF SIAIDNSEEIRRRERN A S SEM hitps://blog.riskivy.com/iRM-ETFH288F K
dnshaigRFER N 75 7% S NI/
BIGLER, HAKXER, REMEELNUXARSSF EIM—BNENE, 2EEIEKEITEN LEHITOM

tcpdump

tcpdump -p -n -s 0@ port domain -w dnstest.pcap

EIFRATRE—ERESE], ZEMAN wireshark F#EITOH

root@ubuntu-64bit:/home/helper# tcpdump -p -n -s @ port domain

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on enp@s5, link-type EN1@OMB (Ethernet), capture size 262144 bytes

16:27:16.537682 IP 10.211.55.10.56689 > 10.211.55.1.53: 59730+ A? hichina.cn. (28)

16:27:17.125612 IP 10.211.55.1.53 > 10.211.55.10.56689: 59730 1/0/0 A 218.30.103.45 (44)

16:27:30.531525 IP 10.211.55.10.39753 > 10.211.55.1.53: 13612+ A? taobao.com. (28)

16:27:30.932498 IP 10.211.55.1.53 > 10.211.55.10.39753: 13612 2/0/0 A 140.205.220.96, A 140.205.94.189 (60)
16:27:30.978158 IP 10.211.55.10.59091 > 10.211.55.1.53: 33646+ PTR? 96.220.205.140.1in-addr.arpa. (45)
16:27:31.226820 IP 10.211.55.1.53 > 10.211.55.10.59091: 33646 NXDomain 0/1/0' (116)



https://github.com/alex-sector/dns2tcp
https://github.com/iagox86/dnscat2
https://github.com/lukebaggett/dnscat2-powershell
https://github.com/yarrick/iodine
https://www.cobaltstrike.com/
https://github.com/ahhh/Reverse_DNS_Shell
http://www.demo.com/
https://zhuanlan.zhihu.com/p/143220945
https://blog.riskivy.com/

L\ udp.stream eq 0
No. | Time | Source | Destination | Protocol | Lengtt| Info
1 0.000000 10.211.55.10 10.211.55.1 DNS 71 Standard query 0x7a@2 A sina.com.cn
2 0.579764 10.211.55.1 10.211.55.10 DNS 135 Standard query response 0x7a@2 A sina.com.cn A 123.126.45.205 A 49.7.37.133 A 123

Frame 2: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits)
Ethernet II, Src: Parallel_00:00:18 (00:1c:42:00:00:18), Dst: Parallel_lc:1f:2c (00:1c:42:1c:1f:2c)
Internet Protocol Version 4, Src: 10.211.55.1, Dst: 10.211.55.10
User Datagram Protocol, Src Port: 53, Dst Port: 49960
Domain Name System (response)
Transaction ID: 0x7a02
Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: 4
Authority RRs: @
Additional RRs: 0@
Queries
v sina.com.cn: type A, class IN
Name: sina.com.cn
[Name Length: 11]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (0x0001)

Answers

st In: 1]
0.579764000 seconds]

WERDNSTREIR A, BRI Z#HITEIE, baidu, sina, ubuntu, centos, redhat FEHIEHBZEALL
TEiktE, ®TBHITOWN

NREA Al TXT. CNAME. MXFIERPAFERUTXMELBIFIRAVIER, FIRERMFEDNSHEE

+ Queriles
v 46a401907357e1336938f 3003e06a03945. k .com: type CNAME, class IN
Name: 46a401907a57e1336938f3003e06a03945. k .com

[Name Length: 46]

[Label Count: 3]

Type: CNAME (Canonical NAME for an alias) (5)
Class: IN (0x0001)

0x03 ICMP[¥E

ICMP B85 DNSRXERIN, #EEEERNERPMFZEHKNE ST
HEWICMPRET A
e pfunne
e icmpsh
e icmptunnel
e icmpshell

HIZAE
® ps afjx

~/Desktop
afjx ‘ep ptunnel
1180 1546 1546 1180 pts/0 1546 S+ 0 0:00 \_ sudo -p 10.211.55.10 -1p 8000 -da 10.211.55.12 -dp 80 -x 12345
1546 1547 1546 1180 pts/0 1546 Sl+ 0 0:00 \_ -p 10.211.55.10 -1p 8000 -da 10.211.55.12 -dp 80 -x

1580 1608 1607 1580 pts/1 1607 S+ 1000 0:00 \_ grep --color=auto

-[~/Desktop




W E N PTRE AR EIIRE, MEESHITIROR AHETRENLIRMTIEE, HITEILUITE

SBE

netstat -pantu

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 0.0.0.0:8000 0.0.0.0:% LISTEN 1547 /ptunnel

tcp 10.211.55.6:47162 52.25.31.211:443 ESTABLISHED 1280/x-www-browser

udp 10.211.55.6:68 10.211.55.1:67 ESTABLISHED 482/NetworkManager
udp6 fe80::21c:42ff:fe58:546 * 482/NetworkManager

~/Desktop

mERE
tcpdump #MBEXICMPRE
tcpdump -p -n -s 0@ dicmp -w icmp.pcap

TN wireshark #1734, BEERESHFE—LEXNNMAEENAERNEREFFEEMDINNFN

icmp.pcap - 0O x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR seomRE Q &=
LIE

SSEEaQE

ply a display filter ... <Ctrl-/> -] +

No. Time Source Destination Protocol Lengtt Info =
1 0.000000 10.211.55.6 10.211.55.10 IcMp 70 Echo (ping) request 1id=0x180e, seq=0/0, ttl=64 (reply in 2)
2 0.000250 10.211.55.10 10.211.55.6 IcMp 70 Echo (ping) reply id=0x180e, seq=0/0, ttl=64 (request in 1)
3 0.000607 10.211.55.10 10.211.55.6 Icmp 102 Echo (ping) reply i1d=0x180e, seq=0/0, ttl=64
4 0.000607 10.211.55.10 10.211.55.6 Icmp 70 Echo (ping) reply id=0x180e, seq=1/256, ttl=64
5 0.000638 10.211.55.6 10.211.55.10 ICHP 102 Echo (ping) request id=0x18@e, ttl=64 (reply in 7)
6 0.000663 10.211.55.6 10.211.55.10 IcHp 506 Echo (ping) request 1id=0x180e, ttl=64 (reply in 8)
7 0.000719 10.211.55.10 10.211.55.6 Icmp 102 Echo (ping) reply id=0x180e, seq=1/256, ttl=64 (request in 5)
8 0.000733 10.211.55.10 10.211.55.6 Icmp 506 Echo (ping) reply 1d=0x180e, seq=2/512, ttl=64 (request in 6)
9 1.006010 10.211.55.6 10.211.55.10 Icme 70 Echo (ping) request 1id=0x180e, seq=3/768, ttl=64 (reply in 10)
10 1.006181 10.211.55.10 10.211.55.6 ICHP 70 Echo (ping) reply  id=0x18@e, ttl=64 (request in 9)
11 1.006213 10.211.55.10 10.211.55.6 IcMp 70 Echo (ping) reply id=0x180@e, ttl=64
12 1.505414 10.211.55.6 10.211.55.10 ICHP 70 Echo (ping) request id=0x180e, seq=4/1024, ttl=64 (reply in 13)
13 1.505680 10.211.55.10 10.211.55.6 ICHP Echo (ping) reply  1d=0x18@e, seq=4/1024, ttl=64 (request in 12) —
14 1.506682 10.211.55.10 10.211.55.6 IcMp Echo (ping) reply i1d=0x180e, seq=3/768, ttl=64
15 2.007418 10.211.55.10 10.211.55.6 IcMp cho (ping) reply id=0x180@e, ttl=64
16 2.007515 10.211.55.6 10.211.55.10 Icmp cho (ping) request 1id=0x180e, (reply in 17)
17 2.007640 10.211.55.10 10.211.55.6 Icmp cho (ping) reply id=0x180@e, (request in 16)
18 3.007728 10.211.55.10 10.211.55.6 Icmp cho (ping) reply i1d=0x180e, seq=5/1280, ttl=64
19 3.007797 10.211.55.6 10.211.55.10 IcMp cho (ping) request 1id=0x180e, seq=6/1536, ttl=64 (reply in 20)
20 3.007928 10.211.55.10 10.211.55.6 ICMP cho (ping) reply 1d=0x180e, seq=6/1536, ttl=64 (request in 19)
21 4.008336 10.211.55.6 10.211.55.10 P cho (ping) request 1d=0x180e, seq=7/1792, ttl=64 (reply in 22)
22 4.008708 10.211.55.10 10.211.55.6 I cho (ping) reply 1d=0x180e, seq=7/1792, ttl=64 (request in 21)
23 4.008741 10.211.55.10 10.211.55.6 ICMP cho (ping) reply 1d=0x180e, seq=6/1536, ttl=64
m 4 (ping) 1d=0x180e, B (reply in 25)
- 25 4.877867 10.211.55.10 10.211.55.6 ICMP 506 Echo (ping) reply 1d=0x180e, seq=8/2048, (request in 24)
26 4.878498 10.211.55.10 10.211.55.6 IcMp 250 Echo (ping) reply id=0x180e, seq=7/1792
27 5.013314 10.211.55.6 10.211.55.10 IcMp 70 Echo (ping) request 1d=0x180e, seq=9/2304, = (reply in 29)
28 5.013573 10.211.55.10 10.211.55.6 IcMp 70 Echo (ping) reply id=0x180@e, 4
29 5.013574 10.211.55.10 10.211.55.6 Icmp 70 Echo (ping) reply id=0x180@e, ttl=64 (request in 27)
30 5.753610 10.211.55.6 10.211.55.10 Icmp 506 Echo (ping) request 1id=0x18@e, , ttl=64 (reply in 31)
31 5.753810 10.211.55.10 10.211.55.6 ICHP 506 Echo (ping) reply  id=0x18@e, seq=10/2560, ttl=64 (request in 30)
32 5.754409 10.211.55.10 10.211.55.6 icmp 250 Echo (ping) reply 1d=0x180e, seq=9/2304, ttl=64
33 6.019606 10.211.55.6 10.211.55.10 Icmp 70 Echo (ping) request 1id=0x180@e, (reply in 34)
| 34 6.019830 10.211.55.10 10.211.55.6 Icmp 70 Echo (ping) reply 1d=0x180e, (request in 33)
35 6.019871 10.211.55.10 10.211.55.6 Icme 70 Echo (ping) reply 1d=0x180e,
36 7.020166 10.211.55.6 10.211.55.10 ICHP 70 Echo (ping) request id=0x180e, seq=12/3072, ttl=64 (reply in 37
37 7.020348 10.211.55.10 10.211.55.6 ICHP 70 Echo (ping) reply  id=0x180e, seq=12/3072, ttl=64 (request in 36)
38 7.020397 10.211.55.10 10.211.55.6 IcMp 70 Echo (ping) reply i1d=0x180e, seq=11/2816
39 8.025241 10.211.55.10 10.211.55.6 IcMp 70 Echo (ping) reply id=0x180e
40 8.025312 10.211.55.6 10.211.55.10 IcMp 70 Echo (ping) request 1id=0x18@e, (reply in 41)
41 8.025421 10.211.55.10 10.211.55.6 IcMp 70 Echo (ping) reply id=0x180@e, (request in 40)
A2 Q A2Q17A 10 211 R85 A 10 211 KK 10 TrMo 70 Frhn (ninn) _renuact id-Av180a <can-14/2884 t+1-RA (ronluw in A2) !

Frame 24: 506 bytes on wire (4048 bits), 506 bytes captured (4048 bits)
Ethernet II, Src: Parallel 58:ae:d® (0@:1c:42:58:ae:d@), Dst: Parallel ic:1f:2c (00:1c:42:1c:1f:2c)
Internet Protocol Version 4, Src: 10.211.55.6, Dst: 10.211.55.10

Internet Control Message Protocol

00 1c 42 ic 1f 2c 00 1c 42 58 ae dO 08 00 45 00

01 ec 94 aa 40 00 40 01 20 bl Ga d3 37 06 Ga d3
0020 0a 18 Oe
0030
0040
0050
0060
0070
0080
0090
0020
00b0
00cO
00d0
00e®

© 7 icmp.pcap Packets: 73 - Displayed: 73 (100.0%) Profile: Default




O0x04 HTTP/HTTPS [¥i&

http BXE—AZLL webshel W RNTETE, HMNFEREDR LR Mwebshel Bi—E

e Proxytunnel

e httptunnel(htc/hts)
e reGeorg

e Neo-reGeorg

e Tunna

e ABPTTS

M FER:
o XFER

o {FFADEZwebshell ERXRTHEHTER
o DIF

o WEBDIR+

o WebShellkiller

o JAGER

o XHH

o BRUINEITE RN B
o XHABRXET

o BRNBTSETRN EHXLNE"
o MERIXHEF

o {53l regeorg B9 cmd BEE, —REELSIRFHITHED

o HiZ
o proxytunnel 1 httptunnel X#
o HEXH

o BERERIANE—RISERMEIBIIXHE, EHNRITHERXGNE
o EHMIMTA

o BIUMERENLTIEMBREAMEN, FrAKESHMNIREERATUE—LELDR

O netstat -pantu

Ox05 SSLINZkE

SSLBFEH N FREMEIEELESSLINEHE, FRHL2EH

e stunnel
e go-tunnel

ssIffE I —RR B R R A P in/ kS50 + BEEXHRN, FRUAILMUTINMEEES
o HiZ

o ps afjx


http://www.d99net.net/
https://scanner.baidu.com/#/pages/intro
https://edr.sangfor.com.cn/api/download/WebShellKillerForLinux.tar.gz
http://dl.shellpub.com/hm/latest/hm-linux-amd64.tgz?version=1.8.2
https://www.stunnel.org/
https://github.com/opencoff/go-tunnel

o XFE & MTEXM

o BRR/NKITHXTFTXHEHRNET
o XHRE (BEEXH)

o BRNKITHXTXHABTERNET
o MBI
o E/MH—SSLAIEOMMLRERE

O netstat -pantu

s

0x06 Socksh¥i

e frp
e carthworm
e shadowsocks

sockstMXBRIZRFEIFE L, EARTLIBIMINRETXS, MRE2IKELIEE socks Wil
BE, WBARTUEERR—T

ssh By -D &% EFE A T socks{{IE
o MY
o BELLIKEBD, FAtcpdump MEEBAwireshark Lo LR FM, FENMEHLEKX

o HiZ
© ps afjx
o XHH &HEXMH

o BR/NKITRXTFXHERNET
o XHAR (EBEXH)

o BRNNITRXTXHABTERNET
o MEER

©o netstat -pantu BEEERREFERENROER
o 1TH
o BRFEEMAMEMIENINEITH
0x07 Wi-Fi or Bluetooth [¥i&

e Ghost Tunne
£% Ghost Tunnel: EATFREMSEHIWIFiF2HKZEE - FreeBuf& L 21T 1A
K7
MREREZWEULHAMNET, —BRLSZENARBAILISXMRRABER, FAUXERIGEEE THEX
ENSEIERE, BITRAUBENAERS
Wi-Fi
o REMRMFILENENET
o dwconfig wlan®@ mode monitor (wlanORM-E#EEOZFR)


https://github.com/JcQSteven/GhostTunnel
https://www.freebuf.com/wireless/171108.html

NRHITRY, BILUTIERMRdownis, B#HITIRE, Bupiek
ifconfig wlano® down
iwconfig wlan® mode monitor
ifconfig wlan® up
o wireshark #l 802.11FY&L
o X Wi-Fi INEZE#HITHN, BREFEFEHEER
EERIAESZT:

W @

-

STA AP
| (1) Beacon (Broadcast SSID)

(2) Probe Request

\J

Ghost Tunnel Connection

(3) Probe Response

(4) Authentication Request

B
L

(5) Authentication Response

A

(6) Association Request

\

(7) Association Response

WiFi Connection Established

v v

2% Ghost Tunnel: EBRTFIREMBHIWIFBRIKEIEEE - FreeBufMKZ L 21T ]P
Bluetooth

BFON—RATRED, BEHTERES ST

AILUEA WireShark #ITIEFEHIREE D, BEEIUESE
Bluetooth - Wiki - Wireshark Foundation / wireshark - GitLab

Wi-Fi #1 Bluetooth RIBSEXZimERE B ENR, AJUESRME—THE, FMERRIHEXHAEFMWI-Fi


https://www.freebuf.com/wireless/171108.html
https://gitlab.com/wireshark/wireshark/-/wikis/CaptureSetup/Bluetooth

EakiEs

ECMESESHLBRBHNSE, HESE—KE, TBERNAEEUTANSE
Ox01 RETAER

e chkrootkit

e clamav

e Unhide

e Rooftkit Hunter

0x02 history 58

LR =#iE Rhistory 2522
o WETHIEEARICHE, history -¢ ZFE unset HISTORY HISTFILE HISTSAVE HISTZONE
HISTORY HISTLOG; export HISTFILE=/dev/null; export HISTSIZE=0; export
HISTFILESIZE=0
o UWRssh FEHUT (LbIIMLEHRT) , HEGISEERFXFPFAREANIIXHEF, MESBUEER
THSLERBIER
o MNRMBLAIHF—ITTHE, XEWIMASHWIER

0x03 itRIfES

FERERI

e /etc/crontab

e /etc/cron.d/*

e /var/spool/cron/Xxxx

e /etc/anacrontab (Redhat/Centos)

BIEERNRHEERVImITARBRIIESXHEE, catfiSEE—LRE, AIURREFTEE, &
RENTE, AFAUSELAXRSNE HUESEN] | Linux ERT

[ubuntu server 16.04 641i1] ZRINTRIESER


http://www.chkrootkit.org/
https://www.clamav.net/
https://www.unhide-forensics.info/
http://rkhunter.sourceforge.net/
https://mp.weixin.qq.com/s/snJ80-Aiy9-XfFvJw380vg

helper@ubuntu-64bit:~$ cat /etc/crontab

# /etc/crontab: system-wide crontab

# Unlike any other crontab you don't have to run the " crontab®

# command to install the new version when you edit this file

# and files in /etc/cron.d. These files also have username fields,
# that none of the other crontabs do.

SHELL=/bin/sh
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

# m h dom mon dow user command

7 © ¥ X x  poot cd / && run-parts --report /etc/cron.hourly.
25 6 * k *x  poot test -x /usr/sbin/anacron || C cd / && run-parts --report /etc/cron.daily )
47 6 * *x 7 root test -x /usr/sbin/anacron || C cd / && run-parts --report /etc/cron.weekly )

52 6 i & root test -x /usr/sbin/anacron || C cd / && run-parts --report /etc/cron.monthly )
#
helper@ubuntu-64bit:~$

helper@ubuntu-64bit:~$ cat /etc/cron.d/*

#

# cron.d/mdadm -- schedules periodic redundancy checks of MD devices
#

# Copyright © martin f. krafft <madduck@madduck.net>

# distributed under the terms of the Artistic Licence 2.0

#

# By default, run at 00:57 on every Sunday, but do nothing unless the day of

# the month is less than or equal to 7. Thus, only run on the first Sunday of

# each month. crontab(5) sucks, unfortunately, in this regard; therefore this

# hack (see #380425).

57 @ * * @ root if [ -x /usr/share/mdadm/checkarray ] && [ $(date +\%d) -le 7 1]; then /usr/share/mdadm/checkarray --cron --all --idle --quiet; fi
SHELL=/bin/sh

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

49 18 * * *  proot test -x /etc/cron.daily/popularity-contest && /etc/cron.daily/popularity-contest --crond

helper@ubuntu-64bit:~$

helper@ubuntu-64bit:~$ sudo ls -al /var/spool/cron/*
/var/spool/cron/atjobs:
total 12
drwxrwx--T 2 daemon daemon 4096 Apr 26 11:34 .
drwxr-xr-x 5 root root 4096 Apr 26 11:34 ..

1 daemon daemon 2 Apr 26 11:34 .

/var/spool/cron/atspool :

total 8

drwxrwx--T 2 daemon daemon 4096 Jan 15 2016 .
drwxr-xr-x 5 root root 4096 Apr 26 11:34 ..

/var/spool/cron/crontabs:

total 8

drwx-wx--T 2 root crontab 4096 Apr 6 2016 .

drwxr-xr-x 5 root root 4096 Apr 26 11:34 ..
helper@ubuntu-64bit:~$ sudo cat /var/spool/cron/atjobs/.SEQ
(/)

helper@ubuntu-64bit:~$




helper@ubuntu-64bit:~$ cat /etc/anacrontab
cat: /etc/anacrontab: No such file or directory
helper@ubuntu-64bit:~$

[Centos7 641i1] ERIATRIESE

[helper@centos-7 ~]$ sudo cat /etc/crontab
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

For details see man 4 crontabs

Example of job definition:
minute (@ - 59)
hour (@ - 23)
day of month (1 - 31)
month (1 - 12) OR jan,feb,mar,apr ...
.—---- day of week (@ - 6) (Sunday=0 or 7) OR sun,mon,tue,wed,thu,fri, sat
|
* user-name command to be executed

[helper@centos-7 ~1$ sudo cat /etc/cron.d/*

# Run the hourly jobs

SHELL=/bin/bash

PATH=/sbin:/bin:/usr/sbin:/usr/bin

MAILTO=root

@1 * * * * root run-parts /etc/cron.hourly

# Run system wide raid-check once a week on Sunday at lam by default
@ 1 * * Sun root /usr/sbin/raid-check

# Run system activity accounting tool every 10 minutes
*/1Q0 * * * * root /usr/lib64/sa/sal 1 1

# @ * * * * root /usr/lib64/sa/sal 600 6 &

# Generate a daily summary of process accounting at 23:53
53 23 * * * root /usr/lib64/sa/sa2 -A

[helper@centos-7 ~]$ sudo ls -al /var/spool/cron/
SHE 0

2 root root 6 8H 9 2019 .
drwxr-xr-x. 12 root root 140 98 17 2019 ..
[helper@centos-7 ~]$




[helper@centos-7 ~]$ sudo cat /etc/anacrontab
# /etc/anacrontab: configuration file for anacron

# See anacron(8) and anacrontab(5) for details.

SHELL=/bin/sh

PATH=/sbin:/bin:/usr/sbin:/usr/bin

MAILTO=root

# the maximal random delay added to the base delay of the jobs
RANDOM_DELAY=45

# the jobs will be started during the following hours only:
START_HOURS_RANGE=3-22

#period in days delay in minutes  job-identifier  command

1 5 cron.daily nice run-parts /etc/cron.daily.

7 25 cron.weekly nice run-parts /etc/cron.weekly
@monthly 45 cron.monthly nice run-parts /etc/cron.monthly:
[helper@centos-7 ~1$%

BINFAES A USSR TEXRXE
https://mp.weixin.qg.com/s/snJ80-Aiy9-XfFvIw380vg

0x04 HF{EE

o FTIEIKF

o cat /etc/passwd

root@helper # cat

root:x:0:0:root:/root:/usr/bin/fish

daemon:x:1:1:daemon: /usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin: /usr/sbin/nologin

sys:x:3:3:sys:/dev: /usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games: /usr/games:/usr/sbin/nologin
man:x:6:12:man: /var/cache/man:/usr/sbin/nologin
1p:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

news:x:9:9:news: /var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin: /usr/sbin/nologin
www-data:x:33:33:www-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd: /var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent: /usr/sbin/nologin
systemd-network:x:100:102:systemd Network Management,,,:/run/systemd/netif:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve: /usr/sbin/nologin
syslog:x:102:106::/home/syslog: /usr/sbin/nologin
messagebus:x:103:107: : /nonexistent: /usr/sbin/nologin
_apt:x:104:65534: : /nonexistent: /usr/sbin/nologin
1xd:x:105:65534:: /var/lib/1xd/: /bin/false
uuidd:x:106:110:: /run/uuidd: /usr/sbin/nologin
dnsmasq:x:107:65534:dnsmasq, , ,:/var/lib/misc: /fusr/sbin/nologin
landscape:x:108:112:: /var/lib/landscape: /usr/sbin/nologin
pollinate:x:109:1::/var/cache/pollinate:/bin/false
sshd:x:110:65534: :/run/sshd: /usr/sbin/nologin
helper:x:1000:1000:helper:/home/helper: /bin/bash
proftpd:x:111:65534:: /run/proftpd:/usr/sbin/nologin
ftp:x:112:113:ftp daemon,,,:/srv/ftp: /usr/sbin/nologin
mongodb:x:113:115:: /var/1lib/mongodb: /usr/sbin/nologin
postfix:x:114:116::/var/spool/postfix:/usr/sbin/nologin
mysql:x:115:118:MySQL Server,,,:/nonexistent:/bin/false
redis:x:116:119::/var/lib/redis: /usr/sbin/nologin

root@helper #



https://mp.weixin.qq.com/s/snJ80-Aiy9-XfFvJw380vg

A USENMBZHEXARHERTEERMIKS, BEMER nologin B ERIEEEM MR, Ebanfe
B sftp EETHEH XS

[ubuntu server 16.04 641i] EIAKSIER (helper@FKeIEHIKS)

helper@ubuntu-64bit:~$ cat /etc/passwd

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
1lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody: x:65534:65534: nobody: /nonexistent:/usr/sbin/nologin
systemd-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false
systemd-network:x:101:103:systemd Network Management, ,,:/run/systemd/netif:/bin/false
systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false
systemd-bus-proxy:x:103:105:systemd Bus Proxy,,,:/run/systemd:/bin/false
syslog:x:104:108: : /home/syslog:/bin/false
_apt:x:105:65534: : /nonexistent:/bin/false

1xd:x:106:65534: :/var/1ib/1xd/:/bin/false

messagebus :x:107:111: :/var/run/dbus:/bin/false
uuidd:x:108:112::/run/uuidd:/bin/false
dnsmasq:x:109:65534:dnsmasq, , , : /var/lib/misc:/bin/false
sshd:x:110:65534: : /var/run/sshd: /usr/sbin/nologin
helper:x:1000:1000:helper, , , :/home/helper:/bin/bash

root
daemon

bin

sys
sync

games

ETY

1p

mail

news

uucp

proxy

www—-data

backup

list

irc

gnats

nobody
systemd-timesync
systemd-network
systemd-resolve
systemd-bus-proxy
syslog

_apt

1xd

messagebus

uuidd

dnsmasq

sshd




[Centos 7] ERNIAKSIER (helper@FKEIENKS)

[helper@centos-7 ~]$ cat /etc/passwd

root: croot:/root:/bin/bash

bin:x:1:1:bin:/bin:/sbin/nologin

daemon: x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
1p:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync

shutdown:x:6:0: shutdown:/sbin:/sbin/shutdown
halt:x:7:@:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin:
operator:x:11:@:operator:/root:/sbin/nologin

games :x:12:100: games : /usr/games:/sbin/nologin

ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin

nobody:x:99:99:Nobody: /:/sbin/nologin
systemd-network:x:192:192:systemd Network Management:/:/sbin/nologin
dbus:x:81:81:System message bus:/:/sbin/nologin

polkitd:x:999:998:User for polkitd:/:/sbin/nologin

sssd:x:998:996:User for sssd:/:/sbin/nologin
libstoragemgmt:x:997:994:daemon account for Llibstoragemgmt:/var/run/lsm:/sbin/nologin
colord:x:996:993:User for colord:/var/lib/colord:/sbin/nologin
rpc:x:32:32:Rpcbind Daemon:/var/lib/rpcbind:/sbin/nologin
abrt:x:173:173: : /etc/abrt:/sbin/nologin

setroubleshoot:x:995:991: : /var/lib/setroubleshoot:/sbin/nologin
rtkit:x:172:172:RealtimeKit:/proc:/sbin/nologin

chrony:x:994:990: : /var/lib/chrony:/sbin/nologin
ntp:x:38:38::/etc/ntp:/sbin/nologin

gluster:x:993:989:GlusterFS daemons:/run/gluster:/sbin/nologin
unbound:x:992:988:Unbound DNS resolver:/etc/unbound:/sbin/nologin
tss:x:59:59:Account used by the trousers package to sandbox the tcsd daemon:/dev/null:/sbin/nologin
usbmuxd:x:113:113:usbmuxd user:/:/sbin/nologin

geoclue:x:991:987:User for geoclue:/var/lib/geoclue:/sbin/nologin
pulse:x:171:171:PulseAudio System Daemon:/var/run/pulse:/sbin/nologin
gdm:x:42:42: :/var/1ib/gdm:/sbin/nologin

saned:x:990:984:SANE scanner daemon user:/usr/share/sane:/sbin/nologin
rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin
nfsnobody:x:65534:65534: Anonymous NFS User:/var/lib/nfs:/sbin/nologin
gnome-initial-setup:x:989:983: :/run/gnome-initial-setup/:/sbin/nologin
sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
avahi:x:70:7@:Avahi mDNS/DNS-SD Stack:/var/run/avahi-daemon:/sbin/nologin
postfix:x:89:89::/var/spool/postfix:/sbin/nologin
tcpdump:x:72:72::/:/sbin/nologin
helper:x:1000:1000:helper:/home/helper:/bin/bash

root

bin
daemon
adm

1p

sync
shutdown
halt
mail
operator
games
ftp
nobody
systemd-network
dbus
polkitd
sssd
libstoragemgmt
colord
rpc

abrt
setroubleshoot
rtkit
chrony
ntp
gluster
unbound
tss
usbmuxd
geoclue
pulse
gdm




0x05 451t

awk -F: '$3==0 {print $1}' /etc/passwd
[ubuntu server 16.04 641i1] BRIAER

helper@ubuntu-64bit:~$ awk -F: '$3==0 {print $1}' /etc/passwd

root
helper@ubuntu-64bit:~$

[Centos7 641i] ERIAER

[helper@centos-7 ~]$ awk -F: '$3==0 {print $1}' /etc/passwd

root

[helper@centos-7 ~]$

0x06 HRER

w ETRHAERALZNAFER

who ERAZHEMLEERAF

last -awF B RFAIEERER

users HEIE R

lastlog ETFAEAFPRE—RNERER

B%E https://www.jianshu.com/p/05926453654c

OxO07 57 PR 1%

SUID

o find / -perm /4000
GUID

o find / -perm /2000
SUIDE(&EGUID

o find / -perm /6000

[ubuntu server 16.04 641i1] ERIAER


https://www.jianshu.com/p/05926453654c

helper@ubuntu-64bit:~$ sudo find / -perm /4000

find: ¢/proc/29540/task/29540/1fd/6’: No such file or directory.
find: ‘/proc/29540/task/29540/fdinfo/6’: No such file or directory.
find: ‘/proc/29540/fd/5’: No such file or directory
find: ¢/proc/29540/fdinfo/5’: No such file or directory.
/bin/ping

/bin/mount

/bin/fusermount

/bin/ping6

/bin/su

/bin/umount

/usr/lib/openssh/ssh-keysign
/usr/1ib/x86_64-11inux-gnu/lxc/lxc-user-nic
/usr/lib/snapd/snap-confine
/usr/lib/eject/dmcrypt-get-device
/usr/lib/policykit-1/polkit-agent-helper-1
/usr/lib/dbus-1.0/dbus-daemon-Llaunch-helper
/usr/bin/chfn

/usr/bin/newgidmap

/usr/bin/at

/usr/bin/newuidmap

/usr/bin/passwd

/usr/bin/chsh

/usr/bin/gpasswd

/usr/bin/sudo

/usr/bin/pkexec

/usr/bin/newgrp
helper@ubuntu-64bit:~$

helper@ubuntu-64bit:~$ sudo find / -perm /2000
/var/cache/man

/var/local

/var/mail

find: ‘/proc/30008/task/30008/fd/6’: No such file or directory
find: ‘/proc/30008/task/30008/fdinfo/6’: No such file or directory
find: ‘/proc/30008/fd/5’: No such file or directory
find: ‘/proc/30008/fdinfo/5’: No such file or directory:
/sbin/unix_chkpwd

/sbin/pam_extrausers_chkpwd

/run/log/journal
/run/log/journal/8a877d13c7d5f293f8bfb222608634c4
/usr/local/lib/python3.5
/usr/local/lib/python3.5/dist-packages
/usr/local/share/sgml

/usr/local/share/sgml/dtd
/usr/local/share/sgml/misc
/usr/local/share/sgml/declaration
/usr/local/share/sgml/stylesheet
/usr/local/share/sgml/entities

/usr/local/share/xmlL

/usr/local/share/xml/misc
/usr/local/share/xml/schema
/usr/local/share/xml/declaration
/usr/local/share/xml/entities
/usr/1ib/x86_64-11inux-gnu/utempter/utempter
/usr/bin/crontab

/usr/bin/at

/usr/bin/screen

/usr/bin/chage

/usr/bin/wall

/usr/bin/expiry

/usr/bin/ssh-agent

/usr/bin/bsd-write

/usr/bin/mlocate

helper@ubuntu-64bit:~$




helper@ubuntu-64bit:~$ sudo find / -perm /6000
/var/cache/man

/var/local

/var/mail

find: ¢/proc/1207/task/1207/fd/6’: No such file or directory.
find: ¢/proc/1207/task/1207/fdinfo/6’: No such file or directory
find: ¢/proc/1207/fd/5’: No such file or directory
find: ¢/proc/1207/fdinfo/5’: No such file or directory
/sbin/unix_chkpwd

/sbin/pam_extrausers_chkpwd

/bin/ping

/bin/mount

/bin/fusermount

/bin/ping6

/bin/su

/bin/umount

/run/log/journal
/run/log/journal/8a877d13c7d5f293f8bfb222608634c4
/usr/local/lib/python3.5
/usr/local/lib/python3.5/dist-packages
/usr/local/share/sgml

/usr/local/share/sgml/dtd
/usr/local/share/sgml/misc
/usr/local/share/sgml/declaration
/usr/local/share/sgml/stylesheet
/usr/local/share/sgml/entities
/usr/local/share/xml

/usr/local/share/xml/misc
/usr/local/share/xml/schema
/usr/local/share/xml/declaration
/usr/local/share/xml/entities
/usr/1lib/openssh/ssh-keysign
/usr/1ib/x86_64-1inux-gnu/1xc/1xc-user-nic
/usr/1ib/x86_64-1inux-gnu/utempter/utempter
/usr/1ib/snapd/snap-confine
/usr/lib/eject/dmcrypt-get-device
/usr/lib/policykit-1/polkit-agent-helper-1

/usr/lib/eject/dmcrypt-get-device
/usr/lib/policykit-1/polkit-agent-helper-1
/usr/1lib/dbus-1.0/dbus-daemon-launch-helper
/usr/bin/chfn

/usr/bin/crontab
/usr/bin/newgidmap

/usr/bin/at

/usr/bin/newuidmap
/usr/bin/passwd

/usr/bin/screen

/usr/bin/chsh

/usr/bin/gpasswd

/usr/bin/chage

/usr/bin/wall

/usr/bin/expiry

/usr/bin/sudo

/usr/bin/ssh-agent
/usr/bin/pkexec

/usr/bin/newgrp
/usr/bin/bsd-write
/usr/bin/mlocate
helper@ubuntu-64bit:~$

[Centos7 641i1] BRINIE.




[helper@centos-7 ~]$ sudo find / -perm /4000

find: ¢/proc/4793/task/4793/fd/5’: &HB WD X B F
find: ¢/proc/4793/task/4793/fdinfo/5’: i&HB BN X2k B &
find: ¢/proc/4793/fd/6’: & BB X H % B F

find: ¢/proc/4793/fdinfo/6’: & B X {45k B *

find: ‘/run/user/1000/gvfs’: PR 755

/usr/bin/chfn

/usr/bin/Xorg

/usr/bin/chsh

/usr/bin/at

/usr/bin/crontab

/usr/bin/chage

/usr/bin/fusermount

/usr/bin/ksu

/usr/bin/gpasswd

/usr/bin/newgrp

/usr/bin/mount

/usr/bin/passwd

/usr/bin/pkexec

/usr/bin/su

/usr/bin/sudo

/usr/bin/staprun

/usr/bin/umount
/usr/1lib/polkit-1/polkit-agent-helper-1
/usr/libexec/dbus-1/dbus-daemon-launch-helper
/usr/libexec/spice-gtk-x86_64/spice-client-glib-usb-acl-helper
/usr/libexec/sssd/krb5_child
/usr/libexec/sssd/ldap_child
/usr/libexec/sssd/proxy_child
/usr/libexec/sssd/selinux_child
/usr/libexec/abrt-action-install-debuginfo-to-abrt-cache
/usr/libexec/flatpak-bwrap

/usr/sbin/mount.nfs

/usr/sbin/pam_timestamp_check

/usr/sbin/unix_chkpwd

/usr/sbin/userhelper

/usr/sbin/usernetctl

[helper@centos-7 ~]$

[helper@centos-7 ~]$ sudo find / -perm /2000

find: ¢/proc/4850/task/4850/fd/5’: RN 43 B F
find: ¢/proc/4850/task/4850/fdinfo/5’: & A& A X4k B F
find: ¢/proc/4850/fd/6’: &%& A>3 f43k B %

find: ¢/proc/4850/fdinfo/6’: %A BN B F

find: ¢/run/user/1000/gvfs’: X PR A 3
/run/log/journal
/run/log/journal/73c9d@59d4ba8941a5be94c15aa86fbb
/usr/bin/cgclassify

/usr/bin/cgexec

/usr/bin/locate

/usr/bin/ssh-agent

/usr/bin/wall

/usr/bin/write

/usr/1ib64/vte-2.91/gnome-pty-helper
/usr/libexec/openssh/ssh-keysign
/usr/libexec/utempter/utempter
/usr/libexec/abrt-action-install-debuginfo-to-abrt-cache
/usr/sbin/netreport

/usr/sbin/lockdev

/usr/sbin/postdrop

/usr/sbin/postqueue

[helper@centos-7 ~]$




[helper@centos-7 ~]$ sudo find / -perm /6000 2>/dev/null
/run/log/journal
/run/log/journal/73c9de59d4ba8941a5be94c15aa86fbb
/usr/bin/chfn

/usr/bin/Xorg

/usr/bin/chsh

/usr/bin/at

/usr/bin/crontab

/usr/bin/cgclassify.

/usr/bin/cgexec

/usr/bin/chage

/usr/bin/fusermount

/usr/bin/ksu

/usr/bin/gpasswd

/usr/bin/locate

/usr/bin/newgrp

/usr/bin/mount

/usr/bin/passwd

/usr/bin/pkexec

/usr/bin/su

/usr/bin/sudo

/usr/bin/ssh-agent

/usr/bin/staprun

/usr/bin/umount

/usr/bin/wall

/usr/bin/write
/usr/1lib/polkit-1/polkit-agent-helper-1
/usr/1ib64/vte-2.91/gnome-pty-helper
/usr/libexec/dbus-1/dbus-daemon-Llaunch-helper:
/usr/libexec/openssh/ssh-keysign
/usr/libexec/spice-gtk-x86_64/spice-client-glib-usb-acl-helper
/usr/libexec/sssd/krb5_child
/usr/libexec/sssd/1dap_child
/usr/libexec/sssd/proxy_child
/usr/libexec/sssd/selinux_child
/usr/libexec/utempter/utempter
/usr/libexec/abrt-action-install-debuginfo-to-abrt-cache
/usr/libexec/flatpak-bwrap
/usr/sbin/netreport

/usr/sbin/mount.nfs

/usr/sbin/lockdev
/usr/sbin/pam_timestamp_check
/usr/sbin/postdrop

/usr/sbin/postqueue

/usr/sbin/unix_chkpwd

/usr/sbin/userhelper

/usr/sbin/usernetctl

[helper@centos-7 ~]$

0x08 ThSHEEELNF

LD_PRELOAD

o echo SLD_PRELOAD
/etc/ld.so.conf

LD_LIBRARY_PATH

o echo $LD_LIBRARY_PATH
/etc/ld.so.preload

[ubuntu server 16.04 641iI] ERiAfE
helper@ubuntu-64bit:~$ echo $LD_PRELOAD

helper@ubuntu-64bit:~$ cat /etc/1d.so.conf
include /etc/1d.so.conf.d/*.conf

helper@ubuntu-64bit:~$ cat /etc/ld.so.conf.d/*
# libc default configuration

/usr/local/lib

# Multiarch support

/1ib/x86_64-11inux-gnu
/usr/1ib/x86_64-11inux-gnu
helper@ubuntu-64bit:~$ echo $LD_LIBRARY_PATH

helper@ubuntu-64bit:~$




helper@ubuntu-64bit:~$ cat /etc/ld.so.preload
cat: /etc/ld.so.preload: No such file or directory

helper@ubuntu-64bit:~$

[Centos7 641i] ERIATER

[helper@centos-7 ~]$ echo $LD_PRELOAD

[helper@centos-7 ~]$ cat /etc/ld.so.conf

include 1d.so.conf.d/*.conf

[helper@centos-7 ~]$ cat /etc/ld.so.conf.d/*
/usr/1ib64//bind9-export/

/usr/1ib64/dyninst

# Placeholder file, no vDSO hwcap entries used in this kernel.
/usr/1ib64/mysql

[helper@centos-7 ~]$ echo $LD_LIBRARY_PATH

[helper@centos-7 ~]$

[helper@centos-7 ~]$ cat /etc/ld.so.preload
cat: /etc/1d.so.preload: && BN X438 B F
[helper@centos-7 ~]$%

BFEasE
https://mp.weixin.qg.com/s/7m0OeZ6DkSAFqgzibN82qcMg

https://mp.weixin.qg.com/s/InMQaKOwns2mEIp5yF8dDw

0x09 BASHRE#H%$

bash

7 bash FEN—1 S, MRESIMERIES, bash EERB—EMNERMIALESH—MHIT, bash
HERINFE R

1. 318, FAaliostI|ENHS

2. XxP=, wnif, for

3. R
4, NEHZ, Wcd, pwdsF
5. M@ S, TEPATHERIRHF K

FHTI LB ZE https://www.cnblogs.com/zhiminyu/p/14388997.html
A

1RIE bash ManLAERINT, BRERESLSERFRREEREXNXG, ERFEEII, XEFAZRFRIN
17, FRIUXEXMEESEARIIXH, thiiRik

7 Centos HREWBHSRERMAXMAN, 7 /usr/bin/ BR T, 7 Ubuntu RBERIBXHE, XL
EHRBEAMBAIT bash WEHS

o BERNE®Z


https://mp.weixin.qq.com/s/7mOeZ6DkSAFqzibN82qcMg
https://mp.weixin.qq.com/s/InMQaKOwns2mEIp5yF8dDw
https://www.cnblogs.com/zhiminyu/p/14388997.html

o compgen -b // ABEEEASE, VXFIHKSHEMLE

[helper@centos-linux--live-dvd- ~]$ compgen -b

help // FIHes L HLHER G E

[helper@centos-linux--live-dvd- ~]$ help

GNU bash, hrZ 4.2.46(2)-release (x86_64-redhat-1linux-gnu)
XL shell <L ERAIMENM . FHA “help' BAIRE—1FI%K .
BN “help B’ UBIBXRH BM' WESELS.

f€M “info bash' XIRGKF shell WEZ —RMEEFES

€A “man -k' F “info' REMAEIIRPMNGLHNEZER.

BMBBNES (*) BREZBIHER.

job_spec [&] history [-c] [-d {s#%&] [n] 3¢ history -anr
(&) if <, then §<; [ elif < ; then $<; 1..
. X#HE 351 jobs [-lnprs] [E5ERE ...] 8 jobs -x < [BH

8 kill [-s E5EB | -n F5KS | -ES5EHE]
[2%...1] let 28 [B% ...]
[[ &&= 1] local [option] Z#R[=E] ...

ubuntu 16.04 1 Centos 7 RIAHN BT =2— M,

[

alias
bg

bind
break
builtin
caller
cd
command
compgen
complete
compopt
continue
declare
dirs
disown
echo
enable
eval
exec
exit
export
false
fc

fg
getopts
hash
help
history




jobs
kill
let
local
logout
mapfile
popd
printf
pushd
pwd
read
readarray
readonly
return
set
shift
shopt
source
suspend
test
times
trap
true
type
typeset
ulimit
umask
unalias
unset
wait

o FHNEMBLEBXM

compgen -b | grep -v -E "\.|\:" | while read line;do 1ls /usr/bin/$line 2>null ;

done

ubuntu 16.04 EFERMEXHE

/usr/bin/[
Jusr/bin/printf
/usr/bin/test

Centos 7 E1F1ERIMER XA

jusr/bin/[
/usr/bin/alias
/usr/bin/bg
/usr/bin/cd
/usr/bin/command
/usr/bin/echo
/usr/bin/false
/usr/bin/fc
/usr/bin/fg
/usr/bin/getopts
/usr/bin/jobs
Jusr/bin/kill
/Jusr/bin/printf




e NEMSHUNXHGERNE
LA cd &85, Centos 7 H /usr/bin/cd RBMWTF:

[helper@centos-linux--live-dvd- ~]$ cat /usr/bin/cd
#1/bin/sh
builtin cd "$@"

[helper@centos-linux--live-dvd- ~]$

XBEE—NE#, B—E9XHEA /usr/bin/test %) R LI A4, MBS RSk
RE, bashhkZBAREMAR, FrAXBRINICHAX S, T#EEIXHUEREBEANNE, ST

compgen -b | grep -v -E "\.|\:" | while read line;do result=$(1ls
Jusr/bin/$line 2>null && file /usr/bin/$line);if [[ $result =~ "script" 1];
then echo M————————-"—"——————————— " && echo /usr/bin/$line && cat

/usr/bin/$line; fi ; done

ubuntu 16.04 RE LI N X HRABEIASH)

helper@localhost:~$ compgen -b | grep -v. -E "\.I\:" | while read line;do result=$Cls /usr/bin/$li
" & echo /usr/bin/$line && cat /usr/bin/$line; fi ; done

helper@localhost:~$

ubuntu & B A2 [E) 7 X
Centos7 AE < IR XHRABFIZSSH)



[helper@centos-linux--live-dvd- ~]$ compgen -b | grep -v -E "\.I\:" | while read line;do result=S(ls /usr/bin/$line 2>null 8 file /usr/bin/$line);if [[ Sresult — “script” 17; then echo " " 8& echo $line 8& cat /usr/bin/$line; fi ; done

Jusr/bin/alias
#1/bin/sh

#1/bin/sh

Jusr/bin/cd
#1/bin/sh
builtin cd "$e"

Jusr/bin/fc
#1/bin/sh
builtin fc "$e"

/usr/bin/getopts
#1/bin/sh
builtin getopts "$@"

/usr/bin/jobs
#1/bin/sh
builtin jobs "$e"

Jusr/bin/read
#1/bin/sh
builtin read "$e"

in,
1/bin/sh

builtin umask "$e"
/usr/bin/unalias

#1/bin/sh
builtin unalias "$@"

Jusr/bin/wait

#1/bin/sh

builtin wait "$@"
[helper@centos-linux--live-dvd- ~]$

Centos 7 BAARTFE U T /LR RURIZ S

/usr/bin/alias
/usr/bin/bg
Jusr/bin/cd
/usr/bin/command
/usr/bin/fc
Jusr/bin/fg
/usr/bin/getopts
/usr/bin/jobs
/usr/bin/read
/usr/bin/umask
/usr/bin/unalias
/usr/bin/wait

AT HERKEX, FXFREREGS

/usr/bin/alias
#!/bin/sh
builtin alias "S@"

/usr/bin/bg
#!/bin/sh
builtin bg "s$@E"

/usr/bin/cd
#!/bin/sh
builtin cd "s$@"

/usr /bin/command
#!/bin/sh
builtin command "$@"

/usr/bin/fc
#!/bin/sh




builtin fc "$@"

/usr/bin/fg
#!/bin/sh
builtin fg "s$@"

/usr/bin/getopts
#!/bin/sh
builtin getopts "$@"

/usr/bin/jobs
#!/bin/sh
builtin jobs "$@"

/usr/bin/read
#!/bin/sh
builtin read "$@"

/usr/bin/umask
#!/bin/sh
builtin umask "$@"

/usr/bin/unalias
#!/bin/sh
builtin unalias "s$@"

/usr/bin/wait
#!/bin/sh
builtin wait "$@"

Ox10 BASH K%k

bash

£ bash FEEIA—T <, MRBEZITERIES, bash FERB—EMNUERMIH=HN—HIT, bash
L RIERINF

. A&, fERaliostIENRS
. KRBT, fif, for
« REHZ, cd, pwdss
. IMEBERS, TEPATHERERH K
FEMeI L SE
REMIATISE T — LRI, ATLUBE declare s K#ITEER

® declare -f

EEFMERBHNEKEX AR
AELLRK, RREHLRFHFE, TRAKSEMILRESRTT
AL unset -f functionName HI75 KT RERIR EMIPR

[y

g A NN


https://www.cnblogs.com/zhiminyu/p/14388997.html

ox1l IFIZT =

® env
® set
® export

® cat /proc/$PID/environ

® declare

[ubuntu server 16.04 641i1] BRINER

helper@ubuntu-64bit:~$ env.
XDG_SESSION_ID=6
TERM=xterm
SHELL=/bin/bash
SSH_CLIENT=10.211.55.2 64865 22
SSH_TTY=/dev/pts/@
USER=helper:
LS_COLORS: 3 534 536: 3 533:50=01;35:do=01;35:bd=40;33;01: cd=40;33;01:0r=40;31;01:mi=00: s
L t1z=01;31:* . txz=01;31:*.t70=01; .t7z=01;
31:*.jar=01;31:*.war=01;31
=01;35:* . xpl
_mp4v=01;3! 7 335:%.nuv=01;35: * .wmv=01;35:*.asf=01;35:*
35:% . d1-01;35:* . xcf=0 X X *_cgm=01;35:* emf=01;35:* . 0gv=01;35:*.0gx=01;35:*.aac=00;36:* . au=00;36: * . flac=00;36: *.m4a=00; 36: *.mid=00; 36 * .mi di=00; 3
536:*.mp3=00;36:*.mpc=00;36:*.09g=00;36:*.ra=00;36:*.wav=00;36:*.0ga=00;36: *.opus=00;36:*. spx=00;36:*.xspf=00; 36
MAIL=/var/mail/helper
PATH=/home/helper/bin:/home/helper/.local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games:/usr/local/games:/snap/bin
PWD=/home/helper
LANG=en_US.UTF-8
SHLVL=1
HOME=/home/helper
LOGNAME=helper
XDG_DATA_DIRS=/usr/local/share:/usr/share:/var/lib/snapd/desktop
SSH_CONNECTION=10.211.55.2 64865 10.211.55.10 22
LESSOPEN=| /usr/bin/lesspipe %s
XDG_RUNTIME_DIR=/run/user/1000
LESSCLOSE=/usr/bin/lesspipe %s %s
_=/usr/bin/env
helper@ubuntu-64bit:~$

[Centos7 641i1] ERINIBER

[helper@centos-7 ~]$ env.

XDG_SESSION_ID=38

HOSTNAME=centos-7. shared

SELINUX_ROLE_REQUESTED=

TERM=xterm

SHELL=/bin/bash

HISTSIZE=1000

SSH_CLIENT=10.211.55.2 64896 22

SELINUX_USE_CURRENT_RANGE=

SSH_TTY=/dev/pts/3

USER=helper

LS_COLORS: 1;34:1n-01;36:mh-00: pi=40;33: 335: ;35: 333;01: ;33;01: 8 ;42: ;42: - 01;32:*.tar-01;31:*.tgz=01;31:*.arc-01;31:*
.arj=01;31:* taz=01;31:*.1ha=01;31:*.124=01;31:* .1zh=01;31: * . 1zma=01;31: *. 531, $31:%, 531:%, $31:%.2i $31:%. 531:%, 531:%.dz=01;31:*.9z=01;31:* . 1rz=01;31:*.12=01;31:*.120=01;31: * . x
31:*.bz2=01;31:*. 3 1EERE| 1;31:*.tbz2=01;31:*. 8%, N 89, 30 8%y 8%, N 89y 30 89, i*.cpi 89, 1N L7 3
*.cab=01;31:*.jp 35:*. jpeg=01;35:*.9if=01;35 . pbm: o o o o 8 .Xpm=01; o Lt o o X .mng=01 .pcx=01;3

*.midi=01;36:*.mka=01;36:*.mp3=01;36:*.mpc=01;36:*.09g=01;36:* 1536:*.wav=01;36:*.axa=01;36:*.0ga=01;36:*.spx=01;36:*.xspf=01;3
MAIL=/var/spool/mail/helper
PATH=/usr/local/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/home/helper/.local/bin:/home/helper/bin

PWD=/home/helper

LANG=zh_CN.UTF-8

SELINUX_LEVEL_REQUESTED=

HISTCONTROL=ignoredups

SHLVL=1

HOME=/home/helper

LOGNAME=helper
XDG_DATA_DIRS=/home/helper/.local/share/flatpak/exports/share:/var/lib/flatpak/exports/share:/usr/local/share:/usr/share
SSH_CONNECTION=10.211.55.2 64896 10.211.55.11 22

LESSOPEN=1 | /usr/bin/lesspipe.sh %s

XDG_RUNTIME_DIR=/run/user/1000

sr/bin/env

[helper@centos-7 ~]$

0x12 FEhW &AL & 2

e systemctl list-unit-files --type=service | grep enabled

o MREMIAFEZANBEBIRST, ILUERN MEEZHITELHEERANER,LL bluetooth
7151
o systemctl stop bluetooth.service
o systemctl disable bluetooth.service
e /etc/rc.local



e /etc/rc.d/rc.local
e /etc/rc.d/init.d/
e chkconfig --list
e /etc/profile
e /etc/bashrc
e ~/.bashrc
e ~/.bash_profile
e ~/.profile
e ~/.bash_logout
HTARRKRE, FAUME T AIRSMR, BiE UbutnufCentosFRERIAB A IAEFFIR R MR 0x02

Ox13 ssh key

e /root/.ssh/authorized_keys fRFEHZIZENMNAH, TEEHNAULEEER

® -~/.ssh/authorized_keys B TMHAFH=EHCHREREE—D

e /root/.ssh/known_hosts BEF—A8EWsshitSIEMHFHAFAIER TR, FREZHITLLR,
LARA LE 48 E0 45

0x14 ssh config

ssh B P IRECE XM MNEINF <1783 > ~/.ssh/config > /etc/ssh/ssh_config
/etc/ssh/ssh_config
XX ARIAFTE
~/.ssh/config
AINEREX IR, XTXHZAEFIRAN

MR ERRWPIXHEFE, AAUREREFRNSE, UWTRTSHAIUERAERE]

e LocalCommand
e ProxyCommand

B UBBARSXE SSH Config /&) | Linux EIT&RY
0Ox15 alias 8

o EHIZFWMIN alias iU


https://mp.weixin.qq.com/s/7WDWjMOI7GdUM5e4vDVAoA

root@helper: /home/helper# alias

alias egrep=‘'egrep --color=auto’

alias fgrep='fgrep --color=auto’
alias grep="grep --color=auto’
alias 1="1s -CF°

alias la="1ls -A°

alias 11="1s -alF*

alias 1s="ls --color=auto’
root@helper: /home/helper#

[Ubuntu server 16.04 641i1] ZRIAIER

helper@ubuntu-64bit:~$
helper@ubuntu-64bit:~$ alias
alias alert="notify-send --urgency=low -1 "$(C[ $? = @ ] && echo terminal || echo error)
alias egrep="egrep --color=auto'
alias fgrep='fgrep --color=auto'
alias grep="grep --color=auto"
alias 1="1s -CF'

alias la="ls -A"

alias 11="1s -alF'

alias 1s="ls --color=auto'
helper@ubuntu-64bit:~$

[Centos 7 641i1] ZRIAER

[helper@centos-7 ~]$ alias
alias egrep='egrep --color=auto’
alias fgrep='fgrep --color=auto'
alias grep='grep --color=auto'
alias l1.="ls -d .* --color=auto’

alias 11="1ls -1 --color=auto'

alias ls='ls --color=auto'
alias vi="vim'

* “$(histonyltail -nllsed -e "\*“s/A\s*[0-9I\+\s*//;s/[;&|I\s*alerts//*\* )"

alias which="alias | /usr/bin/which --tty-only --read-alias --show-dot --show-tilde"

[helper@centos-7 ~]$

BARIUSE

https://mp.weixin.qg.com/s/yXY80opNctHK5d9tXhQj35w

Ox16 DNSft&

® /etc/resolv.conf

ox17 A&

AESREbRES T, B L FEESRET, EAREE /var/log/ T

e ssh-key IBER

Linuxi@idkeyE R, BEETATFMEH KW NkeyEREY?


https://mp.weixin.qq.com/s/yXY8opNctHK5d9tXhQj35w

__“'/(l_ _E'_i" E 7 i;:_l“/f‘_fgf'“*ﬁ, LX—FEE’\J H lL,\jng

:~$ cat /var/log/auth.log

Oct 26 21:21:49 localhost su[2129]: pam_unix(su:session): session closed for user root
Oct 26 21:22:09 localhost sshd[2143]: Accepted publickey for helper from 172.16.44.6 port 39278 ssh2: RSA SHA256:Ms60ouzQCIZhNUIWpMmOCBB4h7+x92xu4apHTLe8nVwQ

Oct 26 21:22:09 localhost sshd[2143]: pam_unix(sshd:session): session opened for user helper by (uid=0)

Oct 26 21:22:09 localhost systemd-logind[920]: New session 8 of user helper.

Oct 26 21:22:13 localhost sshd[2179]: Received disconnect from 172.16.44.6 port 39278:11: disconnected by user
Oct 26 21:22:13 localhost sshd[2179]: Disconnected from 172.16.44.6 port 39278

Oct 26 21:22:13 localhost sshd[2143]: pam_unix(sshd:session): session closed for user helper

Oct 26 21:22:13 localhost systemd-logind[92@0]: Removed session 8.

Oct 26 21:22:27 localhost sshd[2197]: Accepted publickey for helper from 172.16.44.7 port 57768 ssh2: RSA SHA256:C5dMZnKUj8/@c5hj6CSU6D7N8EQK/qb15CnkLC17GLC
Oct 26 21:22:27 localhost sshd[2197]: pam_unix(sshd:session): session opened for user helper by (uid=0)

Oct 26 21:22:27 localhost systemd-logind[920]: New session 9 of user helper.

Oct 26 21:22:31 localhost sshd[2233]: Received disconnect from 172.16.44.7 port 57768:11: disconnected by user
Oct 26 21:22:31 localhost sshd[2233]: Disconnected from 172.16.44.7 port 57768

Oct 26 21:22:31 localhost sshd[2197]: pam_unix(sshd:session): session closed for user helper

Oct 26 21:22:31 localhost systemd-logind[920]: Removed session 9.

helper@local t:~$ 1s

XM MEA key REFNENNERBE, BAAIUEIERIPH, ERWRBEHE DRI =2H
keyR#HITERH, HBMFEIE

ssh2: RSA SHA256:Ms60uzQCIZhNUJWpMmOCBB4h7+x92xu4apHTLe8nVwQ

ssh2: RSA SHA256:C5dMZnKUj8/0c5hj6CSUGD7NS8EQK/gb15CnkLC17GLCc
X MES RS B EENE P iGN AT ——3 L

LSOXFAMERZ IR RSA AR SHA256 BB, FRAF(TATLUER TENG SIERS 28 LEER
FREHIAEARISHA 256 HHE ¥R, JHHE—T

ssh-keygen -1f ~/.ssh/authorized_keys

[helper@localhost: $ ssh-keygen -1f /home/helper/.ssh/authorized_keys
2048 SHA256:Ms60uzQCIZhNUJWpMmOCBB4h7+x92xu4apHTLe8nVwQ helper@ubuntul8 (RSA)

3072 SHA256 CSdMZnKUJ8/0c5hj6CSU6D7N8EQK/qb15anLC17GLc helper@ubuntu2@ (RSA)
1 @10c $

XiF—X LR AERE T

Ox18 ptrace_scope

RINRF SR Eptrace#IT—L421F, tbal fork &, AILIEFR /proc/sys/kernel/yama/ptrace_scope X
rRAE

ubuntu 16.04 ZXiA

1

helper@ubuntu-64bit:~$

centos 7 ZXiA

[helper@ceﬁtos-7 ~1% cat /proc/sys/kernel/yama/ptrace scope
0
[helper@centos-7 ~1$% I




Ox19 ASLR

ASLR B—I0 Linux RAMNFRIFTEHE, RFELEMI=EHEITRNL, BE—LiaHE
cat /proc/sys/kernel/randomize_va_space
LA EREEXWT:

o 0 - RinKAHIZHUZ BIFENLIL,
o 1-RIFEmMmaplIEL, stackMvdsoTiEFEHK
o 2 - FRINFEIRVER EIZMNE (heap) HIRENLIE

[Ubuntu Server 16.04] ZRIAER

helper@localhost:~$ sudo cat /proc/sys/kernel/randomize_va_space

[Centos 7] ERINIBR

[[helper@localhost ~]$ sudo cat /proc/sys/kernel/randomize_va_space
2

/proc/sys/kernel/randomize_va_space —MNMERRGITIERNXH,;, —HZETE
/etc/sysctl.conf HEZE ASLR BYKA XK

[Ubuntu Server 16.04] ZRIAER

$ cat /etc/sysctl.conf | grep -v -E "A#"

helper@localhost:~$

[Centos 7] ERINIBR

[[helper@localhost ~]$ cat /etc/sysctl.conf | grep -v -E "A#"

[[helper@localhost ~]%

0x20 capabilities

capabilities @—3F Linux AREELI D FEZEISE, RESH A A LT ERAGS R RINIRE
getcap -r / 2>/dev/null
[Ubuntu Server 16.04] ZRIAIER



[helper@localhost:~$ sudo getcap -r / 2>/dev/null

/usr/bin/mtr = cap_net_raw+ep
/usr/bin/traceroute6.iputils

/usr/bin/systemd-detect-virt

helper@localhost:~$

[Centos 7] ERIAIBR

cap_net_raw+ep
cap_dac_override,cap_sys_ptrace+ep

[[helper@localhost ~]$ sudo getcap -r / 2>/dev/null
/usr/bin/gnome-keyring-daemon = cap_ipc_lock+ep
/usr/bin/newgidmap = cap_setgid+ep
/usr/bin/newuidmap = cap_setuid+ep

/usr/bin/ping = cap_net_admin,cap_net_raw+p

/usr/sbin/arping = cap_net_raw+p

/usr/sbin/clockdiff = cap_net_raw+p

/usr/sbin/mtr = cap_net_raw+ep
[helper@localhost ~]$%

NRRINRIKEIRIR, FJUER setcap HITEMKEHEIUH

Ox21 iptables xS A

BEWEEERER iptables H#TIEOE A
sudo 1iptables -L
[Ubuntu Server 16.04] BRiAIER

[helper@localhost:~$ sudo iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source

Chain FORWARD (policy ACCEPT)
target prot opt source

Chain OUTPUT (policy ACCEPT)
target prot opt source
helper@localhost: ~$

[Centos 7] ERINIER

Chain INPUT (policy ACCEPT)

target prot opt source

ACCEPT all -- anywhere
RELATED,ESTABLISHED

ACCEPT all -- anywhere
INPUT_direct all -- anywhere
INPUT_ZONES_SOURCE all -- anywhere

destination

destination

destination

destination
anywhere

anywhere
anywhere
anywhere




INPUT_ZONES all --
DROP all --
REJECT all --
host-prohibited

anywhere
anywhere
anywhere

Chain FORWARD (policy ACCEPT)
target prot opt source

ACCEPT all -- anywhere
RELATED,ESTABLISHED

ACCEPT all -- anywhere
FORWARD_direct all -- anywhere
FORWARD_IN_ZONES_SOURCE all --
FORWARD_IN_ZONES all -- anywhere
FORWARD_OUT_ZONES_SOURCE all --
FORWARD_OUT_ZONES all -- anywhere
DROP all -- anywhere

REJECT all -- anywhere
host-prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source
ACCEPT all -- anywhere
OUTPUT_direct all -- anywhere

Chain FORWARD_IN_ZONES (1 references)
target prot opt source
FWDI_public all -- anywhere
FWDI_public all -- anywhere

anywhere

anywhere

anywhere
anywhere
anywhere

ctstate INVALID
reject-with icmp-

destination
anywhere ctstate
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere

ctstate INVALID
reject-with icmp-

destination
anywhere
anywhere

destination
anywhere
anywhere

Chain FORWARD_IN_ZONES_SOURCE (1 references)

target prot opt source

Chain FORWARD_OUT_ZONES (1 references)
target prot opt source

FWDO_public all -- anywhere
FWDO_public all -- anywhere

destination

destination
anywhere
anywhere

Chain FORWARD_OUT_ZONES_SOURCE (1 references)

target prot opt source
Chain FORWARD_direct (1 references)
target prot opt source

Chain FWDI_public (2 references)
target prot opt source
FWDI_public_log all --
FWDI_public_deny all --
FWDI_public_allow all --
ACCEPT icmp -— anywhere

anywhere
anywhere
anywhere

Chain FWDI_public_allow (1 references)
target prot opt source

Chain FWDI_public_deny (1 references)
target prot opt source

Chain FWDI_public_log (1 references)

target prot opt source

destination

destination

destination
anywhere
anywhere
anywhere
anywhere

destination

destination

destination




Chain FWDO_public (2 references)
target prot opt source
FWDO_public_log all -- anywhere
FWDO_public_deny all -- anywhere
FWDO_public_allow all -- anywhere

Chain FWDO_public_allow (1 references)
target prot opt source

Chain FWDO_public_deny (1 references)
target prot opt source

Chain FWDO_public_log (1 references)
target prot opt source

Chain INPUT_ZONES (1 references)
target prot opt source
IN_public all -- anywhere
IN_public all -- anywhere

Chain INPUT_ZONES_SOURCE (1 references)
target prot opt source

Chain INPUT_direct (1 references)
target prot opt source

Chain IN_public (2 references)
target prot opt source
IN_public_log all -- anywhere
IN_public_deny all -- anywhere
IN_public_allow all -- anywhere
ACCEPT icmp -— anywhere

Chain IN_public_allow (1 references)
target prot opt source

ACCEPT tcp -- anywhere

NEW, UNTRACKED

ACCEPT udp -- anywhere
ctstate NEW,UNTRACKED

Chain IN_public_deny (1 references)
target prot opt source

Chain IN_public_log (1 references)

target prot opt

Chain OUTPUT_direct
target prot opt

source

(1 references)
source

destination

anywhere
anywhere
anywhere

destination

destination

destination

destination
anywhere
anywhere

destination

destination

destination

anywhere
anywhere
anywhere

anywhere

destination

anywhere

224.0.0.251

destination

destination

destination

tcp dpt:ssh ctstate

udp dpt:mdns




0x22 ZIAFILE
MRBEEX /etc/passwd XHEGWNIR, AJUEERERNFRMATEN, ZEEUERERX
MNEEHITER
cat /etc/passwd | cut -d ":" -f 2 | grep -v "x
[Ubuntu Server 16.04] ZRiNIER

$ cat /etc/passwd | cut -d ":" -f 2 | grep -v "x

[Centos 7] ERiINER

[[helper@localhost ~]$ cat /etc/passwd | cut -d ":" -f 2 | grep -v "x"
[helper@localhost ~]$%

0x23 fREEE

AGRSHEXLE

FIKIEFEIBITHRARS
sudo systemctl list-units --type=service --state=running

[Ubuntu Server 16.04] ZRiAER



helper@localhost:~$ sudo systemctl list-units --type=service --state=running

UNIT LOAD ACTIVE SUB DESCRIPTION

accounts-daemon.service loaded active running Accounts Service

acpid.service loaded active running ACPI event daemon

atd.service loaded active running Deferred execution scheduler

cron.service loaded active running Regular background program processing daemon
dbus.service loaded active running D-Bus System Message Bus

getty@ttyl.service loaded active running Getty on ttyl

irgbalance.service loaded active running LSB: daemon to balance interrupts for SMP systems
iscsid.service loaded active running iSCSI initiator daemon (iscsid)
lvm2-lvmetad.service loaded active running LVM2 metadata daemon

1xcfs.service loaded active running FUSE filesystem for LXC

mdadm.service loaded active running LSB: MD monitoring daemon

open-vm-tools.service loaded active running Service for virtual machines hosted on VMware
polkitd.service loaded active running Authenticate and Authorize Users to Run Privileged Tasks
rsyslog.service loaded active running System Logging Service

ssh.service loaded active running OpenBSD Secure Shell server
systemd-journald.service loaded active running Journal Service

systemd-logind.service loaded active running Login Service

systemd-timesyncd.service 1loaded active running Network Time Synchronization
systemd-udevd.service loaded active running udev Kernel Device Manager
unattended-upgrades.service loaded active running Unattended Upgrades Shutdown

user@1000.service loaded active running User Manager for UID 1000

vgauth.service loaded active running Authentication service for virtual machines hosted on VMware

LOAD = Reflects whether the unit definition was properly loaded.
ACTIVE = The high-level unit activation state, i.e. generalization of SUB.
SUB = The low-level unit activation state, values depend on unit type.

22 loaded units listed. Pass --all to see loaded but inactive units, too.
To show all installed unit files use 'systemctl list-unit-files'.
helper@localhost:~$

helper@localhost:~$ sudo systemctl list-units --type=service --state=running
UNIT LOAD ACTIVE SUB DESCRIPTION
accounts—-daemon.service loaded active running Accounts Service
acpid.service loaded active running ACPI event daemon
atd.service loaded active running Deferred execution scheduler
cron.service loaded active running Regular background program
processing daemon

dbus.service loaded active running D-Bus System Message Bus
getty@ttyl.service loaded active running Getty on ttyl
irgbalance.service loaded active running LSB: daemon to balance
interrupts for SMP systems

iscsid.service loaded active running iSCSI initiator daemon (iscsid)
Lvm2-1lvmetad.service loaded active running LVM2 metadata daemon
Ixcfs.service loaded active running FUSE filesystem for LXC
mdadm.service loaded active running LSB: MD monitoring daemon
open-vm-tools.service loaded active running Service for virtual machines
hosted on VMware

polkitd.service loaded active running Authenticate and Authorize
Users to Run Privileged Tasks

rsyslog.service loaded active running System Logging Service
ssh.service loaded active running OpenBSD Secure Shell server
systemd-journald.service loaded active running Journal Service
systemd-logind.service loaded active running Login Service
systemd-timesyncd.service loaded active running Network Time Synchronization
systemd-udevd.service loaded active running udev Kernel Device Manager
unattended-upgrades.service loaded active running Unattended Upgrades Shutdown
user@lO00.service loaded active running User Manager for UID 1000
vgauth.service loaded active running Authentication service for
virtual machines hosted on VMware

LOAD Reflects whether the unit definition was properly loaded.
ACTIVE The high-level unit activation state, i.e. generalization of SUB.
SUB The low-level unit activation state, values depend on unit type.




loaded units listed. Pass --all to see loaded but inactive units, too.
To show all dinstalled unit files use 'systemctl list-unit-files'.

[Centos 7] ERIAIER

[[helper@localhost ~]$ sudo systemctl list-units --type=service --state=running
UNIT LOAD  ACTIVE SUB DESCRIPTION
abrt-oops.service loaded active running ABRT kernel log watcher
abrt-xorg.service loaded active running ABRT Xorg log watcher
abrtd.service loaded active running ABRT Automated Bug Reporting Tool
accounts-daemon.service loaded active running Accounts Service
alsa-state.service loaded active running Manage Sound Card State (restore and store)
atd.service loaded active running Job spooling tools
auditd.service loaded active running Security Auditing Service
avahi-daemon.service loaded active running Avahi mDNS/DNS-SD Stack
bluetooth.service loaded active running Bluetooth service
bolt.service loaded active running Thunderbolt system service
chronyd.service loaded active running NTP client/server
colord.service loaded active running Manage, Install and Generate Color Profiles
crond.service loaded active running Command Scheduler
cups.service loaded active running CUPS Printing Service
dbus.service loaded active running D-Bus System Message Bus
firewalld.service loaded active running firewalld - dynamic firewall daemon
fprintd.service loaded active running Fingerprint Authentication Daemon
fwupd.service loaded active running Firmware update daemon
gdm.service loaded active running GNOME Display Manager
geoclue.service loaded active running Location Lookup Service
gssproxy.service loaded active running GSSAPI Proxy Daemon
libstoragemgmt.service loaded active running libstoragemgmt plug-in server daemon
i loaded active running LVM2 metadata daemon

loaded active running Modem Manager

loaded active running Network Manager

loaded active running PackageKit Daemon

loaded active running Authorization Manager
postfix.service loaded active running Postfix Mail Transport Agent
rngd.service loaded active running Hardware RNG Entropy Gatherer Daemon
rpcbind.service loaded active running RPC bind service
rsyslog.service loaded active running System Logging Service
rtkit-daemon.service loaded active running RealtimeKit Scheduling Policy Service
smartd.service loaded active running Self Monitoring and Reporting Technology (SMART) Daemon
sshd.service loaded active running OpenSSH server daemon
systemd-journald.service loaded active running Journal Service
[systemd-logind.service loaded active running Login Service
[systemd-udevd.service loaded active running udev Kernel Device Manager
[tuned.service loaded active running Dynamic System Tuning Daemon
[udisks2.service loaded active running Disk Manager
[upower.service loaded active running Daemon for power management

loaded active running VGAuth Service for open-vm-tools

loaded active running Service for virtual machines hosted on VMware

loaded active running WPA Supplicant daemon

Reflects whether the unit definition was properly loaded.
The high-level unit activation state, i.e. generalization of SUB.
= The low-level unit activation state, values depend on unit type.

[43 loaded units listed. Pass --all to see loaded but inactive units, too.
[To show all installed unit files use 'systemctl list-unit-files'.
[[helper@localhost ~]$

[helper@localhost ~]$ sudo systemctl list-units --type=service --state=running
UNIT LOAD ACTIVE SUB DESCRIPTION

abrt-oops.service loaded active running ABRT kernel log watcher
abrt-xorg.service loaded active running ABRT Xorg log watcher
abrtd.service loaded active running ABRT Automated Bug Reporting Tool
accounts—-daemon.service loaded active running Accounts Service
alsa-state.service loaded active running Manage Sound Card State (restore
and store)

atd.service loaded active running Job spooling tools

auditd.service loaded active running Security Auditing Service
avahi-daemon.service loaded active running Avahi mDNS/DNS-SD Stack
bluetooth.service loaded active running Bluetooth service

bolt.service loaded active running Thunderbolt system service
chronyd.service loaded active running NTP client/server

colord.service loaded active running Manage, Install and Generate Color
Profiles

crond.service loaded active running Command Scheduler

cups.service loaded active running CUPS Printing Service
dbus.service loaded active running D-Bus System Message Bus
firewalld.service loaded active running firewalld - dynamic firewall
daemon

fprintd.service loaded active running Fingerprint Authentication Daemon
fwupd.service loaded active running Firmware update daemon
gdm.service loaded active running GNOME Display Manager
geoclue.service loaded active running Location Lookup Service
gSSproxy.service loaded active running GSSAPI Proxy Daemon




libstoragemgmt.service loaded active running libstoragemgmt plug-in server
daemon

lvm2-Tlvmetad.service loaded active running LVM2 metadata daemon
ModemManager.service loaded active running Modem Manager
NetworkManager.service loaded active running Network Manager
packagekit.service loaded active running PackageKit Daemon
polkit.service loaded active running Authorization Manager
postfix.service loaded active running Postfix Mail Transport Agent
rngd.service loaded active running Hardware RNG Entropy Gatherer
Daemon

rpcbind.service loaded active running RPC bind service
rsyslog.service loaded active running System Logging Service
rtkit-daemon.service loaded active running RealtimeKit Scheduling Policy
Service

smartd.service loaded active running Self Monitoring and Reporting
Technology (SMART) Daemon

sshd.service loaded active running OpenSSH server daemon
systemd-journald.service loaded active running Journal Service
systemd-logind.service loaded active running Login Service
systemd-udevd.service loaded active running udev Kernel Device Manager
tuned.service loaded active running Dynamic System Tuning Daemon
udisks2.service loaded active running Disk Manager

upower .service loaded active running Daemon for power management
vgauthd.service loaded active running VGAuth Service for open-vm-tools
vmtoolsd.service loaded active running Service for virtual machines
hosted on VMware

wpa_supplicant.service loaded active running WPA Supplicant daemon

LOAD Reflects whether the unit definition was properly loaded.
ACTIVE The high-level unit activation state, i.e. generalization of SUB.
SUB The low-level unit activation state, values depend on unit type.

43 loaded units listed. Pass --all to see loaded but 1inactive units, too.
To show all installed unit files use 'systemctl list-unit-files'.
[helper@localhost ~]$

EER T RSH#HIERNR
systemctl status xxx.service
XELL ssh 796l
[Ubuntu Server 16.04] ZANIER



[helpe 1lhost:~$ sudo systemctl status sshd.service
® ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active ‘running) since Tue 2021-11-23 21:12:35 CST; 1h 23min ago
Process: 1199 ExecStartPre=/usr/sbin/sshd -t (code=exited, status=0/SUCCESS)
Main PID: 1233 (sshd)
Tasks: 1
Memory: 3.6M
CPU: 27ms
CGroup: /system.slice/ssh.service
L—-1233 /usr/sbin/sshd -D

23 21:12:35 localhost systemd[1]: Starting OpenBSD Secure Shell server...

23 21:12:35 localhost sshd[1233]: Server listening on 0.0.0.0 port 22.

23 21:12:35 localhost sshd[1233]: Server listening on :: port 22.

23 21:12:35 localhost systemd[1]: Started OpenBSD Secure Shell server.

23 21:13:03 localhost sshd[1818]: Accepted password for helper from 172.16.44.1 port 58229 ssh2

23 21:13:03 localhost sshd[1818]: pam_unix(sshd:session): session opened for user helper by (uid=0)

[[helper@localhost ~]$ sudo systemctl status sshd.service
® sshd.service - OpenSSH server daemon
loaded (/usr/lib/systemd/system/sshd.service; disabled; vendor preset: enabled)
ive (running) since = 2021-11-23 21:14:29 CST; 1h 19min ago
: man:sshd(8)
man:sshd_config(5)
Main PID: 2796 (sshd)
CGroup: /system.slice/sshd.service
L—2796 /usr/sbin/sshd -D

118 :14: localhost systemd[1]: Starting OpenSSH server daemon...

118 :14: localhost sshd[2796]: Server listening on 0.0.0.0 port 22.

118 :14: localhost sshd[2796]: Server listening on :: port 22.

11R 114: localhost systemd[1]: Started OpenSSH server daemon.

118 :14: localhost sshd[2814]: Address 172.16.44.1 maps to localhost, but this does not map back to the address...TEMPT!
118 :14: localhost sshd[2814]: Accepted password for helper from 172.16.44.1 port 58387 ssh2

118 144 localhost sshd[4213]: Address 172.16.44.1 maps to localhost, but this does not map back to the address...TEMPT!
118 144 localhost sshd[4213]: Accepted password for helper from 172.16.44.1 port 62043 ssh2

Hint: were ellipsized, use -1 to show in full.

[helper@localhost ~]$

FATETLASREX pid LA B BRI

RENFEAARSSRIECE X

systemctl cat xxx.service

[Ubuntu Server 16.04] ZRAER



[helper@localhost:~$ sudo systemctl cat sshd.service

[Unit]

Description=0penBSD Secure Shell server
After=network.target auditd.service
ConditionPathExists=!/etc/ssh/sshd_not_to_be_run

[Service]
EnvironmentFile=-/etc/default/ssh
ExecStartPre=/usr/sbin/sshd -t
ExecStart=/usr/sbin/sshd -D $SSHD_OPTS
ExecReload=/usr/sbin/sshd -t
ExecReload=/bin/kill -HUP $MAINPID
KillMode=process

Restart=on-failure
RestartPreventExitStatus=255
Type=notify

[Install]
WantedBy=multi-user.target
Alias=sshd.service
helper@localhost:~$

[Centos 7] ERIAIER

[[helper@localhost ~]$ sudo systemctl cat sshd.service

[Unit]

Description=0penSSH server daemon
Documentation=man:sshd(8) man:sshd_config(5)
After=network.target sshd-keygen.service
Wants=sshd-keygen.service

[Service]

Type=notify
EnvironmentFile=/etc/sysconfig/sshd
ExecStart=/usr/sbin/sshd -D $OPTIONS
ExecReload=/bin/kill -HUP $MAINPID
KillMode=process

Restart=on-failure

RestartSec=42s

[Install]
WantedBy=multi-user.target
[helper@localhost ~]$

BT ARSHECEXH, BT LEREIRXBIX M, ZEHTTHEREES X

FHBBRARS B UTE B eI #1TE




0x24 motd &

MAmMotdEN IERAUMMEZFRE T, RBERMHATTHRR, THFABRAIUE TEAXRXE

[ubuntu server 16.04 641i1] ZXIA motd &5
motd XA E /etc/update-motd.d/

[helper@localhost:~$ 1s -al /etc/update-motd.d/
total 52

drwxr-xr-x
drwxr-xr-x
-PWXPr-Xr-xX
-PWXPr-Xr-X
-PWXPr-Xr-x

root root 4096 Jan 29 2021

root root 4096 Jan 30 2021

root root 1220 Oct 23 2015 00-header

root root 1157 Jun 14 2016 10-help-text

root root 4992 Aug 17 2020 50-motd-news

root root 97 Dec 2018 90-updates-available
root root 299 Jul 2016 91-release-upgrade
root root 165 Feb 2020 92-unattended-upgrades
root root 111 Oct 2018 97-overlayroot
-rWXr-xr-x root root 142 Dec 2018 98-fsck-at-reboot
-rWXr-xr-x root root 144 Dec 2018 98-reboot-required
-rwxr-xr-x 1 root root 604 Nov 2017 99-esm
helper@localhost:~$

-rWXr-xXr-Xx

-rwXr-xXr-Xx
-rwXr-xXr-Xx
-rwxXr-xXr-X

RPRRRRPRRREPRREPREN

TEHREXHR # EFENTRE, MTHNEETE

® 00-header
#!/bin/sh
[ -r /etc/lsb-release ] && . /etc/lsb-release
if [ -z "SDISTRIB_DESCRIPTION" ] && [ -x /usr/bin/lsb_release ]; then

DISTRIB_DESCRIPTION=
1

printf "Welcome to %s (%s %s %s)\n" "SDISTRIB_DESCRIPTION" "

e 10-help-text
#!/bin/sh

printf "\n"

printf " * Documentation: https://help.ubuntu.com\n"

printf " * Management:
printf " % Support:

https://landscape.canonical.com\n"
https://ubuntu.com/advantage\n"



https://mp.weixin.qq.com/s/AvnCXkdGqo8uBBRYH61ihA

® 50-motd-news

#!/bin/sh

[ -r /etc/default/motd-news ] && . /etc/default/motd-news

"SENABLED" = "1" ] || exit @

-n "$URLS” :| |
-n "$WAIT” ] |
-n "SCACHE" ]

URLS="https://motd.ubuntu.com"
WAIT=5
| CACHE="/var/cache/motd-news"

|
|
|
"s1" = "--force" ] && FORCED=1

safe_print() {
cat "$1" | head -n 10 | tr -d '\000-\011\013\014\016-\037' | cut -c -80
+

if [ "$FORCED" != "1" ]; then
if [ -r $SCACHE ]; then
echo
safe_print $CACHE
else
> SCACHE
1
exit O
f

[ -x /usr/bin/wget ] || exit ©

NEWS= || exit 1

ERR= || exit 1

CLOUD= || exit 1

trap "rm -f SNEWS $ERR $CLOUD" HUP INT QUIT ILL TRAP KILL BUS TERM

wget_ver="




/etc/1lsb-release
lsb= SDISTRIB_DESCRIPTION
codename="SDISTRIB_CODENAME"

platform="

arch="

cpu="

n

cloud_1id="unknown"

if [ -x /Jusr/bin/cloud-id ]; then
Jusr/bin/cloud-id > "$CLOUD" 2>/dev/null
if [ $? -eq 0 ]; then

cloud_-id= S{CLOUD}
if [ -z "S{cloud_id}" ]1; then
cloud_id="unknown"
f
4
f

USER_AGENT="wget/Swget_ver $lsb $platform $cpu cloud_id/$cloud_id"

for u in $URLS; do

case Su 1in
https://*)
true

)
https://motd.ubuntu.com)
u="Su/Scodename/Sarch"

5

*)
continue

55

esac

[ "SFORCED" = "1" ] && WAIT=60

result=0

not_found_is_ok=0

wget --timeout "SWAIT" -U "SUSER_AGENT" -0- --content-on-error "su"
>U"SNEWS" 2>"S$ERR" || result=$?

if [ Sresult -eq 8 ]; then
if grep —-q "ERROR 404" "SERR"; then

not_found_is_ok=1
f4
1
if [ Sresult -eq 0 ] || [ $not_found_is_ok -eq 1 ]; then
echo




safe_print "SNEWS"

safe_print "SNEWS" 2>/dev/null >$CACHE || true
else
> "SCACHE"
1
done
rm —-f "S$NEWS" "SERR" "$CLOUD"
exit O

® 90-updates-available
#!/bin/sh
stamp="/var/lib/update-notifier/updates-available"

[ I -r "Sstamp" ] || cat "$stamp"

® O9l-release-upgrade

#!/bin/sh

if [ " " = "(development" ]; then
exit O

4

if [ -x /Jusr/lib/ubuntu-release-upgrader/release-upgrade-motd ]; then
exec /usr/lib/ubuntu-release-upgrader/release-upgrade-motd

fi

® 92-unattended-upgrades
#!/bin/sh
if [ -x /usr/share/unattended-upgrades/update-motd-unattended-upgrades ];
then

exec /usr/share/unattended-upgrades/update-motd-unattended-upgrades
fi

® 97-overlayroot

#!/bin/sh

(egrep "overlayroot|/media/root-ro|/media/root-rw" /proc/mounts 2>/dev/null |
sort -r) || true
echo




e 98-fsck-at-reboot

#!/bin/sh

if [ -x /usr/lib/update-notifier/update-motd-fsck-at-reboot ]; then
exec /usr/lib/update-notifier/update-motd-fsck-at-reboot
fi

® 98-reboot-required
#!/bin/sh
if [ -x /usr/lib/update-notifier/update-motd-reboot-required ]; then

exec /usr/lib/update-notifier/update-motd-reboot-required
f

® 99-esm
#!/bin/sh

SERIES=
DESCRIPTION=

[ "SSERIES" = "precise" ] || exit ©
[ -x /usr/bin/ubuntu-advantage ] || exit ©
if ubuntu-advantage is-esm-enabled; then

cat <<EOF
This ${DESCRIPTION} system is configured to receive extended security updates

from Canonical:

* https://www.ubuntu.com/esm
EOF
else

cat <<EOF

This ${DESCRIPTION} system is past its End of Life, and is no longer
receiving security updates. To protect the integrity of this system, it’s
critical that you enable Extended Security Maintenance updates:

*x https://www.ubuntu.com/esm

EOF

i
echo

[Centos7 641i] ERIA motd 1B
Centos 7 BIN&E motd X, 5 PAM #1777 —LASFER



1515
OxO01 EH

MIRIRL EETR XM
e which
REERRAGSHEBXHAME

helper@helper:~% which pwd
/bin/pwd

helper@helper:~$%

e whereis

ERRBERRAR RS G (THEIXH) , TE—LHMXM, INRXHSE, ESPATHERRZEM
LMY —ER%E E’J’s‘ﬁiz *?ﬁz,all:l:wmchfrﬁjt, EHERER

o -b REH THFISH

o -BSEIHTHHIXHHERKRE
o -s RIRFTRX M

o -SEERRRXAFHRKE

helper@helper:~% whereis 1s
1s: /bin/1ls /[usr/share/man/manl/ls.1l.gz

helper@helper:~$% whereis -b 1s

1s: /bin/1s
helper@helper:~$%

e |ocate

MZESIEHEZE( /var/lib/mlocate/mlocate.db ) BEHR XY, HIEESKEH, FTLRIEERIN
XN, BEECGEESWMERT, vJLAER updatedb RHFITEFEGEE

FRZEINfEupdatedbITRIEIR—R, updatedbEFIEEKX—X

locate BIAZIEBEEFEWNFANEREERER, LLNBATEER s, ABAEM tools XFHLER
HWZERER

helper@helper:~% locate 1ls | head
/bin/false

/bin/1s

/bin/1sblk

/bin/1lsmod

/bin/ntfsls
/boot/grub/menu.1lst
/boot/grub/menu.lst~
/boot/grub/i386-pc/cbls.mod
/boot/grub/i386-pc/command.lst
/boot/grub/i386-pc/crypto.lst

helper@helper:~$

#HhifFlocate B—MRIFRVIERT R, FRLOFAR/L 1S



o -b REERENXHR, TERERXMHFZ
o -i BBEAKNE
o -r" IENIPCED

root@helper # locate

/etc/shadow

/etc/shadow-

root@helper # locate

root@helper # locate

root@helper # locate

/etc/shadow

/etc/shadow-

root@helper # locate

/etc/gshadow

/etc/gshadow-

/etc/shadow

/etc/shadow-
/1lib/modules/4.15.0-141-generic/kernel/drivers/media/usb/rainshadow-cec
root@helper # locate “shadow$" head
fish: Expected a variable name after this $.

locate -r "shadow$™ | head -n 5

root@helper # bash

root@helper:/home/helper# locate -r "shadow$"” | head -n 5
/etc/gshadow

/etc/shadow
Jusr/share/doc/proftpd-doc/examples/sample-configurations/PFTEST. shadow

Jusr/src/linux-headers-4.15.0-141-generic/include/config/usb/rainshadow

Jusr/src/linux-headers-4.15.0-142-generic/include/config/usb/rainshadow

e find
find EMNXHERFFHITIER, KMe, BEREE, ULGSHERAZNHERFRX
find BUIAXHF E RB=H#TIEER, BMERER, ZHRIEN, ofUfERBERT
-type BSEIETE
dBR
f Xt

| TS 8%
s socket
o EM{FER find / -name evil.sh
o BBEA/NE find / -iname evil.sh
o EBIHIBREA/EXH find / -name xevilx ! -name *.log
o BEHIHIBRER find / -name xevilx -path "/root/home/aaa" -prune

o BE¥HER find / -type d -name eval

BB REH S -perm

o & 777 NPEMIXHF find / -type f -perm 777
o &EH SUID X find / -perm /u=s
o & SGID X find / -perm /g=s
o & Sticky X find / -perm /o=t

BETFRBENAETIXH -user / -group

o BEIHIRERTRET root IXHIHXMHFK find / -user root
o EHsshaHHFFEXH find / -group ssh

A
ClEiS



O O O

o

o
o
[¢]

o

BENE:

HE Tt a 78K
-mtime {ELXAT(E]

EREE=XKESOIXHE find / -mtime -3
B =KAMBBEOIHNXHEF find / -mtime +3
ERERIL24/NHEBLIIXHEF find / -mtime -1

-atime 1518]B (8]

EHIRAIBEEHXHE find / -atime -3
H S

-ctime BHHAEERET (8] F R LI AT LUEDK ctime IS A, FRLURILATERKIE
FHRERE=XESIBERNXH find / -ctime -3
-daystart ##KE, FRZB24/NNHE, -1 RRIEXR, MARMIEREFIS24/)\8F

FHEXRCIEBINXHE find / -ctime 1 -daystart
FHMEI3~5 RZEREBIXMY find / -mtime 3 -mtime -5 -daystart

MRMMBERIRXNEMUAKRT , AJUERDH, 23X -mmin/-amin/-cmin

EHR=0HEIREANXHY find / -mmin +3
ER=0HANREHAXXHE find / -mmin -3
BEHR=SFHEOARINXMY find / -mmin +3
BEHR=DHAIBRINXGE find / -mmin -3
EHR=7FEEREERNXHE find / -cmin +3
BR=0HRERBEENXE find / -cmin -3

BREBARNFHS -size , SEERAIAIUA:

o b 512-byte block
c bytes

o

o w two-byte words
o k
o M
o G

FHIOMEIXE find / -size 16M
FHAFIOMEIXH find / -size +10M
FHNFIOMBEIXHF find / -size -10M

F# 1IOMEI20MZ BRI find / -size +10MB -20M

https://zhuanlan.zhihu.com/p/35727707

https://cloud.tencent.com/developer/article/1348438

https://www.cnblogs.com/Q--T/p/7864795.html


https://zhuanlan.zhihu.com/p/35727707
https://cloud.tencent.com/developer/article/1348438
https://www.cnblogs.com/Q--T/p/7864795.html

https://www.linuxprobe.com/find-search-file.html

0x02 EHXXHERE
RBEHE, BNTERETERFONME, BRRLEREXHNXRTRTRBH, FLBITEURIE
KEFHITERK
grep [OPTIONS] PATTERN [FILE...]
BENEB—T grep BB
[EMRIEAEXSE
o -E¥RBTENRXRN, Z#F7T LUT/LFFIN

o +
?
alb

°c QO

o x{m}

o x{m,}

o x{m,n}
o -FiZEMENENRAXNFFEFIREFFREZIBRKEN, MNEBEELS
o -P {FH perl IEMFRIAT
o ¢ IFMFARXFREFE - B, RIASHWIRFABE, FH -e SHOEILUS -- INENENRIARFIFRT
o -f file M INELIEN
o -i BBEAK/NE
o -w RILAZSEEERYEIE, U0 administrator FEE admin, £ -w admin @ Ff2EEILE RN, R

£ i am admin ! XFhA B LL
o -x [LEREET
o -z B{TILAE
]|

o s B MHHEXHAEEIXFEEENEMENEIRER
o v R¥ELR, RERGIEREN
o VIRAEEER

o
O

Errfast el
e -m NUM ILEEEINUMITIEZELE
o -b ITENLREIITEXHHFHNFTHRES
o -n BRILERMITS
o -HMELERN, EROCEHXHER, LB
e -h5HMER, FERXHR


https://www.linuxprobe.com/find-search-file.html

-0 RIGH TR EIMFRF

-q AERERRE

-o [THE Z#H5E

-1 RLEE ZEFIAE

-d action BR#21E, EB(read), #!YI(recurse), Bk (skip)
-D action g EXtig#E, FIFO,EERVIZIE, 1%EX(read), Bk (skip)
-r B ARG SEEANRNE, FIUPTUREFERA -R
-RBVINE AT LIS B —LE3EI, bz — LB RE

-L BRI HE

-l RBRILECEIN X H R

-c {TENB— X HHPILECLERIVITE

XAAT

-B <NUM> B REHRFIMITRINNITHAR
-A <NUM> B REHFINITHEHINITHAS
-C <NUM> EREHIIITAIRENITHARR
BIERAE

BERENXHHHFRES

grep "str" evil.sh

helper@ubuntu-64bit:~/demo-20210511% grep webshell 1.txt

helper@ubuntu-64bit:~/demo-20210511%

EENTBRPIXEHERENEMNRER
grep "str" /root/xxx/*

helper@ubuntu-64bit:~/demo-20210511$ grep token /home/helper/demo-20210511/*

helper@ubuntu-64bit:~/demo-20210511%

BREENB R TIEXGR#HTER

grep —rn "str" /root/xxxx/



helper@ubuntu-64bit:~/demo-20210511% grep -rn “token" /home/helper/demo-20210511/
1:aaa\n

helper@ubuntu-64bit:~/demo-20210511%

o BEHEZINFHR

o grep "strl\|str2" /root/xxxx/x
o grep -E "strl|str2" /root/xxxx/*

o grep -e "strl" -e "str2" /root/xxxx/*

helper@ubuntu-64bit:~/demo-20210511% grep -e “token" -e "webshell" ./*

grep: ./dd: Is a directory

helper@ubuntu-64bit:~/demo-20210511$ grep -E "tokenl|webshell" ./
grep: ./: Is a directory

helper@ubuntu-64bit:~/demo-20210511$ grep -E “tokenl|webshell" ./*

o EHRENRGFERNFR
© grep -E 'strl.xstr2' /root/xxxx/*
helper@ubuntu-64bit:~/demo-20210511$ grep -E 'w.*1' /home/helper/demo-20210511/*

grep: /home/helper/demo-20210511/dd: Is a directory
helper@ubuntu-64bit:~/demo-20210511%

o RIBTIAXMH

o grep 'abc' -r --include=x.conf /root/xxxx

o grep 'abc' -r --include="x*.{conf,configl}" /root/xxxx

helper@ubuntu-64bit:~/demo-20210511$% grep -Rn token ./*
1:aaa\n
helper@ubuntu-64bit:~/demo-20210511% grep --include=e.* -Rn token ./*

1:aaa\n
helper@ubuntu-64bit:~/demo-20210511%

o HEBRERI M

o grep 'abc' --exclude=*.elf /root/xxxx



o grep 'abc' --include=*.conf --exclude=*xdemo.conf

helper@ubuntu-64bit:~/demo-20210511% grep -Rn token ./*

1:aaa\n
helper@ubuntu-64bit:~/demo-20210511% grep --exclude=e.*  -Rn token ./*

/

helper@ubuntu-64bit:~/demo-20210511%

o ERIERFIRIAN
© grep -Rn -i "str" /

helper@ubuntu-64bit:~/demo-20210511$% sudo grep -rn -i "webshell" /
/home/helper/demo-20210511/1. txt:3:webshell
Binary file /home/helper/goby-linux-x64-1.8.239/golib/goby-cmd-1linux matches

AC
helper@ubuntu-64bit:~/demo-20210511%

0x03 HERFIEXRIER

BEERGREER
® cat /etc/issue
e Ubuntu/Debian &5Ii&H

0 cat /etc/lsb-release

o T1sb_release -a
e Redhat/Centos &FI5EH

0 cat /etc/redhat-release

BERAEEI2NMIERR64ML

® getconf LONG_BIT

® uname -m

® arch

® hostnamectl

e file /sbhin/init Z#&E file /1lib/systemd/systemd

® Tlscpu | grep "Architecture)\ |ZH"

e dpkg —-print-architecture [ERFUbuntuXAR%]

e dpkg-architecture -q DEB_BUILD_ARCH [iEHFUbuntuzE&4i]

BEERNZRESER

® cat /proc/version



® uname -a

® hostnamectl

0x04 Z4TEMIEE (rootf R THIT)

RERERMNENERRRSEFERAHL. RAEEFHERNER, TUERTENG ZHTRE
RedHat/Centos
e rpm -Va
Ubuntu/Debian

® apt install debsums
® debsums --all

Ox05 ZAENFisiETHR

AIDE - Advanced Intrusion Detection Environment

inotify

tripwire
Auditd

0x06 EFglibchiZs

e |dd --version

helper@ubuntu-64bit:~$ ldd --version
1dd (Ubuntu GLIBC 2.23-Qubuntull.3) 2.23

Copyright (C) 2016 Free Software Foundation, Inc.
This is free software; see the source for copying conditioens. There is NO “

warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULARSPURPOSE.

Written by Roland McGrath and Ulrich Drepper. : . ’ Ry .
helper@ubuntu-64bit:~$ / ’

[helper@centos-7 ~]$ ldd --version

ldd (GNU libc) 2.17

Copyright (C) 2012 Free Software Foundation, Inc.

This is free software; see the source for copying conditions. There is NO
warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
Written by Roland McGrath and Ulrich Drepper.

[helper@centos-7 ~]1$ |}



https://aide.github.io/
https://man7.org/linux/man-pages/man7/inotify.7.html
https://github.com/Tripwire/tripwire-open-source

0x07 X &ALb3d

BELL M AEFZ burpsuite BJ Compare #&E3Re -> ¥hMG#HE -> FHwordsi# 7L

i [ NON ) Burp Suite Community Edition v2021.8.2 - Temporary Project
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Leam
Comparer

This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select the comparison you want to perform.

0

Select item 1:
# Length Data Paste
4 78354 __expand_tilde_by_ref ( { if [ ${11} == \~*[|; then if [ ${11} == */* ]; then eval $1=" Load
Select item 2:
# Length Data
5 59645 __expand_tilde_by_ref () { if [ ${11} == \~*]]; then if [[ ${11} == */* [|; then eval $1="...
Compare ...
—
r. oe Word compare of #4 and #5 (103 differences) B
Length: 78,354 © Text () Hex Length: 59,645 © Text () Hex
) if [-h "$g/HEAD" |; then
_available_interfaces ( b="8$(git symbolic-ref HEAD 2>/dev/null)";
{ else
local cmd PATH=$PATH:/sbin; local head="";
-} == -w; then if | _git_eread "$g/HEAD" head; then
iwconfig"; retum $exit;
fi;
if [ ${1:-} == -a; then b="${head#ref: }';
cmd="{ ifconfig || ip link show up; }"; if [ "$head" = "$b" ]; then
else detached=yes;
cmd="{ ifconfig -a || ip link show; }"; b="$(
fiy case "${GIT_PS1_DESCRIBE_STYLE-}" in
iy (contains)
COMPREPLY=($( eval $cmd 2>/dev/null | awk MM MY (if ($1 ~ /2[0-91+:/) { print $2 } else { print $1}}' )); git describe --contains HEAD ;;
COMPREPLY=($( compgen -W '${COMPREPLY[@)/%[l:punct:]}}' -- *$cur" ) (branch)
git describe --contains --all HEAD ;;
(describe)
git describe HEAD ;;
(* | default)
git describe --tags --exact-match HEAD ;;
esac 2>/dev/null)” || b="$short_sha...";

i
if [-n "$step” ] && [ -n "$total" ]; then
r="$r $step/Stotal;

nside_gitdir* J; then
bare_repo" |; then
c="BARE:";

else
b="GIT_DIR!";
fi:

Key: [Modified! [Deleted] Added Sync views
L J

TRNATZBEABIRA



0x08 RS

RENREEFESRECETHRLDTHITHRE, Y, HKiEREMEDTEEER
IEIIF L E R QIR X 4 E SKHITIHAE
=T X, BREKRESR, Mt WRBRHNXEHE/TEEEETNERE, A&, BEF=EE,
RERE, BRZM®.
BEHEERNXFH#ITIRE
XAME R E R R ERB R EE RN EZEEREFE G, LB IHEEDERRREIX
=
B RHE—TXRR
AR KR, Kiml F Lix2

$ echo "123" > 111.txt
$ echo "abc" >> 111.txt
$ cat 111.txt

KiR2 . A cat RN—THIBFLIRE 111.txt

[helper@localhost: $ cat >> 111.txt

Kiml o MR 111.txt



echo "123" > 111.txt
echo "abc" >> 111.txt
cat 111.txt

@locc : -rf 111.txt

[helper@localhost: $ 1s -al

total 520

drwxrwxr-x 2 helper helper 4096 Apr 28 18:16

drwxr-xr-x 9 helper helper 4096 Apr 28 18:10

-rw-rw-r-- 1 helper helper 521592 Apr 28 17:07 results.txt
helper@localhost: $

ALEER, 111.txt EL%ERIET

Kl : Isof ERXHFLEHIME

helper@localhost: $ 1s -al

total 520

drwxrwxr-x 2 helper helper 4096 Apr 28 18:16

drwxr-xr-x 9 helper helper 4096 Apr 28 18:10

-rw-rw-r-- 1 helper helper 521592 Apr 28 17:07 results.txt

helper@localhost: $ sudo lsof | grep 111.txt

cat 2115 helper iw REG 790131 /home/helper/123/ (deleted)
helpe localhagt: $

BILLEE] cat XPMEFEEREXNXMG, #i2 id A 2115

1 3EHBETEIXHXN N B FR( /proc/<pid>/fd ), MEXH

/proc/2115/fd
e $ 1s -al
total @
dr-x------ 2 helper helper Apr 28
dr-xr-xr-x 9 helper helper Apr 28
1 helper helper Apr 28
1 helper helper Apr 28
-- 1 helper helper Apr 28 3
$ sudo cp 1 /home/helper/123/222.txt
$ cat /home/helper/123/222.txt

BIRRINRE




HiERERERF

HEMERFNFRIERLRES, WRMD (SFNLInuxTARBER) SEME, HMNXHE rm BkkZE,
XHRAREIHERTER, RPIXHFRERREERITCAMERT . M GIFT—1F, FAL T 2BRRF
i, BRIAEERF, REFLEDTMINF, PRURINATERBFEHIERE,.

https://wizardforcel.gitbooks.io/vbird-linux-basic-4e/content/59.html

EERSIERERFRHETHRERLRLLRER

o MIRMERT XHRIBB—ZIEE, MABBRXAMENS KBERMEANIET
ST, REMERELEMRNIZFTRERS, BRBMFRET

o EARTMMEMIZFIZITHVER MIRM S AFRTER 2 XENE 2 (umount)

o TEIREHURMEI MR 7 BRXHARSEE

o MEXHEFHDKIEFFEER

o FEERZANRMIXAHNIEX
o PRRNEATFZENRMSAHBIZAKN
o HEENE, AIUEEFIKER—0

BERHNZRXGRGE!

o BERNMHRY: ext2 / minix / MS-DOS / FAT (F vfat #1R) /is09660 (Gtf) %,
o HERXNHZRL: ext3 /ext4d / ReiserFS / Windows' NTFS / IBM's JFS / SGI's XFS / ZFS
o WEXHZRS: NFS/ SMBFS

EFEELHH Linux TEFNXH RS
1s -1 /lib/modules/$(uname -r)/kernel/fs

helper@localhost: $ 1s -1 /lib/modules/$Cuname -r)/kernel/fs
total 240
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-rw-r--r--
drwxr-xr-x

Jan 29 2021
Jan 2021
Jan 2021
Jan 2021
Jan 2021
Jan 2021
Jan 2021
Jan 2021
Jan 2021 binfmt_misc.ko
Jan 2021

Jan 2021
Jan 2021
Jan 2021
Jan 2021
Jan 2021
Jan 2021
Jan 2021
Jan 2021
Jan 2021
Jan 2021

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

2
2
2
2
2
2
2
2
1
2
drwxr-xr-x 2 Jan 2021
2
2
2
2
2
2
2
2
2
2
2



https://wizardforcel.gitbooks.io/vbird-linux-basic-4e/content/59.html

BEERAZEMERNIAERHFNIXERS

cat /proc/filesystems

@localhost: $ cat /proc/filesystems
nodev  sysfs
nodev  rootfs
nodev  ramfs
nodev  bdev
nodev proc
nodev cpuset
nodev cgroup
nodev  tmpfs
nodev  devtmpfs
nodev  debugfs
nodev  tracefs
nodev  securityfs
nodev  sockfs
nodev  bpf
nodev  pipefs
nodev  devpts

ext3

ext2

ext4

squashfs

nodev  hugetlbfs
vfat

nodev  ecryptfs
fuseblk

nodev fuse
nodev  fusectl
nodev  pstore
nodev  mqueue
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i3
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e R-Linux

e Ext3grep

e Ext4magic

o Testdisk
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Extundelete ext3/ext4
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Ext3grep ext3
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ERNRFESIHMTRMERIIR SR copyX )

e Ddrescue
e Avira Rescue System

ER RN HFRES XX HRRFEE

XEBRIKIMBRXH S /opt/project/data.mdb

e df -T /opt/project/

# df -T /opt/project/
Filesystem Type 1K-blocks Used Available Use¥% Mounted on

/dev/sdal ext4 31910796 2238180 28028584 8% /
root@local #

df -7 SLHUUENFEIRMXHFMEERIEER, FIESK, URSXIIXHRFELEE

MRMAENR df BLHEBRFLAEEIf 52, ALUSHRE—TERFAESKX, HEER mount

1sblk -f #@%

[
sysfs on /sys type sysfs (rw,nosuid,nodev,noexec,relatime)
proc on /proc type proc (rw,nosuid,nodev,noexec,relatime)
udev on /dev type devtmpfs (rw,nosuid,relatime,size=2000984k,nr_inodes=500246,mode=755)
devpts on /dev/pts type devpts (rw,nosuid,noexec,relatime,gid=5,mode=620,ptmxmode=000)
tmpfs on /run type tmpfs (rw,nosuid,noexec,relatime,size=404596k,mode=755)
/dev/sdal on / type ext4 (rw,relatime,errors=remount-ro,data=ordered)
securityfs on /sys/kernel/security type securityfs (rw,nosuid,nodev,noexec,relatime)
tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev)
tmpfs on /run/lock type tmpfs (rw,nosuid,nodev,noexec,relatime,size=5120k)
tmpfs on /sys/fs/cgroup type tmpfs (ro,nosuid,nodev,noexec,mode=755)
cgroup /sys/fs/cgroup/systemd type cgroup (rw,nosuid,nodev,noexec,relatime,xattr,release_agent=/1ib/systemd/systemd-cgroups-agent,name=systemd)
pstore /sys/fs/pstore type pstore (rw,nosuid,nodev,noexec,relatime)
cgroup /sys/fs/cgroup/blkio type cgroup (rw,nosuid,nodev,noexec,relatime,blkio)
cgroup /sys/fs/cgroup/cpu,cpuacct type cgroup (rw,nosuid,nodev,noexec,relatime,cpu,cpuacct)
cgroup /sys/fs/cgroup/perf_event type cgroup (rw,nosuid,nodev,noexec,relatime,perf_event)
cgroup /sys/fs/cgroup/net_cls,net_prio type cgroup (rw,nosuid,nodev,noexec,relatime,net_cls,net_prio)
cgroup /sys/fs/cgroup/cpuset type cgroup (rw,nosuid,nodev,noexec,relatime,cpuset)
cgroup /sys/fs/cgroup/hugetlb type cgroup (rw,nosuid,nodev,noexec,relatime,hugetlb)
cgroup /sys/fs/cgroup/freezer type cgroup (rw,nosuid,nodev,noexec,relatime,freezer)
cgroup /sys/fs/cgroup/pids type cgroup (rw,nosuid,nodev,noexec,relatime,pids)
cgroup /sys/fs/cgroup/memory type cgroup (rw,nosuid,nodev,noexec,relatime,memory)
cgroup on /sys/fs/cgroup/devices type cgroup (rw,nosuid,nodev,noexec,relatime,devices)
systemd-1 on /proc/sys/fs/binfmt_misc type autofs (rw,relatime,fd=24,pgrp=1,timeout=0,minproto=5,maxproto=5,direct)
debugfs on /sys/kernel/debug type debugfs (rw,relatime)
hugetlbfs on /dev/hugepages type hugetlbfs (rw,relatime)
mqueue on /dev/mqueue type mqueue (rw,relatime)
fusectl on /sys/fs/fuse/connections type fusectl (rw,relatime)
1xcfs on /var/lib/1xcfs type fuse.lxcfs (rw,nosuid,nodev,relatime,user_id=0,group_id=0,allow_other)
tmpfs on /run/user/1000 type tmpfs (rw,nosuid,nodev,relatime,size=404596k,mode=700,uid=1000,gid=1000)
r 2 h 8 #
[

# lsblk -f
FSTYPE LABEL UUID MOUNTPOINT

l-sdal ext4 38cfalaa-15e3-44bb-96e€2-9481f0c04695 /
F-sda2

L—sda5 swap @5b2e2d8-3cb3-422a-ad67-0147fc2894eb [SWAP]
sr@ 1509660 Ubuntu-Server 16.04.6 LTS amd64 2019-02-27-00-06-32-00

root@] 1t { #




ENERMIS A FRTERI DX

MRMF T ZPDK, BARZPKEBTHEFNEZDKENNRERSAL, FUXMEEETERSRIN
H, EBENE

MREZDEXEREFETETHERREFEEMNZDXXEHEITRE, BT AEZHHY, FEFEXEIRE
EERRAERERRERIA T, ATUEEREMSGE, WM MNL2RIBARR

[root@localhost: # df -T /opt/project/
Filesystem Type 1K-blocks Used Available Use¥% Mounted on

/dev/sdb ext4 10190136 23056 9626408 1% /opt/project
root@localhost: #

ALLEERl, /opt/project FRIESDXA /dev/sdb , ZHEINIZIR /dev/sdb ¥EHIE /opt/project
BXF

H#E1Z 92X umount /dev/sdb

t@localhost: # df -T /opt/project/
Filesystem Type 1K-blocks Used Available Use% Mounted on
/dev/sdb ext4 10190136 23056 9626408 1% /opt/project
t@localhost: # umount /dev/sdb
pt@localhost: # df -T /opt/project/

F{iesystem Type 1K-blocks Used Available Use¥% Mounted on
/dev/mapper/localhost--vg-root ext4 18781488 3853924 13950464 22% /
root@localhost: #

EEMEOXEEET, HHEENSKEELRE, JUTEREMERIIETERT

Extundelete

http://extundelete.sourceforge.net/
S ext3. ext4
L4 Extundelete

apt install extundelete


http://extundelete.sourceforge.net/

ocalhost: # apt install extundelete
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following packages were automatically installed and are no longer required:
distro-info libyaml-0-2 python3-yaml
Use 'apt autoremove' to remove them.
The following NEW packages will be installed:
extundelete
@ upgraded, 1 newly installed, @ to remove and @ not upgraded.
Need to get 49.9 kB of archives.
After this operation, 169 kB of additional disk space will be used.
Get:1 http://us.archive.ubuntu.com/ubuntu xenial/universe amd64 extundelete amd64 0.2.4-1 [49.9 kB]
Fetched 49.9 kB in 1s (44.0 kB/s)
Selecting previously unselected package extundelete.
(Reading database ... 106658 files and directories currently installed.)
Preparing to unpack .../extundelete_0.2.4-1_amd64.deb ...
Unpacking extundelete (0.2.4-1) ...
Processing triggers for man-db (2.7.5-1) ...
Setting up extundelete (0.2.4-1) ...
oot@localhost: #

calhost: # df -TH /opt/project/
Filesystem Type Size Used Avail Use¥% Mounted on
/dev/sdbl ext3 11G 24M 9.9G 1% /opt/project
' 1 # cat /opt/project/testl.txt
cat: /Opt/pFOJeCt/teStl txt: No such file or directory
{ calhost: # cat > /opt/project/testl.txt
this is testl
hello world
1234
whoami

C t: # cat /opt/project/testl.txt
this is testl
hello world

rm /opt/project/testl.txt
# cat /opt/pro;ect/testl txt

E)uT_ /dev/sdbl ¥EFHTE /opt/project T, ENMNEXTERTEIE—IXH testl.txt
FAIMPRE testl.txt FEMA Ext3grep # HITERE

1. H& testl.txt FAIEDKX

umount /dev/sdbl

# umount /dev/sdbl

it

2. FBEEXHRENIRERE
extundelete --inode 2 /dev/sdbl
/dev/sdbl BAVREIMIX GRS, AFIRRELFREREIRRLLT
--inode 2 BIEIREEEZF



root@localhost: # extundelete --inode 2 /dev/sdbl

NOTICE: Extended attributes are not restored.

Loading filesystem metadata ... 8@ groups loaded.

Group: @

Contents of inode 2:
| ed 41 00 00 00 10 00 40 c@ 6b 62 f9 cb
| f9 cb 6b 62 00 00 00 00 00 03 00 08 00
| 00 00 00 00 06 00 00 83 04 00 00 00 00
| 00 00 00 00 00 00 00 00 00 00 00 00 00
| 00 00 00 00 00 00 00 00 00 00 00 00 00
| 00 00 00 00 00 00 00 00 00 00 00 00 00
| 00 00 00 00 00 00 00 00 00 00 00 00 00
| 00 00 00 00 00 00 00 00 00 00 00 00 00
| 20 00 00 00 8c a7 Qe 8c a7 Qe 2b 00 00
| 40 cO 6b 62 00 00 00 00 00 00 00 00 00
| 00 00 00 00 00 00 00 00 00 00 00 00 00
| 00 00 00 00 00 00 00 00 00 00 00 00 00
| 00 00 00 00 00 00 00 00 00 00 00 00 00
| 00 00 00 00 00 00 00 00 00 00 00 00 00
| 00 00 00 00 00 00 00 00 00 00 00 00 00
| 00 00 00 00 00 00 00 00 00 00 00 00 00

Inode is Allocated

File mode: 16877

Low 16 bits of Owner Uid: 0
Size in bytes: 4096

Access time: 1651228736
Creation time: 1651231737

Inode is Allocated

File mode: 16877

Low 16 bits of Owner Uid: @
Size in bytes: 4096

Access time: 1651228736
Creation time: 1651231737
Modification time: 1651231737
Deletion Time: @

Low 16 bits of Group Id: @
Links count: 3

Blocks count: 8

File flags: @

File version (for NFS): 0
File ACL: @

Directory ACL: @

Fragment address: @

Direct blocks: 1155, o, o, o, @0, @0, 0, 0, 0, 0, 0, 0
Indirect block: @

Double indirect block: @
Triple indirect block: @

File name | Inode number | Deleted status
2

.. 2

lost+found 11

testl.txt 12 Deleted
root@localhost:

AILABEIRINIRET testl.txt , MAXTMXHRFMRERT, FEARAXZE—HRMIFREI M
. MEWMFREIX M testl.txt

extundelete --restore-inode 12 /dev/sdbl -o backup

BE

extundelete --restore-file testl.txt /dev/sdbl -o backup




# 1ls -al

drwxr-xr-x 3 root root 4096 Apr 29 19:39
drwxr-xr-x 25 root root 4096 Jan 11 23:53
drwxr-xr-x 2 root root 4096 Apr 29 14:05
t@localhost: # extundelete --restore-inode 12 /dev/sdbl -o backup
NOTICE: Extended attributes are not restored.
Loading filesystem metadata ... 80 groups loaded.
Load1ng Journal descriptors ... 22 descriptors loaded.

# 1s -al backup/

drwxr-xr-x 2 root root 4096 Apr 29 19:39
drwxr-xr-x 4 root root 4096 Apr 29 19:39
-rw-r--r-- 1 root root 38 Apr 29 19:39 file.12

o 3 # cat backup/file.12
is testl
hello world
1234
whoami
t@localhost: # extundelete --restore-file testl.txt /dev/sdbl -o backup
NOTICE: Extended attributes are not restored.
Loading filesystem metadata ... 80 groups loaded.
Loading journal descriptors ... 22 descriptors loaded.
Successfully restored file testl.txt
r t: # 1s -al backup/

drwxr-xr-x root 4096 Apr 29 19:40
drwxr-xr-x root 4096 Apr 29 19:39
root 38 Apr 29 19:39 file.12
root 38 Apr 29 19:40 testl.txt
# cat backup/testl.txt

hello world

1234

whoami
t@localhost:

ALUEER, mAHARERINME T, HEF --restore-inode 12 HRY 12 @i&@d FEEHFIA
testl.txt XINAY dnode ; -o BEIEE—ITXHFEBF, extundelete RUXNMBFEIRH
1T extundelete FTHIERRIER THIEXHI,

MEZIXH. 2EME

© --restore-files 'path'
© -—-restore-directory
© --restore-all

mount /dev/sdbl /opt/project/
mkdir /opt/project/tl
echo 1111 > /opt/project/t1/111.txt

echo 2222 > /opt/project/t1/2222.txt
echo 3333 > /opt/project/t1/3333.txt
rm /opt/project/tl/*.txt

umount

XRBNFE—INER t1 ZEBREB=AXEXN, ZEBENRER

extundelete --inode 2 /dev/sdbl



Inode is Allocated

File mode: 16877

Low 16 bits of Owner Uid: @
Size in bytes: 4096

Access time: 1651228736
Creation time: 1651232801
Modification time: 1651232801
Deletion Time: @

Low 16 bits of Group Id: @
Links count: 4

Blocks count: 8

File flags: @

File version (for NFS): 0
File ACL: @

Directory ACL: @

Fragment address: @

Direct blocks: 1155, o, o, o0, @0, @, 0, @, 0, 0, @, 0
Indirect block: @

Double indirect block: @
Triple indirect block: @

File name | Inode number | Deleted status
2

.. 2

lost+found 11

tl

b. Deleted
; localhost: #

ERBENTEEREE t1 XNER, FrU 1188 Bk, B2, XEHERER t1 EXHE2E
£, EARE 11 BEEmAMA, FAUEINAEERE t1 X1PBFRM inode 360449

extundelete --inode 360449 /dev/sdbl

File version (for NFS): 220772677

File ACL: @

Directory ACL: @

Fragment address: @

Direct blocks: 1442306, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, O
Indirect block: @

Double indirect block: @

Triple indirect block: @

File name | Inode number | Deleted status
360449

.. 2

111.txt 360450 Deleted

2222 .txt 360451 Deleted

3333.txt 360452 Deleted
I calh g

AUEE, HITEBERN=1H, FMXEES EEBNLNSECREITIRE
HERBAZEIN --restore-file



[root@localhost: # tree

—

1 directory, @ files

root@localhost: # extundelete --restore-file t1/111.txt /dev/sdbl -o backup
NOTICE: Extended attributes are not restored.

Loading filesystem metadata ... 8@ groups loaded.

Loading journal descriptors ... 35 descriptors loaded.

Successfully restored file t1/111.txt

[root@localhost: # tree

L— 111.txt

3 directories, 1 file
root@localhost: # cat backup/t1/111.txt
1111

root@localhost: #
HIX --restore-files

root@localhost: # tree

|

1 directory, @ files

ro ocalhost: # extundelete --restore-files t1/ /dev/sdbl -o backup
NOTICE: Extended attributes are not restored.

Loading filesystem metadata ... 80 groups loaded.

Loading journal descriptors ... 35 descriptors loaded.

extundelete: Unable to open file tl1/

extundelete: Operation not permitted when trying to examine filesystem
root@localhost: # tree

, @ files
# 1s backup/
st: # extundelete --restore-files t1/111.txt /dev/sdbl -o backup
NOTICE: Extended attributes are not restored.
Loading filesystem metadata ... 8@ groups loaded.
Loading journal descriptors ... 35 descriptors loaded.
extundelete: Unable to open file t1/111.txt
extundelete: Operation not permitted when trying to examine filesystem
root@localhost: # tree

l__

|—

2 directories, 0 files
root@localhost: # extundelete --restore-files t1/111.txt,t1/2222.txt /dev/sdbl -o backup
NOTICE: Extended attributes are not restored.
Loading filesystem metadata ... 8@ groups loaded.
Loading journal descriptors ... 35 descriptors loaded.
extundelete: Unable to open file t1/111.txt,t1/2222.txt
extundelete: Operation not permitted when trying to examine filesystem
ocalhost: # tree

2 directories, 0 files
root@localhost: #

XM 2HKARA

it --restore-directory

extundelete --restore-directory tl/ /dev/sdbl -o backup




[root@localhost: # tree

e

1 directory, @ files

[root@localhost: # extundelete --restore-directory tl/ /dev/sdbl -o backup
NOTICE: Extended attributes are not restored.

Loading filesystem metadata ... 8@ groups loaded.

Loading journal descriptors ... 35 descriptors loaded.

Searching for recoverable inodes in directory tl1/ ...

3 recoverable inodes found.

Looking through the directory structure for deleted files ...

@ recoverable inodes still lost.

[root@localhost: # tree

F— 111.txt
— 2222.txt
L— 3333.txt

3 directories, 3 files

[root@localhost: # cat backup/t1/111.txt

1111

[root@localhost: # cat backup/t1/2222.txt
2222

root@localhost: # cat backup/t1/3333.txt
3333

root@localhost: #

Wi --restore-all X ELEEMET

extundelete --restore-all /dev/sdbl -o backup
[root@localhost: # tree

|

1 directory, @ files

[root@localhost: # extundelete --restore-all /dev/sdbl -o backup
NOTICE: Extended attributes are not restored.

Loading filesystem metadata ... 8@ groups loaded.

Loading journal descriptors ... 35 descriptors loaded.

Searching for recoverable inodes in directory / ...

3 recoverable inodes found.

Looking through the directory structure for deleted files

@ recoverable inodes still lost.

[root@localhost: # tree

—
I L
F— 111.txt
F— 2222.txt
L— 3333.txt

3 directories, 3 files

[root@localhost: # cat backup/t1/111.txt
1111

[root@localhost: # cat backup/t1/2222.txt
2222

[root@localhost: # cat backup/t1/3333.txt
3333

root@localhost: #

5. EFE B E BRI 4
--after BY[E)E
--before BFia)E;
B LU N EX WG Tep B B A B Bl pY AL, Rl LUET datefs < KIREN, BESH




https://shijianchuo.net/

iﬂEH@UnixEﬁl‘EﬂEﬁ(Unix timestamp)%i 1651234288 e | Bl R

UnixA3{E]8 (Unix timestamp) | 1651234086 1 L3
KfE (f/R/8 B:9:8) B3 B UnixAy [8) 8% ®» o
Bfig) 2022 £ 1 A1 HO B0 % 0 # #imUnixetEs 1640966400 )

extundelete --after 1640966400 --restore-all /dev/sdbl -o backup

# extundelete --after 1640966400 --restore-all /dev/sdbl -o backup

Only show and process deleted entries if they are deleted on or after 1640966400 and before 9223372036854775807.
NOTICE: Extended attributes are not restored.

Loading filesystem metadata ... 8@ groups loaded.
Loading journal descriptors ... 35 descriptors loaded.
Searching for recoverable inodes in directory / ...
3 recoverable inodes found.
Looking through the directory structure for deleted files ...
(/) recoverqble 1nodes still lost.

# tree

— 111.txt
— 2222.txt
L— 3333.txt

3 directories, 3 files
H #

REFRBMEREC=RNEE, BREERARE—R—REFE? 1A
R =REME=RABIIA UERXHEHRE


https://shijianchuo.net/

[roo alhost: # 1s

[roo ocalhost: # extundelete --after $(date -d "-3day" +%s) --restore-all /dev/sdbl -o backup

Only show and process deleted entries if they are deleted on or after 1650975294 and before 9223372036854775807.
NOTICE: Extended attributes are not restored.

Loading filesystem metadata ... 8@ groups loaded.

Loading journal descriptors ... 35 descriptors loaded.

Searching for recoverable inodes in directory / ...

3 recoverable inodes found.

Looking through the directory structure for deleted files ...

@ recoverable inodes still lost.

F— 111.txt
F— 2222 .txt
L— 3333.txt

e

3 directories, 3 files
[ro alhost: # cat backup/tl/*.txt

RIS,
6. EFEHNKX
mount /dev/sdbl /opt/project

# mount /dev/sdb /opt/project/
# ls /opt/project/

Debugfs

XM EFERAFAEFN— I REAXGRSFIREE, £ Centos 6 LB LIARMERE

https://man7.org/linux/man-pages/man8/debugfs.8.html
SHF ext2, ext3. ext4

Centos 7 LUK Ubuntu 16.04 BEREEME T

R-Linux

— N ERNEERENA
https://www.r-studio.com/free-linux-recovery-help/basicfilerecovery.html

ext2. ext3. ext4


https://man7.org/linux/man-pages/man8/debugfs.8.html
https://www.r-studio.com/free-linux-recovery-help/basicfilerecovery.html
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Ext3grep

http://manpages.ubuntu.com/manpages/jommy/man8/ext3grep.8.html

X2 HF ext3
L3 Ext3grep

apt install ext3grep


http://manpages.ubuntu.com/manpages/jammy/man8/ext3grep.8.html

[root@localhost: # apt install ext3grep

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
distro-info libyaml-0-2 python3-yaml

Use 'apt autoremove' to remove them.

The following NEW packages will be installed:
ext3grep

@ upgraded, 1 newly installed, @ to remove and @ not upgraded.

Need to get 115 kB of archives.

After this operation, 326 kB of additional disk space will be used.

Get:1 http://us.archive.ubuntu.com/ubuntu xenial/universe amd64 ext3grep amd64 0.10.2-3 [115 kB]

Fetched 115 kB in 1s (78.7 kB/s)

Selecting previously unselected package ext3grep.

(Reading database ... 106598 files and directories currently installed.)

Preparing to unpack .../ext3grep_0.10.2-3_amd64.deb ...

Unpacking ext3grep (0.10.2-3) ...

Processing triggers for man-db (2.7.5-1) ...

Setting up ext3grep (0.10.2-3) ...

[root@localhost: # ext3grep

Running ext3grep version 0.10.2

No action specified; implying --superblock.

Usage: ext3grep [options] [--] device-file
Options:
--version, -[vV] Print version and exit successfully.
--help, Print this help and exit successfully.
--superblock Print contents of superblock in addition to the rest.

[root@localhost: # df -T /opt/project/

Filesystem Type 1K-blocks Used Available Use% Mounted on
/dev/sdb ext3 10190136 23164 9642684 1% /opt/project
[root@localhost: # cat > /opt/project/testl.txt

[this is a test

labc

(1234

lalalalal

AC

[root@localhost: # cat /opt/project/testl.txt

this is a test

abc

1234

lalalalal

root@localhost:

IE /dev/sdb EHTE /opt/project T, EMNEXTERTFRIE—IXH testl.txt
HAIMPR testl.txt HEA Ext3grep HITXHIRE

1. H1& testl.txt FAIEDKX

umount /dev/sdb

[root@localhost: # rm /opt/project/testl.txt
[root@localhost: # umount /dev/sdb

2. FEEEXFRZRRIRERE




ext3grep /dev/sdb --1s --inode 2
/dev/sdb BARLEHINH RS, ARIZBEFME RS LT
--inode 2 BIEIREEEZF

# ext3grep /dev/sdb --1s --inode 2
Running ext3grep version 0.10.2
WARNING: I don't know what EXT3_FEATURE_COMPAT_EXT_ATTR is.
Number of groups: 80
Loading group metadata... done
Minimum / maximum journal block: 1278466 / 1311781
Loading journal descriptors... sorting... done
The oldest inode block that is still in the journal, appears to be from 1651215304 = Fri Apr 29 14:55:04 2022
Number of descriptors in journal: 42; min / max sequence numbers: 2 / 12
Inode is Allocated
Finding all blocks that might be directories.
D: block containing directory start, d: block containing more directory entries.
Each plus represents a directory start that references the same inode as a directory start that we found previously.

Searching group 0:
Searching group 1:
Searching group 2:
3.
4
5

DD++

Searching
Searching

Searching group 79:
Writing analysis so far to 'sdb.ext3grep.stagel'. Delete that file if you want to do this stage again.
Result of stage one:
2 inodes are referenced by one or more directory blocks, 2 of those inodes are still allocated.
2 inodes are referenced by more than one directory block, 2 of those inodes are still allocated.
@ blocks contain an extended directory.
Result of stage two:
2 of those inodes could be resolved because they are still allocated.
All directory inodes are accounted for!

Writing analysis so far to 'sdb.ext3grep.stage2'. Delete that file if you want to do this stage again.
The first block of the directory is 1155.
Inode 2 is directory "".
Directory block 1155:
.-- File type in dir_entry (r=regular file, d=directory, l=symlink)
| .-- D: Deleted ; R: Reallocated
Indx Next | Inode | Deletion time Mode File name

2 drwxr-xr-x
2 drwxr-xr-x ..
11 lost+found
12 D 1651215771 Fri Apr 29 15:02:51 2022 rrw-r--r-- testl.txt
#

BB EIRIRET testl.txt , RIEHRY D RESMBRTXGHMEET, MAR D Z2—K”
IREN 17 7E AR R BLAARR 1R

ext3grep /dev/sdb —--dump-names

3 # ext3grep /dev/sdb --dump-names
Running ext3grep version 0.10.2
WARNING: I don't know what EXT3_FEATURE_COMPAT_EXT_ATTR is.
Number of groups: 80
Minimum / maximum journal block: 1278466 / 1311781
Loading journal descriptors... sorting... done

[

The oldest inode block that is still in the journal, appears to be from 1651215304 = Fri Apr 29 14:55:04 2022
Number of descriptors in journal: 42; min / max sequence numbers: 2 / 12

Loading sdb.ext3grep.stage2... done

lost+found

testl. txt

BILEE, mAERER
REWMEREIX M testl.txt

ext3grep /dev/sdb --restore-file testl.txt



[root@localhost: # ext3grep /dev/sdb --restore-file testl.txt

Running ext3grep version 0.10.2
WARNING: I don't know what EXT3_FEATURE_COMPAT_EXT_ATTR is.
Number of groups: 8@
Minimum / maximum journal block: 1278466 / 1311781
Loading journal descriptors... sorting... done
The oldest inode block that is still in the journal, appears to be from 1651215304 = Fri Apr 29 14:55:04 2022
Number of descriptors in journal: 42; min / max sequence numbers: 2 / 12
Writing output to directory RESTORED_FILES/
Loading sdb.ext3grep.stage2... done
Restoring testl.txt
[root@localhost: # 1s
sdb.ext3grep.stagel sdb.ext3grep.stage2
(root@localhost: # 1s RESTORED_FILES/
testl.txt
[root@localhost: # cat RESTORED_FILES/testl.txt
this is a test
abc
1234
lalalalal
root@localhost:

BIEME TN, MEGHEIESHEEERIT ext3grep fSMIERERTH RESTORED_FILES X{43%
A

5. RELEEIE
MRIFBIIEREF NS T — DK, BAILUR—TF AL
ext3grep /dev/sdb --reatore-all
6. BNHHSK
mount /dev/sdb /opt/project
# mount /dev/sdb /opt/project/
# ls /opt/project/

ERR—MRIR, B2 SBNREENGR— 8 RE/MSERE R TOXE, MERRRaERE,
AR S it —F

Extdmagic

XN TEIEREFA
http://ext4magic.sourceforge.net/howto_en.html

ext3. ext4
XRFEAMN) LS8 S =, Tus)l ext3grep MAZIRIEBIENIIRSEEIR)


http://ext4magic.sourceforge.net/howto_en.html

mount /dev/sdb /opt/project/

mkdir /opt/project/aaa

mkdir /opt/project/aaa/bbb

cat > /opt/project/aaa/bbb/ccc.txt

cat /opt/project/aaa/bbb/ccc.txt

# rm /opt/project/aaa/bbb
e '/opt/project/aaa/bbb': Is a directory
# rm -r /opt/project/aaa/bbb

HAEEHNERTRIRT —IXHE aaa FEEFEIEXMHH bbb £ bbb XHFRFFE ccc.txt,
BEENT—EFR, ZEEEWRT bbb XX, ETRENABXXGME

1. H1# testl.txt FAESNKX
umount /dev/sdb
calhost: rm /opt/project/aaa/bbb

cannot remove '/opt/prOJect/aaa/bbb'° Is a directory
, ' : # rm -r /opt/project/aaa/bbb

# umount /dev/sdb

2. FEIEEXHRAFIEIRIRER
ext4magic /dev/sdb -f /
/dev/sdb BERRLEHINH RS, AKRIZREPrEREIRIMLET



root@localhost: # ext4magic /dev/sdb -f /
Filesystem in use: /dev/sdb

Dump internal Inode 2
Status : Inode is Allocated

Inode: 2 Type: directory Mode: @755 Flags: 0x0
Generation: 0 Version: 0x00000000:00000008
User: @ Group: @ Size: 4096
File ACL: © Directory ACL: @
Links: 3 Blockcount: 8
Fragment: Address: 0 Number: @ Size: @
ctime: 1651219017:0790183380 -- Fri Apr 29 15:56:57 2022
atime: 1651217988:3477118048 -- Fri Apr 29 15:39:48 2022
mtime: 1651219017:0790183380 -- Fri Apr 29 15:56:57 2022
crtime: 1651215229:0000000000 -- Fri Apr 29 14:53:49 2022
Size of extra inode fields: 32
2 d 755 (2)
2 d 755 (2)
458753 d 755 (2)
< 573441> d 755 (2)

4096 29-Apr-2022 15:56 .

4096 29-Apr-2022 15:56 ..

4096 29-Apr-2022 15:57 aaa
@ 29-Apr-2022 15:56 bdir

0
0
0
0

ext4magic : EXIT_SUCCESS
root@localhost: #

AIUERE] aaa XNMXHFX, ESXREXHRAENR, HITLEMRER aaa XHEF, FHTeERIHIE
bbb 1 ccc.txt 13?

3. A FXMHRFHAR

ext4magic /dev/sdb -f /aaa/

[root@localhost: # ext4magic /dev/sdb -f /aaa/
Filesystem in use: /dev/sdb

Dump internal Inode 458753
Status : Inode is Allocated

Inode: 458753 Type: directory Mode: @755 Flags: 0x0
Generation: 2739879583 Version: 0x00000000:00000003
User: @ Group: @ Size: 4096
File ACL: @ Directory ACL: @
Links: 2 Blockcount: 8
Fragment: Address: 0 Number: @ Size: @
ctime: 1651219077:2852163152 -- Fri Apr 29 15:57:57 2022
atime: 1651219017:0790183380 -- Fri Apr 29 15:56:57 2022
mtime: 1651219077:2852163152 -- Fri Apr 29 15:57:57 2022
crtime: 1651219017:0790183380 -- Fri Apr 29 15:56:57 2022
Size of extra inode fields: 32
458753 d 755 (2) 0 0 4096 29-Apr-2022 15:57 .
2 d 755 (2) 0 0 4096 29-Apr-2022 15:56 ..
< 458754> d 755 (2) 0 0 @ 29-Apr-2022 15:57 bbb

ext4magic : EXIT_SUCCESS
root@localhost: #

ke T+ extdmagic /dev/sdb -f /aaa/bbb/




[root@locall # ext4magic /dev/sdb -f /aaa/bbb/

Filesystem in use: /dev/sdb

Error: Filename "/aaa/bbb" not found in Filesystem
if "/aaa/bbb" deleted, use InodeNr or try Journaling options
_ n ’\L' o<t #

AIEER, NERXFERMATT, RFEMLE -1 x 38K

Lh : # ext4magic /dev/sdb -f /aaa/bbb/ -T -x
Filesystem in use: /dev/sdb

re

Using internal Journal at Inode 8
Inode found "/aaa/bbb" 458754
Inode 458754 is at group 56, block 1835010, offset 256

Transactions of Filesystemblock 1835010 in Journal

FS-Block Journal Transact Time in sec Time of Transaction
1835010 4 38 1651219017 Fri Apr 29 15:56:57
1835010 13 39 1651219023 Fri Apr 29 15:57:03
1835010 21 40 1651219034 Fri Apr 29 15:57:14
1835010 26 41 1651219045 Fri Apr 29 15:57:25
1835010 31 42 1651219052 Fri Apr 29 15:57:32
1835010 34 43 1651219059 Fri Apr 29 15:57:39
1835010 38 44 1651219077 Fri Apr 29 15:57:57

Dump Inode 458754 from journal transaction 39

Inode: 458754 Type: directory Mode: @755 Flags: 0x0
Generation: 2739879584 Version: 0x00000000:00000001
User: @ Group: @ Size: 4096

File ACL: © Directory ACL: @

Links: 2 Blockcount: 8

Fragment: Address: @ Number: 0 Size: @
ctime: 1651219023:1716342420 -- Fri Apr 29 15:57:03 2022
atime: 1651219023:1716342420 -- Fri Apr 29 15:57:03 2022
mtime: 1651219023:1716342420 -- Fri Apr 29 15:57:03 2022
crtime: 1651219023:1716342420 -- Fri Apr 29 15:57:03 2022
Size of extra inode fields: 32

BLOCKS :

(0):1835523

TOTAL: 1



Links: 2 Blockcount: 8

Fragment: Address: @ Number: @ Size: O
ctime: 1651219034:0321057836 -- Fri Apr 29 15:57:14 2022
atime: 1651219023:1716342420 -- Fri Apr 29 15:57:03 2022
mtime: 1651219034:0321057836 -- Fri Apr 29 15:57:14 2022
crtime: 1651219023:1716342420 -- Fri Apr 29 15:57:03 2022
Size of extra inode fields: 32

BLOCKS:

(0):1835523

TOTAL: 1

458754 d 755 (2) 4096 29-Apr-2022 15:57 .
458753 d 755 (2) 4096 29-Apr-2022 15:57 ..
458755 _ 644 (1) @ 29-Apr-2022 15:57 ccc.txt

Dump Inode 458754 from journal transaction 44

Inode: 458754 Type: directory Mode: @755 Flags: 0x0
Generation: 2739879584 Version: 0x00000000:00000004
User: @ Group: @ Size: 0

File ACL: @ Directory ACL: @

Links: @ Blockcount: @

Fragment: Address: @ Number: @ Size: @

ctime: 1651219077:2852163152 -- Fri Apr 29 15:57:57 2022
atime: 1651219077:2852163152 -- Fri Apr 29 15:57:57 2022
mtime: 1651219077:2852163152 -- Fri Apr 29 15:57:57 2022
crtime: 1651219023:1716342420 -- Fri Apr 29 15:57:03 2022
dtime: 1651219077 -- Fri Apr 29 15:57:57 2022

Size of extra inode fields: 32

ext4magic : EXIT_SUCCESS
root@localhost: #

4. RERMBRRISXH ccc.txt

ext4magic /dev/sdb -rf /aaa/bbb/ccc.txt -d /opt/

root@localhost: # ext4magic /dev/sdb -rf /aaa/bbb/ccc.txt -d /opt/
"/opt/" accept for recoverdir
Filesystem in use: /dev/sdb

Using internal Journal at Inode 8
Inode found "/aaa/bbb/ccc.txt" 458755

/opt///aaa/bbb/ccc.txt
ext4magic : EXIT_SUCCESS
root@localhost: # 1ls /opt/
root@localhost: # 1ls /opt/aaa/
root@localhost: # ls /opt/aaa/bbb/
ccc.txt

root@localhost: # cat /opt/aaa/bbb/ccc.txt
Test 1

root@localhost:

HRMEML), MERNBIERRBERNEREWREFTE -d BENXHET
5. EEHIEME

-M REEEBX M

-m RE 2 EEMBRAIS




[RAMRE— MO XET, FATRNERERAXH NS, HAXNSHAUESEFHETIER
SERMENHE R U RE R TNERUEHNEERERE

. BETEREEBIERE

-a BHE® o KK ofter, RREXNEESUG

-b BYE)E b & before, RRIEXET(E] = LAR]

BSEl B mT LB https://shijianchuo.net/ XML THS E]F06T 8 BEA95E R
BIgFEATAEE 2022 &£ 1 B 1 BUUEHBRISXUEHETRE—T

extd4magic /dev/sdb -a 1640966400 -d /opt/backup -m

EW,EB“]UNXHTII\E_]&(UNX timestamp)%i 1651222400 Fria =1k RIER

UnixAF/E)&; (Unix timestamp) | 1584581798 ®ov ik 2020-03-19 09:36:3¢
KfiE (%/8/8 B:9:3) B3R BT Unix i B85 B
BdE 2022 £ 1 A1 HO B0 90 # aUnixifEs 1640966400 »

t # ext4magic /dev/sdb -a 1640966400 -d /opt/backup -m
Warning: Ac lvate magic-scan or disaster-recovery function, may be some command line options ignored
"/opt/backup"” accept for recoverdir
Filesystem in use: /dev/sdb

Using internal Journal at Inode 8

Activ Time after : Sat Jan 1 00:00:00 2022

Activ Time before : Fri Apr 29 16:54:11 2022

Inode 2 is allocated
/opt/backup/aaa/bbb/ccc.txt

: start lost directory search

==== - /opt/backup/MAGIC-1/<11>

MAGI : start lost file search

MAGIC-2 : start lost in journal search

MAGIC Funct1on for ext3 not available, use ext4magic @.2.4 instead

IT_SUCCESS

# 1s -al backup/

drwxr-xr-x 4 root root 4096 Apr 29 16:54
drwxr-xr-x 4 root root 4096 Apr 29 16:53
root root 4096 Apr 29 16:54
root root 4096 Apr 29 16:54

st # cat backup/aaa/bbb/ccc.txt

# 1s -al backup/MAGIC-1/\<11\>/

- 2 root root 4096 Apr 29 14:53
ot root 4096 Apr 29 16:54
#

B UEEIFEN EEMER aaa/bbb/cce.txt XHEE, B22Z81/ LT EAMERIXHE, tbal
testlixt, test2.ixt EEMEART T, AAMIIEEREKI T X HFNXHRAEBET

MEFRBMEREC=RNEE, BREEARE—R—REFE? 1A
IE=RMFLE = RETRIILEZ] USRI HERE

ext4magic /dev/sdb -a $(date -d "-3day" +%s) -d /opt/backup -m




root@localhost: # ext4magic /dev/sdb -a $(date -d "-3day" +%s) -d /opt/backup -m

Warning: Activate magic-scan or disaster-recovery function, may be some command line options ignored
"/opt/backup” accept for recoverdir

Filesystem in use: /dev/sdb

Using 1internal Journal at Inode 8
Activ Time after : Tue Apr 26 17:07:40 2022
Activ Time before : Fri Apr 29 17:07:40 2022
Inode 2 is allocated
/opt/backup/aaa/bbb/ccc.txt
: start lost directory search
/opt/backup/MAGIC-1/<11>
: start lost file search
MAGIC-2 : start lost in journal search
MAGIC function for ext3 not available, use ext4magic 0.2.4 instead
ext4magic : EXIT_SUCCESS
root@localhost: # 1s

root@localhost: # 1s backup/

root@localhost: # cat backup/aaa/bbb/ccc.txt
Test 1

Test 2

Test 3

over

root@localhost:

BBHZ, extdmagic EFHIManFMERIET —=) L/)VEEiIR

n with this option you can set the " after " time

with this option you can set the " before " time

n is the number of seconds since 1970-01-01 00:00:00 UTC. This time information can you find
"date" and also insert directly in the ext4magic command line.

-a $(date -d "-3day" +%s) -b $(date -d "-2day" +%s)
this example set "after=now-36h" and "before=now-24h"

is an indirect time option. you can use it with the options -B ; -I ; -f The value n is th
this transaction number. you can find the transaction numbers with the option -T or in the p

File-, IN- and OUT-Options: With these options group, you select the filesystem, and other optional

7. REIREXX (5%
ZEIFANITMIRBE R, —B—F# cccixt , (FA—TXAKLHENTER, BAEAUEEERERN
BRMXAERRERIE, F1FEd grep KiHITEK

ext4magic /dev/sdb -Lx -f /

# ext4magic /dev/sdb -Lx -f /
use: /dev/sdb

Using 1internal Journal at Inode 8

Inode found "" 2

Inode 2 is allocated

DIR 2 e

DIR 458753 " "

DIR 458754 "aaa/bbb"
458755 "aaa/bbb/ccc.txt"
573441 "bdir"

ext4magic : EXIT_SUCCESS




NRIRHRT, FWXER bdir REXE, (RELEEE aaa BRER, BHME -f / WA -f

/aaa/

ext4magic /dev/sdb -Lx -f /aaa

# ext4magic /dev/sdb -Lx -f /aaa
F11esystem in use: /dev/sdb

Using 1internal Journal at Inode 8
Inode found "/aaa" 458753
Inode 458753 is allocated
DIR 458753 "/aaa"
DIR 458754 "/aaa/bbb"
458755 "/aaa/bbb/ccc.txt"
ext4magic : EXIT_SUCCESS
@] # ext4magic /dev/sdb -Lx -f /

. BEMMEXHEEBR
ALUER -1 SHIILEFRIEEBREZERBEHING

: # ext4magic /dev/sdb -a $(date -d "-3day" +%s) -f /
Filesystem in use: /dev/sdb

Using internal Journal at Inode 8
Activ Time after : Tue Apr 26 17:39:22 2022
Activ Time before : Fri Apr 29 17:39:22 2022
Inode found "" 2
Inode: 2 Type: directory Mode: @755 Flags:
Generation: 0 Version: 0x00000000:00000022
User: @ Group: @ Size: 4096
File ACL: 0 Directory ACL: @
Links: 3  Blockcount: 8
Fragment: Address: @ Number: @ Size: @
ctime: 1651225068:3037832308 -- Fri Apr 29 17:37:48 2022
atime: 1651225066:3485726148 -- Fri Apr 29 17:37:46 2022
mtime: 1651225068:3037832308 -- Fri Apr 29 17:37:48 2022
crtime: 1651215229:0000000000 -- Fri Apr 29 14:53:49 2022
Size of extra inode fields: 32
2 755 (2) 4096 29-Apr-2022
2 755 (2) 4096 29-Apr-2022

196609 755 (2) 4096 29-Apr-2022
11> _ 644 (1) 0 29-Apr-2022

644 (1) 0 29-Apr-2022
644 (1) 0 29-Apr-2022
644 (1) 0 29-Apr-2022

: EXIT_SUCCESS
0 # ext4magic /dev/sdb -a $(date -d "-3day" +%s)
Filesystem in use: /dev/sdb

Using internal Journal at Inode 8
Activ Time after : Tue Apr 26 17:39:29 2022
Activ Time before : Fri Apr 29 17:39:29 2022
Inode found "" 2
Inode 2 is allocated

100% 3.txt

100% 4. txt

BIEHERZ 100% RS SERES



TestDisk [MiXtREX R, FHEF]

https://www.cgsecurity.org/wiki/TestDisk_CN

FTHEH2EZR S Windows. Linux. Mac
TN H RS

BeFS ( BeOS)

BSD disklabel ( FreeBSD/OpenBSD/NetBSD )
CramFS, EEXH RS

DOS/Windows FAT12, FAT16 #1 FAT32
windows exFAT

HFS, HFS+ # HFSX (Hierarchical File System)
JFS (IBM's Journaled File System)

Linux ext2, ext3 Mext4

Linux LUKS MZ& 5 X

Linux RAID md 0.9/1.0/1.1/1.2

o RAID 1: $&&(Mirror)

o RAID 4: A TEIIZHEES

o RAID 5: O HmINTRIE B TES

o RAID 6: A HmANITRIE SHEHIES
Linux Swap (hRZ<1 1 2)

LVM # LVM2, LinuxiZ3§4 EE88(Linux Logical Volume Manager)
Mac partition map

Novel NSS (Novell Storage Services)

NTFS ( Windows NT/2000/XP/2003/Vista/2008 )

ReiserFS 3.5, 3.6 #1 4

Sun Solaris 1386 disklabel

UnixXX £ %-UFS and UFS2 (Sun/BSD/...)

XFS, SGI's Journaled File System

0x09 HEEHXHHTENES

XL TEEwebsheNRERA, REGHEHE, XELUEER passwd XPMXHAF

find
elif

-name "passwd" while do if -f Sline
-d $line then 1s -al grep $line; fi; done

then 1s -al Sline



https://www.cgsecurity.org/wiki/TestDisk_CN

root@ubuntu: # find / -name "passwd" | while read line; do if [ -f $line ]; then 1ls -al $line; elif [ -d $line ]; then 1s
-al ../ | grep $line; fi; done

-rWXr-Xr-x root root 249 Nov 12 2015 /snap re/13 ‘cron.daily/passwd

-rW-r--r-- root root 92 Nov 12 2015 /snap/core/13308/etc/pam.d/passwd

-rW-r--r-- root root 1560 May 20 07:40 /snap/core/13308/etc/passwd

-rWSr-xr-x root root 54256 Jan 26 2022 /snap/core/13308/usr/bin/passwd

-PW-r--r-- root root 514 May 18 2016 /snap/core/13308/usr/share/bash-completion/completions/passwd

-rW-r--r-- root root @ May 20 07:41 /snap/core/13308/var/lib/extrausers/passwd

-PWXr-Xr-x root root 249 Nov 12 2015 /snap re ron.daily/passwd

-rW-r--r-- root root 92 Nov 12 2015 /snap/core/13886/etc/pam.d/passwd

root root 54256 Jan 26 2022 /snap/core/13886/usr/bin/passwd

root root 514 May 18 2016 /snap/core/13886/usr/share/bash-completion/completions/passwd
root root @ Sep 2 17:27 /snap/core/13886/var/lib/extrausers/passwd

root root 1555 Jun 21 08:43 /etc/passwd

root root 249 Jan 25 2018 cron.dail)

root root 92 Jan 25 2018 /etc/pam.d/passwd

root root 497 Apr 2 2018 /usr/share/bash-completion/completions/passwd

root root 312 Jan 25 2018 /usr/share/lintian/overrides/passwd

root root 59640 Jan 25 2022 /usr/bin/passwd

-rWSr-xr-x
-rw-r--r--
-rw-r--r--
S P==f==
-PWXr-Xr-x
-rw-r--r--
-rW-r--r--
-rw-r--r--
-rWSr-xr-x

1
1
1
1
1
1
1
1
-rw-r--r-- 1 root root 1560 Sep 2 17:26 /snap/core/13886/etc/passwd
1
1
1
1
1
1
1
1
1




IR MR
0x01 Linux FiF#IE | #7124 | session(£iF) | job(1Fik)

KFEEREEHRE, ERHEARER, FIUAREEHEK
7ELinuxH:
o ITFfterminal, HWILERXRIRIER, ZEFLUIKE—Pshell
o EidsshiEEElinuxissh-server fRSS 28, WATLIFRE—shell
BERNM2EI U LFmFHARNKIKE—Dshell, 2REBTIEFEN, KRNREBLATE—MES, HI1ES
EIHIRIG—shell, AFR_ LR, FHTRENT —1session (£1&, LU Fsession#BE=iE)

EMHE IR HITEG
1. £
ESAME=TDN

ping

AREAE, RENBHT —1MEF ping FEREIET —1Mi#HE, HITBHA—1MRiRsshEZX AR 28
BT

AILLEE], AT —1PIDA177980#E, HIZEREEIXATITEIpIngRIER, BAXKLEFHZMHA
FERyUE?



HNEMA ps ajfx KE—TF

1. pid, pgid, sid¥3/9890M sshd SFIF#HIZE R —1NSIDFI1494Hsession, EEEIET —pidA
1494M)F#12“sshd: helper [priv]” , FEEIET —M#H1ZE, HEMEHIEANleader, #HiZH
MIPGIDE T I #FEMpid 1494, XPMHIEFE R ZsessionBlleader

2. “sshd: helper [priv]"8I8 T —1PIDA 1518 F#FE “sshd: helper@pts/2” , HIELFEFF 7 — 1IN
Kig pts

3. EPMRimptsER T — 1N SIDA1519 session, BT — 1M pid AL5190F#1E “bash”, FHEBIET —
NEEHIZEE, FHIRANPGIDE T FHIZMPIDA1519, XNFHIZNHIZHENleader, B2
X sessionfileader,

4. bashfI 7T — M pidA1779MF#FE “ping www.baidu.com”, BEEIE—NEVHIZEE, PGIDA
1779, #AXE— M RIAHZ

2. =52

Bl

helpe

AIUEE], pingEE XM TE EEREIRAT, BRKAGARAE, RITTUESAAHS
Is,pwd%, PITREHBEE



http://www.baidu.com/

FEIHFEEEMAEE T, F—HFMSEET

B9 STAT 7|, BAFFEXMT

e D REEFRUTRYHIZ (BHNIO)

e R IEFEEITHRIHZ

o S BEZFETRIHIZ, &

o TEZXFILEEEERHE, MRE(]ETE
iLE R, BRNBesEERZERTXD

XERE ps 5%

BT,

RS

BERT, REPFARBDHBHBEXMRE

—im  AAA

Ebalisisleep 10, WIRF(VIE— Tctrl -z

. Wiz/l\llﬂ%%iﬁ, MAZ2.6xx Lla, RTRNEERBERINEISE
. ZIIENHE (X PNMFEMRASEIN)
® Z{EFlE*EE; HTT}éy *TT%MLLWI&%EE’ IJJ_/%’JL_’J\'EJ\/ )y Kﬁ;&ﬁyé/%o ﬂﬂ%i(%, Ejﬁﬁl\ﬂ;@

o _ﬁi;r% II:I:II i).:o
THE—LLEBSDXIEHISEK
o < SR IE
N (LA kiETE
L EREFEFRHEB T RES T
s FiHiz2
ZIRIEHTZE
+ KREFBEBITHEHEE
AUEH

e 1T ping www.baidu.com BJBY{&Eping
e 1T ping www.baidu.com & BIEHRping

EAIRIEITH#HE, bashZEEBIEITHHZ
EBEAEBITHHE, bashZrISIEITH#HZ

R EES RBVFAB LS IRERREAMIBVIEMR, A TENABMMERIUE—E, FRREEKT ..


http://www.baidu.com/
http://www.baidu.com/

3. #1240

HIZR LS AREBREIRMRYIE, HIZEAMBERT, EXM2 E#ERE—ET, ZEHR—1HzM#E
FHT

EAMBEERBEREXH, FALNuXBAREXARE, FEERATHESIE,

REANTHEEE, KSADAE, BESERIE;, HATHEEE, SARDHREAN, KEFEA, EA;
BINIXENELF, ERFRDM T ZSMEZE/NA..

AGBE—Nob (fRlk) RIHIEDR— 1A, BATHASESEAK, ANID (PGID) FXAHKR
PID

XEH @, NRAKHAREFRTT, NAKXREFELR? NREFFAHKITIE?
MRARKFEFECT T, NAREERF THEMSEE, KRAKFSE, PGIDMARET; MELI—H..
KI—TF:

#include <unistd.h>
#include <stdio.h>

int main()
{
setbuf (stdout, NULL);
pid_t pid;
pid = fork();
if(pid == 0){
printf("child pid: %d\n", getpid());
while(1l){

sleep(1l);
printf("child\n");

}
} else {
printf("father pid %d\n", getpid());
while(1){
sleep(l);
printf("father\n");




lhelper@localhost: $ gcc fk.c -o fk
lhelper@localhost: $ ./fk &

[1] 29938

helper@localhost: $ father pid 29938
child pid: 29939

fatherchild

childfather
childfather
fatherchild
childfather
fatherchild

childfather

1281 1279 1279 7
2638 2638 2638 7
29716 29716 29716 7
29755 29716 29716 7
29756 29756 29756
29938 29938 29756
29939 29938 29756
29773 29773 29773 7
29810 29773 29773
29811 29811 29811
29941 29941 29811
25952 25952 25952 7
9813 9813 9813 7
12014 12014 12014 ~?
12803 12803 12803 7
12849 12849 12849 7
19599 19599 19599 7
helper@localhost:~$

MpsBIERTUER, HITNRERCIZT R MNHZ, MMNHEBRTRE—M#HTEH, PGID29938
IMAERA Kl 3= F22HIeader 29938

lhelper@localhost:~$ kill 29938
helper@localhost: ~$

\_ (sd-pam)
/usr/sbin/sshd -D
\_ sshd: helper [priv]
| \_ sshd: helper@pts/2
I \_ -bash
I \_ ./fk
I \_ ./fk
\_ sshd: helper [priv]
\_ sshd: helper@pts/0
\_ -bash
\_ ps ajfx
/1lib/systemd/systemd-timesyncd
/1lib/systemd/systemd-udevd
/usr/sbin/uuidd --socket-activation
/usr/sbin/rsyslogd -n
/usr/lib/accountsservice/accounts-daemon
/usr/lib/policykit-1/polkitd --no-debug

(SEOSIS BSOS IS RS IS BSOS BSOS RS SRS SIS




child
father
child
father
child
father
child
father
child
father
child
child
child
child
child
child

A kilE#HIZleaderZf5, LS fathersiANTENT , {BRchildfkIBTEFTED, XRBARKHZRKARIE, Fit

BikEE, BT REEFHIEEREAR

1288 S+
-1 Ss
-1 Ss
-158
-1 Ss
-1 Ss
-158
29756 Ss+
-1 Ss
-158
29943 Ss
29943 R+
-1 Ssl
-1 Ss
-1 Ss
-1 Ssl
-1 Ssl
? -1 Ssl
pts/2 29756 S

\_ -bash
/usr/sbin/irgbalance --pid=/var/run/irgbalance.pid
/1lib/systemd/systemd --user
\_ (sd-pam)
/usr/sbin/sshd -D
\_ sshd: helper [priv]
| \_ sshd: helper@pts/2
| \_ -bash
\_ sshd: helper [priv]
\_ sshd: helper@pts/@
\_ -bash
\_ ps ajfx
/lib/systemd/systemd-timesyncd
/1ib/systemd/systemd-udevd
/usr/sbin/uuidd --socket-activation
/usr/sbin/rsyslogd -n
/usr/lib/accountsservice/accounts-daemon
/usr/lib/policykit-1/polkitd --no-debug
./fk

[ SIS RS IS IS IS IS IS IS IS IS IS IS S IS IS B S IS IS

ﬂau,“‘EW¢%F FHIZEHZIBPPIDIRE N1, BEEHIEHAPGIDKIEZE, E£E29938 ,
sessionfVid SIDWEEREDT W, £E29756

RN FHARZAT AN L RE

XERMNMBEEIET, — I ARSHERNVMREHEEEFETFHE, (U kill -9 pid RILEHIZATEER

AN, BAfs ?J‘-?E? #i2
BEEKT , MRBBEXEADRFSHEZERTIE, EARME?

KIS EFIRRIE, BNREHA, GHRFHENR, ABkilal. pkilEsE, XHHEIE—EH2LBEMN
Fhiftigpid, HREREM—EEHH

HILFEER, BMNRFBREXNHRHLRIEMIT T




SEEE, HEFER PGIDEIEMMNAES

SKIeFHA:

1 2638 2638 2638 7
2638 29716 29716 29716 ?
29716 29755 29716 29716
29755 29756 29756 29756
29756 29949 29949 29756
29949 29950 29949 29756
2638 29773 29773 29773 7
29773 29810 29773 29773
29810 29811 29811 29811
29811 29951 29951 29811
25952 25952 25952 7
9813 9813 9813 ?
12014 12014 12014 7
12803 12803 12803 7
12849 12849 12849 7
19599 19599 19599 ?
helper@localhost: ~$

AUER, RFHEEERT, pida5l/929949F129950
XMEHERA 1R X M #HFEA

helper@localhost:~$ kill -9 -29949
helper@localhost:~$

:00 /usr/sbin/sshd -D

:00 \_ sshd: helper [priv]
:00 | \_ sshd: helper@pts/2
100 | \_ -bash

100 | \_ ./fk
100 | \_ ./fk

:00 \_ sshd: helper [priv]

100 \_ sshd: helper@pts/0

100 \_ -bash

100 \_ ps ajfx

:02 /1lib/systemd/systemd-timesyncd

:01 /1ib/systemd/systemd-udevd

:00 /usr/sbin/uuidd --socket-activation

:00 /usr/sbin/rsyslogd -n

:18 /usr/lib/accountsservice/accounts-daemon
:00 /usr/lib/policykit-1/polkitd --no-debug

(SSRGS IS IS IS IS IS S IS IS IS IS S I

'father

[1]+ Killed
helper@localhost:




-1
-1
-1
-1
? -1
ts/2 29756
? -1
? -1
pts/0 29952

/1lib/systemd/systemd --user
\_ (sd-pam)
/usr/sbin/sshd -D
\_ sshd: helper [priv]
| \_ sshd: helper@pts/2
| \_ -bash
\_ sshd: helper [priv]
\_ sshd: helper@pts/0
\_ -bash
\_ ps ajfx
/lib/systemd/systemd-timesyncd
/1lib/systemd/systemd-udevd
/usr/sbin/uuidd --socket-activation
/usr/sbin/rsyslogd -n
/usr/lib/accountsservice/accounts-daemon
/usr/lib/policykit-1/polkitd --no-debug

pts/0 29952
? -1
-1
-1
-1
-1
-1

[SACSTS IS IS RS IS IS TS IS IS IS IS IS B S IS

BILEER, XTHIZHAEBL BT, BEAR!
XE—EEIE, FROE—T#HIEA, —FEIE, #RHAEERTHIERISHIE, JIRET

4. Session

HIEXEFLBINELRERIREE T, FiT—ITEREEshell session, FiTHTHA— MR IE—
Msession, T session#ieE—NEHE ZMNHBEAAR, BN HIZHTA job, XEBjobAE2ES, m
el
MIERFAILLEY, sessionBIBASEEIELLHIZA KR, FTH—1MRim, RAITI00%GS, RESERN
sessionE% (VA setsidORERAT AL K MIsession ) , ARAXLERS A LUIE S sessioni#{TH—BIE,
URREINNEEARNEREERE, BEXMNRBAKXKT, FRIU—RAFER, TEELET fifsessiondy
B2, MwebZeid K3t Fsession XA HINIZIEA & IBfE
sessionFHIE—NHIZ (—R&=Ebash) HIPIDFEEsessionfISID

WMEKBRT, WAFIEE sessionlg?

SKIRFHIA

:00 /usr/sbin/sshd -D

:00 \_ sshd: helper [priv]
:00 | \_ sshd: helper@pts/2
100 | \_ -bash

:00 | \_ ./fk
:00 | \_ ./fk
:00 \_ sshd: helper [priv]
:00 \_ sshd: helper@pts/0
100 \_ -bash

100 \_ ps ajfx

ALLEE, fkAISIDA29756




lhelper@localhost:~$ pkill -e -s 29756
killed (pid 29756)
killed (pid 29957)

killed (pid 29958)
helper@localhost:

AUER, RETXNSIDTH=1HEIE, 257 29756, 29957, 29958
e SHEMERIETIEZAMEL

[1]+ Terminated ./fk
Connection to 192.168.1.81 closed.

AIAEE, £ Tbashi#izfg, sshiHEmbirA T

5. SFiPiHiE(daemon)

TIFHEEXMIZERE, BFERERE, BERNESETREBIinuxiZH HRENEGRIFE, EERFER
TIFEEZN— MR 2 HEE AR E AL mIEE

AREFMEIHTHRIX N E XN B LR, PRIURIIE RN —ERERYG, KD ABXEFH:

o MARFKBIMERN

EFEZEinit, WELEppidAl

TEREBIETT

HEZFEEUFH d LR

psETRHPLRIRRIKEART(?), KingiaHZAIDIREN-1

TEERA\ (R)

XEPREERTEER, ERBUHBEETEMBERAFEFEN, AU —BTEULESEEHIZE. nohupit
NEa#HIEMTIFHIERHAXEAR, BRBITXEYE, BuEA2IRANLEBEIR
REEETX:

o REEHIRE, RiFRIREN? 5. WIMELKERSE stdin 0. stdout 1. stderr 2

o RMEFRZAHFOIEAHTE, init#iEgEsystemd (pid=1) UKRBFR ANBIHHNERBE#HE—RRLL

pid=10HIENHIE, MLlkthreaddIZATZRIRBYFIFEHFIZELUKthreadd AR FHFE

o TFIFHE—RESIFEEHE., AKHIE

o THEBFRN/ (IR) , FBEANTHIEHBHEESH T ANEHE
TIFHIEERARRMIRHERS, ERFEREMNXRIENER, REMERAN. nERE. fESEIR, b
BREAMEmMysqld, sshdZ, HATNTBEAUSIE—FiR#HEN, TEOT:


https://www.cnblogs.com/lvyahui/p/7389554.html

EiEiEe:

1.

2.

BIT—1Nfork(), ZERHBIFRY, FHERSENIT, (EEREIEdoemonil AT initi#ER T
2 ) ZAIUEHMX—FTERAN TERNERE:

o {Ri&daemon@MiELITRIIN, RFEMAZRIESWshell R, shelZFAMZ2BERERHS—1
sheli@ "fH L FHBHREEFEIETT.

o FHIEWMERAMA—THEEAAKERE, AANTANERHEIBEHAT HZAIDHBERETE
O —RHIZID, MXMHZIDSHEMRIHZAIDZEARREN, XEFEABEBMRINMAITTE
—NPE,

FiEZEAsetsid () ABR—MHEIEHBERE SiEHIRimZ BINIEXKXR, ERLEEFHE
(AT RIENEHIE, (O)RA—FHEANARKER, ()EBEIEHIZiR,

NRdaemon NR BT I LIRIRE, BAMEFE OdoemonZEFIFER—MEFIRE T, MR
daemon/SEIFIBERT A— 1M RIRIRE, ABANMEREFERRBEX MIREFIHNITH LR, XA
Lo T E A7 TSR

o TEFTEHBER A EI— 1M EIHIZE EMopen()IAAHFIEEO_NOCTTYHRIZ,

o WEF[RMIY, TEsetsid()ARBZBWITEZANfork() , AEENILAHZREHILINF
HIERENIT. XEMBRT FEERSMARIEELEK, ELRIESYstem VAIRENZ iHRIFEN
HIBKIRAREMER—MERIZE.  (Z—NMorkQIEBARREREMRITFL, )

TBERRHIZR umask IR Zdaemon B XX 4F1 B RETHE FRE IR,

EHBENEATEER, BEIHARER (/) . XHMEALEN, FANdoemonBE=—EHIiz
TEERGZXANL, MRdaemonBIHFITIEERANES/NXHGRS, BAMTEHNHZXG R

4o HEdaemonAI IR TEERBAANTHESHAENERIEREXHFEX—TER, REGS
XA EROX M RYKIT RS WENHEN A,

XiAldaemon NELACHIZUAAMRIVFT BT A BN XHHERRTT.  (doemonFlBETR ZRIFA A RAYSC
HHERNITHRS, BX—FBaENHETETEN, ) ZFAUXEMNERERZ. BFdaemon
SETIEHRBEHBZRERESIEITHN, Eiltitdoemon®EXHEARTO FREBN) « 1 FREEL)
M2 (MEHIR) BITARSZELEEN, RAEIHEANMEIEHILIR, s, TEHEKMNELETH
daemontT I HFRTENXH RS, Alth, BENMIEZR XFAFREXRANITAENXXHERRE, R
XHHERTR—MAERNZER,

EXA T XHEHERTTO. 18225, daemoniBERFTH /dev/nullFHERdup2 () (ERMIABIRER)
EFE XLEHRFHERAX MEE. ZAUEXHEMER N TEHENERA:

o EMRT HdoemonE T EXLEHARRT_EMITI/ OB FE R BT A= H F BRI K,

o BT doemonfGEERERFIH2ATH— N XHNER, EAERRSFEXLEHERTT LHIRE

RHAARESIZRE NSUE (HMBIF T REEEE -

MTRXAZ, ERIB—KFRRTIFHZERE—TE, Llsshd Al



1 2638 2638 7
2638 29773 29773
29773 29810 29773
29810 29811 29811
29811 30062 29811

/usr/sbin/sshd -D
\_ sshd: helper [priv]
| \_ sshd: helper@pts/0
I \_ -bash
I \_ ping www.baidu.com
\_ sshd: helper [priv]
\_ sshd: helper@pts/1
\_ -bash
\_ ps ajfx

R AFIPHIZPPID AL, MBEERIMAHEIEA. BiEMsession®, FrLAPID=PGID=SID, [EIRNZXixriE
R 2, Riggi & HIBAIDISE -1

2638 29983 29983 7
29983 30043 29983
30043 30044 30044
30044 30063 30044

(SIS IS IS IS IS IS IS RS

RILTIPHRRERAR, ZRR, SANRENRE

BIXEEZAUT, BARLARRESERDT, FTARHREXTHIEAXIMIRFEIIIZREZH—LER)
A, NERAEFARA, THRAIUE—E

6. dies und das

1. ping www.baidu.com & XMfa 8 HIERAETIFHE

st:~$ ping www.baidu.com &

ost:~$ PING www.a.shifen.com (110.242.68.3) 56(84) bytes of data.
64 bytes from .242.68.3: icmp_seqg=1 ttl=53 time=9.38 ms
64 bytes from .242.68.3: icmp_seg=2 ttl=53 time=9.40 ms

:~$
:~$
$ 64 bytes from 110.242.68.3: icmp_seq=3 ttl=53 time=9.47 ms
64 bytes from 242.68.3: icmp_seq=4 ttl=53 time=9.32 ms
64 bytes from 242.68.3: icmp_seqg=5 ttl=53 time=9.43 ms
64 bytes from 242.68.3: icmp_seq=6 ttl=53 time=9.44 ms

usr/sbin/irqgbalance --pid=/var/run/i
/lib/systemd/systemd --user
\_ (sd-pam)
/usr/sbin/sshd -D
\_ sshd: helper [priv]
| \_ sshd: helper@pts/0
| \_ -bash
I \_ ping www.baidu.com
\_ sshd: helper [priv]
\_ sshd: helper@pts/1
\_ -bash
\_ ps ajfx

1 1279 1279 1279 7
1279 1281 1279 1279 7
1 2638 2638 2638
2638 29773 29773 29773 *
29773 29810 29773 29773
29810 29811 29811 29811
29811 30056 30056 29811
2638 29983 29983 29983 7
29983 30043 29983 29983
30043 30044 30044 30044
30044 30058 30058 30044

FEMER E AR AR

2. nohup ping www.baidu.com &

[ SIS IS IS IS RS IS IS IS IS SR S
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lhelper@localhost:~$ nohup ping www.baidu.com &

[2] 30062

[1] Killed ping www.baidu.com

helper@localhost:~$ nohup: ignoring input and appending output to 'nohup.out’

rEEFANERL, ITIRBEEMEI nohup.outR T
3. ping www.baidu.com > /dev/null 2>&1 & EGRETFIFHIZTIT

BRT, HERZE

1 2638 2638 2638 7 =il

2638 29773 29773 29773 7 =il
29773 29810 29773 29773 -1 1000
29810 29811 29811 29811 29811 1000
29811 30066 30066 29811 29811 1000
2638 29983 29983 29983 7 =il 0
29983 30043 29983 29983 =il 1000
30043 30044 30044 30044 30067 1000
30044 30067 30067 30044 pts/1 30067 1000

/usr/sbin/sshd -D
\_ sshd: helper [priv]
| \_ sshd: helper@pts/0
I \_ -bash
I \_ ping www.baidu.com
\_ sshd: helper [priv]
\_ sshd: helper@pts/1
\_ -bash
\_ ps ajfx

XM RAREERMEFEERERD, ERd, ERIR, [BEPPIDEARRE]
4, FELEPPID=113? H{X5g

(SIS RS S S IS IS IS

#include <unistd.h>
#include <stdio.h>

int main

setbuf (stdout, NULL
pid_t pid
pid = fork
if(pid ==
system("ping www.baidu.com > /dev/null 2>&1 &"
else
exit

[helper@localhost: $ gcc execdemo.c -o execdemo

execdemo.c: In function ‘main’:

execdemo.c:10:9: warning: implicit declaration of function ‘system’ [-Wimplicit-function-declaration]
system("ping www.baidu.com > /dev/null 2>&1 &");
A

execdemo.c:12:9: warning: implicit declaration of function ‘exit’ [-Wimplicit-function-declaration]
exit(0);
A

execdemo.c:12:9: warning: incompatible implicit declaration of built-in function ‘exit’
execdemo.c:12:9: note: include ‘<stdlib.h>’ or provide a declaration of ‘exit’
[helper@localhost: $ ./execdemo

helper@localhost: $



http://www.baidu.com/

-1

-1

-1

29811

-1

-1

30120

30120

-1

-1

-1

-1

-1

? -1
pts/0 29811

o TARERAN. TiraERE. TinEEIR

e ppid=1
MEEGETIFHIET , (B2PID,PGID,SIDIEEAESE, KiMERN 2, RKingia#EAIDWARE-1,
BRUAZRRER, BAOERERZ RIS,

BFRSIE—TTiPEENABEN LEERNE, BCERE, BAEEMEAdoemonQRRERY, BE—F—
TR FEEREERN, HELEEERE.

/usr/sbin/sshd -D
\_ sshd: helper [priv]
| \_ sshd: helper@pts/0
| \_ -bash
\_ sshd: helper [priv]
\_ sshd: helper@pts/1
_ -bash
\_ ps ajfx
/lib/systemd/systemd-timesyncd
/1lib/systemd/systemd-udevd
/usr/sbin/uuidd --socket-activation
/usr/sbin/rsyslogd -n
/usr/lib/accountsservice/accounts-daemon
/usr/lib/policykit-1/polkitd --no-debug
ping www.baidu.com

[SEUSEUS RS RS BSOS IS OSSOSO S IS TS

5. A Isshlfi 5% S sessioniB1EMS?
HEAR N RimEERE— RS 28Hssh

:00 /usr/sbin/sshd -D

:00 \_ sshd: helper [priv]
:00 | \_ sshd: helper@pts/0
:00 | \_ -bash

:00 \_ sshd: helper [priv]
100 \_ sshd: helper@pts/1
100 \_ -bash

100 \_ ps ajfx

1ts/0 1682
? -1
? -1
pts/1 1743
pts/1 1743

ALUED, MEEMNSID, FHi1FER 1682 X sessionFi#HITHIT ping www.baidu.com Zfgctrl+c
¢m,@m %z

[helpe al t:~$ ping www.baidu.com
PING www.a.shifen.com (110.242.68.4) 56(84) bytes of data.
64 bytes from 110.242.68.4: icmp_seq=1 ttl=53 time=9.43 ms
64 bytes from 110.242.68.4: icmp_seq=2 ttl=53 time=9.56 ms
AC
--- www.a.shifen.com ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 10@01ms
rtt min/avg/max/mdev = 9.435/9.500/9.566/0.117 ms
1 alh $ exit

[SISICST SIS B RS B

logout
Connection to 192.168.1.81 closed.

-1 Ss 0:00 /usr/sbin/sshd -D
-1 Ss 0:00 \_ sshd: helper [priv]
-1S 0:00 \_ sshd: helper@pts/1
1750 Ss 0:00 \_ -bash
1750 R+ 0:00 \_ ps ajfx




SIDI1682Ysession RIFE T, ping eI NIPUTT

MERNTERERR N L imEZssh

/usr/sbin/sshd -D
\_ sshd: helper [priv]
: I \_ sshd: helper@pts/1
1731 pts/1 : I \_ -bash
1731 pts/1 : I \_ ps ajfx
1751 ? : \_ sshd: helper [priv]
1751 ? : \_ sshd: helper@pts/0
1788 pts/0 : \_ -bash

$ ping www.baidu.com &

ycalhost:~$ PING www.a.shifen.com (110.242.68.4) 56(84) bytes of data.
from 110.242.68.4: icmp_seq=1 tt1l=53 time=9.62 ms
from 110.242.68.4: icmp_seq=2 ttl=53 time=9.56 ms

e64 bytes from 110.242.68.4: icmp_seq=3 ttl=53 time=9.52 ms

[xit

logout

Connection to 192.168.1.81 closed.

>)

-1 Ss : /usr/sbin/sshd -D
-1 Ss : \_ sshd: helper [priv]
? -158 : \_ sshd: helper@pts/1
pts/1 1804 Ss : \_ -bash
pts/1 1804 R+ : \_ ps ajfx
-1 Ss : /usr/sbin/irgbalance --pid=/var/run/irgbalance.pid
-1 Ss 8 /lib/systemd/systemd --user
-1S : \_ (sd-pam)
-1S H ping www.baidu.com

MXEBERIUEE, BAENLsshiEZREH T, EREAHITRIBEX M session 1T, FEFXI =
i, PRLAMNRsessionFERERITHEEHIE, BMfEXFRIGHEMFsshFITIZERE, sessionEE@=F
89

6. nohup SIS EXEENNMERTERL, MESIREERE nohup.out 15?

MRRNBHEER, FNATUERER >, AftAazBnohupis<iE? KA REEZFRENFEX
NRFH!

HLe, FEXPMRANEZEREMZRESEHNNNNMKRERRMGEH TEIL, MEEHTAR LA
7, FRUVMIR RERNE@SHIEH)) LT BB HIRF T ...

Y —PRIFKFHE sshFIZRIREIZRHENZ, RFAESMsessionBIBNFIEHERIXZ—SIGHUPS
5, XNMESHMEBENNER, MRMSHETRT, i ER@5H ping www.baidu.com XN a#HIE
WRIZEEBULE], B2, TEsessionEMAXMIBEREELE T sessionfa@HIZLIXSIGHUPESER
AFA— M EEESHITHIN——huponexit , —fgIERT, XNEHERE Boff, WIREH, XFALIFER—
EMRSKNEISIGHUPES,

shopt grep


http://www.baidu.com/
http://www.baidu.com/

| grep huponexit

BILIEER], EHRMARSET, ZEENoff, FIUA ZEIRRXANE sshFTIZEZMANR R, Fa

FHETS UL LUK N sessioniE!T
LB E i nohup RZZFAREMT T, nohupEEFMZERESIGHUPES, XHEFRIERKIINEFZEEEFRH
17
7. tmux EERITHRRELY, muxBNKEREZTANE?
KR EFERAR MR ImRHTT

$ tmux new -s demo
helper@localhost:~$ ping www.baidu.com
PING www.a.shifen.com (110.242.68.3) 56(84) bytes of data.

64 bytes from 110.242.68.3: icmp_seq=1 ttl=53 time=9.52 ms
64 bytes from 110.242.68.3: icmp_seq=2 ttl=53 time=9.37 ms

lhost:~$ tmux 1s

(created Sat Feb 27 01:25:11 2021) [125x33]
t: $

/usr/sbin/sshd -D
\_ sshd: helper [priv]
I \_ sshd: helper@pts/@
I \_ -bash
I \_ ps ajfx
\_ sshd: helper [priv]
\_ sshd: helper@pts/1
\_ -bash
/usr/sbin/irgbalance --pid=/var/run/irgbalanc
/lib/systemd/systemd --user
\_ (sd-pam)
tmux new -s demo
\_ -bash
\_ ping www.baidu.com

AIUEE, EELtmuxfIBT — P TiP#EIE, #IEPID=1348, ZREITIFH#IZEIEE bash, ZEET
bash#fTping, BI#Eping www.baidu.com

ATEMEBELRX MR, FFEIZE— M tmuxfEs

(SIS IS USRS IS IS RS IS IS B IS B SIS


http://www.baidu.com/

lhelper@localhost:~$ tmux new -s demo

[detached (from session demo)]

lhelp calhost:~$ tmux 1ls

demo: 1 windows (created Sat Feb 27 01:25:11 2021) [125x33]
lhelpe calhost:~$ tmux new -s demo2

[exited]

lhelper@localhost:~$ tmux new -s demo2

[detached (from session demo2)]

helper@localhost:~$ ping www.sina.com.cn

PING spool.grid.sinaedge.com (123.125.104.150) 56(84) bytes of data.
64 bytes from 123.125.104.150: icmp_seq=1 ttl=56 time=1.57 ms

64 bytes from 123.125.104.150: icmp_seq=2 ttl=56 time=1.53 ms
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1348 ? : tmux new -s demo
1349 pts/2 : \_ -bash
1349 pts/2 : | \_ ping www.baidu.com

1366 ? : \_ [bash] <defunct>
1381 pts/3 : \_ -bash
1381 pts/3 : \_ ping www.sina.com.cn
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[ubuntu server 16.04 641i)

e systemctl list-unit-files --type=service | grep enabled

helper@ubuntu-64bit:~$ systemctl list-unit-files --type=service | grep enabled

accounts-daemon. service
atd.service
autovt@.service
cron.service
getty@.service
iscsi.service
iscsid.service
lvm2-monitor.service
1xcfs.service
1xd-containers.service
networking.service
open-iscsi.service
open-vm-tools.service
resolvconf.service
rsyslog.service
snapd.apparmor.service
snapd.autoimport.service
snapd. core-fixup.service
snapd. recovery-chooser-trigger.service
snapd. seeded. service
snapd.service

snapd. system-shutdown.service
ssh.service

sshd.service
syslog.service
systemd-timesyncd.service
ufw.service
unattended-upgrades.service
ureadahead. service
vgauth.service
helper@ubuntu-64bit:~$

e /etc/rc.local

helper@ubuntu-64bit:~$ cat /etc/rc.local
#!/bin/sh -e

#

rc.local

This script is executed at the end of each multiuser runlevel.
Make sure that the script will "exit @" on success or any other
value on error.

In order to enable or disable this script just change the execution
bits.

#
#
#
#
#
#
#
#
#
#

By default this script does nothing.

exit @
helper@ubuntu-64bit:~$

e /etc/rc.d/rclocal XN
o Jetc/rcd/init.d/ TXDXH
e chkconfig --list XA &<

e /etc/profile



helper@ubuntu-64bit:~$ cat /etc/profile
# /etc/profile: system-wide .profile file for the Bourne shell (sh(1))
# and Bourne compatible shells (bash(1), ksh(1), ash(l), ...).

if [ "$PS1" ]; then
if [ "$BASH" ] &% [ "$BASH" != "/bin/sh" 7]; then
# The file bash.bashrc already sets the default PS1.
# PS1="\h:\w\$ '
if [ -f /etc/bash.bashrc ]; then
. /etc/bash.bashrc
fi
else
if [ ""id -u™" -eq @ 1; then
PS1="# "'
else
PS1="$ '
fi
fi
fi

if [ -d /etc/profile.d ]; then
for i in /etc/profile.d/*.sh; do
if [ -r $i ]; then
o S
fi
done
unset i
fi
helper@ubuntu-64bit:~$

/etc/bashrc XN

~/.bashrc




# make less more friendly for non-text input files, see lesspipe(l)
[ -x /usr/bin/lesspipe ] && eval "$(SHELL=/bin/sh lesspipe)"

# set variable identifying the chroot you work in (used in the prompt below)

if [ -z "${debian_chroot:-}" ] & & [ -r /etc/debian_chroot ]; then
debian_chroot=$(cat /etc/debian_chroot)

f

# set a fancy prompt (non-color, unless we know we "want" color)
case "STERM" 1in

xterm-color|*-256color) color_prompt=yes;;
esac

# uncomment for a colored prompt, if the terminal has the capability; turned
# off by default to not distract the user: the focus in a terminal window

# should be on the output of commands, not on the prompt
#force_color_prompt=yes

if [ -n "$force_color_prompt" ]; then
if [ -x Jusr/bin/tput ] && tput setaf 1 >&/dev/null; then
# We have color support; assume 1it's compliant with Ecma-48
# (ISO/IEC-6429). (Lack of such support is extremely rare, and such
# a case would tend to support setf rather than setaf.)
color_prompt=yes
else
color_prompt=
1
fi

if [ "$Scolor_prompt" = yes ]; then
PS1="'${debian_chroot:+($debian_chroot)}\[\033[01;32m\]\u@\h\[\033[00m\] :\
[\033[01;34m\]\w\[\033[0Om\]\$ '
else
PS1='${debian_chroot:+($debian_chroot)}\u@\h:\w\$ '

fi
unset color_prompt force_color_prompt

# If this is an xterm set the title to user@host:dir
case "STERM" 1in
xtermx | rxvtx)
PS1="\[\e]0;${debian_chroot:+($debian_chroot)}\u@\h: \w\a\]s$PS1"

esac

# enable color support of 1ls and also add handy aliases
if [ -x /usr/bin/dircolors ]; then

test -r ~/.dircolors && eval "$(dircolors -b ~/.dircolors)" || eval
"sS(dircolors -b)"

alias 1s='ls --color=auto'

#alias dir='dir --color=auto'

#alias vdir='vdir --color=auto'

alias grep='grep --color=auto'
alias fgrep='fgrep --color=auto'
alias egrep='egrep --color=auto'




# colored GCC warnings and errors

#export
GCC_COLORS="error=01;31:warning=01;35:note=01;36:caret=01;32:locus=01:quote=0
l 1

# some more 1ls aliases
alias 11l='1s -alF'
alias la='ls -A'

alias 1='1ls -CF'

# Add an "alert" alias for long running commands. Use like so:

# sleep 10; alert

alias alert="notify-send --urgency=low -i "$([ $? = 0 ] && echo terminal
echo error)" "$(history|tail -nl|sed -e '\''s/"\s*[0-

9I\+\sx//;s/[;&[1\s*alerts//"'\"'")"!

Alias definitions.

You may want to put all your additions into a separate file like
~/.bash_aliases, instead of adding them here directly.

See /usr/share/doc/bash-doc/examples in the bash-doc package.

if [ -f ~/.bash_aliases ]; then
~/.bash_aliases
fi

# enable programmable completion features (you don't need to enable
# this, if it's already enabled in /etc/bash.bashrc and /etc/profile
# sources /etc/bash.bashrc).
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion ]; then
/usr/share/bash-completion/bash_completion
elif [ -f /etc/bash_completion ]; then
/etc/bash_completion
i
fi

e ~/.bash_profile FBiX X4
e ~/.profile



helper@ubuntu-64bit:~$ cat ~/.bash_profile

cat: /home/helper/.bash_profile: No suchi file or directory.

helper@ubuntu-64bit:~$ cat ~/.profile

# ~/.profile: executed by the command interpreter for login shells.
This file is not read by bash(1), if ~/.bash_profile or ~/.bash_login

#
# exists.

# see /usr/share/doc/bash/examples/startup-files for examples.
#

the files are located in the bash-doc package.

# the default umask is set in /etc/profile; for setting the umask
# for ssh logins, install and configure the libpam-umask package.
#umask 022

# if running bash
if [ -n "$BASH_VERSION" ]; then
# include .bashrc if it exists
if [ -f "$HOME/.bashrc" ]; then
. "$HOME/.bashrc"
fi
fi

# set PATH so it includes user's private bin directories
PATH="$HOME/bin:$HOME/.local/bin: $PATH"
helper@ubuntu-64bit:~$

e ~/.bash_logout

helper@ubuntu-64bit:~$ cat ~/.bash_logout
# ~/.bash_logout: executed by bash(1l) when login shell exits.

# when leaving the console clear the screen to increase privacy

if [ "$SHLVL" = 1 ]; then
[ -x /usr/bin/clear_console ] && /usr/bin/clear_console -q

fi
helper@ubuntu-64bit:~$

[Centos 7 641i1)

e systemctl list-unit-files --type=service | grep enabled






auditd.service

autovt@.service
avahi-daemon.service
bluetooth.service

chronyd.service

crond.service

cups.service
dbus-org.bluez.service
dbus-org.fedoraproject.FirewallDl.service
dbus-org.freedesktop.Avahi.service
dbus-org. freedesktop.ModemManagerl.service
dbus-org. freedesktop.nm-dispatcher.service
display-manager.service
dmraid-activation.service
firewalld.service

gdm.service

getty@.service
initial-setup-reconfiguration.service
irgbalance.service

iscsi.service

kdump.service
libstoragemgmt.service
lvm2-monitor.service
mdmonitor.service
microcode.service
ModemManager.service
multipathd.service
NetworkManager-dispatcher.service
NetworkManager-wait-online.service
NetworkManager.service
postfix.service
gemu-guest-agent.service
rhel-autorelabel-mark.service
rhel-autorelabel.service
rhel-configure.service
rhel-dmesg.service
rhel-domainname.service
rhel-import-state.service
rhel-loadmodules.service
rhel-readonly.service

rngd.service

rpcbind.service

rsyslog.service
rtkit-daemon.service
smartd.service

sysstat.service
systemd-readahead-collect.service
systemd-readahead-drop.service
systemd-readahead-replay.service
tuned.service

udisks2.service

vdo.service

vgauthd.service

vmtoolsd.service

e /etc/rc.local

enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled




e /etc/rc.d/rc.local

e /etc/rc.d/init.d/

e chkconfig --list




e /etc/profile




pathmunge () {
case ":S{PATH}:" dn
*:||$1||:*)
55
*)
if [ "s$2" = "after" ] ;
PATH=$PATH:$1
else
PATH=$1:$PATH
fi

if [ -x /usr/bin/id ]; then
if [ -z "SEUID" ]; then

EUID=
UID=

fi

USER=""/usr/bin/id —-un "

LOGNAME=SUSER

MAIL="/var/spool/mail/SUSER"

if [ "SEUID" = "@" ]; then
pathmunge /usr/sbin
pathmunge /usr/local/sbin

else
pathmunge /usr/local/sbin after
pathmunge /usr/sbin after

fi

HOSTNAME=
HISTSIZE=1000
if [ "SHISTCONTROL" = "-dgnorespace"
export HISTCONTROL=1ignoreboth
else
export HISTCONTROL=1ignoredups
fi

export PATH USER LOGNAME MAIL HOSTNAME HISTSIZE HISTCONTROL

if [ SUID -gt 199 ] && [ "' /usr/bin/id -gn'" = "' /usr/bin/id -un'" ]; then




umask 002
else

umask 022
fi

for i in /etc/profile.d/x.sh /etc/profile.d/sh.local
if [ -r "$i" ]; then
1f [ u${_#*i}u !: H$_H ]; then
. ll$-i||

else

"si" >/dev/null

f4
4
done

unset i
unset -f pathmunge

e /etc/bashrc

[[helper@centos-7 ~1$ cat /etc/bashrc
# /etc/bashrc

System wide functions and aliases
Environment stuff goes in /etc/profile

H* 3

# It's NOT a good idea to change this file unless you know what you
# are doing. It's much better to create a custom.sh shell script in
# /etc/profile.d/ to make custom changes to your environment, as this
# will prevent the need for merging in future updates.

# are we an interactive shell?
if [ "$PS1" 1; then
if [ -z "$PROMPT_COMMAND" ]; then
case $TERM in
xtermxk|vtex)
if [ -e /etc/sysconfig/bash-prompt—xterm 1; then
PROMPT_COMMAND=/etc/sysconfig/bash—prompt-xterm
elif [ "${VTE_VERSION:-@}" —-ge 3405 1; then
PROMPT_COMMAND="__vte_prompt_command"
else
PROMPT_COMMAND="'printf "\03310;%s@%s:%s\007" "${USER}" "${HOSTNAMEX%.x}" "${PWD/#$HOME/~}""'
fi
screenx)
if [ -e /etc/sysconfig/bash-prompt-screen 1; then
PROMPT_COMMAND=/etc/sysconfig/bash—prompt-screen
else
PROMPT_COMMAND="printf "\@33k%s@%s:%s\033\\" "${USER}" "${HOSTNAME%X%%.*}" "${PWD/#$HOME/~}""
fi
%)
[ —e /etc/sysconfig/bash-prompt-default ] && PROMPT_COMMAND=/etc/sysconfig/bash-prompt-default
esac
fi
# Turn on parallel history
shopt -s histappend
history -a
# Turn on checkwinsize
shopt —-s checkwinsize

[ "$PS1" = "\\s=\\Vv\\\$ " ] && PS1="[\u@\h \WI\\$ "

# You might want to have e.g. tty in prompt (e.g. more virtual machines)

# and console windows

# If you want to do so, just add e.g.

# if [ "$PS1" 1; then

#  PS1="[\u@\h:\1 \WI\\$ "

# fi

# to your custom modification shell script in /etc/profile.d/ directory
fi

if ! shopt —q login_shell ; then # We're not a login shell
# Need to redefine pathmunge, it get's undefined at the end of /etc/profile
pathmunge () {
case ":${PATH}:" in



e ~/.bashrc

e ~/.bash_profile

o ~/.profile XM
e ~/bash_logout
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Forbidden

You don't have permission to access this resource.

Apache/2.4.18 (Ubuntu) Server at 10.211.55.10 Port 80

IMERKNBBEIHWITEN] Centos Y SSH RIMEZIE, SKIRFIAFIRISZIRAEY Ubuntu BY apache BRETH R
BRISHENBLEIFET Centos WE (HEREINNEBRBENESE, BIREHITINIE)

WEHEH (PEEH] 10.211.55.2) 1T

ssh -fCNg -L 8008:10.211.55.10:80 helper@l0.211.55.11 -p 22

o -fEEWIT

e -N REETTY, Blnotty

o -CfEREZE

o -giIgEWIfIKHOJ 0.0.0.0 XA

~ 7)) ssh —fCNg -L 8008:10.211.55.10:80 helper(?10.211.55.11 —p 22

MAEREHERAIR B 2RI 8008 tmORE] LAAIRI ZIRZ R EHAY apache T

< G (D 127.0.0.1:8008
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AUER, FIIBE/MIIT, ELEINIEIHRIRER Ubuntu apache BRETE T I EH 2430
(1B —TUbuntut Apache BIHE /var/log/apache2/access.log

root@ubuntu-64bit:/var/log/apache2# cat /var/log/apache2/access.log

10.211.55.11 - - [27/Apr/2021:11:34:27 +0800] "GET / HTTP/1.1" 304 179 "-" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit
root@ubuntu-64bit:/var/log/apache2#
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[helper@centos-7 ~]$ netstat -pantu

EEINREEFERE

(Not all processes could be identified,

HEIEFRHIARIPAZIEENICentosBIIP

non-owned process info

will not be shown, you would have to be root to see it all.)

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address
tcp 0 0 127.0.0.1:631
tcp 127.0.0.1:25
0.0.0.0:111
0.0.0.0:22
10.211.55.11:22
10.211.55.11:53348
10.211.55.11:22
10.211.55.11:22
::1:631

200111

0
tcp ()
(%)
(%)
(%)
0
(%)
(%)
(%)
Q :::22
0
0
(%)
(%)
(%)
0
0
0
0
1

tcp
tcp
tcp
tcp
tcp
tcpb
tcpb
tcpb
udp 0.0.0.0:951
0.0.0.0:68
0.0.0.0:111
0.0.0.0:5353
127.0.0.1:323
0.0.0.0:55883
F$195ik
38 galilil

1:323

udp
udp
udp
udp
udp
udp6
udp6
udp6 0
[helper@centos-7 ~

S © © O 00606660 &S

Foreign Address
0.0.0.0:*
0.0.0.0:*
0.0.0.0:*
0.0.0.0:*
10.211.55.2:56450
10.211.55.10:80
10.211.55.2:55843
10.211.55.2:55845
3884

288Y

c ek

State

LISTEN
LISTEN
LISTEN
LTSTEN

PID/Program name

ESTABLISHED
TIME_WALT

ESTABLISHED
ESTABLISHED

LISTEN
LISTEN
LISTEN

Mg LESZ T — P IEHIEER T T Centos 22unORYERE, FINZ T —

10.211.55.10 80 A HERE, rwn;q@zmmmk WEHFR, BE tﬂ%?‘y—ﬁﬂ
BR—1MENBEHE, SIEEHELLDPEHIX

A2

2460 2469
2469 2658
1 2567
2567 2599 2599 2599 ?
2599 2604 2599 2599 ?
[helper@centos-7 ~1%

MNERRREREES T —
SN

2469
2658
2567

2469 pts/0
2469 pts/0
2567 ?

e AXE

DsshiEfZHIZ, XMHFET

—/NSSHEEERY, P LAMMISS EE i

Ss 1000 0:00
R+ 1000 0:00
Ss 0 0:00
Ss 0 0:00
S 1000 0:00

fEMlastb REBREERBERKIARNE

\_ bash

NZIEEHCentos 1518]
e, REBWSEERS
FISSHEXE M E IR K

\  ps afjx
/usr/sbin/sshd -D
\ sshd: helper [priv]
\_sshd: helper
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[root@centos-7 helper]# lastb

btmp begins Wed Apr 28 17:46:45 2021
[root@centos-7 helper]# i

EEREXH /var/log/secure

btmp begins Wed Apr 28 17:46:45 2021

[root@centos-7 helper]# tail /var/log/secure

Apr 28 17:46:27 centos-7 su: pam unix(su:session): session opened for user root by helper(uid=1000)

Apr 28 17:46:51 centos-7 su: pam unix(su:session): session closed for user root

Apr 28 17:47:08 centos-7 su: pam unix(su:session): session opened for user root by helper(uid=1000)

Apr 28 17:47:08 centos-7 su: pam lastlog(su:session): corruption detected in /var/log/btmp

Apr 28 17:47:22 centos-7 sshd[2604]: Received disconnect from 10.211.55.2 port 52461:11: disconnected by user
Apr 28 17:47:22 centos-7 sshd[2604]: Disconnected from 10.211.55.2 port 52461

Apr 28 17:47:22 centos-7 sshd[2599]: pam unix(sshd:session): session closed for user helper Ab’—"’
Apr 28 17:47:29 centos-7 sshd[2931]: Accepted password for helper from 10.211.55.2 port 54019 ssh2

Apr 28 17:47:29 centos-7 sshd[2931]: pam unix(sshd:session): session opened for user helper by (uid=0)

Apr 28 17:47:29 centos-7 sshd[2931]: pam lastlog(sshd:session): corruption detected in /var/log/btmp
[root@centos-7 helper]#

BILVEER|, FERBXEN (WIEN 10.211.55.2) AYsshiAIEER
X FSSHAMIEL K FEE R, HITeLSBAEREINL, FRIUTEBEShistoryERERIER

MEERE, FEAUMSSHRENFEMEEEMEEENAE, IMERSIEFHSSHERTR, Frll
BRSO

niE¥ R REE

Z1EHCentos BT sShITAZ RN TNBEANAENIEN), HEERNBIH EAB—1 w0 (8008) , #

sockshXi&E

RENFSEE—EHMERET, AEEANENINXIHEOSERS, XERIT@TREREHISSHIEO N
53 i AT BERL TH EF AT [ A 3

ZFRUEZIE TN EEERNIYIEN, BEAsshBIAEE -R SEF KR OSERMUERE 127.0.0.1 TTAR
0.0.0.0 , Xt SHEMERNEREZIEEN Centos EFF 7T 8008 i, KN TLZEE, FRUEKITRERE
Pk

Centos EH11T ssh -fCNg -R 8008:10.211.55.10:80 helper@l0.211.55.2 -p 22

[root@centos-7 helper]# ssh -fCNg -R 8008:10.211.55.10:80 helper@1@.211.55.2 -p 22
The authenticity of host '10.211.55.2 (10.211.55.2)"' can't be established.

ECDSA key fingerprint is SHA256:AytBZTwF0@ixBDZA10ZNNx4/wqFjiJ8ygPHA8NGYksQ.

ECDSA key fingerprint is MD5:4d:09:41:0c:67:5f:0a:8c:ae:0c:ac:4e:f1:88:0e:0d.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.211.55.2' (ECDSA) to the list of known hosts.
Password:

[root@centos-7 helper]#

HATNIBEANFRF R T —1-80085% 0, /18180081% s E #1417 Eif1a SR EH Ubuntu BI808HM
< G () 127.0.0.1:8008

| am Ubuntu !
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[root@centos-7 helper]# netstat -pantu
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 127.0.0.1:631 0.0.0.0:%* LISTEN 882/cupsd
tcp 0 0 127.0.0.1:25 0.0.0.0:%* LISTEN 1225/master
tcp 0 0 0.0.0.0:111 0.0.0.0:% LISTEN 1/systemd
tcp ¢} 0 0.0.0.0:22 0.0.0.0:%* LISTEN 2567/sshd
tcp ] 0] 10.211.55.11:46280 10.211.55.10:80 ESTABLISHED 3043/ssh
tcp ] 0] 10.211.55.11:58514 10.211.55.2:22 ESTABLISHED 3043/ssh
tcp ] 0] 10.211.55.11:46278 10.211.55.10:80 CLOSE_WAIT 3043/ssh
tcp 0 0 10.211.55.11:46282 10.211.55.10:80 ESTABLISHED 3043/ssh
tcp6 0 0 ::1:631 tiok LISTEN 882/cupsd
tcpb ¢} 0 :::111 HE LISTEN 1/systemd
tcpb [} 0 122 HH LISTEN 2567/sshd
udp 0 0 0.0.0.0:953 0.0.0.0:%* 780/rpcbind
udp 0 0 0.0.0.0:68 0.0.0.0:%* 1269/dhclient
udp 0 0 0.0.0.0:111 0.0.0.0:% 1/systemd
udp ¢} 0 0.0.0.0:5353 0.0.0.0:% 787/avahi-daemon: r
udp ¢} 0 127.0.0.1:323 0.0.0.0:%* 835/chronyd
udp 0 0 0.0.0.0:48495 0.0.0.0:% 787/avahi-daemon: r
udp6 0 0 :953 HE 780/rpcbind
udp6 0 0 :111 L 1/systemd
udp6 0 0 ::1:323 HE 835/chronyd
[root@centos-7 helper]#
- Cva \N—
L& &R LB HZIE ENSSHITZEZ RN THNIEN, BEXMERMEZHTMEN. WS ARHRIA

EEERERS

Iz
1 2460 1686 1686 ? -1 Sl 1000 0:02 /usr/libexec/gnome-terminal-server
2460 2468 1686 1686 ? -18 1000 0:00 \_ gnome-pty-helper
2460 2469 2469 2469 pts/0 3096 Ss 1000 0:00 \_bash
2469 2880 2880 2469 pts/0 3096 S 0 0:00 \_ su
2880 2889 2889 2469 pts/0 3096 S 0 0:00 \_ bash
2889 3096 3096 2469 pts/0 3096 R+ ® 0:00 \_ ps afjx /
1 2567 2567 2567 ? -1 Ss ® 0:00 /usr/sbin/sshd -D
1 3043 3043 3043 ? -1 Ss ® 0:00 ssh -fCNg -R 8008:160.211.55.10:80 helper@16.211.55.2 -p 22
[root@centos-7 helper]#
HIZP ] B RIFRNNITRIRS
o HE
[root@centos-7 helper]# history | tail
90 clear
91 ssh -fCNg -R 8008:10.211.55.10:80 helper@l0.211.55.2 -p 22
92 pwd
93 1s
94 1s Desktop/
95 clear
96 netstat -pantu
97 ps afjx
98 history

99 history | tail
[root@centos-7 helperl# |}

Mhistory FRE] IABBIFRATAVEZIRIE, X TFhistoryWAIIR Rl LUIEFERIIEFMhistory
shiSH%E

EER BB R (N K — N IPH— iR, S(Q‘Z_FEZEE%%*»H, FERLTANBRENA, MRESRE
— PN FARMEBRE—RFARM 7, PRUSSHIZMH T —FmpShtE, RMAERIN, REAZIAD, HSSH
ServersKFIMTRABE AN, BAEBERSEE

NS HRE B — At & B IE R HPE i O FF—Psocks4/509RIE, BIIGENIEER LIAIEAMEM]
WEN RN $AT

ssh -fNCg -D 8008 helper@l0.211.55.11



ssh —fNCg -D 8008 helper(®10.211.55.11
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[root@centos-? ﬁelper]# lastb

btmp begins Wed Apr 28 17:46:45 2021
[root@centos-7 helper]# [}

£ /var/log/secure ] LAEE ssh JAIEER




0x04 ZIENFHEXEEXHEFMHE(IE

BAIERRDE, Linux LETHRVHRERE—1NEREH /proc/<pid>/ XEFHIER, BRPEMEEXHNIGE
B, LbiIREt, BriIXHEF. FZARENETHRITHART —EXTLAEEENRNENAS, B
R HILIRAROXHEEFAMNE, XEHTL

/proc/<pid>/task
BT —ERABRIANZEIZRHZ

localhost:~$ ps -aux | grep python3
1198 0.0 0.9 177036 20064 ? Ssl 21:12
3316 0.0 0.0 14220 960 pts/0 S+ 23:15

ost:~$ 1s -al /proc/1198/task/

0:00 /usr/bin/ /usr/share/unattended-upgrades/unattended-upgrade-shutdown --wait-for-signal
0:00 grep --color=auto

root @ Nov 23 21:21
root @ Nov 23 21:12
root @ Nov 23 21:21
root @ Nov 23 21:21

™ python HEXFHIZRW, ZHAEFERNEE, SEXGRPRNBNT:

:~$ ps -Lf 1198
PPID LWP C NLWP STIME TTY STAT  TIME CMD
1 1198 0 2 21:12 ? Ssl 0:00 /usr/bin/python3 /usr/share/unattended-upgrades/unattended-upgrade-shutdown --wait-for-signal
1 1307 o 2 21:12 ? Ssl 0:00 /usr/bin/python3 /usr/share/unattended-upgrades/unattended-upgrade-shutdown --wait-for-signal

helper@localhost:~$ sudo 1ls -al /proc/1198/task/1307
total @
dr-xr-xr-x 7 root root
dr-xr-xr-x 4 root root
dr-xr-xr-x 2 root root
R root root
=r--r--r-- root root
S[fe=faslf=o root root
S=WolS oo root root
-rP--r--r-- root root
SRWSRSSRSS root root
-r=-r--r-- root root
Lrwxrwxrwx root root
=N=c=====< root root
Lrwxrwxrwx root root
dr-x------ root root
dr-x------ root root
SRWEIREEIREE root root
“l-======= root root
S[fe=faslf=s root root
—PW-P==R== root root
-P--r--r-- root root
root root
-r=--r--r-- root root
SREEIEESREE root root
dr-xr-xr-x root root
dr-x--x--x 2 root root
oS [Pos(oo root root
-rW-r--r-- root root
S[PesPosPoo root root
-rW-r--r-- root root
root root
root root
-PW-r--r-- root root
Lrwxrwxrwx root root
-rW-r--r-- root root
S[Pe=fos(pes root root
=r==r--p-- root root
-rw-r--r-- root root
IS0 root root
-r-------- root root
SREERS SRS root root
-r=--r--r-- root root
S[fosfos(f=m root root
=N==i====== root root
-rW-r--r-- root root
-r——r-—r—— root root

Nov

Nov ..

Nov 8 attr

Nov 3 auxv

Nov 5 cgroup

Nov H children
Nov H clear_refs
Nov : cmdline
Nov H comm

Nov 8 cpuset

Nov H cwd -> /
Nov : environ
\[e}% H exe -> /usr/bin/python3.5
Nov H fd

Nov : fdinfo

Nov H gid_map
Nov : io

Nov H limits

Nov H loginuid
Nov H maps

Nov H mem

Nov : mountinfo
Nov 3 mounts

Nov 8 net

Nov 8 ns

Nov : numa_maps
\[e}% H oom_adj
Nov H oom_score
Nov 8 oom_score_adj
Nov : pagemap
Nov 8 personality
\[e}% H projid_map
Nov 3 root -> /
\[e}% H sched

Nov 3 schedstat
Nov : sessionid
Nov : setgroups
Nov 5 smaps

Nov H stack

Nov H stat

Nov 8 statm

Nov 3 status

Nov 8 syscall
Nov H uid_map
Nov H wchan
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0x05 5C&CIERmIEARBI T
1. @77

ERAEGT, FHETREICRRE C&C B ip #titEB & T —M“irfc”
EN2EIER, BNEEIBE netstat -pantu | grep ip LTERIL2IREXRTLUAMNIMNENS

e

BT C&C MY ip #HIMEE—EH T, FALIEMAEY netstat -pantu | grep ip XMIERLFAEITAE
T

M EFEA BN zRENZERE, TEEPHE 80, 443 X NimH. FAUNREHERNARS SIXTIH
18] 80 M 443 AZHIBER FIERH U—P—D2HRHY

BXAREZTRME, FILUETSRNXEXE

BTN RERIGZNTLIEFZM DNS BT~ F
B2 Linux FRIANEFAG /L F T ERRNEIRZEM— &L T##T T ZREAETHZBY DNS 353K

FRLL, FNBEALFA—T, KoRHBIMuERIRETIRaATATE Syttt ZE@dim&Esz T &iliE
TERYHIULRY 80 B 443 InIRY#HAE, REXE pid FERIVARZIFARES

2. & DNS £E7Fid5

MRZ windows , XEEZRIEER[EM, £ Linux TMEEMAES, RINEEBEATEMNSSRIT
FXEX DNS EZ7i2 R

sudo killall -USR1 systemd-resolved

sudo journalctl -u systemd-resolved > ~/dns-cache.txt
cat ~/dns-cache.txt | grep tencentcs.com

MRWEEERT BRI, BBANIZZRT DNS NEITIER, HRNIAFTERE RN ERERBIM bt
AImEFAHITIREER, XEUBNSHIZERE G

B EEE. CONZERNWiLE:

tencentcs.com
herokuapp.com

worker.dev
* .tk

RIZIRENRNBYIHE N service-123456.b7j.tencentcs.com



3. RSB ERIFIERF

LIRS B EANTN ST O LR T 1EE, MELREENHERAXERIERTXR
Ite&k VPS ip KA 1.1.1.1 Al

#!/bin/bash

while true
do
sleep
pids=
S\E
for one_pid in $pids
do
if [ Sone_pid == "-" ]; then
continue
1

echo "" >> /virus_info.txt
echo "[ 1lsof -p $one_pid ]" >> /virus_info.txt
lsof -p $one_pid >> /virus_info.txt
echo "" >> /virus_info.txt
echo "[ cat /proc/S$Sone_pid/maps ]" >> /virus_info.txt
cat /proc/$one_pid/maps >> /virus_info.txt
echo "" >> /virus_info.txt
echo "[ 1ls -al /proc/Sone_pid/exe ]" >> /virus_info.txt
1s -al /proc/Sone_pid/exe >> /virus_info.txt
done
if [ -fF " /virus_info.txt" ]; then
echo "Found +it !"
exit
f

root@ubuntu:-# 1s -al watchpro.sh

-rwxr-xr-x 1 root root 852 Jul 2 14:06 watchpro.sh
root@ubuntu:~-# cat watchpro.sh

#!/bin/bash

while true
do
sleep 0.1
pids=$(netstat -pantu | grep 1.1.1.1 | awk -F "/" "{print $1}' | awk -F " " "{print $NF}' | sort | uniq)
for one_pid in $pids
do
if [ $one_pid == "-" ]; then
continue
fi
echo "" >> $(pwd)/virus_info.txt
echo "[ 1lsof -p $one_pid 1" >> $(pwd)/virus_info.txt
1lsof -p $one_pid >> $(pwd)/virus_info.txt
echo "" >> $(pwd)/virus_info.txt
echo "[ cat /proc/$one_pid/maps 1" >> $(pwd)/virus_info.txt
cat /proc/$one_pid/maps >> $(pwd)/virus_info.txt
echo "" >> $(pwd)/virus_info.txt
echo "[ 1s -al /proc/$one_pid/exe 1" >> $(pwd)/virus_info.txt
1s -al /proc/$one_pid/exe >> $(pwd)/virus_info.txt
done
if [ -f "$(pwd)/virus_info.txt" ]; then
echo "Found it !"
exit
fi
done
root@ubuntu:-# ./watchpro.sh




4. (224 HOSTS X ¥, BIIfBiridR

root AP 1T, VPSIP L 1.1.1.1 A

echo "1.1.1.1 service-123456.bj.tencentcs.com" >> /etc/hosts

root@ubuntu:~# cat /etc/hosts
127.0.0.1 localhost
127.0.1.1 ubuntu

# The following lines are desirable for IPv6 capable hosts

HE ip6-localhost ip6-loopback

fe00::0 ip6-localnet

ffo ip6-mcastprefix

ffo 1 ip6-allnodes

ff@2::2 ip6-allrouters

[root@ubuntu:-# echo "1.1.1.1 service-123456.bj.tencentcs.com" >> /etc/hosts
root@ubuntu:~# cat /etc/hosts

127.0.0.1 localhost

127.0.1.1 ubuntu

following lines are desirable for IPv6 capable hosts
ip6-localhost ip6-loopback
:@ ip6-localnet
@ ip6-mcastprefix
1 ip6-allnodes
2 ip6-allrouters
.1 service-123456.bj.tencentcs.com
root@ubuntu: ~#

Linux BY hosts X B AZIFBECRTEY, tWLEHEE *.tencentcs.com ELMHY

FREL, SNR7E Ox01 ZRIRIEIZRHMBVE MR, AFFEEME) Dnsmasq XEIEFEEIMBMLE IR &K
175EB, RIBR—FM

<t
5

5. VPS RIS

mkdir listen_test
cd listen_test

python3 -m http.server
python3 -m http.server

6. {5M nmap &3 VPS B3R



[root@ubuntu:-# 1s -al watchpro.sh ® helper — root@ubuntu: [homefjoin — ssh | et —

-rwxr-xr-x 1 root root 852 Jul 2 14:06 watchpro.sh [root@ubuntu: # nmap -sT service-123456.bj.tencentcs.com -p53
root@ubuntu:-# cat watchpro.sh
#!/bin/bash Starting Nmap 7.60 ( https://nmap.org ) at 2022-07-02 15:03 UTC
Nmap scan report for service-123456.bj.tencentcs.com (1.1.1.1)
X Host is up (@.33s latency).
while true
do PORT ~ STATE SERVICE
sleep 0.1 53/tcp open domain
pids=$(netstat -pantu | grep 1.1.1.1 | awk -F "/" "{print $1}' | awk -F
for one_pid in $pids Nmap done: 1 IP address (1 host up) scanned in .89 seconds
do root@ubuntu: #
if [ $one_pid == "-" ]; then
continue
fi

echo "" >> $(pwd)/virus_info.txt
echo "[ lsof -p $one_pid 1" >> $(pwd)/virus_info.txt
1sof $one_pid >> $(pwd)/virus_info.txt
echo "" >> $(pwd)/virus_info.txt
echo "[ cat /proc/$one_pid/maps 1" >> $(pwd)/virus_info.txt
cat /proc/$one_pid/maps >> $(pwd)/virus_info.txt
echo "" >> $(pwd)/virus_info.txt
echo "[ 1s -al /proc/$one_pid/exe 1" >> $(pwd)/virus_info.txt
1s -al /proc/$one_pid/exe >> $(pwd)/virus_info.txt
done
if [ -f "$(pwd)/virus_info.txt" ]; then
echo "Found it !"
exit
fi
done
root@ubuntu:-# ./watchpro.sh
Found it !
root@ubuntu:~# 1s
virus_info.txt“"watchpro.sh
root@ubuntu: ~#

virus_info.txt MXHRBWTF

[ lsof -p ]

COMMAND PID USER ) TYPE DEVICE SIZE/OFF NODE NAME

nmap root cwd DIR 52 /home/join
nmap root rtd DIR s /

2
nmap root txt REG 2 /usr/bin/nmap
2

nmap root mem REG 5
gnu/libnss_files-2.27.so

nmap root mem REG /1lib/x86_64-Tlinux-—
gnu/libnsl-2.27.so

nmap root mem REG /1lib/x86_64-Tlinux-—
gnu/libnss_nis-2.27.so

nmap root mem REG /1lib/x86_64-Tlinux-—
gnu/libnss_compat-2.27.so

nmap root mem REG Jusr/1lib/x86_64-Tlinux-
gnu/blas/libblas.s0.3.7.1

nmap root mem REG /1lib/x86_64-1inux-
gnu/libdl-2.27.so

nmap root mem REG /1ib/x86_64-Tlinux-
gnu/libpthread-2.27.so0

nmap root mem REG /1ib/x86_64-Tlinux-
gnu/libc-2.27.so

nmap root mem REG /1ib/x86_64-Tinux-
gnu/libgcc_s.so.1

nmap root mem REG /1lib/x86_64-Tlinux-—
gnu/Llibm-2.27.so

nmap root mem REG Jusr/1lib/x86_64-Tlinux-
gnu/libstdc++.s0.6.0.25

nmap root mem REG Jusr/1lib/x86_64-Tlinux-
gnu/liblinear.so.3.2.

nmap root mem REG Jusr/lib/x86_64-11inux-—
gnu/liblua5.3.s0.0.0.0

nmap root mem /1ib/x86_64-Tlinux-
gnu/libz.so0.1.2.11

/1ib/x86_64-Tlinux-




nmap 20657 root mem REG 2917216 792886 /usr/lib/x86_64-11inux-
gnu/libcrypto.so.1.1

nmap 20657 root mem REG 577312 792985 /usr/lib/x86_64-11inux-
gnu/libssl.so.1.1

nmap 20657 root mem REG 265344 792967 /usr/lib/x86_64-11inux-
gnu/libpcap.so.1.8.1

nmap 20657 root mem REG 464824 1573695 /1ib/x86_64-1inux-—
gnu/libpcre.so.3.13.3

nmap 20657 root mem REG 179152 1581419 /lib/x86_64-1linux-gnu/ld-
2.27.s0

nmap 20657 root Qu CHR 136,1 0to 4 /dev/pts/1

nmap 20657 root lu CHR 136,1 0to 4 /dev/pts/1

nmap 20657 root 2u CHR 136,1 0to 4 /dev/pts/1

nmap 20657 root 3r CHR 5,0 0to 13 /dev/tty

nmap 20657 root 4u IPv4 169623 0to ubuntu:43930->service-
123456.b7j.tencentcs.com:domain (SYN_SENT)

[ cat /proc/20657/maps ]

55c0e5298000-55c0e53e6000 [oJoJoJeIoIoI0Le] : 798351
/Jusr/bin/nmap

55c0e55e6000-55c0e55eb000 0014e000 : 798351
/Jusr/bin/nmap

55c0e55eb000-55c0e576b00O rw-p 00153000 : 798351
/usr/bin/nmap

55c0e576b000-55c0e5792000 rw-p 0000000 : (0}
55c0e66b7000-55c0e6c37000 rw-p 00000000 : (0]
7fe9f2ccb000-7fe9f2cd6000 r-xp 0OOOOOOO : 1581433
/lib/x86_64-1inux—-gnu/libnss_files-2.27.
7fe9f2cd6000-7fe9f2ed5000 -—-p 0OEOLOOEO : 1581433
/lib/x86_64-1inux—-gnu/libnss_files-2.27.

7fe9f5d65000-7fe9f5d66000 rw-p 00022000 08:02 1581419
/lib/x86_64-1inux-gnu/1d-2.27.so

7fe9f5d66000-7fe9f5d67000 rw-p 00000 00:00

7ffee5382000-7ffee53a3000 rw-p 00000000 00:00 [stack]
7ffee53a9000-7ffee53ac000 r--p 00OOOOOO 00:00 [vvar]
7ffee53ac000-7ffee53ae000 r-xp 00000000 00:00 O [vdso]
ffffffffffe00000-ffffffffff601000 r-xp 0OOOOOOO 00:00 O

[vsyscall]

[ s —al /proc/20657/exe ]
lrwxrwxrwx 1 root root © Jul 2 15:03 /proc/20657/exe -> /usr/bin/nmap

ESAMENYER:VEIYES EISK
HIE pid 3 20657
BXMNHEN ZH#HBIXXHEA /usr/bin/nmap
BXMHENMERREEFRENBRA /home/join
BXNHENAFA root
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