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[root@localhost logl# lastb

root ttyl Tue Jun 4 22:38 - 22:38 (00:00)

BNTE 6 H 4 H 22:38 (/1] root JHF7, HAHMZAT 1 BRER

/var/log/lastlog | KRG A fea— KBS ) H & o XA SOt =ik
WS, ANREEEE vi, MEFH lastlog A& H.
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HEIE

/var/log/secure TCSRIE R AT TS B, RE W KK P S R &l 2 %
Fbinin KRG &%, ssh BIE, su P, sudo AL, HEZEDR
IR P A& S P3RS E#R 2t s AR XA H & S .

/var/log/wtmp KAWFKITA AP SR, EHEES, FMMCRRFMWES). HE.
KMUVEAF o FFEX AN SO — A RS, AR E#E vi, M
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vi, TEEH w, who, users ZEag4 R,

/var/run/utmp

B T RGBOANIH S50, R RPM 7 S R G 55 2 BRAIE H A SRAE /var/log/ H 3%
e (JERS A 23 IR S5 H SR ARG B E H ) o AdXEEHEAZE rsyslogd R HRKICFAN
R, RS MRS E G HEEBESOERIE R A S H .

H &0t i g
/var/log/httpd/ RPM £, 2235 ] apache IRS5HIERIA H & H 3%
/var/log/mail/ RPM 022 B TR Al 45 AL A H 36 H 3¢
/var/log/samba/ RPM &, 2235 1] samba RS HIH & H 3%
/var/log/sssd/ SRR A RS H ok

—. BEMWS rsyslogd
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REGEHRHEMRS rsyslogd kM HEIM, AT AR . AHBRAG ST
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F A I T 5
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FFRAE .

2 rsyslogd 45 IIHC B SO
DN

authpriv. *

HIR % L LTS ] H &5 R

B GFATTRES- I H %5
> RBAER

IBATATE Je T EHE rsyslogd MRS AT LLRRIMRLER S5 H &, AT CLREAR N DL IX el 552

KAEFAFIIIR S B I N4 5
FAE R ST 4 B 4 5

/etc/rsyslog. conf Bo B A&

/var/log/secure

H& il R 07 &

wR1E/ var/log/secure .97

FE T rsyslogd RGN EHHE . XLEARS WL 16-3 fis:

R 55 K

i !

auth (LOG_AUTH)

ZAMMERREE CAHERE authpriv RO

authpriv (LOG_AUTHPRIV)

ZAMMERHKHE AR

cron (LOG_CRON)

REEMES cront Ml at PPAHE

daemon (LOG DAEMON)

AN ST P HEREAR G H &

ftp (LOG_FTP)

ftp PR AR H &

kern (LOG_KERN)

PR AR H S AN P 3ERE 2R 1D

localO-local7 (LOG LOCALO-7) | 7 Hufsi FH 751 B4 i IR 55
lpr (LOG LPR) FIEN =R H &
mail (LOG MAIL) HIB A S A A JE
news (LOG NEWS) 5 ks AH S H &

syslog (LOG SYSLOG)

H syslogd IR =AMBHERFE (BAMFBHROEUN
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rsyslogd, 2R LA EABEZWTH T syslogd A, 1XH
HEEBEREL) .

user (LOG USER) P9 H EE R

uucp FREMHEER, uuep 58 linux REHFITE
PPN, Ja Rkt A R RS+ .

uucp (LOG_UUCP)

> EERS
H B M55 158 H SR g
HEMRS ERERTS ] HEHER
FEIX BOERERT 5 7] LRI -
> “OREREWEHMES SR (BEZEY HERILE TR tln: “cron. info”
3 cron IR =AMNHE, REHESEHKTET info &0, #idx

TILRME

> = RRAUFTRERNHE, HAELNAA LR, .
T H GRS AR H &, HEERRE emerg SF4ILK. XM MR, 1 Eatls

> 1 MRERAET, R TIZEHRK H S, HARSEL R H SRS

> HEEHR

e R

i !

debug (LOG_DEBUG)

— BRI S S

info (LOG_INFO)

FEAHERME B

notice (LOG NOTICE)

TiifEE, HRA - EmEEN

warning (LOG WARNING)

B EE, (HZEA R R RS R G I AT

err (LOG ERR)

HiRfE R, AR err SERAIME B LT LU I R 55 5 5
GIBIT 1 .

crit (LOG _CRIT)

G FURGLAE R, B err SELE ™ H

alert (LOG ALERT)

BEIRESEL, Herit BE ™ H., WASLAEREUTE)

emerg (LOG_EMERG)

PREREL, RACETEMHE T

“x.=emerg” fAERAT

* RFA HESELS, tbin: “authpriv. *” A8 authpriv A
WHE BIRG =AM HE, Irf ) HEEYENC SR

% 16-4 HEZY
HEZE X BIE v PR “none” , @03 H EZEZ 2 none, Hiii B ZBEIXANHERS, 1ZIR5SH)
i HERA L,

> HEEFHAME
BACRAT B HUZ 2 AT H S 0 2 H BSO8Rl DS H S S i 23T EDHLIT B,
o PR H R S5 As B CHARH ERS S ERVFRICA17) » HEMICRME BB ER, K
TREEZTR

> HEXFRAEXS it Ktk
ARG AU B HER.
> RGURE . W1/ dev/1p0” ARERF— GITEINL, WIR H S RAFAL B AT EPHL B % 1Y

W A HEN ST EPLETED CORRAT & TSR IR - —1) .
> BEREGIEFEENL. KR LA FEER] TCP HhCRT UDP Wit 4 H EE R, BT A miR Kk

HOLE HERAE 75, 0 “/var/log/secure” e {RAF
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kR A “e192.168.0.210:5147 , it HENSEH UDP Phill k% 3
192. 168. 0. 210 7 UDP 514 % M b5 @nffFH “@@192. 168. 0. 210:514” gt HENE
{4 TCP ¥ R 263 192. 168. 0. 210 ) TCP 514 it [ |, Hor 514 & H B RS BRA .
MR N E 192,168, 0. 210 FEEEHE, #nT DIEH SN ERAE HERS 25 L.
> R 4. W0 “root” , BESHHEKIES root FF, 48R root BAELELE, HIMELUCA
FIHEFE T RIEHELH PR, AU “«” RERESTAELHP, W “nail. *
*7 e mail BRE AR FTA O H ERES A ELH . R HEEH ER%
SEMNMELHP, HPaZEH “ 7 0.
RSB ERHE, WAL HEMN G ™7, RRXANHEA DR, Mg EHEEF. 0 “local 3. *
T R Local3d RESHRBLETA I H EE AL

2) . /etc/rsyslog. conf FCE AN Z
[root@localhost ~J# vi /etc/rsyslog. conf
HEE I E I 2

# rsyslog vb configuration file

# For more information see /usr/share/doc/rsyslog—*/rsyslog conf.html

# If you experience problems, see http://www.rsyslog. com/doc/troubleshoot. html

### MODULES ####
B AL

$ModLoad imuxsock # provides support for local system logging (e.g. via logger command)
BI# imuxsock PR, 9 MR G B RIEHEL T

$ModLoad imklog # provides kernel logging support (previously done by rklogd)

#YI#E imklog BTk, FyE B RIEHFF

#$ModLoad immark # provides —MARK—— message capability

#YI#E immark B, FEHLER IO S HIRET

# Provides UDP syslog reception

#$ModLoad imudp

#$UDPServerRun 514

#IIFG UPD BB, T HFEAEI UDP HY 514 35 TR UDP i #4819 H &

# Provides TCP syslog reception

#$ModLoad imtcp

#$InputTCPServerRun 514

#IIF TCP BB, FHFEI TCP HY 514 3 ITHEYCRA TCP Bk #E K H) H &

gt GLOBAL DIRECTIVES ###i#
HER L E

# Use default timestamp format

Ik
—
=
2
I}
=1
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$ActionFileDefaul tTemplate RSYSLOG TraditionalFileFormat
#IE X .3 19T 1] B e 191 T 25 =6

# File syncing capability is disabled by default. This feature is usually not required,
# not useful and an extreme performance hit

#$ActionFileEnableSync on

BXAF[TE L GE . BN IRE S ETEFEN] o

# Include all config files in /etc/rsyslog. d/

$IncludeConfig /etc/rsyslog. d/*. conf

B &/ etc/rsyslog. d/HRHFHIIGH] “. cont” FHIEX . HELAE WA HRAHIH
# T E XA R R

###t RULES #8#4
#H &R

# Log all kernel messages to the console

# Logging much else clutters up the screen.

#tkern. * /dev/console
#kern R T E H &5 A7/ dev/console

2 EUREHIFE . WRFE, TR R

# Log anything (except mail) of level info or higher.

# Don’ t log private authentication messages!

*. info;mail. none;authpriv. none;cron. none /var/log/messages

BB RS- info LIEZRFHT H & A7/ var/log/messages H.&H

#mail, authpriv, cron HJH &A% var/log/messages H.&X1EH, K AENTEBE EHCHH.& X1
B L var/log/messages H.EARREZEN ZHHEXM, #BEEHEE!

# The authpriv file has restricted access.
authpriv. * /var/log/secure
BT AERRSS T B RN & (R A7 7/ var/log/secure &

# Log all the mail messages in one place

mail. * —/var/log/maillog
#mail JRFHIPTEZGINT 5 R AL var/log/maillog [1.5 7.

# =7 GRE GEHE AT PR, HSHEBEZZ )G PR

# Log cron stuff

cron. * /var/log/cron

B BT I B H & (RAFE var/log/cron H &
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# Everybody gets emergency messages
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*. emerg *

BT H SR 1R R H SR AL/ ) 7

# Save news errors of level crit and higher in a special file
uucp, news. crit /var/log/spooler

#uucp 1 news [H.5/RF19 crit LLEHIH.E R var/log/sppoler H.& X EH,

# Save boot messages also to boot. log

local7. * /var/log/boot. log
#loacl7 H.ERFHPrH H.EGA var/log/boot. log H.&H .
BATITFHLIS HIF S BBy P GEFHT [, G A /var/log/boot. log H.&H

# ### begin forwarding rule Hi#

HE X FERHY

# The statement between the begin ... end define a SINGLE forwarding

# rule. They belong together, do NOT split them. If you create multiple
# forwarding rules, duplicate the whole block!

# Remote Logging (we use TCP for reliable delivery)

#

# An on—-disk queue is created for this action. If the remote host is

# down, messages are spooled to disk and sent when it is up again.
#$WorkDirectory /var/lib/rsyslog # where to place spool files
#$ActionQueueFileName fwdRulel # unique name prefix for spool files
#$ActionQueueMaxDiskSpace 1lg # lgb space limit (use as much as possible)
#$ActionQueueSaveOnShutdown on # save messages to disk on shutdown
#$ActionQueueType LinkedList # run asynchronously
#$ActionResumeRetryCount —1 # infinite retries if host is down

# remote host is: name/ip:port, e.g. 192.168.0.1:514, port optional
#*. % @@remote—host:514

# ### end of the forwarding rule ##

3) ENHORHE
[root@localhost ~J# vi /etc/rsyslog. conf
HEN—F—*#)iF
*. crit /var/log/alert. log
HHEPTERF T U IRrs " ULt R A IR A7 77/ var/log/alert. log H.&H

[root@localhost ~J# service rsyslog restart

KRG HE x4 [ € ]
Jas 24 H &Rk 48 [ € ]
#H JF rsyslog RS

[root@localhost ~J# 11 /var/log/alert. log
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== . 1 root root 0 6 H 5 10:33 /var/log/alert. log
# alert. log H.&EHALL T

EIT«S%%

1 A B i 44 KU
@iﬁﬁﬂiiﬁcﬁ"ﬂ’ﬁﬁﬁ?ﬁ%ﬁlﬁﬁ‘]EI%X#%Z@J??E&%, [ S as H &S, MIHE &
BRI EZ G, e irmeg. MAHMHEXHFSL 2 )G, Wfdaae? £ EKE
/etc/logrotate. conf BB XA “dateext” 3.
> WMARBESCHFIHA “dateext” S3L, M4 HESH B RENEESCHREES, il
“secure-20180605” . XFEHITE HE XU ASESR, FrlAtmt AT HE XS4,
RB LA E W HEANE, MER 2 R0 H BRI .
> WREESXARA “dateext” S8, 4 HEFTFEFATRS T S —XHITH
HREBRS, HEIR “secure” EIMKEBJJE&%?U “secure. 1” , SREHE “secure” HE,
Hﬂﬂ%ﬁﬁ%ﬁﬁ’lﬁw o M UG THERER, “secure.1” X HZNMAN “secure. 27,
AT “secure” MKEZJJE&%ﬁ ‘secure. 1”7, ARG “secure” HE, AIRLR
I HE, DAk,

2  logrotate FlE {4

[root@localhost ~J# vi /etc/logrotate. conf
# see “man logrotate” for details

# rotate log files weekly

weekly

BEEINT H & AT — K 5 B

# keep 4 weeks worth of backlogs
rotate 4

RIRIF 4 1NHEXF EAR WARA T T 5 A HERE, FEMFTHE— 1 d0 HE

# create new (empty) log files after rotating old ones

create

#IEH SR BT, E3YEIERHT H & XA

# use date as a suffix of the rotated file

dateext

#IEHT H IR H &5 B XA 4

# uncomment this if you want your log files compressed

#compress

#HEXAARBIE . ARBOEEFE WY H & 2t R i T 4

#LLLHEHEB BN NBE, WR LI BT H SR G REHLHIZH, WA AT L L2
HUTRICE HEHLE T T 25, AT ZH IR R
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# RPM packages drop log rotation information into this directory

include /etc/logrotate.d

#t 7/ etc/logrotate. d/HRTITHHI THEXL . HHLAEHSHEA BRI G THE X FERHAR,

AT HEH -

# no packages own wtmp and btmp — we’ 11 rotate them here

HLUTF R E HEHE CHIMT S5 WRFIE A SR, RS

/var/log/wtmp {

#LL T ST H R AR
monthly

#EEF XS H & X AT — K &
create 0664 root utmp
#ETHIFHE, RIRAZ 0664, JIrHZ A2 root, fiEAE utmp 4

minsize 1M

#HEXNFR DI B DE INB. tHFLAE H & —EZEEL IMB A 248 Wit
HIT A E)— PN AT HEF

rotate 1

BB —TNHEH G HELERNH wimp Fl wimp. 1 H.&RE T E

/var/log/btmp {

#L FZH AL var/log/btmp X%

missingok
HUIR A ST, T2
monthly

ZHERE 7B

create 0600 root utmp

rotate 1

# system—specific logs may be also be configured here

logrotate BCEIAFHIEZESH, FATHEILR 16-4 KW T

Z Z W
daily H AR R
weekly H B %5 B 112 5
monthly HERRE LS SH
rotate ¥ TREE I H BN 0 FREAH &0
compress HERER, [HHEHT Y8

create mode owner group

@&, RN HENRRSraE M EAH. W
create 0600 root utmp

mail address

D ERCE;, Py A R A Ik B TE SRk 40

mail shenc@lamp. net

missingok

AR HEAFAE, W2 ZHERESER

ol

BZ nitE-Java —RE#E —fivm —python N TR GETFEI T, AITHEVIR: MWES

]

o]



Uﬁéﬁszé‘:

ZIE Linux IRER T

notifempty WRHE RN, AT HERE

minsize K/ HEREWR/ME. ik HE—EEE 2 XA MEA =5
B, A Il S TRk B AN

size K/ HERGRTIRE KN AHATHERS, MA SR A5,
Ul size 100k

dateext fEAHIAE R HERE RS .. W secure—20180605

sharedscripts FESL AT 2 JE A A AT — K

prerotate/endscript FHEREZ 5T A 2. endscript #r78 prerotate A
&

postrotate/endscript HEHESEZ FHATHA MG 2. endscript $r7~ postrotate JiH
ALk

XL HOP AN GF B AR ) NZ /& prerotate/endscript fl postrotate/endscript 24 1,
FATHA “man logrotate” HHIFIFRMRE FiXM NS5, Hln.
”/var/log/httpd/access. log” /var/log/httpd/error. log {
#H & # E 12 var/Tog/ht tpd/ ' RPU €217 apache IFE 71y H & FIEE iR H &
rotate 5
#IEE 5k
mail www@my. org
#IG KX BT & AT
size 100k
#HEAT 10068 #] A H 77 HEHE, I HEZAER 5 5
sharedscripts
#LL AR HAT—%
postrotate
#IEH R BHRZ 7, PATL FEA
/usr/bin/killall -HUP httpd
#H#J apache JRF
endscript
#IIA 25
1
prerotate Al postrotate FEEHT7E HEREHIFER, PATIBENMA, —KHTHEREZE
H A MRS X BRI, WRIRE HERE AN rsyslog RS HIBCE AR, IEAHH HEMA logrotate
G, —EBEE)T rsyslog k5, BRI EIRHT HERE L T, (HEFdRe 25N T HPHE S,
AR EIR logrotate FIiE HEHE T, (HAE rsyslog RS EFAIIE. FH, WRIKRHERZ
W rsyslog BB, YRS 4] Apache. Nginx S8k5%, WIFGZEHE T Apache B¢ Nginx k55, I
HEMBARIEFRE.

3 EHCOCWHZEMAHZERE

XEHWATIE: B—F 2 BHAE/ete/logrotate. conf B & A4 5 NiZ H BRI 5 E Tk,
M HE AN ', 25 A2 1E/ete/logrotate. d/ Hag i iz H AW B X, fEiZ%
B 5 NIEF R B 5N, BUONZH FP RSO “include” B FEFCE S, Bt aT
DI HEIMARE . AL BEHEFEE Mk, RHARGHRERBENHEEREY 2, RN EZS
N/etc/logrotate. conf BLE XA, AN MBS SR 2, AT S r4ed.
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UEADRIR B 4, AT, LidBHATE A=) /var/log/alert. log H&EM? 1XANHE
ARARGEHANEE, AR EEL/ete/rsyslog. conf BB XHH AN HE, FTUEIAXANHE
A ER A FATTEELIXA HEMA HER B RS, ZEASIe? FATRAE Z M7,
W21/ ete/logrotate. d/ HFH @ ILH BRI G . BAPIRUT:

[root@localhost ~J# chattr +a /var/log/alert. log
#IELL HE AR F chattr #9 a JGHE, (R9EH EHI %2
[root@localhost ~J# vi /etc/logrotate. d/alter
2O alter BB X 1F, #7/var/log/alert. log YN
/var/log/alert. log {

weekly R E L
rotate 6 CIRE 6 MBS
sharedscripts EL Fm S AT —K
prerotate 7 H ST B Z BTATT

/usr/bin/chattr —a /var/log/alert. log
#EH &R B BT a G, LUELEH.E L E

endscript EHIA LS
sharedscripts
postrotate &SRB G HIT

/usr/bin/chattr +a /var/log/alert. log
BHEREZ i, EFHWA a fE1HE

endscript

sharedscripts

postrotate

/bin/kill -HUP $(/bin/cat /var/run/syslogd.pid 2>/dev/null) &>/dev/null
endscript

HEE 3 rsyslog RS, fRIEHEREBIEHR

PN, FRAT R 7 254 Nginx RSSO H BN HER S, WIWTFHEEEE Nginx k5, #Hil0:
/date/logs/nginx/access/access. log /date/logs/nginx/access/default. log {
#E R Nginx ) H EJAE/date HX R
daily
rotate 15
sharedscripts
postrotate
/bin/kill -HUP $(/bin/cat /var/run/syslogd.pid) &>/dev/null
#5J5 rsyslog k%5
/bin/kill -HUP $(/bin/cat /usr/local/nginx/logs/nginx.pid) &>/dev/null
#E 3 Nginx IR%s

endscript
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4 logrotate g%

TATH ERE 2 B LA DIESR € PN A g H &, H S B0 R4t e AR5 . iR KKE 1L
/etc/cron. daily/Hx, MK HFHRZA logrotate XM, logrotate LA CAF MK E
IS5 AT I

Axd logrotate fr 2 kg A2 A ARERINE? FATHR 2T
[root@localhost ~J# logrotate [i&Ti] A& X144
R

WER M WA IR, W2 4% BRIC B i 2 A2k AT H R

-v: ERHERSIRE. m7-—v ik, SErHENRENERE

—f: AT H BT AMEHERENFMRECEMNE, bl E X e

) H EFATR G

BTAIHAT logrotate a74, HEE FHATIEIE:
[root@localhost ~J# logrotate —v /etc/logrotate. conf
HEE HE# BN
B ME A
rotating pattern: /var/log/alert.log weekly (6 rotations)
XA ENTE CIAFEE G alert. log H.&.

empty log files are rotated, old logs are removed

=i HE Linux IRE R

considering log /var/log/alert. log

log does not need rotating EHTIEI G —/, AT H &R
B ME A

BMIVRIL/ var/log/alert. log AN T HEERE, C&H logrotate 5, FEAM T . HZN A%

FIERN G bRME, LA TR S . BRMBERIHT - RHERE, BEAMH A4
[root@localhost ~J# logrotate —vf /etc/logrotate. conf
HIRF T S F B, BT B F1F
B ME A
rotating pattern: /var/log/alert.log forced from command line (6 rotations)
empty log files are rotated, old logs are removed

considering log /var/log/alert. log

log needs rotating CHEFERE
rotating log /var/log/alert. log, log—>rotateCount is 6
dateext suffix ~—20180607 R AKRIZH

glob pattern ’-[0-9][0-9][0-9][0-9][0-9]1[0-9][0-9][0-9]°
glob finding old rotated logs failed
running prerotate script
fscreate context set to unconfined u:object r:var log t:s0O
renaming /var/log/alert. log to /var/log/alert. 1og—20180607
#IHH H & E i 5
creating new /var/log/alert.log mode = 0600 uid = 0 gid = 0
HOVEERT XA, [ ERIR a2 FEH
running postrotate script
I A

PTATRI alert. log HECA 7 T HERE . RATEE M/~ AERHEMBHZE:
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[root@localhost ~J# 11 /var/log/alert. log
== . 1 root root 06H 7 10:07 /var/log/alert. log
== . 1 root root 237 6 H 7 09:58 /var/log/alert. 1log—20180607
#IHH&E X ELF 1
[root@localhost ~J# lsattr /var/log/alert.log
————— a—————e— /var/log/alert. log
#ITHIH E B EZINA T chattr ] a Jg 1.

logrotate a2l “—£”7 LWz 5, MAEHE CEaffe T HERE R, mosflitha
(1) H EHBHAT TR
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