Authentication

o HTTP Token JNIE: iBid—4 Token FiRZI&XEA

o HTTP Token ESHAERA—MEIKANSTH RIS A VI EMLAIR(HRIZITE - Token RREZPHI—
5. Token E—MEENBEERNZFEMHR, §—1 Token WR—/FHRBTFHETE API Server &l
B[R, HFRIRARE AP FBERE, FEE HTTP Header B Token

e HTTP Base jAE: iBid BRA+363 BB NIAE

o FR&E+: +E3 A BASE64 Hixi#{TRIBERIFIFHRMIE HTTP Request HIfY Heather
Authorization B &RiXGIRSE, RSHIKEIEHTR, KIMARERED

o RHERY HTTPS IEHIAE: BF CA RIEBEZMNEFIRSMANESR
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Kubernetes Master

33

LTS

[ CASOT ] [ K- Proacy ] Wbk ( @ N X ) ( Kuba-Proxy

Plugin Network (eg Flannel, Weavenel, elc )

Kubemetes Node Kubernetes Node
[ S
e Kubenetes fB{§33 APl Server B9i5IA): kubectl, Controller Manager, Scheduler, kubelet, kube-
proxy

e Kubernetes EI2fY Pod 3IE=EHYIHIE: Pod (dashborad tHELA Pod FETVIETT)

T2 iR
e Controller Manager, Scheduler 5 API Server ERE—&#128, FRLAEE(EH API Server BHiER 2K

ihla), --insecure-bind-address=127.0.0.1
e kubectl, kubelet, kube-proxy ifia API Server FREBEEEHHIT HTTPS WEIAIE

HEBE

o FahEk: BT k8s FERFAYIR ca HITER HTTPS iEH
o BIHER: kubelet BRiIE APl Server B, {#F token MiAIE, iBZfS, Controller Manager &
kubelet £p—NMEH, LABAIBIRERZAEBHIAE S

. kubeconfig

kubeconfig XIHBREEFSE (CAIEH. APIServeritthit) , EFiRSE (EEERAGEDTIFAR) , K&
context (52 (SB¥RFR. AF®R) . Kubenetes BtiEiZERAHEEFRRLY kubeconfig SUHRILAHEEI R
RSREE
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IV, ServiceAccount

PodFRY R ERiGIAIAPI Server, BE/PodRIBIZE. $HERZRISHI, FRLAZERECFIMERIEBRATITT .
Kubenetes{§F Y Service AccountfiRPod if[aJAPI ServerBIiAEIGgR

V. Secret 5 SA BJXF

Kubernetes igit 7 —fE BN RIUM Secret, A, —FERTF ServiceAccount B service-account-
token, S—HMERTFFREFHFPBEXRZ(EER Opaque, ServiceAccount HAZIBE=/3B5: Token,

ca.crt, namespace

o tokenEf#EF API Server FABERAY JWT, FFiKIEAPI Serverld, ServerimiAiE
e ca.crt, REB, AFClientiKISIEAPI ServerZiEASES
* namespace, {FiRX  service-account-token{EBLER =8

kubectl get secret --all-namespaces
kubectl describe secret default-token-5gm9r --namespace=kube-system

EIABRT, 81 namespace #i&H— ServiceAccount, 1 Pod fEEIZEREHBIEE ServiceAccount,
#h&{EH Pod FRIEAY namespace A ServiceAccount
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