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Authorization

LEIAESRE, REHABGEHINAEHATHAERUERN, JLHEEEE. SR REERA B ML ERAIMY
BR. API Server BEISZISUATILIMEIEERE (&S API Server BIBEIS#] “--authorization-mode” i&§8)

e AlwaysDeny: FRELEIBAYER, —ARAF MK

o AlwaysAllow: FVHEWFIEIER, MREHATEIBOGRE, WAILARBIZRg

e ABAC (Attribute-Based Access Control) : EFEMANHRIES, FTREMARESEESHRVIAR
SR TICEC R

e Webbook: iEidiFA/MB REST ARS3SXTFH Fi#1THEHN

e RBAC (Role-Based Access Control) : EFRAGAAIDIEE, MTKAFRN

RBAC 2R3V

RBAC (Role-Based Access Control) EFf@adinaizHl, £ Kubernetes 1.5 5|\, MITHRAEAERIAT
. ENEEIHEERAN, BELITHES:

o NERFPEFIAEERISBHERENES
o ZA RBAC Z2HJ1/ API WSH5ERk, FHEHTE API WSR—¥, TLAA kubectl 3§ API #HTIR(E
o TLIEETH#ITAZE, THER API Server

I. RBAC [i§ API iEBEXISi5AR

RBAC SIAT 4 NMABITREIRYISR: Role, ClusterRole, RoleBinding, ClusterRoleBinding, 4 fh3Jskas
¥ LB kubectl 5 APIIR{E

S o
| Resource ! | User
2 i) Su—
|
: create | ;"____] r
I
| — Role | !
| get : e — -
' I
I update |
' I

FEETEAR Kubenetes HASIRHARER, 384 User, Group, ServiceAccount JSERIHRXEMIHE
KAYE? Kubenetes At (kubectl, kube-proxy) XERHMEENXRARER CA HEERE, SEREMH—
IEBIERX


http://%21--%3Chttps//kubernetes.io/docs/tasks/
af://n4
af://n25
af://n40

"CN": "admin",
"hosts": [],
"key": {
"algo": "rsa",
"size": 2048
¥
"names": [
{
"Cc": "CN",
"ST": "HangZhou",
"L": "XS",
"0": "system:masters",
"OU": "System"
}

API Server&IBERIRIEBAI cn FEMEHUser, B names.o FER{EHAGroup

kubelet {§[ TLS Bootstaping JAIERY, API Server RJLAf#F Bootstrap Tokens 8%#& Token authentication
file 3&IE =token, TitHl—#, Kubenetes #&J3 token 4BE—MELIARY User 1 Group

Pod{#EH ServiceAccount JAIERT, service-account-token Y JWT &{R7F User (582

BET7HFER, BYlE—XAG/AGHECHAS/SHABHE)RRNR, MALISHEIRAET

Role and ClusterRole

£ RBAC API H, Role RFR—EHMNSER, SPRIASIGIN(ZINNR), FEFEE—IMFE—HRMREESHIRMmED
RBAC BHEHITRIVEHEIE: Role AILAEXTE—/ namespace i, HRIBEIE namespace MEJLAEIE
ClusterRole

kind: Role
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
namespace: default
name: pod-reader
rules:
- apiGroups: [""] # "" indicates the core API group
resources: ["pods"]
verbs: ["get", "watch", "list"]

ClusterRole EF5 Role tHREBIPPEAGIEHEED, ARRIE ClusterRole 2EEFRFIRY, ClusterRole TJLAH
F:

o ERRERBIRYSIRIESI( BU40 node i5IEIELER )
o IEZHIRE! endpoints( 4N /healthz kI )


af://n58

o FRBEMRRZEREFEH (I pods )

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vlbetal

metadata:
# "namespace" omitted since ClusterRoles are not namespaced

name: secret-reader
rules:
- apiGroups: [""]
resources: ["secrets"]
verbs: ["get", "watch", "list"]

RoleBinding and ClusterRoleBinding

RoloBinding AILAS A GHREXMISPRIEFRAFHAFA, RoleBinding @& —HINRFIZER (subjects), 1XFRFI
ZHREEEARAARRBNFESHINRIEREZE (users, groups, or service accounts); RoloBinding FE& &3I4
Bind By Role 5|F; RoleBinding EHFEANMHATIEIAFN, M ClusterRoleBinding iEFAFERSEERIANIE

4

18 default S RA=FIEIRY pod-reader Role ¥ jane AR, ILIE jane AARTE default R EFIGEE pod-
reader HISUR

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:

name: read-pods

namespace: default
subjects:
- kind: User

name: Jjane

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role

name: pod-reader

apiGroup: rbac.authorization.k8s.io

RoleBinding E#¥7JLASIF ClusterRole E33Zial namespace IR, APRHEL ServiceAccount i#H#{TISIN,
XIMRMEAITFERHEERERMEHAEN —LEERAR ClusterRole, ARBEARRAI namespace HifER
RoleBinding 5|

0, LAF RoleBinding 5|7 —4 ClusterRole, iX4* ClusterRole EBENMEEFAINT secrets AYIHFIAINER;
(BEEIGHNAR dave H2fEiAIA development ZF[EFAY secrets(E 7 RoleBinding EEX{E development &5
R=ME)

# This role binding allows "dave" to read secrets in the "development" namespace.

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vlbetal

metadata:


af://n79

name: read-secrets

namespace: development # This only grants permissions within the "development" namespace.
subjects:
- kind: User

name: dave

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: ClusterRole

name: secret-reader

apiGroup: rbac.authorization.k8s.io

{5 ClusterRoleBinding AILAMIEMERFRIIFIE B2 ZRFIESPRHITIEI; LA ClusterRoleBinding #{5l
BRTIEIN manager HREARELEmAZEANT secrets #HiTihE

# This cluster role binding allows anyone in the "manager" group to read secrets in any
namespace.
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:

name: read-secrets-global
subjects:
- kind: Group

name: manager

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: ClusterRole

name: secret-reader

apiGroup: rbac.authorization.k8s.io

Resources

Kubernetes SR A—ERIR—RRINERIRFABERER R, XEFRBE—MREE APIAY URL it HIl; FEREL
BROSEEFEIR, HI0 logs BIRFHET pods RIFEIR, APl URL #FILIT

GET /api/vl/namespaces/{namespace}/pods/{name}/log

WNREBTE RBAC ISHURBL AR L FFRAGHITNPR, TLAED / PIREREMR, UTR—IMENX pods FER
logs iBIEIXBRAY Role TEXHEHI


af://n95

kind: Role
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
namespace: default
name: pod-and-pod-logs-reader
rules:
- apiGroups: [""]
resources: ["pods/log"]
verbs: ["get", "list"]

to Subjects

RoleBinding 1 ClusterRoleBinding BJLA1& Role #§%EZ! Subjects; Subjects AJLAR groups, users 5k&H
service accounts

Subjects A Users {EAFHHEET, EALUR—MEBNEFFEH, W “alice”; BAILIZ email #§zUAIHEFE
Hutik, #0 “wangyanglinux@163.com”; EEE—HFFHEAIANES ID . (BR Users BIB14E system: 2EFR5R
RERY, EHEEINZRFEEERARPASERX/EISEER

Groups BEENS Users @A, #A—IMFFE, HESBISERERAER,; @H system: I A REFIRS

Eie: SIE—AHRREEEE dev F[H)

{
"CN": "devuser",
"hosts": [],
"key": {
"algo": "rsa",
"size": 2048
¥
"names": [
{
"C": "CN",
"ST": "BeiJing",
"L": "BeiJing",
"0o": "k8s",
"OU": "System"
}
1
}

# TEIEBERTER
wget https://pkg.cfssl.org/R1.2/cfssl_linux-amd64
mv cfssl linux-amd64 /usr/local/bin/cfssl

wget https://pkg.cfssl.org/R1.2/cfssljson_linux-amd64

mv cfssljson_linux-amd64 /usr/local/bin/cfssljson


af://n104
mailto:wangyanglinux@163.com
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wget https://pkg.cfssl.org/R1.2/cfssl-certinfo_linux-amd64
mv cfssl-certinfo_linux-amd64 /usr/local/bin/cfssl-certinfo

cfssl gencert -ca=ca.crt -ca-key=ca.key -profile=kubernetes /root/devuser-csr.json | cfssljson
-bare devuser

# RERHSH

export KUBE_APISERVER="https://172.20.0.113:6443"
kubectl config set-cluster kubernetes \
--certificate-authority=/etc/kubernetes/ssl/ca.pem \
--embed-certs=true \

--server=${KUBE_APISERVER} \
--kubeconfig=devuser.kubeconfig

# REEFIRALESE

kubectl config set-credentials devuser \
--client-certificate=/etc/kubernetes/ssl/devuser.pem \
--client-key=/etc/kubernetes/ssl/devuser-key.pem \
--embed-certs=true \

--kubeconfig=devuser.kubeconfig

# RE L TNSH

kubectl config set-context kubernetes \
--cluster=kubernetes \

--user=devuser \

--namespace=dev \

--kubeconfig=devuser.kubeconfig

# REALTX

kubectl config use-context kubernetes --kubeconfig=devuser.kubeconfig
cp -f ./devuser.kubeconfig /root/.kube/config

kubectl create rolebinding devuser-admin-binding --clusterrole=admin --user=devuser --
namespace=dev
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