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user
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netfilter
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kernel 2.0.x firewall ipfw
kernel 2.2.x firewall ipchains
kernel 2.4.x netfilter iptables

kernel 3.13.x netfilter firewall
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user
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§> PREROUT ING
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user

kernel

netfilter

WEBSERVER
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Oates

INPUT: AEEEABHER
OUTPUT: Kb Hih %4
FORWARD: b3 % 2 $iE
POSTROUTINGEE: FEREAT % k¥ /m L EEHE S
PREROUTING#E: TEHEAT B H £ AT A E IR
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raw F: BiEREXZEHEREITIRSHRER
mangle &: AHHFHERERC

nat X: BEEECTHE. BIrIPHihkssg O
filter &: WRERBBUTZEHER (I
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| FORwARD & |
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A¥&: PREROUTING INPUT
Hi3k: OUTPUT POSTROUTING
%% . PREROUTING FORWARD POSTROUTING
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TEVETI R
iptables [-t 4] &M [EER] [HFH] [ EHI2EE]
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ACCEPT: fovridEit

DROP: BE¥:EF, A% HEfTE M

REJECT: #HE4EiEiT, VENSAHER

LOG: iIEFHFBERER, REEET —FAN4kEILE
SNAT: BEEHE AR HIE

DNAT: EEHE A B rHuhk
REDIRECT: EEH



Oates

T BRI

-A: FEEERIR BB — 2 FN

-l EERTFL (BdRERFS) mA—FAN
#iptables -t filter -A INPUT -p tcp - ACCEPT

#iptables -1 INPUT -p udp -j ACCEPT

#iptables -1 INPUT 2 -picmp -j ACCEPT
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EEINFIER
-L: FIHATE RN % H
-n: AR ERHUE. 3w OEEE
-v: UK T AERANE R
—line—numbers: BEEMNIE, B RINKFS

#iptables —-L INPUT —1line—numbers

Chain INPUT (policy ACCEPT)

num target prot opt source destination
1 ACCEPT udp — anywhere anywhere

2 ACCEPT icmp —— anywhere anywhere
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-D: MEREATREFS (AR HI—FHN
-F: {BERTA KA

#iptables -D INPUT 3
#iptables —n -L INPUT
Chain INPUT (policy ACCEPT)

target
ACCEPT
ACCEPT
ACCEPT

prot
udp
icmp

tcp

opt source

—— 0.0.0.0/0
—— 0.0.0.0/0
—— 0.0.0.0/0

destination
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
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# iptables -t filter —P FORWARD DROP
# iptables —-P OUTPUT ACCEPT
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W LB I8 F L 2% fF
PHXILER: —p Bids
HRAEVCRE: -s YEHHE, -d H BRI
BALE: -i AR o HERFE

iptables —A FORWARD —-s 192.168.1.11 —j REJECT
iptables —I INPUT —-s 10. 20. 30.0/24 -j DROP
iptables —I INPUT —p icmp —j DROP

iptables —A FORWARD —p ! icmp —j ACCEPT

iptables —A INPUT -i ethl -s 172.16.0.0/12 —j DROP

H H H = =
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RS S TLEC &4
Vg DPULAS: —sport YE¥WR . —dport H HI¥gH
ICMPZRAIPLAL: —icmp—type ICMP2RHEY

# iptables —A FORWARD -s 192.168.4.0/24 —p udp —dport 53 —j
ACCEPT

# iptables —A INPUT —p tcp —dport 20:21 —j ACCEPT
# iptables —A INPUT —p icmp —icmp—type 8 —j DROP

# iptables —A INPUT -p icmp —icmp—type 0 —j ACCEPT
# iptables —A INPUT —p icmp —icmp—type 3 —j ACCEPT
# iptables —A INPUT -p icmp —j DROP
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B LR %A
Z4 APLEE: -m multiport ——sport JRi¥mO%IR
-m multiport —-dport H I OI%]3
IPYGFEVLAE: —m iprange ——src-range IPJLFE
MACHBHEVTEE: —m mac - macl-source MACHihE
RAEILHS: —m state —state FEBRSE
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# iptables —A INPUT -p tcp —m multiport —dport 25, 80,110, 143 -
j ACCEPT

# iptables —A FORWARD —p tcp —m iprange ——src-range
192. 168. 4. 21-192. 168. 4. 28 —j ACCEPT

# iptables —A INPUT —m mac —mac—source 00:0c:29:c0:55:3f —j
DROP

# iptables —P INPUT DROP

# iptables —-I INPUT —p tcp —m multiport —dport 80-82,85 —j
ACCEPT

# iptables —-I INPUT —p tcp —m state ——state
NEW, ESTABLISHED, RELATED —j ACCEPT
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SNAT SR B Py B0 7 F #4358
R EHLFEEEA AR IPHbEEE A Internet

SNAT 5% B ) JR 3L

TR b &8, Source Network Address Translation
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XI5 R 55 2
eth0: 20.20.20. 11
ethl: 10.10.10. 11

W 3k il 55 45
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10. 10. 10. 12



§> A3 FISNAT (WU=tz 223 .

. BESiF&E
JR A PCAL eth0: 218.29.30. 31
192. 168. 1. 23 ethl: 192.168. 1.1 InternetEIJEl"]WebEﬁ%
4 52
Vs hE: 192.168. 1. 234 58.63.1236. 45
H bRtk . ﬂﬁi@ﬁt: 192. 168. 1. 234
58. 63. 236. 45 HbrHuhlk: 58. 63.236. 45
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Kl 45 2
R FPCHL A%
eth0: 218.29. 30. 31 1 e [ Web iR 46
192. 168. 1. 23 ethl: 192.168. 1.1 nternet ) e 5
4 o
58. 63. 236. 45

VEHbHE: 192, 168. 1. 234
HAritahk -
58. 63. 236. 45

Jihl. 218. 29. 30. 31
HbrHuhlk: 58. 63.236. 45

HTTPiE =Rk HTTPi# =R

HTTP M. &

JEHHE: 58. 63. 236. 45
HbrHbdlk: 192. 168. 1. 234

B

HTTP . 28

\
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4

bl 58. 63. 236. 45
HirHihlk: 218.29. 30. 31
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JREM & EHLIER X B IPHihE /M #ER
JRIRM & N IER 1 B BRIA MO hE
Linux P52 FFIPES S R

« SEBLIER: GRS SNATH #R

« # iptables -t nat —A POSTROUTING —s 192.168.1.0/24 —o eth0

—j SNAT —to-source 218. 29. 30. 31
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« MASQUERADE —— Hhhl-fh3%

B4 IPHbE JEME ERITE R
St FADSL $Rk5%ERE:, BEOEHF N ppp0. pppl
RESNATHE N 258 MASQUERADE Bpw]

« # iptables -t nat —A POSTROUTING -s 192.168.1.0/24 —o eth0

—j MASQUERADE
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DNAT SR & () S 7Y 7 FH 2R 355
fEInternetH RATALF ML IR Y B AR 55 2%

DNAT SR & H) SR 38

HirHhl-##:, Destination Network Address Translation

BRI B irbik
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AV 4 (g Web WX O 55
i ngl? bR eth0: 218.29.30. 31 I“t‘f;gegg‘jgggg?m

192.168. 1.6 ethl: 192.168.1.1

st hl: 173.96.97.98
HkrHbhlk: 218.29. 30. 31

HTTPi% 3k
HTTP % @

JEHLHE: 218. 29. 30. 31
Hbrthl: 173.96.97. 98

Ysith k. 173.96.97.98
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Jihhlk: 192.168.1.6
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M 5 AR 5528 (www. itguigu. com)

eth0: 218.29. 30. 31
ethl: 192.168.1.1
\

Internet {12 HL
a\ 173.96. 97. 98

R B
192. 168.1.0/24

¥ 3 A 55
192. 168. 1.6
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AR %A
JRIZ M I Web Rk 9525 B2 15 Il Internet
X 2% f) 41 P TP R MEAT TE# AODNS AT a3
Linux 5% RFIPRE % K

SEIR TV
% B DNATHE He 0 M

# iptables —t nat —A PREROUTING —i ethO —d 218.29.30.31 —p tcp ——dport
80 —j DNAT —to—destination 192.168.1.6
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10.10.10
20.20.20.13
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20.20.20.13
20.20.20.12
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12

20.20.20.13

netfilter
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$§> DNAT 2% O ErEs

RATRHMBE B Ardm O
FEDNATHENI Bl “TP:Port” BTy HATdisht

# iptables —t nat —A PREROUTING -i ethO -d 218.29. 30.31 —p tcp ——dport
2346 -j DNAT ——to-destination 192. 168. 1. 6:22
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(U JSLEZES

SH (&Z43) #N: iptables—save T A
A] 456 B 5E e AR A7 2048 e XU

BN GEE) #Nj: iptables-restore LE
W] 656 5E ) 3\ 18 E ) SRYR

iptablesfR%s
AN E: /etc/init.d/iptables
M SCHEHLE : /ete/sysconfig/iptables
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rpm —e —nodeps firewalld
yum -y install iptables—services
systemctl start iptables

systemctl enable iptables
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